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Abstract. In this paper, we examine the benefits of split-TCP proxieplayed
in an operational world-wide cloud service network, forelecating web search
queries. We consider a fraction of a network consisting fdanumber of satel-
lite data centers, which host split-TCP proxies, and a smalimber of large data
centers, which compute real time responses to search guBetailed measure-
ments reveal that a vanilla TCP splitting solution deplog¢dhe satellite data
centers reduces t19%6'" percentile of latency by as much as 40%, as compared to
serving queries directly from the large data centers. Tginaareful dissection of
the measurements, we identify three areas, where optimizasignificantly fur-
ther improve performance: 1) adopting FEC-based low Iateelgable protocols
between proxies and data centers; 2) choosing proxies lbaseetwork latency;
3) specific customizations of TCP for short transfers.

1 Introduction

Cloud Services are delivered with large pools of computaioesources that are con-
centrated in large data centers. Their continued growtiekier, critically depends on

providing a level of responsiveness comparable with whabesobtained directly from

one’s user host or with dedicated on-site infrastructurkeyAchallenge for Cloud Ser-

vices is to make remote infrastructures appear to end-aséfshey were nearby.

Split-TCP proxies ?,?] can be deployed to improve the responsiveness of Cloud
Services. In its simplest form, a split-TCP proxy, deplogtzte to the end-user, effec-
tively bi-passes TCRlow start and reduces the number of round trips by maintaining
persistent connections over long-haul links to data cenkéany interactive Cloud Ser-
vices can benefit from split TCP, including Internet seavi#bb mail, online document
applications, maps, and so on.

Although there are existing deployments of split-TCP pesxin commercial sys-
tems (e.g.,?,?]), there are very few published studies on performancesga@sed on
real-world Internet measurements. Furthermore, to ounderige, there is no thorough
study that dissects each component of a TCP splitting selutiith the aim at identi-
fying further optimizations and fully realizing its potéait

In this paper, we deploy an experimental TCP splitting solubn a fraction of a
network of satellite datacenters hosted by Microsoft'dgldistribution and cloud ser-
vice network. We conduct detailed measurements to quathfygain experienced by



real-world end-users. Using Internet search as an exeynpdee studyq], we show
that, compared to directly sending queries to data cerdemnilla TCP splitting solu-
tion can reduc@5*” percentile latency by 40% . Through detailed analysis, eatidy
three areas where careful optimization can significantlihir improve latency perfor-
mance. These areas are: (1) adopting FEC-based low lateliedyle protocols between
the proxy and the data center;(2) choosing proxies baseétwork latency, instead of
geographic distance; and (3) optimizing designs to acctamsignificant observed
packet loss between the clients and the proxies. We propose TCP modifications,
for short data transfers (Interactive cloud services inegainand WebSearch applica-
tion in particular ). We show that these modifications achisignificant performance
improvements, e.g., when we replayed the search querigsvithl losses we observed
that at95'" percentile, the latency is reduced by 24% by our TCP modifinaf

2 A Web Search Case Study

Web Search is one of the most important and popular cloudcss\Clearly, the rele-
vance of search result is critical to the success of the seri addition, the speed of
search response is essential. Delay of an extra half a seeonaffect user satisfaction
and cause a significant drop in traffig].[ With millions of incoming queries every day,
popular search engines should not only handle large qudumes, but also ensure
very rapid response time.

2.1 Search response: Empirical results

The amount of data in a search response is typically verylsif@imeasure its size
and time, we identified about 200,000 common search terms érmonymized reports
from real-world users using ‘MSN Toolbar’. For each seasrht, we issued a query to
obtain a compressed HTML result page, against a populamiettsearch engine (the
search engine name is anonymized). We issued all the guissiesa single client lo-
cated on a university campus network. We measured the respime and the response
time, that is, the time elapsed from TCP SYN is sent until #s packet of the HTML
result page is received. We also extracted the time — takénnithe search data cen-
ter to complete the actual search and construct the resslreparted on the resultant
HTML page.

Figure 1 plots the CDF of response sizes. We see that the fs&zéypical uncom-
pressed search response is 20-40KBytes, sometimes exgé&flBytes. With a TCP
Maximum Segment Size (MSS) of about 1500 bytes, this coomdpto 15 to 27 TCP
data packets utilizing 4 TCP windows of data transfer (agiestgd by RFC 339(]).
Figure 2 plots the CDF of response time as observed by thetdied the CDF of
search time within the data center (denoted “Search Timg'heported on the result
page. From the figure, we see that a typical response takesdr®0.6 and 1.0 second.
The RTT between the the client and the data center during &asurement period was

“In this paper, we focus on optimizing split-TCP solutionslengiven proxy locations. We
cover an orthogonal and equally important issue — the cladipeoxy locations — in an earlier
study [?] and a companion pape?][
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Fig. 3. TCP packet exchange diagram between a HTTP client and ahsgeameer with a proxy

between them.

around 100 milliseconds. We remark that our measuremeatttcias connected from
a well-provisioned network. As we will see later, the resgtime can be a lot worse
for clients in the wild. From the figure, we see that the seéirok within the data cen-

ter ranges almost uniformly between 50 and 400 msec. We alsotihat 5.24% of the

search queries took one second or more to finish. The 95tep@Eeof the response
time was roughly one second.

2.2 Simplemodel for response latency

The total time for a query and response is composed of the tinsend the query,
the time to construct the result page and the time to traiséepage. The client first
establishes a TCP connection with the data center servenghra three-way TCP
handshake. Then, the client sends a HTTP request to thersetvieh includes the
search query. The sever performs the search, incurringcisgiae”, and then ships
the result page to the client. We assume that four TCP windahigch is a realistic
assumption, as discussed earlier) are required to tratieeaesult page to the client
when there is no packet loss. The total time taken in thisisd§& 1T+ search_time).
Now, consider the potential improvement of TCP splittindhene a proxy is in-
serted, close to the client, between the client and the datizelc as shown in Figure 3.
In such a design, the proxy maintains a persistent TCP cdionegith the data center
server, where the TCP window size is large, compared to tlmatof data in individ-
ual search result pages. A client establishes a TCP coonextid sends a search query
to the proxy. The proxy forwards the query to the data cergeres over the persis-
tent connection with a large TCP window. The data centeresgirocesses the search
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query, incurring searctime, and transmits the resulting page back to the proxyimith
one round trip (given the large TCP window). The proxy themsfers the data to the
client, which goes through a TCP slow-start phase and takesa round trips.

The total time taken in this case 8z + y + search_time), wherex is the RTT
between the client and the proxy apds the RTT between the proxy and the data
center. Comparing this with the no-proxy case, we see th&t§ilitting can potentially
reduce the response time GyRTT — (5x + y)). Whenz + y = RT'T (i.e., the proxy
detour overhead is negligible), this reduction becod{é&'T'— x); when furthen: <<
RTT, i.e., the client-proxy distance is small when comparedpgroxy-data center
distance, this reduction becomes approximatély "', which can be quite substantial
for interactive applications.

3 Experimental TCP Splitting System

Our experimental system has two major components: a TCRirsplplatform and a
client measurement platform.

3.1 Measurement System

TCP splitting platform: Our TCP splitting platform consists of three parts: spi@H
proxies, back-end datacenters, and a redirection seiwvshfavn in figure 4]. We deploy
our split-TCP proxies [about 2K LOC in C++] on a fraction (Itétions worldwide -
XXin US, XX in Europe, XX in Japan, XX) of the satellite datanters of Microsoft's
global distribution and cloud service network. Each progyfprm search queries with
the closest (in terms of RTT) Live Search data center. Th&ypdwmes not cache any
search query results. We first identify the client’s geobiajocation from its IP ad-
dress, and then redirect it to the closest pfoshe proxy with minimum geographic
distance is only an approximation to the proxy with minimufririwe will revisit this
issue later.

5 The redirection server incurs overhead for each query.dtsamplified implementation and
should be replaced by a DNS server in a production systenrewhdirection service overhead
is amortized over many queries and thus minimal.



Client measurement platform: Our goal is to measure query latencies for real
clients in the wild - with and without split-TCP proxies. Tug end, we exploit AdMea-
sure, a measurement platform we recently develoe@dMeasure is implemented
in XX Loc in ActionScript). In a nutshell, AdMeasure is depéa as a Flash object,
hosted on multiple popular Web pages (e.g., on the homegageraversity). When a
client retrieves any one of these Web pages, the AdMeasash IBbject is loaded into
the client at the end of the Web page (so as not to affect umeejved page load time).
The Flash object retrieves one workload list from a centdl&asure server, performs
Internet measurements such as issuing search queriesl®@sthentained in the work-
load list, and submits the results back to the AdMeasuressdrvour experiments, the
AdMeasure server instructs clients (the Flash objectssiod the search queries to the
closest proxy. AdMeasure server contacts the redirecéores with IP address of the
client, which then returns details of closest proxy to therdl For simplicity, we use
a fixed search query term “Barack Obama” with/without prexi&e have verified that
when the same query is repeated consecutively directhetdadtacenter, the latter ones
do not generally finish faster - i.e., there is no caching afgeresults when queries are
issued directly to the datacenter. We have deployed AdMeddash object on multiple
popular partner websites (total 6), including the front@&g Microsoft Research, the
front page for Polytechnic Inst. of NYU, the front pages akta small online gaming
websites, as well as a number of personal homepages.

Each client is instructed to issue six back-to-back quedéise data center through
the closest proxy; and each query starts a new TCP connéottbe proxy. We ignore
the first two queries, which are meant to warm up the TCP trassom window be-
tween the datacenter and the proxy. This is to emulate ptmifuenvironments, where
many queries and responses are multiplexed over the sameed#tr-proxy connec-
tion. To understand the degree to which TCP splitting hedpsh client also issues six
queries directly to the datacenter.

3.2 Measurement Results

Through AdMeasure, we collected one week’s worth of dataisting of 5,584 search
queries through proxy from 1130 unique clients out of whi6R @ere located in United
States (covering 193 cities). The bias in clients’ locatoginates from the fact that the
websites where AdMesure was deployed, were popular masthpi Using one week’s
worth of data, we now report our experimental results in thibsection. Since the
current deployment of AdMeasure attracts significantlyeners from North America
than other continents, we report only clients originatiranf North America.

Latency model validation: We first validate whether the simple model described
in Figure 3 indeed holds true with real clients. We separatdraces with packet loss
in either client to proxy or proxy to datacenter communimat{Traces with loss will
be re-visited later). From tcpdump outputs on the proxy veaiify losses on one path
— for simplicity, we assume that retransmissions imply gadtsses. However, it is a
lot trickier to identify ACK loss, which turns outot to be rare. ACK loss can not be
directly observed, but can be inferred. Here, we apply a rhpuristic to identify
ACK losses — the sequence number gap between all conse&@Kes is calculated; if
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the gap is bigger than two MSS (taking into account delay&daeledgment?]), we
assume there is an ACK Idss

Considering all traces without packet/ACK loss, we now ghlte an estimated
latency as: 6 times RT'Thetween client and proxy=( 6 * = - notation follows from
figure 3) + 1 RTT between proxy and datacentery) + datacenter search time-(
search_time). (y + search_time) is obtained directly from tcpdump, as the time from
when the proxy forwards the query to the data center untietsdghe first response
packet. We also obtain the true total latency from tcpduragha time from when the
proxy receives the SYN until the final ACK from the client.

Figure 5 (best viewed in color) plots the estimated and tnegnfalized) latency
of minimum of the six search queries per client Visibrted by measured latency. It
is clear that, without packet/ACK loss, the simple modelrlyeapproximates the true
latency. Note that towards right in the figure, where theltatency is large, the RTTs
between the clients the proxies are also large. Larger Riidws sore variations, which
tend to have a larger impact on inaccuracy.

Impact of Proxy OS: In the course of our experiment, we found that different
operating systems exhibit very different TCP window bebgwvhich in turn has a
large impact on latency. Table 1 compares the transmissindow for Linux kernel
2.6.20, Windows Server 2003, and Windows Server 2008, usajdata collected

5 Our simple heuristic might over-estimate losses, but i®ribeless conservative for weeding

out connections with losses.

" For “Barack Obama” Query, response size if 55KB which is 5 T@Rlows of data, implying,
1 RTT for TCP Handshake + 5 window packet transfer (5*RTT)

8 a few clients visited multiple times



| Linux JWin2003Win2008

Window Size in Byte
1°112,920] 2,520 | 2,920
24| 4,380| 3,780 | 5,840
377|5,840| 4,980 | 11,680
4t"18,760| 7,560 | 23,360
5t%111,68Q 11,340
6'" 16,060 16,380
# of Windows for 50KB+ data

L 71 7 [ 5

Table 1. TCP window comparison, for different OS’s

from our proxies. As we can see, both Windows Server 2003 amaklshow a similar
window growth rate of about 1.5, whereas Windows Server 20@8vs a growth rate of
2. Using Windows Server 2008 can immediately reduce thé lattency by two round
trips between the client and the proxy. Hence, all resufiented in the rest of the paper
use proxies hosted on Windows Server 2008 machines.

How Much Does TCP Splitting Help? Recall that each client issues six queries
through the proxy and the first two responses are used to wathredl CP transmission
window between the datacenter and the proxy. The perforenahihie remaining four
queries should reflect latencies that end-users will erpes.

We now present the main finding of this section: a comparidahe end-to-end
latency with and without TCP splitting. Figure 6 plots the EDf search latency with
and without TCP splitting. We see that®i¢” percentile, TCP splitting reduces latency
from 0.995 to 0.60 (both values are normalized) — a saving®e§!.

Impact of Packet Losses: We instruct each of the 952 clients to issue six queries
directly to the datacenter, where the first querfyésh and goes through TCP slow-start,
the second query is to further warm up the TCP transmissiadawy (simply ignored),
and the rest four queries use the established persisterPlddinection. Figure 7 plots
a comparison between a fresh query and the subsequentsjaeeiea persistent con-
nection. For each of the 952 clients, we examine the firstygiaéency (which contains
slow-start), the minimum and the maximum latency of the {agueries (we dmot
prune cases with loss here). We make the following obsenstil) intuitively, due to
TCP slow-start, the first search query experiences muclerddagency than the mini-
mum subsequent query; 2) the subsequent queries, desfite lnénefit of a persistent
HTTP connection and an already opened window, might expegitarge latency. In the
next section, we will design specific measures to mitigageitipact of packet losses.
Note that to make comparisons fair, we had remove TCP hakdglme from all the
results.

Latency in Hauling data from DataCenter In our experimental deployment, each
proxy maintains a persistent TCP connection with the datacelf packet loss occurs
between the proxy and the datacenter, additional rouns wif) occur. Using the last
four of the total six queries per test, we now examine whedtmedatacenter can always
transmit the entire response to the proxies in one trangmisgndow. In particular,
we examine the time gap between the proxy receiving the firdtlast packet from



the datacenter. Ideally this time should be close to 0, ipatikets arrive in a single
window. Figure 8 (Private-network bars) shows that typyctiis is the case for proxies
within Microsoft’s global distribution network. For compson purposes, we have also
deployed a split-TCP proxy inside the Abilene network atdeer University (public-
network bars in figure 8). For this proxy, in sharp contrabgu 40% of cases take
one RTT, indicating that at least one packet loss occurdfesd cases. About 5% take
two RTTs, indicating multiple packet loss occur for thessesa In both cases, there are
non-negligible delays due to packet losses. This sugdestsitcustomized FEC-based
low latency reliable protocol (e.g?]) between proxy and DataCenter should help. The
gain might only be marginal when all the proxies are deplayithin the Cloud Service
provider’s private, well-provisioned network. Howevérthie provider deploys proxies
in third party networks, this so-called “middle-mile” pein[?] will become prominent
and a customized protocol becomes desirable.

Stress Testing During our measurements we were able to attract over 1080tsli
in one week. This rate does not give us an oppurtuinity to omeathe performance
of our system under load. Specifically, we wanted to measgree¢arch response time
between the proxy and the datacenter under load. Nearbiegwesuld suffer the same
fate as they go through the same connection between the prakthe datacenter, ie.,
if one query suffer loss, queries succeeding it would al$f@sdue to TCP semantics.

To stress-test our split-TCP platform we did the followingadl the 11 proxy loca-
tions. We issued back-to-back queries to a webserver orafaeehter to fetch a single
image of 50KB size over a single persistent HTTP connecfldre web-server was
configured to respond to any number of queries on a singléspems HTTP connec-
tion. The rate of querying was varied from 1 request/sec @¥8quests/sec. For each
rate, we dispatched queries for 10 seconds and waited foomsss for all the queries
issued. For every query, we measured the time taken in getterresponse.

Figure 9 plots the results of stress testing. For every iocate plot one bar for
each request rate indicating percent of requests with duatests rate that took 2 more
or RTT to deliver the responses. For example, for denmarkypai 1 request/sec 20%
of the requests took 2 or more RTT. At 1 request/sec rate, wafiotal of 10 requests
(in 10 seconds). This means, 2 out of 10 requests took more2HRI'T. These were
the first two requests that warmed up the TCP socket.

4 Related Work

Proposals for using persistent-connection HTTP and 3 proxy to improve web
transfer performance can be dated back at least to the msd B&tly important work
include that of Padmanaba®|[and Mogul [?]. Proxies can provide additional benefit
through clever techniques, such as using static contenpeéa ap TCP window7].
Furthermore, proxies can provide benefit through adaptstdpiggyback mechanisms
[?].

During our experimental deployment, we observed that galdsses are rather
common between the clients and the proxies, even thoughrtixéeg are deployed on
the well-provisioned and well-connected production nekwd his is a bit surprising,
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Fig. 9. Stress Test

but yet consistent with observations from other productietworks [?]. Such reality
prompted us to pursue TCP modifications to improve latencippaance.

There is a large body of work attempting to improve the TCRqural, for exam-
ple, by transmitting the first segment along with the SYA|| py avoiding slow start
completely P], by regulating bandwidth at the link lay€e?]| or by dropping duplicate
ACK thresholds P]. Our TCP modifications are different. Our focus is to eliatethe
potentially large timeouts and avoid congestion avoidaniaese in cases where we can
infer network situation.

[?,7] evaluate performance of split-TCP proxies using a verytéohset of clients.
Through emulation,q] evaluated socket-level TCP splice using a single cliedtanr-
ious latency/loss rate. The focus was to estimate the nuaili&PU cycles that a proxy
spends processing request. gstimated the latency penalties incurred by split-TCP
proxies. Authors estimated that while application layditSpCP proxies incur 3.2ms
additional delay (using their experimental setup), a kielee! split-TCP implemen-
tation incurs only 0.1ms. We focus on very different optiatian aspects to reduce
latency. Furthermore, our study is based on the measursiitent a much larger num-
ber of real-world end-users.

5 Future Work And Conclusion

In this paper, we observe that the private network connggtioxies and datacen-
ter servers are loss free most of the time. Also overall lass might be lower due
to the fact that all the clients, TCP splitting proxies andadanter servers are from
North America, with well developed network infrastructukievertheless, packet loss
does happen at high percentile. The packet loss could becomeswanen we move
away from North America, e.g., to less “Internet developeatjions of Asia. As a fu-
ture work, we plan to investigate much broader proxy andagetir connection sce-
nario, (e.g., connecting proxies in Asia/Europe to dattersnn North America and
vice versa), to validate if it is indeed sufficient to rely oargistent TCP to connect
proxy and datacenter servers for delay critical applicetio



Even within North America, we observe non-trivial packetdes on links connect-
ing proxies to end-users. This has prompted us to examineen@ie on the proxies.
In this paper, we have shown that a few simple modificatiomssignificantly reduce
total latency. We plan to further investigate alone thigcliion and explore other mod-
ifications as well.

Finally, along with optimizing each componentin the TCRttpp system, expand-
ing the presence of the global distribution network (andstphroxies) will also help.
The holy grail question being — how many locations will befisignt and where should
these locations be? We are developing new methodologjiasfl plan to conduct large
scale measurements in order to answer this question caradius

In this paper, we investigate the benefits and optimizatidsplit-TCP proxies. We
measure the real-world benefits of split-TCP proxies bydtiing over 900 clients to
our split-TCP proxies. We show that split-TCP proxies catesd improve WebSearch
performance.



