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Abstract

We define a new logic, BRAND, that allows reasoning with heap-
manipulating programs using deductive verification and SMT
solvers. SRAND logic (“STRuctures ANd Data” logic) formu-
las express constraints involving heap structures andatettey
contain; they are defined over a class of pointer-struct@ete-
fined using MSO-defined relations over trees, and are of thre fo
JBVye(Z, ), wherep is a monadic second-order logic (MSO) for-
mula with additional quantification that combines struatuzon-
straints as well as data-constraints, but where the datst@ints
are only allowed to refer t@ andy.

The salient aspects of the logic are: (a) the logic is powerfu
allowing existential and universal quantification over thedes,
and complex combinations of data-constraints and stralctam-
straints; (b) given a linear block of statemeatmanipulating the
heap and data, and a pre-conditiBnand a post-conditiod for
it written using a Boolean combination &ffe andVyy formu-
las, checking the validity of the associated Hoare-trighd s{Q}
reduces to satisfiability of ai®AND formula, and (c) there is a
powerful fragment of SRAND for which satisfiability is decid-
able, where the decision procedure works by combining teerth
of MSO over trees and the quantifier-free theory of the umyderl
ing data-logic. We demonstrate the effectiveness andipadity of
the logic by checking verification conditions generatedriovpng
properties of several heap-manipulating programs, ustnglahat
combines an MSO decision procedure over treesi) with an
SMT solver for integer constraints (Z3).

Categories and Subject DescriptorsCR-number $ubcategory
third-level

General Terms terml, term2
Keywords

1. Introduction

A fundamental component of most analysis techniques fopbeim
programs is logical reasoning. The advent of efficient SMVess
(satisfiability-modulo theory solvers) have significangigvanced
the techniques for the analysis of programs. SMT solversichat-
isfiability in particular theories (e.g. integers, arrayeory of unin-
terpreted functions, etc.), and are often restricteguantifier-free
fragments of first-order logic, but support completely auabed
and efficient decision procedures for satisfiability. Mo by
using techniques thatombinetheories, larger satisfiable theories
can be obtained. In particular, the Nelson-Oppen frameyt®dk
allows generic combinations afuantifier-freetheories, and has
found to be useful in efficient combinations of theories tratim-
plemented by a SAT-solver querying the decision procedoirtése
component theories.

Satisfiability solvers for theories are tools that advareegl
analysis techniques. They are useful in test-input geioerathere
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the solver is asked whether there exists an input to a prognam
will drive it along a particular path; see for example [8]. M
solvers are used also for static-analysis using abstraatterpre-
tation, where the solver is asked to compute precise ab$taasi-
tions, i.e. asked whether there is a concretization of amatistate
a that transitions to a concretization of another abstratest (for
example see S\M [2] for predicate abstraction andvTA [13, 24]
for shape-analysis). Solvers are also useful in classieductive
verification, where Hoare-triples that state pre-condgiand post-
conditions can be transformed into verification conditiavisose
validity is checked by the solver; for exampl®BGIEuse the SMT
solver Z3 and ESCAYA [7] uses $MPLIFY to prove verification
conditions.

One of the least understood class of theories, howeverhare t
ories that combine heap-structure and the data they coitaal-
ysis of programs that manipulate dynamically allocated wmgm
and perform destructive pointer-updates on this memoryn-ma
taining data-structure invariants (like a binary seareke)rrequire
reasoning with heaps with amboundednumber of nodes with
data stored in them. Reasoning with heap structures angdata
fundamental challenges due to the unboundedness of the data
structures. First, for a logic to be useful, it must be ablglaxe
constraints on all parts of the structure (e.g. to say adisbited),
and hence some form of universal quantification over the leap
absolutely necessary. This immediately rules out claksiom-
binations of theories, like the Nelson-Oppen scheme [18jchv
cater only to quantifier-free theories. Intuitively, givarconstraint
on heap structures and data, there may bénéinite number of
heaps that satisfy the structural constraints, and chgakimether
any of these heaps can be extended with data to satisfy the con
straint cannot be stated over the data-logic (even if it hastifi-
cation).

There have been a few breakthroughs in combining heap struc-
tures and data recently. For instancesidc [12] supports a logic
that ensures decidability using a very highly restrictiyetax, and
CSL [5] extends the Wvoc logic mechanism to handle constraints
on sizes of structures. However, both these logics have awsky
ward syntax, that involves the domain being partially oedewith
respect taorts and the logic heavily curtailed so that the decision
procedure can move down the sorted structures hierarthenadi
hence terminate. However, these logics cannot expresssevea
simple properties on trees of unbounded depth, like thegotpp
that a tree is a binary search tree. More importantly, thertiegie
for deciding the logic is encoded in tlsgntax which in turn nar-
rowly aims for a fast reduction to the underlying data-logiaking
it hard to extend or generalize.

In this paper, we propose a hew fundamental technique for de-
ciding theories that combine heap structures and data. ddte t
nique is based on defining a notion sétisfiability-preserving
embeddingdetween heap-structures, and extracting the minimal
models with respect to these embeddings to synthesize dagfta
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formula, which can then be decided by an SMT solver for tha-dat
theory.

The logic STRAND: We define a new logic calledT®AND (for
STructure ANd DAta), that combines a powerful heap-logithvain
arbitrary data-logic. 8RAND formulas are interpreted over a class
of data-structuresk, and are of the forrdzVyp(Z, i), whereyp is

a formula that combines a complete monadic second ordec logi
over the heap-structure (and can have additional quarniifiga
and a data-logic that can constrain the data-fields of theesiod
referred to byz andy.

The heap-logic in 8RAND is derived from the rich logic tra-
dition of designing decidable monadic second-order logiesr
graphs, and is extremely expressive in defining structurapss
and invariants. 8RAND formulas are interpreted over a recursively
defined class of data-structur&s which is defined using a regu-
lar set ofskeletortrees with MSO-defined edge-relations (pointer-
relations) between them. This way of recursively definingada
structures is not new, and was pioneered by theePsystem [16],
which reasons with purely structural properties of heajiimeed in
a similar manner. In fact, the notion gfaph typed410] is a conve-
nient and simple way to define data-structure types andiavy,
and is easily translatable to our scheme. Data-structuzéaedl
over skeleton trees have enough expressive power to state
data-structure invariants of recursively defined dataestires, in-
cluding nested lists, threaded trees, cyclic and doulnkeld lists,
and separate or loosely connected combinations of thesestes.
Moreover, they present a class of graphs that have a deeit®D
theory, as MSO on these graphs caririterpretedusing MSO over
trees, which is decidable. In fact, graphs defined this wayoae
of the largest classes of graphs that have a decidable MS®@ythe

As we show in this paper, theTRAND logic is well-suited
to reasoning with programs. In particular, assume we arengav
(straight-line) progranP, a pre-condition on the data-structure ex-
pressed as a set of recursive structtResind a pre-condition and a
post-condition expressed in a sub-fragment oREND that allows
Boolean combination of the existential and universal fragte. We
show that checking the invalidity of the associated Hosp#et re-
duces to the satisfiability problem ofrf8AND over a new class
of recursive structure®’. This facilitates using 8RAND to ex-
press a variety of problems, including the applicationssf-input
generation, finding abstract transitions, and deductivéieation
described above.

mo

Decidable fragments ofSTRAND: The primary contribution of
this paper is in identifying a decidable fragment af’f2ND. Our
fragment is semantically defined, but syntactically chetkaand
works through a notion calleshtisfiability-preserving embeddings
Intuitively, for two heap structures (without dat&) and S’, S
satisfiability-preservingly embedis S’ with respect to a 8RAND
formula ¢ if there is an embedding of the nodes $fin S” such
thatno matter how the data-logic constraints are interpretiécs’
satisfies), then so will the submode] satisfy:, by inheriting the
data-values. We define the notion of satisfiability-preisgnem-
beddings so that it is entirely structural in nature, andefréble
using MSO on an underlying graph that simultaneously remrss
S, S’, and the embedding ¢f in S".

If S satisfiability-preservingly embeds &1, then clearly, when
checking for satisfiability, we can ignor®' if we check satisfia-
bility for S. More generally, the satisfiability check can be done
only for the minimal structures with respect to the partial-order
(and well-order) defined by satisfiability-preserving enhtiags.
The decidable fragment TRAND ... is defined to be the class
of all formulas for which the set of minimal structures witk-r
spect to satisfiability-preserving embedding<iiste, and where
the quantifier-free theory of the underlying data-logicésidable.

The decidable fragment of TRAND is semantically defined,
but we show that it is syntactically checkable. Given BR8ND
formulay, we show that we can build a regular finite representation
of all the minimal models with respect to satisfiability-peeving
embeddings, even if it is an infinite set, using automataithe
Then, checking whether the number of minimal models is finite
is decidable. If the set of minimal models is finite, we showvho
enumerate the models, and reduce the problem of checkintharhe
they admit a data-extension that satisfieso a formula in the
quantifier-freefragment of the underlying data-logic, which can
then be decided.

We also exhibit a property on the class of data-structures
‘R, which, if satisfied, admits a decidab$gntacticfragment of
STRAND, for STRAND formulas of the kindBZVyp(Z, ¥), where
» has no additional quantification. For instance, over thesctaf
trees (which is very common, as many nested data-struciities
out aliasing correspond to trees), if the signature costainly
descendent, left-subtree, and right-subtree relatities, this syn-
tactic fragment of SRAND is entirely decidable.

We report also on an implementation of the above decision pro
cedures. For the structural phase, we usen¥ [9], a powerful
logic for deciding MSO over trees and which, despite its theo
ical non-elementary worst-case complexity, works veryciffitly
on realistic examples, by combining a variety a techniquekid-
ing tree-automata minimization, BDDs, and guided tree raata.
The quantifier-free data-logic we use is the quantifier-foggc of
linear arithmetic, and we use the SMT solver Z3 to handleethes
constraints. We have proved several heap-manipulatingranes
correct including programs that search and insert intcesdists,
reverse sorted lists, and perform search and insertionbimtry-
search trees. In each of these cases, the formulas we walte ev
ated to be in the decidable fragment, supporting our thiaisthe
decidable fragment is natural and useful. The binary se@eehex-
amples that we show correct hezannotbe proved correct in the
frameworks defined by K/oc and CSL (expressing the binary-
search property will violate WvoC’s syntax on sorts).

In summary, we present a general decidability technique for
combining heap structures and data, demonstrate syrathytite-
cidable fragments for trees, and present experimentaliatrah to
show that the decidable combination is expressible andexifly
solvable. We believe that this work breaks new ground in aamb
ing structures and data, and the techniqgue may also paveape w
for defining decidable fragments of other logics, such asdéte
fragments of separation logic that combine structure amal da

2. Motivating examples and logic design

The goal of this section is to present an overview of the ssue
involved in finding decidable logics that combine heap dtriee
and data, which sets the stage for defining the decidablenfay

of the logic STRAND, and motivate the choices of our logic design
using simple examples on lists.

Let us consider lists in this section, where each nod®s a
data-fieldd(u) that can hold a value (say an integer), and with
two variableshead andtail pointing to the first and last nodes
of the list, respectively. Consider first-order logic, wieave are
allowed to quantify over the nodes of the list, and further,dny
nodez, allowed to refer to thelata-fieldof = using the termi(x).

Let x — y denote thay is the successor af in the list, and let
x —" y denote that is the same ag or precedeg in the list.

ExAMPLE 2.1. Consider the formula:
p1:  d(head)=c1 A d(tail)=cz A
Vyi1Vy2.((y1 —" y2) = d(y1) < d(y2))
The above says that the list mustdmtedand that the head of
the list must have value, and the tail have value,. Note that the
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formula is satisfiable ift; < c¢2, and in which case it is actually
satisfied by a list containingist two elementgointed to byhead
andtail, with valuesc; andcs, respectively.

In fact, the property that the formula is satisfiable by a two-
element list hasmothingreally to do with the data-constraints in-

is satisfiable ifc; < ¢z, but still there is no a priori bound on
the minimal model that is independent of the data-congsain
particular, ifc; = 0 andex = 10%, then the smallest model is a
list with 10° nodes. Moreover, the reason why the bounded struc-
ture property fails is not because of the data-constrag@fésning to

volved in the above formula. Assume that we have no idea as to successive elements as in Example 2, but rather becausbabe a
what the data-constraints mean, and hence look upon theeabov formula has a/3 prefix quantification of data-variables. Formulas

formula by replacing all the data-constraints using umprieted
predicate®1, p2, . . . to get the formula:
p1:  pi(head) Apz(tail) A
Vy1Vyz.((y1 —" y2) = p3(y1,y2))

Now, we do not know whether the formula is satisfiable (for
examplep: may be unsatisfiable). But we still do know that two-
element lists aralways sufficientln other wordsjf there is a list
that satisfies the above formula, then there is a two elemsint |
that satisfies itThe argument is simple: take any lighat satisfies
the formula, and form a new ligt that has only the head and tail
of the listl, with an edge from head to tail, and with data values
inherited froml (see figure below). It is easy to see tiasatisfies
the formula as well, since whenever two nodes are relatee:by
in the list!’, the corresponding elementsiiare similarly related.

head tail

T head  tail .
¢ 3)—»3)

This property, of course, does not hold on all formulas, as we
see in the example below.

ExXAMPLE 2.2. Consider the formula:
w2 : d(head)=c1 A d(tail)=cz A
Vy1Vyz.((y1 — y2) = d(y2) = d(y1) + 1))

where an existential quantification follows a universal mjifeca-
tion in the prefix seldom have bounded models, and/8\D hence
only allows formulas wittd*v* quantification prefixes. Note that
quantification ofstructure variablegvariables that quantify over
nodes but whose data-field is not referenced in the formalaye
arbitrary, and in fact we allow 8RAND formulas to even havset
guantificationover nodes.

The Bernays-Schonfinkel-Ramsey classHaving motivated for-
mulas with thed*vV* quantification, it is worthwhile to examine this
fragment in classical first-order logic (over arbitrary mite uni-
verses), which is known as the Bernays-Schonfinkel-Rarmisesg,
and is a classical decidable fragment of first-order logjc [4
Consider first a purely relational vocabulary (assume there
are no functions and even no constants). Then, given a farmul
JeVye(Z, 3), let M be a model that satisfies this formula. ket
be an interpretation far such that\/ underv satisfiesvyo(Z, ).
Then it is not hard to argue that the submodel obtained by- pick
ing only the elements used in the interpretationzofi.e. v(%)),
and projecting each relation to this smaller set, satisfiesfor-
mula 32Vye(Z, y) as well [4]. Hence a model of size at mdst
always exists that satisfies if the formula is satisfiable, where
is the size of the vector of existentially quantified varesat. This
bounded model propertgxtends to when constants are present as
well (the submodel should include all the constants) big fahen
more than two functions are present. Satisfiability hencleices
to propositional satisfiability, and this class is alsoealtheeffec-
tively propositionaklass, and SMT solving for this class exists.
The decidable fragment offRAND is fashioned after a similar
but more complex argument. Given a subset of nodes of a model,

The above says that the values in the list increase by one as Wea o bset itself may not form a valid graph/data-structre de-

go one element down the list, and that the head and tail ofishe |
have values:; andcs, respectively. This formula is satisfiable iff
c1 < co. However, there is no bound on the size of the minimal
model that isndependenbf the data-constraints. For example, if
c1 1 andc2 = 105, then the smallest list that satisfies the
formula has a million nodes. In other words, the data-cainsis
place arbitrary lower bounds on tis&zeof the minimal structure
that satisfies the formula.

Intuitively, the formulay: refers tosuccessivelements in the
list, and hence a large model that satisfies the formula isects-
sarily contractible to a smaller model. The formylain the sorted-
ness example (Example 2.1) referred to pairs of elementsvira
reachable, leading to contraction of large models to snmeso

Recall that the design principle of the decidable fragmént o
STRAND is to examine the structural constraints in a formgla
and enumerate finite set of structures such that the formula is sat-
isfiable iff it one of these structures can be populated walbes to
satisfy the formula. This strategy necessarily fails feralove for-
mulag., as there is no class of finite structures that adequately cap
tures all models of the formula, independent of the datastramts.
Thesortednes$ormulay; in the first example is part of the decid-
able fragment of 8RAND, while , is outside of it.

ExXAMPLE 2.3. Consider the formula:
w3 : d(head)=c1 A d(tail)=cz A
Vy1((y1 # tail) = Jy2.(d(y2) = d(y1) + 1))

This formula says that for any nodeexcept the tail, there is
some noder’ that has the valué(n) + 1. Notice that the formula

fine a notion ofsubmodelghat allows us to extract proper sub-
graphs that contain certain nodes of the model. Howeveretlae
tions (edges) in the submodel wilbt be the projection of edges
in the larger model. Consequently, the submodel may natfgati
formula, even though the larger model does.

We define a notion callegatisfiability-preservinggmbeddings
that allows us to identify when a submodglof 7" is such that,
wheneverT satisfieg) under some interpretation of the data-logic,
S caninherit values fromT to satisfy:) as well. This is consider-
ably more complex and is the main technical contributiorheffia-
per. We then build decision procedures to check the mininal-m
els according to this embedding relation.

3. Recursive data-structures

We now define recursive data-structures using a formalisah th
defines the nodes and edges using MSO formulas over a regular
set of trees. Intuitively, a set of data-structures is defimgtaking
a regular class of trees that act askaletonover which the data-
structure will be defined. The precise set of nodes of the tree
that correspond to the nodes of the data-structure, anddipese
between these nodes (which model pointer fields) will bewrapit
using MSO formulas over these trees. We call such classest@f d
structuregecursively definable data-structutes

Recursively definable data-structures are very powerfuhae
nisms for defining invariants of data-structures. The motitgraph
types[10] is a very similar notion, where again data-structure in
variants are defined using a tree-backbone but where edgelear
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fined usingregular path expression&raph types can be modeled
directly in our framework; in fact, our formalism is more pesful.

The framework of recursively definable data-structuresaéze
interesting because they define classes of graphs that @
able monadic second-order theory other words, given a class
C of recursively defined data-structures, the satisfiabfiigblem
for MSO formulas oveC (i.e. the problem of checking, givep,
whether there is some structuRec C that satisfies) is decidable.
The decision procedure works by interpreting the MSO foenaud
the tree-backbone of the structures. In fact, our framewarkcap-
ture all graphs definable usimglge-replacement grammasshich
are one of the most powerful classes of graphs known that &ave
decidable MSO theory [6].

3.1 Graphs and monadic second-order logics

A labeled (directed) grapti’ over a finite set of vertex-labels,
and a finite set of edge labdls is a 6-tupleG = (V, E, u, v, Ly, Le),
whereV is the set of nodesE C V x V is a set of edges,
we Vo 2k
v : E — 2F< that assigns a subset of labels each edge.

Monadic second-order logic (MSO) on graphs over the la-
bels (L., L.) is the standard MSO on structures of the form
(U, E,{Qa}acL,,{Fv}ver.) WhereU represents the universe,
E'is a binary relation capturing the edge relatigh, is a monadic
predicate that captures all nodes whose labels contand E is
a binary relation that captures all edges whose label aohtgiote
that B, C FE, for everyb € L.). However, we also allow Boolean
variables and quantification over them

Let us fix a countable set of first-order variabley’ (first-order
variables will be denoted by, ¢, etc.) and a countable set of set
variablesSV (set-variables will be denoted by, T', etc.). Let us
also fix a countable set of Boolean variablB% (denoted byp, ¢,
etc.) The syntax of the logic is:

p=p| Qals) | E(s,t) | Bu(s,t) [ s=t|s€S|
eVol|-p|3sp|ISe
wherea € Ly, b € Le,s,t € FV,S € SV,andp € BV.

3.2 Recursively defined data-structures

Let ¥ be a finite alphabet. For arly € N, let [k] denote the set
{1,...k}.

A k-ary Y-labeled tree is a paifV, \), whereV' C [k]*, andV
is non-empty and prefix-closed, and V' — X. The edges of the
tree are implicitly defined: that is.: is thes'th child of u, for every
u,u.i € V, whereu € [k]* andi € [k]. Trees are seen as graphs
with X-labeled vertices and edge relatiafig x, y) that define the
+'th-child edges. Monadic second-order logic over treeBésMSO
logic over these graphs.

Formally, we define classes of recursively defined datactires
as follows.

DEFINITION 3.1. A classC of recursively defined data-structures
is specified by a tupleR = (Vrr, Yu,{aataer,, {BtocL, ),
whereyr, is an MSO sentence)y is a unary predicate defined
in MSO, and eachy, and 3, are monadic and binary predicates
defined using MSO, where all MSO formulas are darry trees,
for somek € N, . [ |

1 Classical definitions of MSO do not allow such Boolean quiatiion, but
we will find it useful in our setting. These variables can bgilgaemoved;
e.g. instead of quantifying over a Boolean variabpjeve can quantify over
a setX and convert every occurrence pfo a formula that expresses that
X is empty.

Let R = (¢Yrr,Yv,{@atacr,, {Bo}ver.) andT be ak-ary
Y-labeled tree. Thel’ = (V, E) defines a graplGraph(T) =
(N, E, u,v, Ly, Lc) defined as follows:

o N ={seV|vyuy(s) holds in T}
o £ ={(s,8") | Bu(s,s") holds in T for someb € Le}
o u(s) ={a € Ly | aa(s) holds in T}
o u((s,8")) =1{b€ Le | Bo(s,s) holds in T}
The class of graphs defined b9 is the setGraph(R) =
{Graph(T) | T |= oz},

EXAMPLE 3.2. Let us define a class of recursive data-structures
that consists of trees where the leaves of the tree are ctethbéy

a linked list. The class of trees will be the class of binaegs (with
edgesF; and E» representing left- and right-child relations), and
we define therezt-edge relation for the list using an MSO predi-
cate:

Eneat(s,t) = leaf (s) A leaf (t) A 321, z2, z3(E1 (23, 21)

that assigns a subset of labels to each vertex, and A Es(z3, 22) A RightMostPath(z1, s) A LeftMostPath (22, 1))

where leaf (z) is a subformula that checks if is a leaf, and
RightMostPath(x,y) (and LeftMostPath(x,y)) is a formula
that checks ify is in the right-most (left-most, respectively) path
fromz.

4. STRAND: A logic over heap structures and data
4.1 Definition

We now introduce our logic 8RAND (“STRucture ANd Data”).
STRAND is a two-sorted logic interpreted on program heaps with
both locations and their carried data. Given a first ordeorghe
D of sort Data, and givenL, a monadic second order (MSO)
theory over(L,, L.)-labeled graphs, of sottoc, the syntax of
STRAND is presented in Figure 1L.TRAND is defined over the two-
sorted signatur& (D, £) = Sig(D) U Sig(L) U {data}, where
data is a function of sortLoc — Data. STRAND formulas are
of the form3ZVyp (&, i), whereZ and ¢ are 3DVar andVDVar,
respectively, of sorLoc (we also refer both as DVar); is an MSO
formula with atomic formulas of the form eithet(eq, ..., e,) or
a(vi,...,vn). y(e1,...,en) is an atomicD-formula in which
the data carried by.oc-variables can be referred @sta(z) or
data(y). a(vi,...,vyn) is just an atomic formula fronC. Note
that additional variables are allowed (%, /), both first order or
second order, buf(es, ..., en) is only allowed to refer ta’ andy.

A model for STRAND is a structureM = (Mroc, MbData,
Minap). Mroc is anL-model (i.e. a labeled graph) with/z... as
the underlying set of nodes, ad p.:« is aD-model withMpata
as the underlying set\M,,q, is an interpretation for the function
data of sOrtMr.c — Mpate. The semantics of 8RAND formulas
is the natural extension of the logigsandD.

We will refer to a £-model as agraph-model The data-
extensionof graph modelM .. is a STRAND model (M.,
MDat(u Mmap>-

Undecidability. STRAND is an expressive logic, as we will show
below, but it is undecidable in general, even if both its utyieg
theoriesD and £ are decidable. LeD be linear integer arithmetic
and L be the standard MSO logic over lists. It is easy to model an
execution of a 2-counter machine using a list with integEech
configuration is represented by two adjacent nodes, whiehaar
beled by the current instruction. The data fields of the twdeso
hold the value of the two registers, respectively. Then dirl
computation can be expressed by 8R&ND formula. Hence the
satisfiability of the SRAND logic is undecidable, though the un-
derlying logics£ andD are decidable.
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IDVar T € Loc

VDVar y € Loc

GVar z € Loc

Variable v o= z|ylz

Set — Variable S € gloe

Constant c € Sig(D)

Function g € Sig(D)

D—Relation v €  Sig(D)

L—Relation a €  Sig(L)

Expression e == data(z)|data(y)]|c]|gles,...,en)

AFormula %) = (e, ...,en) | a(vi,...,vn)
| 2@ [ o1 Ao | 1 Vo
| 3z.p | Vzip | 3S.0 | VS0

VFormula w o= ¢|Vyw

Formula Y on= wl| Iz

Figure 1. Syntax of SRAND

4.2 Examples
We now show various examples to illustrate the expresssgené
STRAND. We sometimes us#() instead ofdata(), for brevity.

EXAMPLE 4.1 (sorted list)We first revisit the motivating Exam-
ple 2.1 presented in Section 2. In the formyla y1 andy» must
be DVar since their data fields are referred. Thuscan be rewrit-
ten inSTRAND as

Vsorted = Yy1Vy2.( d(head)=c1 A d(tail)=cz A

(y1 =" y2) = d(y1) < d(y2)) )

EXAMPLE 4.2 (Binary search tree)n STRAND, a binary search

tree (BST) is interpreted as a binary tree data structure with an
additional key field for each node. The keys in a BST are always

stored in such a way as to satisfy the binary-search-tre@enty,
expressed iIIBTRAND as follows:

leftsubtree (y1,y2) = Iz(left(yr, 2) Az —" y2)
rightsubtree (y1,y2) = Jz(right(y1,2) Az = y2)
Yust = Vi1 Vy2 ( (leftsubtree(y1,y2) = d(y2) < d(y1)) A
((rightsubtree(yi, y2) = d(y1) > d(y2)) )

Note thatiy,s: has an existentially quantified variabtein GVar
after the universal quantification af;,y». However, asz is a
structural quantification (whose data-field cannot be reteto),
this formula is in SRAND.

ExamMPLE 4.3 (Two disjoint lists).In separation logi@3], a novel
binary operator*, or separating conjunctionis defined to as-

sert that the heap can be split into two disjoint parts where

its two arguments hold, respectively. Such an operator B us
ful in reasoning withframe conditionsin program verification.

5. DecidingSTRAND fragments
5.1 Removing existential quantification:

Given a SRAND formula3@vyy(Z, i) over a class of recursively
defined data-structureR = (Y1r,Yuv, {®atacL,, {Bb}tocLe)s
we can transform this to aequisatisfiablgormula Vzvye' (2, 7)
over adifferentclass of recursive data-structurgs, where data-
structures inR’ are data-structures iR with a new unary predi-
cate that gives a valuation for the variablesrinWe won't define
this formally, but this is an easy transformation: we modify,

to accept trees with extra labelings that give (an arbitrary) sin-
gleton valuation of each; € & that satisfies)y, and introduce
new unary predicate®al;(z) = Q.,(x), and definey’ (7, ) to
be (NiVali(x:)) = ¢(&,%). It is easy to see there is a graph
in Graph(R) that satisfiesdZVyp(Z,y) iff there is a graph in
Graph(R') that satisfies/zZVyo' (2, 7). The latter is a SRAND
formula with no existential quantification of variables vgleodata
is referred to by the formula. Let us refer to these formulith w
no leading existential quantification on data-variablesrasersal
STRAND formulas we will now outline techniques to solve the sat-
isfiability problem of a certain class of universatianD formulas.

5.2 Submodels

Let us fix a class of recursively defined data-structuRes=
(Yrr, YU, {Qa}tacL,, {Bbver.) for the rest of this section.

We first need to define the notion efibmodelsof a model.
The definition of a submodel will depend on the particulassla
of recursively defined data-structures we are working wsthge
we want to exploit the tree-representation of the modelsclwim
turn will play a crucial role in deciding fragments of 8AND, as it
will allow us to check satisfiability-preserving embeddinin fact,
we will define the submodel relation between trees thatfgatis, .

Let T = (V, ) be a tree that satisfiesr,, and letS C V.
Then we say tha$ is a valid subsebf V if the following hold:

e Sis non-empty, and least-ancestor closed (i.e. forgany € S,
the least common ancestor©ofinds’ in T" also belongs t@).

e The subtreedefined bysS, denotedSubtree(T, S), is the tree
with nodesS, and where the'th child of a nodeu € S is
the (unique) node’’ € S closest tou that is in the subtree
rooted at the'th child of . (This is uniquely defined sincgis
least-ancestor closed.) Then we require fhéittree (7', S) also
satisfies)r .

e We also require that for every € S, if ¥u(s) holds in
Subtree(T, S), thenyy (s) holds inT as well.

AtreeT' = (V',)\') is said to be submodebf T = (V, )
if there is a valid subse$ of V' such that7T” is isomorphic to
Subtree(T, S). Note that in this casé&'raph (T") necessarily satis-
fiesyr, and hence is a valid data-structure.

Intuitively, 7" = (V',X’) is a submodelof T = (V,\) if
the vertices of7” can be embedded iif’, preserving the tree-
structure. The nodes of th@raph(T"), are a subset of the nodes
of Graph(T) (because of the last condition in the definition of a
submodel), and, given a valid subsgtthere is in fact an injective
mapping from the nodes @¥raph (T") to Graph(T). For technical
convenience, we will work with valid subsets mostly, as fixthe

Thanks to the powerful expressiveness of MSO logic, the- sepa precise embedding helps in the decision procedures.

rating conjunction is also expressible BTRAND. For example,
(head; —" taili) * (heads —™ tail:) states, in separation
logic, that there are two disjoint lists such that one listfism
head; to tail;, and the other is fronhead, to tails. This for-
mula can be written ifSTRAND as:
351352(di8j0int(517 SQ) Ahead;€S51 A tail; €51 A

head2€ SoAtails€S2 Ahead; —* taily Aheads —™ tails)
wheredisjoint(S1,S2) = Az(z € S1 Az € S2)

5.3 Structural abstractions of STRAND formulas

Lety = Vi (%) be a universal BRAND formula.

We now define thestructural abstractionof ¢ as follows. Let
Y1,72, - - -, be theatomicrelational formulas of the data-logic
in . Note that each of these relational formulas will be over the
data fields of variables iy only (since the data-logic is restricted
to working over the termdata(y), wherey € 7).
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Consider evaluating) over a particular model. After fixing a
particular valuation ofy, notice that the data-relationg get all
fixed, and evaluate to true or false. Moreover, once the satifie
~; are fixed, the rest of the formula is puragructural in nature.
Now, if ¢ is to hold in the model, then no matter how we choose
to evaluatey over the nodes of the model, the relations must
evaluate to true or false in such a way thahtolds.

Since we want, in the first phase,itmore the data-constraints
entirely, we will abstract) using a purely structural formula by
using Boolean variable$,,...b, instead of the data-relations
Y1,72,--.,7-. However, since these Boolean variables get deter-
mined onlyafter the valuation ofi gets determined, and since we
are solving for satisfiability, we existentially quantifwer these
Boolean variables and quantify theafter the quantification ofj.
Formally?,

DEFINITION 5.1. Lety = Vi ¢(y) be a universalSTRAND for-
mula, and let the atomic relational formulas of the dataidn’@at

occur iny bevi,v2,...,7v,. Then its structural abstractiog is
defined as the pure MSO formula on graphs
Vg 3bi...be o (7,b)

wherey’ is ¢ but where every occurrence 9f is replaced withb; .
For example, consider the sortedness formua... from Exam-
ple 4.1 in Section 4. Then

Yy1Vy2. 3b1 (d(head)=c1 A d(tail)=cz A

((y1 =7 y2) = ba)

d)so'rted :

Note that each Boolean varialilereplaces an atomic relational
formula~y;, wherevy; places some data-constraint on the data-fields
of some of the universally quantified variables. The stmadtab-
straction has not only lost the constraint, but has even thost
precise variables whose data-fields the constraint was Neser-
theless, the abstraction is enough to define satisfialgtigerving
embeddings.

The following proposition is obvious; it says that if a unisal
STRAAND formula is satisfiable, then so is its structural abstrac-
tion ¢. The proposition is true because the values for the Boolean
variables can be set in the structural abstraction precéssiording
to how the relational formulas; evaluate in:

PROPOSITIONS.2. Let ¢ V() be a universalSTRAND
formula, andzZ be its structural abstraction. Thenifis satisfiable
over a set of recursive data-structur& then the MSO formula on
graphs (with no constraints on dataA;)is also satisfiable oveR.

5.4 Satisfiability-preserving embeddings

We are now ready to define satisfiability-preserving embregii
using structural abstractions. Given a model defined byedltre-
(V, \) satisfyingyr,,, and a valid subse¥ C V, and a universal
STRAND formula ), we would like to define the notion of when
the submodel defined ky satisfiability-preservingly embeds in the
model. The most crucial requirement for the definition ig thes

2The definition of structural abstractions can be strengitién two ways.

First, if v; and-~; are of the same arity and ovérndz’, respectively, and
further uniformly replacingz; with z. in ~; yields+’, then we can express
the constraint((z; = z;') = (b; < b;)), in the inner formulay’. Sec-
ond, if a constrainty; involves only existentially quantified variables:ih
then we can move the quantification igfoutside the universal quantifica-
tion. Doing these steps gives a more accurate structuraieaben, and in
practice, restricts the number of models created. We use tmere precise
abstractions in the experiments, but use the less preci&mations in the
theoretical narrative. The proofs in this section, howesgeroothly extend
to the more precise abstractions.

satisfiability-preservingly embeds T, then we require that if there
is a data-extension afraph(T) to satisfys, then the nodes of the
submodel defined by, Graph(S), can inherit the data-values and
also satisfy,. The notion of structural abstractions defined above
allows us to define such a notion. R
Intuitively, if a model satisfies), then it would satisfy) too,
as for every valuation of, there is some way it would satisfy the
atomic data-relations, and using this we can pull out a v&indor
the Boolean variables to satisfy(as in the proof of Proposition 5.2
above). Now, since the data-values in the submodelrdrerited
from the larger model, the atomic data-relations would hiolthe
same wayas they do in the larger model. However, the submodel
may not satisfyy if the conditions on the truth- and false-hood of
these atomic relations demandedipywre not the same.
For example, consider a list and a sublist of it. Consider a
formula that demands that for any two successor elemgnis:
in the list, the data-value af; is the data-value of; incremented
by 1 (as in thesuccessoexample in Section 2):

Y= VYuiVye. (1 — y2) = (d(y2) = d(y1) +1) )

Now consider two nodeg; and y. that are successors in the
sublist but not successors in the list. The list hence coatibfy
the formula by setting the data-relatian: d(y2) = d(y1) + 1

to false. Since the sublist inherits the values, this wowdddise

in the sublist as well, but the sublist witiot satisfy the formula.
We hence want to ensure thad matter how the larger model
satisfies the formulaising some valuation of the atomic data-
relations, the submodel will be able to satisfy the formuting
the same valuation of the atomic data-relatior&his leads us to
the following definition:

DEFINITION5.3. Let ¢y = V¥ (%) be universalSTRAND for-

mula, and let its structural abstraction be = Vi 3b (77, b).
LetT = (V,\) be a tree that satisfiegr,, and let a submodel
be defined bys C V. ThenS is said tosatisfiability-preservingly
embedinto T" wrt ) if for every possible valuation af over the
elements ofS, and for every possible Boolean valuation E)fif

-,

¢ (¢, b) holds in the graph defined By under this valuation, then

the submodel defined Iy Graph(S), also satisfies’ (7, b) under
the same valuation.

Let us also say that strictly satisfiability-preservingly embeds
into 7' if S satisfiability-preservingly embeds infoandS # T'.

The satisfiability-preserving embedding relation can bense
as apartial order over trees (a tre®€’ satisfiability-preservingly
embeds intdl if there is a subse$ of 7" such thatS satisfiability-
preservingly embeds intd and Subtree(T, S) is isomorphic to
T'); it is easy to see that this relation is reflexive, anti-syetmic
and transitive.

It is now not hard to see that if satisfiability-preservingly
embeds intdl” wrt +», and Graph(T') satisfiesy, then Graph(S)
also necessarily satisfigs which is the main theorem we seek.

THEOREMS5.4. Let ¢ = Vyp(y be universalSTRAND formula.
LetT = (V, \) be a tree that satisfiegr,, and S be a valid subset
of T that satisfiability-preservingly embeds irifowrt ¢. Then, if
there is a data-extension @¥raph(7') that satisfies), then there
is a data-extension affraph (Subtree (T, S)) that satisfies).

Proof The gist of the proof of the above theorem goes similar to the
arguments given above. Consider a data-extensioGraph (1)

that satisfiesy). Each nodeu of Graph(Subtree(T,S)) corre-
sponds to a unique nod€ in Graph(T) (see above). Define the
data-extension ofiraph(Subtree(T, S))S by assigning the data-
value of each node to the data-value of the corresponding nade

in Graph(T'). For any valuation off over Graph(Subtree(T, S)),
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consider the corresponding valuation ovEr Since the data-
extension ofGraph (T') satisfiesp, by Proposition 5.2Graph(T")
must satisfy the formula with its atomic data-predicates replaced
by Boolean variables. Sincg satisfiability-preservingly embeds

(pure) MSO formulad’ such that for any treel’

Graph(Subtree(T, S)) satisfies) iff T satisfiesy’.
This is not hard to do, since the graph is defined using MSO

formulas on the trees, and we can adapt these definitions io wo

(V;A)

in T, the same valuation of the Boolean variables also satisfies over the tree instead. In fact, this is the reason why MSO on

o with its atomic data-predicates replaced by Boolean viab
Since the data-extension dfraph(Subtree (T, S)) is derived by
inheriting the data-values from the data-extensiorGofiph (1),
it follows that the data-values af satisfy the same predicates
as they did in the data-extension 6fraph(T"). Hence it follows
thaty (%) holds in the extension dffraph (Subtree (T, S)) as well.
Since this is true for any valuation gfover S, it follows that the
data-extension ofiraph (Subtree (T, S)) satisfies). |

Notice that the above theorem crucially depends on the farmu
being universal over data-variables. For example, if threnfda
was of the formVy:3y27y(y1,y2), then we would have no way
of knowing which nodes are used fay, in the data-extension of
Graph(T) to satisfy the formula. Without knowing the precise
meaning of the data-predicates, we would not be able to @ecla
that whenever a data-extension@faph (T") is satisfiable, a data-
extension of a strict submod#8lis satisfiable (even over lists).

The above notion ofatisfiability preserving embeddingsthe
property that will be used to decide if a formula falls intorou
decidable fragment.

5.5 STRAND..: A decidable fragment of STRAND

We are now ready to defineT8AND .., the most general decid-
able fragment of S8RAND in this paper. This fragment is semanti-
cally defined (but syntactically checkable, as we show bglewd
intuitively contains all $SRAND formulas which have &nite num-
ber of minimal modelsvith respect to the partial-order defined by
satisfiability-preserving embeddings.

Formally, letyy) = Vyip(y) be universal $3RAND formula, and
letT = (V, \) be a tree that satisfiesr,. Then we say thdl’ is a
minimal modelwith respect tay if there is no strict subsef of T’
that is a valid subset df and satisfiability-preservingly embeds in
T.

DEFINITION5.5. Let R be a recursively defined set of data-
structures.

A universal formulas) = Vi ¢(¥) is in STRANDge. iff the
number of minimal models with respectRoand is finite.

A STRAND formula of the form) 3% VY (&, %) is in
STRANDg.. iff the corresponding equi-satisfiable universal for-
mula +" over set of data-structur®R’ (as defined above) is in
STRAND ec.-

We now show that we caeffectively checkf a STRAND be-
longs to the decidable fragment®AND ... The idea, intuitively,
is to express that a model is a minimal model with respect to
satisfiability-preserving embeddings, and then checkngusiu-
tomata theory, that the number of minimal models is finite.

Let ¢y = VYyo(y) be universal $RAND formula, and let its
structural abstraction bqe ng'ﬂb@ (¥, b)

We now show that we can define an MSO formanModel,
such that for any tre@ = (V, \), MinModel holds inT iff T
defines a minimal model with respect to satisfiability-preise
embeddings.

Before we do that, we need some technical results and notatio
LetR = (¢Yrr, Yu, {dtatacrL, {Bstoer.)-

We first show that any (pure) MSO formutaon (L., Le)-
labeled graphs that correspond to submodels camteepreted
on trees. More formally, we show a (pure) MSO formulaon

recursive data-structures is decidable: we can trandiateotmula

to trees, and check satisfiability of the transformed foamuNer
trees that satisfy)r,.. The transformation is given by the following
functioninterpret; the predicates for edges, and the predicates that
check vertex labels and edges labels are transformed é&ogord
to their definition, and all quantified variables are res#dcto
quantify over nodes that satisfy .

e interpret(p) =p
a(s)) =
t) =
1) =
o interpret(s =t) = (s =1t)
W)y=seW
Vo) =
@) =

o interpret aq(s), for everya € L,

\/bEL Bo(s,t)
Bu(s,t), for everyb € L.

o interpret(E(s,
o interpret(Ey(s

e interpret(p1 interpret (1) V interpret(p2)

o interpret(— (mterpret( )

() = Is.(Yu(s) A interpret(p))
@) = IW((Vs.(s € W = pu(s) A

@
(
(
(
o interpret(s €
(o1
(
e interpret(3Is
o interpret(IW.
mterpret(cp))

It is not hard to show that for any formul& on (L., Le)-
labeled graphsGraph(Subtree(T, S)) satisfiess iff T satisfies
interpret(9).

Now, we give another transformation, that transforms an MSO
formula § to a formulad’(X) over a free set-variabl& such
that for any treel’ (V,A) and any valid subset C V,
Subtree(T, S) satisfiess iff T satisfiess’(X) when X is inter-
preted to beS. In other words, we can transform a formula that
expresses a property of a subtree to a formula that exprésses
same property on the subtree defined by the free varigbl&he
transformation is given by the following functiagnilor; the crucial
transformation are the edge-formulas, which has to bepreézd
as the edges of the subtree definedXy

o tailorx(p) =p

e tailorx (Qa(s)) = Qal(s), for everya € L,

o tailorx (E;(s,t)) = 3s" [E;(s,8') A s'<t A

V(e XAs <t)=t<t)),

for everyi € [k].

o tailorx(s=1t) = (s=t)

seW)=seW

w1V p2) = tailor(y1) V tailor(p2)

—p) = ~(tailor(¢))

o tailorx (Is.) = Is.(s € X A tailor(p))

o tailorx (3W.p) = IW.(W C X A tailor(p))

e tailorx
e tailorx

e tailorx

o~ o~ o~ —~

The above transformation satisfies the following propefor.
any MSO sentencé on k-ary trees, for any tre& = (V, \) and
for any valid subse§ C V, Subtree (T, S) satisfies iff T satisfies
tailorx (0) when X is interpreted to bé&.

Note that the above transformations can be combined. For any
MSO formulad on (L., L.) labeled graphs, consider the formula
tailorx (interpret(d)). Then for any treel’ (V,A) and for
any valid subset C V, Graph(Subtree(T, S)) satisfies) iff T’

(Lv, Le)-labeled graphs can be transformed syntactically to a satisfiestailor x (interpret(d)), whereX is interpreted as'.
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Expressing minimal models in MSO First, we can also express,
with an MSO formulaValidSubModel (X '), with a free set variable
X, that holds in a treel” = (V,)\) iff X is interpreted as a
valid submodel off". This is easy; we express the properties of

model that satisfieg. First, since a minimal model has only a fi-
nite number of nodes, we create one data-variable for eattiesé
nodes, and associate them with the nodes of the model. hisiab
hard to transform the formula to this model using no quantifica-

X being least-common ancestor closed, and also check that thetion. The universal quantification ovef translates to a conjunc-

subtree defined b satisfies)r,:
ValidSubModel (X) =

Vs, t,u((s € X Nt € X Nlea(s,t,u)) = u € X)Atailorx (¢Yrr)

A (Vs(s € X A tailorx (Yu(s))) = vYu(s))
wherelca(s, t,u) is an MSO formula that checks whetheis the
least-common ancestor efand¢ in the tree; this expresses the
three requirements foX to be a valid subset of nodes of a tree.

We are now ready to define the MSO formula brry trees
MinModel that captures minimal models.

MinModel = —3X.(ValidSubModel(X) A
ds.(se€X) A ds.(s¢€ X) A
(VGVD (Ayeg(y € S A pu(y)) Ainterpret(2(7, P)))

= tailorx ($(¥,P)))))

The above formula when interpreted on a tfésays that there
does not exists a sé&f that defines a non-empty valid strict subset
of the nodes of’, which defines a modelraph(Subtree(T, S)).
Further, for every valuation af over the nodes offraph (Subtree(T, S))
and for every valuation of the Boolean variablgsuch that the
structural abstraction @ holds in Graph(T'), it demands that the
same valuation also makes the structural abstractiop lo6ld in
Graph(Subtree(T, S)).

Note that the above is pure MSO formula on trees, and en-
codes the properties required of a minimal model with respec
to satisfiability-preserving embeddings. Using the clzeddiogic-
automaton connection [4], we can transform the MSO formaila t
a tree automaton that accepts precisely those trees tligfly she
formula. Since the finite-ness of the language acceptediegati-
tomaton is decidable, we can check whether the universRhASD
formulaVy ¢ () has only a finite number of minimal models wrt
satisfiability-preserving embeddings, and hence decidmlmee
ship in the decidable fragmentrSAND ...

THEOREM5.6. Given a sentenc@zVy (&, y), the problem of
checking whether the sentence belongs to the frag®mERAND ..
is decidable.

We in fact develop, using the tool A, the decision proce-
dure above (see Section 7).

Deciding formulas in STRAND ge.:

We now give the decision procedure for satisfiability of seces

in STRAND 4. Over a recursively defined class of data-structures.
First, we transform the satisfiability problem to that ofis@bility

of universal formulas of the formy = V4 ¢(%). Then, using
the formula MinModel described above, and by transforming it
to tree automata, we extract the setalif trees accepted by the
tree-automaton in order to get the tree-representationl dhe
minimal models. Note that this set of minimal models is finied

the sentence is satisfiable iff it is satisfiable in some éatansion

of one of these models.

We can now write a quantifier-free formula over the datadogi
that asserts that one of the minimal model has a data-egtetizit
satisfiesy). This formula will be a disjunction ofn. sub-formulas
n,...,Nm, Wherem is the number of submodels. Each formula
n; will express that there is a data-extension of tile minimal

tion of formulas over all possible valuations gfover the nodes
of the fixed model. Existential (universal) quantified vhlés are
then “expanded” using disjunction (conjunction, respetyi) of
formulas for all possible valuations over the fixed modek €dge-
relations between nodes in the model are interpreted onrélee t
using MSO formulas iR, which are then expanded to conditions
over the fixed set of nodes in the model. Finally, the datestramts
in the STRAND formula are directly written as constraints in the
data-logic.

The resulting formula is a pure data-logic formula withouag-
tification that is satisfiable if and onlyif is satisfiable oveR. This
is then decided using the decision procedure for the dafia-lo

THEOREMS.7. Given a sentencerVy (&, §) overR in STRAND g,
the problem of checking whether is satisfiable reduces to the
satisfiability of a quantifier-free formula in the data-lagiSince
the quantifier-free data-logic is decidable, the satisfifyiof
STRAND .. formulas is decidable.

5.6 Syntactically-definable decidable logics

The fragment SRAND .. that we proved decidable above is a se-
mantically defined fragment, though membership in the fraigm
is effectively checkable. The problem in identifying deadite syn-
tactic fragments of 8RAND is that it is very hard to identify syn-
tactically when the number of minimal models with respect to
satisfiability-preserving embeddings will be finite, besawf the
myriad possibilities and complexities in the underlyingsd of re-
cursive data-structure®.

However, on certain classes of recursive structures weluwam s
that all formulas in SRAND of the form 32Vyp(Z, ¥), where
o does not have further quantification, decidable Let us call
a STRAND formula inner-quantification-freef it is of the form
JBVye(Z, ), wherey is quantification-free.

Consider a class of recursive data-structurds
(Yrr, YU, {®atacLy,{Ps }ocr.), Wherer, = true (i.e. all
nodes of the tree belong to the model). Now, assume thaivieny
tree satisfyingyr,, and forevery submode$' of T, it turned out
that for any two nodes, v’ € Graph(S), any edge3, (u, v) holds
in Graph(S) iff By(u,v) holds in Graph(T). Then notice that
for any formulay(y) without quantification, for any valuation
of ¢ over S, the structural abstractiop will hold in Graph(S)
iff it holds in Graph(T'). HenceS will necessarily structurally
embed in7T". Furthermore, it is not hard to see that the number of
minimal models will be finite in this case (intuitively, tlsenallest
trees accepted by the tree-automatonipwhere a smallest tree
is defined as one where in no path a state repeats, will form the
set of minimal models). Consequently, all formulas of tharfo
IBVye(Z, §), wherep has no quantification, will be decidable in
R

For example, ifR is a set of trees, and the signature had only
relations LeftSubtree (x,y) and RightSubtree(x,y), then notice
that in any subtree of a tre€B, two nodes will be related by the
LeftSubtree relation iff they are related by théeftSubtree rela-
tion on the tre€l” (similarly for RightSubtree). Hence the syntac-
tically defined class of inner-quantification-freafaND formu-
las is decidable. Suppose in addition we had a list conrgedtia
leaves of the tree, with next-pointer relatigh and the signature
of R had only the reachability relatiofi* on f, again the inner-
quantification-free fragment ofiRAND is decidable.

In fact, we can extend the above arguments further. Gargn
recursive structur®, we candecideif R satisfies the above condi-
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tion mentioned, using an appropriate formulas over MSOnTle
‘R verifies against this check, then the syntactic fragmentrodi-
guantification-free fragment ofiRAND is decidable on this class!

6. Program Verification Using STRAND

In this section we show howT®RAND can be used to reason about
the correctness of programs, in terms of verifying Hoaigles
where the pre- and post-conditions express both the steuctu

a program withm statements, let us fix the configurations to be
Go,...,Gm.

The trail. The idea is to capture the entire computation starting
from a particular data-structure using a single data-sirac The
main intuition is that if we runP over a graphGo € Graph(R)
then a new class of recursive data-structures will define a
graph G+ which encodes in itGo, as well as all the graphs
G,, for everyi € [m]. Guai has the same nodes 6f plus m

the heap as well as the data contained in them. The pre- angother fresh nodes (these nodes will be used to model newdyexte

post-conditions that we allow areTSAND formulas that consist
of Boolean combinations of the formulas with pure existnir
pure universal quantification over the data-variables Baolean
combinations of formulas of the formzy andVyy); let us call
this fragment SRAND3 v.

Given a straight-line progran® that does destructive pointer-
updates and data updates, we model a Hoare triple as a tupl
(R, Pre, P, Post), where the pre-condition is given by the data-
structure constrairiR with the STRAND5 v formula Pre, and the
post-condition is given by theT®AND5 v formula Post (note that
structural constraints on the data-structure for the postlition
are also expressed iPost, using MSO logic).

In this section, we show that given such a Hoare triple, we
can reduce checking whether the Hoare tripl@ds valid can be
reduced to a satisfiability problem of ar®AND formula over a
class of recursively defined data-structufes. This then allows
us to use $RAND3 v to verify programs (where, of course, loop-
invariants are given by the programmer, which breaks down ve
ification of a program to verification of straight-line codé)tu-
itively, this reductioraugmentshe structures ifR with extra nodes
that could be created during the execution®yfand models the
trail the program takes by logically defining the configuration of
the program at each time instant. Over this trail, we therresg
that the pre-condition holds and the post-condition failshold.
We also construct formulas that check if there is any memory a
cess violation during the run d? (e.g. free-ing locations twice,
dereferencing a null pointer, etc.).

Syntax of programs. Let us define the syntax of a basic pro-
gramming language manipulating heaps and data; more cample
constructs can be defined by combining these statements-appr
priately. Let Var be a countable set gfointer variables F' be a
countable set oftructural pointer fieldsanddata be adata field

A conditionis defined as follows: (for technical reasons, negations
are pushed all the way in):

1 € Cond = y(¢".data, ..., ¢".data) | ~y(¢' .data,..., ¢".data)
| p==qlp#qlp==nil]p#nill p1 Abs | 1V

wherep, q,q¢%,...,¢" € Var, and~ is a predicate over data
values. The set of statemerstsnt defined overVar, F', anddata
is defined as follows:

s € Stmt 1=
pi=gql|p.f:

p = new | free(p) | assume(y) | p:= nil |

= q|p:= q.f]|pdata:= h(q¢'.data,...,¢".data)
wherep, ¢, q%,...,¢"* € Var, f € F, his a function over data,
and ¢ is a condition. Aprogram P over Var, F, anddata is
a non empty finite sequence of statemesitsso;. . .; sm, With
S; € Stmt.

The semantics of a program is the natural one and we skip its

definition.
LetR be arecursive data-structuiye, Post be two STRAND3 v
formulas, andP ::= s1;s2;...; sm be a program. The configura-

nodesP creates as well as to hold new data-values of variables
that are assigned to iR). Each of these new nodes are pointed
by a distinguished pointer variableew;. Initially, these additional
nodes are all inactive i7o. We build an MSO-defined unary
predicateactive; that captures at each stéphe precise set of
active nodes in the heap. To capture the pointer variableact

estep of the execution, we define a new unary predipatéor each

p € Var andi € [0, m]. Similarly, we create MSO-defined binary
predicates; for eachf € F andi € [0, m], to capture structural
pointer fields at step. The heapG; at stepi is hence the graph
consisting of all the nodes of G, such thatactive;(x) holds
true, and the pointers and edges®f are defined by; and f;
predicates, respectively.

Formally, fix a recursively defined data-structuf@
(Yrr, Yu, {ap }pevar, {Bf } rer), With a monadic predicate, .,
which evaluates to a unique NIL node in the data-structuhenT
its trail with respect to the progran® is defined asRp

(W, Y17, {0 b pe varr s {8} } re pr) Where:

e ¢! is designed to hold on all trees in which the first subtree
of the root satisfieg)r, and the second child of the root has a
chain ofm — 1 nodes where each of them is the second child of
the parent.

¢, holds true on the root, on all the second child descendent
of the root, and on all first child descendent on whigh holds
true.

o Var' = {new;|i € [m]} U {psi|p € Var,i € [0,m]}, and
-(1) &y, holds only on the root, andl;,..,, holds true only on
thei+ 1'th descendent of the second child of the root, for every
1€ [m—1].
-(2) for everyp € Var andi € [m], o, = ap anday,, is
defined as irFigure 2.

o F' = {f]|f € F,i € [0,m]}, and for everyf € F andi € [m),
8%, = By andg’, is defined as irrigure 2.

In Figure 2, the MSO formulasy,,, andﬂ}i are derived in the
natural way from the semantics of the statements, excephéor
statemenp.data := h(q'.data,..., ¢*.data). Although the se-
mantics for this statement does not involve any structuradiifiz
cation of the graph (it changes only the data value assakcigte
we represent this operation by makinghew versionof the node
pointed byp in order to represent explicitly the change for the data
value corresponding to that node. We deactivate the nodgubi
by p;—1 and activate the dormant node pointed ;. All the
edges in the graph and the pointers are rearranged to rdflsct t
exchange of nodes.

In Figure 2, we also define two more MSO formulastive;
and error;, which are not part of the trail, where the first models
the active nodes at stépand the second expresses when an error
occurs due to the dereferencing of a variable pointingere,
respectively.

Handling data constraints. The trail R » captures all the struc-
tural modifications made to the graph during the executitn

tion of the program at any point is given by a heap modeled as However, data constrains entailed fysume statements and data-
a graph, where nodes of the graph are assigned data values. Foassignments cannot be expressed in the trail as they argpress-
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Structural solving (MONA) Data-constraint Solving (Z3 with QF-LIA)

Program Verification | in STRAND 4..? Final Graph Bound Formula
condition (finitely-many | #States| BDD | Time(s) | model size | Satisfiable?| Time(s)

- - - (#Nodes)

minimal models) size exists? (KB)
sorted- be_fore-loop Yes 67 264 0.34 No - - - -
list-search in-loop Yes 131 585 0.59 No - - - -
after-loop Yes 67 264 0.18 No - - - -
before-head Yes 73 298 1.66 Yes 5 6.2 No 0.02
sorted- before-loop Yes 259 | 1290 0.38 No - - - -
list-insert in-loop Yes 1027 | 6156 4.46 No - - - -
after-loop Yes 146 680 13.93 Yes 7 14.5 No 0.02

sorted-list-

insert-error | before-loop Yes 298 | 1519 0.34 Yes 7 9.5 Yes 0.02
sorted- be_fore-loop Yes 35 119 0.24 No - - - -
list-reverse in-loop Yes 513 | 2816 2.79 No - - - -
after-loop Yes 129 576 0.35 No - - - -
before-loop Yes 52 276 5.03 No - - - -
bst-search in-loop Yes 160 | 1132 32.80 Yes 9 7.7 No 0.02
after-loop Yes 52 276 3.27 No - - - -
before-loop Yes 36 196 1.34 No - - - -
bst-insert in-loop Yes 68 452 9.84 No - - - -
after-loop Yes 20 84 1.76 No - - - -

Figure 3. Results of program verification

ible in MSO. We impose them in theT&AND formula. We define

a formulay; for each statement indexe [m/], where ifs; is not

an assume or a data-assignment statementthentrue. Other-
wise, there are two cases:

Handling assume assignmenif.s; is the statementssume(v)),
theny; is the STRAND formula obtained bydaptingthe constraint
 to thei'th stage of the trail. This is not hard, but is tedious, and
we skip its definition. Constraints on data-variables dsden the
formula using data-logic constraints.

Handling data-assignment3he SrRAND formula ¢; for a data-

assignment statemeptdata := h(q'.data, ..., ¢*.data) is:

Vi Jex, ex1, ..., ex. pi(ex)A

( /\ qz-jfl(e:tj)) Adata(er) = h(data(ez1),...,data(ezxy))
i€[k]

which translates; into STRAND making sure that it refers to the
heap at step-1.

Adapting pre and post conditions to the trail. The last ingredient
that we need is to express theAND3 v formulas Pre and the
negation of thePost on the trailR p. More specifically, we need to
adaptPre to the trail for index0, which corresponds to the original
graph, i.e. the predicatesare replaced withy, for everyp € Var,
and the edge predicatgswith f,, for everyf € F. Moreover,

Similarly, the Hoare triple is not valid iff the following T &RAND
formula is satisfiable on the trail:

Violate post = Prerp A ( /\ @j) N Postr
Jj€[m]

THEOREM®G6.1. Let P be a program,R be a recursive data-
structure, andPre, Post be two STRAND formulas over Var,
F, anddata. Then, there is a grapli: € Graph(R) that sat-
isfies Pre and where eitherP terminates with an error or the
obtained graphG’ does not satisfyPost iff the STRAND formula
Error V Violate p,s: is satisfiable on the traiR p.

7.
7.1

In this section, we demonstrate the effectiveness andipaditt
of the decision procedure forTRAND... by checking verifica-
tion conditions generated in proving properties of sevledp-
manipulating programs. Given pre-conditions, post-ctoiis and
loop-invariants, each linear block of statements of a pogr
yields a Hoare triple, which is manually translated into versal
STRAND formula ) over trees and integer arithmetic, as a verifi-
cation condition. The decision procedures consists of uicktral
phase, where we decide if the formula is in the decidableniead,
and if it is, build an automaton representing all finite maeddlhis
phase is effected by usingd®iA [9], a monadic second-order logic

Evaluation
Implementation

whenever we refer to a node in the graph we need to be sure thatsplver over (strings and) trees. In the second data-conssalv-

node is active which can be done by using the predicat&e ()
which holds true ifz is in the first subtree of the root angf; (z)
holds. A similar transformation is done for the formutaPost,
where now we consider pointers, edge labels, and activesnode
at the last stepn. Let Prer, (resp.,Postr,) be the SRAND
formula corresponding to the adaptation/ofe (resp.,Post)

Reduction to satisfiability problem on the trail. It is easy to see
that an error occurs during the executionfofon a graph defined
throughR that satisfiesPre if the following STRAND formula is
satisfiable on the traik p:

FError = \/

i€[m]

A error;

Prer . A /\ ©j

jEli—1]

10

ing phase, the finite models, if any, are examined by the siaitaer
Z3[17] to check if they can be extended with data-values tisfya
the formula.

Instead of building an automaton representing the minimal
models and then checking it for finiteness, we check the finite
ness formulaMinModel,, using WS2S, supported by dNA,
which is a monadic second-order logic owefinite trees with set-
quantification restricted to finite sets. By quantifying oeefinite
universeU, and transforming all quantifications to be interpreted
over U, we can interpref\finModel,, over all finite trees. Let us
denote this emulation a&finModely; ,,. The finiteness condition
can now be checked by askinglifere exists a finite sé® such that
any minimal model forp is contained within the nodes &f:

3 Bound VU VQa(qex) (MinModely, , = (U C Bound))
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[p:=new I
o) (8) = Al (@), o, (8) =l (2), Vq € Var\ {p},
B}l (z, y):B}iil (z,y), active;(z) = active;—1(z) V a;wwi (z)
error; =false

[free(p) I:

/ /
ol (z) = (o,

(@) A (@, () V ma),_ ()

’
V(O‘zmzi,1 (

@) A-al (7))
Br, (z,y) = (Bf,_, (z,9) A —a, (@)
V(@a, _, (9) A ez (8], (z,ex) Aay,  (ex)))
active; (z) = active; _1(z) A ~a,  (x)
error; =Y. ol (2) = —al, ()
[p:=mnil ]
Ay (o) = W, (®), @l (z) =al _ (z), Vz € Var\ {p}
Bf,(z,y) = Bj,_, (w,y), active;(z)=active;_1(z), error;=tfalse
[pi=aql
ay, (z) = oy (2), o (z) =l  (2), Vz € (Var\ {p})
B (w,y) = Bf,_, (#,y), active;(z)=active; 1(z), error;=false
[pf=gql
al, (@) =al,  (2),
By, (z,y) = (e, (@) A By (@, 9)V (a, _(z) Aay,  (9)
Vg € (F\{f}H)
active(z) =active;_1(z), errori=3z.(al, _ (z) Aoy (2))
[p:=gq.f 1]
oy =3ex. (af,_ (ex) AB},_ (e, )

Vq € (Var\ {p})

Vz € Var

’ o
oy (T, y) =0, (2,9),

ol (2) =l _, (o),
By, (z,y) =B}, (2, 9)
ol (@ y)=al_ (), Vg€ (F\{D
active; (z) = active;—1(x), error;=3z. (a;iil (z) A a;mli,l (z))
[assume(w) T
ay (z)=ay,  (2),Yq € Var, B (z,y) =0} (e, 9),Vf€F
active; (z) = active;—1(x), errom:Ela:.\/ (a;iil (z) A a;mli—l (z))
p€ Var?
whereV arV is the set of all variables occurring if.
p.data := h(q'.data, ..., ¢".data):
ol (2) = Ay (2), o) (2) = ol (2), ¥a € Var\ {p}
8, (e.9) = (B,_, (z.9) A=, (@)
V(@ (9) A Fez. (8, (2, en) A (en)))
active; (z) = (active;—1(z) A =pi—1(z)) V a;awi (z)

error; = Jx.( \/ (a;i—l (z) A oc_;mlﬂF] (z)) )

Figure 2. Predicates defining the new data-structure.

This formula has no free-variables, and hence either haids o
the infinite tree or not, and can be checked bgmA. This formula
evaluates tarue iff the formula is in STRAND 4.

11

We also follow a slightly different procedure to synthesilze
data-logic formula. Instead of extracting each finite mpaeld
checking if there is a data-extension for it, we obtaiboaindon
the model, and ask the data-solver to check for any modeirwith
that bound. This is often a much simpler formula to feed to the
data-solver.

If finiteness condition above evaluates ttoue, then we first
check the satisfiability of the structural abstractiorof . If it
is unsatisfiable, then by Proposition 5:2,is also unsatisfiable.
Otherwise, we ask MNA for the minimal Bound of minimal
models, which will be a prefix-closed set of nodes of the (Gieen
Bound, v is manually translated into a quantifier free formula over
integer arithmetic, which is fed to Z3.

7.2 Experiments

Figure 3 presents the evaluation of our tools on checking afse
programs that manipulate either sorted singly-linked lestbinary
search trees. Note that the binary search trees presentedtee
out of the scope of the logicsAad¥oc [12] and CSL [5].

The programssorted-list-search and sorted-list-
insert search and insert a node in a sorted singly-linked list,
respectively, whilesorted-list-insert-error is the insertion
program with an intended error. The prograorted-list-reverse
is a routine for in-place reversal of a sorted singly-linkest,
which results in a reverse-sorted list. The routibe@s-search
andbst-insert search and insert a node in a binary search tree,
respectively.

For all these examples, a set of partial correctness piepert
including both structural and data requirements is checked
example, assuming a node with valleexists, we check if both
sorted-list-search andbst-search return a node with value
k. For sorted-list-insert, we assume that the inserted value
does not exist, and check if the resulting list contains ttseiited
node, and the sortedness property continues to hold. Irtigggm
bst-insert, assuming the tree does not contain the inserted node
in the beginning, we check whether the final tree contains the
inserted node, and the binary-search-tree property agegirto
hold. In sorted-list-reverse, we check if the output list is a
valid list that is reverse-sorted.

Note that each program requires checking several verificati
conditions (usually for the linear block from the beginniofgthe
program to a loop, the loop invariant linear block, as weltlzs
loop invariant to the end of the program).

The experiments were conducted on a 2.2GHz, 4GB machine
running Windows 7. For the structural solving phase, we repo
first whether the verification condition falls within our deable
fragment SRAND4... We also report the number of states, the
BDD sizes to represent automata, and the time taken oM
to compute the minimal models. We report whether there wpye
models found; note that if the formula is unsatisfiable amdelare
no models, the Z3 phase can be skipped (these are denoted by "-
annotations in the table for Z3).

For the data-constraint solving phase, we first report timelsx
of nodes of the tree (or string) which forms an upper boundafior
minimal models. The Z3 formulas are typically large (but gie)
as one can see from the size of the formulas in the table. We
report whether Z3 found the formula to be satisfiable or nail ((
cases were unsatisfiable, exceptted-list-insert-error as
the Hoare-triples verified were correct)), and the time @ktdo
determine this.

Inthesorted-list-insert-error program, we removed the
initial code that checks whether the inserted value is gredan
the value at the head of the list, and inserts the elementdéie
head. The Z3 phase failed and gave as a counter-example a two-
element list, with value at headand the value of the inserted value
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is —6. Thebst-insert routine verifies without going to the Z3
phase, which means that the insertion correctness of thimeas
independenof the data-solver entirely (not even the transitivity of
< on integers is needed). The search routine however doeseequ
help from the Z3 solver.

The experimental results show that natural verificationdéon
tions tend to in the decidable fragmentrAND ;... Moreover, the
expressiveness of our logic allows us to express compleicon
tions involving structure and data, and yet are handled wgll
MONA and Z3. We believe that a full-fledged engineering of an
SMT solver for SRAND .., that works as an independent SMT
solver for answering queries involving heap structuresaatd, is
a promising future direction encouraged by the above ®sult

8. Related Work

We first discuss related work that can reason combinatiohsayis
and data. In handling heaps, first order theories that caoneaith
restricted forms of the reachability relation for ensurderidabil-
ity are the most common. The work most closely related to our
work is the logic in Hwvoc, called LisBQ[12], that offers a reason-
ing with generic heaps combined with an arbitrary datadoghe
logic has restricted reachability predicates and univeysantifi-
cation, but is syntactically severely curtailed, to ob@écidability.
We find the restrictions on the syntax quite awkward, vetnt-
based restrictions in the logic. Furthermore, the logicxcahandle
even simple constraints over trees with unbounded depthexhe
nodes are of the same sort(like a tree being a binary seaeh-t
However, the logic is extremely efficient, as it uses no $tmat
solver, but translates the structure-solving also to thteo(@n as-
pect) of the SMT solver. We gained a lot of insight into debitia
ity by studying the expressive power ofaiAoc, and we believe

that STRAND generalizes some of the underlying ideas present in

HAvoc to a much more powerful technique for decidability. The
logic CSL [5] has a similar flavor as Avoc, with similar sort-
restrictions on the syntax, but generalizes to handle gdlirted
lists, and allows size constraints on structures.

Rakamarit et al [20] propose an inference rule system far re
soning with restricted reachability (but this logic does mave uni-
versal quantification and cannot express disjointnessticonts),
and an SMT solver based implementation has been reportéd [21
Restricted forms of reachability were first axiomatized arlg
work by Nelson [18]. Several mechanisms without quantifcat
exist, including the work reported in [22, 1]. Automatic d&on
procedures that approximate higher-order logic using-dirder
logic, using approximate logics over sets and their caliities,
have been proposed [11].

There is a rich literature on heap analysis without dataceSin
first-order logic over graphs is undecidable, decidabléckgust
either restrict the logic or the class of graphs. The closesk
to ours in this realm is ALE [16], which restricts structures to
be definable over tree-skeletons, similar toREND, but support
much more expressive monadic second-order constraints@u
with data), using the MNA system [9]. RLE can prove several
heap-manipulating examples correct, but by manually atsig
the data domain. Several approximations of first-orderraatiza-
tions of reachability have been proposed: axioms captudog!
properties [15], a logic on regular patterns that is dedil§®b],
among others.

Finally, separation logic [23] has emerged as a convendgit |
to express heap properties of programs, and a decidableérag
(without data) on lists is known [3]. However, not many exiens
of separation logics handle data constraints (see [14]wban-
bines this logic for linked lists with arithmetic). We hopeextend
the technique presented here to study decidable fragmesépa-
ration logic combined with data constraints in the future.
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