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Abstract— This paper studies the problem of reaching con-
sensus resiliently in the presence of misbehaving nodes. We
design a consensus algorithm where, at each time-step, each
node updates its value as a weighted average of its own value
and the median of its neighbors’ values. This algorithm requires
no global information about the network, and is computation-
ally lightweight. We develop a novel graph property that we
term excess robustness, and use this property to characterize
the ability of the median algorithm to succeed under various
fault models. We also provide a construction for excess robust
graphs. We show that the sensitivity of this algorithm varies
greatly under different fault models, and make connectionsto
related ideas from the literature on contagion and graphical
games.

I. I NTRODUCTION

There has been a great deal of research devoted to the
study of large-scale networks (both natural and engineered).
Examples of such networks abound in both the natural world
(e.g., ecological systems, biological systems, and social
systems), and in engineered applications (e.g., the Internet,
power grid, and large-scale sensor networks). Distributed
consensus is a common objective in these networks, and has
applications in various areas such as data aggregation [1],
distributed optimization [2], and flocking [3]. A fundamental
challenge for reaching consensus in large-scale networks is
that they are vulnerable to attacks or failures at one or more
of the nodes in the network.

The problem of reaching consensus resiliently in the
presence of misbehaving nodes has been studied extensively
by various communities (e.g., see [4], [5] and the references
therein). It has been shown that givenF misbehaving nodes,
there exist strategies for the misbehaving nodes to prevent
certain normal nodes from correctly obtaining any informa-
tion about other normal nodes’ values if the network connec-
tivity 1 is 2F or less. Conversely, if the network connectivity
is at least2F + 1, then there exist strategies for the normal
nodes to ensure consensus (under the wireless broadcasting
model of communication) [4], [6], [7]. However, these strate-
gies either require the normal nodes to hold some global
information (e.g., the topology of the network) or assume
that the network iscomplete, i.e., all-to-all communication
or sensing [8], [9], [10]. Moreover, these algorithms lead to
expensive computation and communication costs and need
the normal nodes to store large amounts of data. Therefore,
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1The network connectivity is defined as the number of nodes that have
to be removed before the network becomes disconnected.

there is a need for resilient consensus algorithms that are
computationally lightweight and operate using only local
information (i.e., without knowledge of the network topology
and the identities of non-neighboring nodes).

Various researchers have investigated consensus dynam-
ics where the nodes attempt to minimize the influence of
malicious agents without knowledge of the global network
topology [11], [12], [13]. In [14], [13], it was shown that
the traditional metric of network connectivity is no longer
sufficient to characterize convergence to agreement when the
nodes use a certain class of local filtering rules (where each
node removes the largestF and smallestF values from
its neighborhood at each time-step, for some nonnegative
integerF ). Instead, in [14], we introduced a new topological
property termed asnetwork robustness, and showed that
consensus can be reached (resiliently, and without requiring
global information) in graphs that are sufficiently robust.
Although connectivity and robustness are quite different in
general, in that one can construct graphs that have extremely
high connectivity and very poor robustness (as argued in [14],
[13], [15]), we showed that the notions of connectivity and
robustness actually coincide on various random graph models
and provided more insights about (purely local) diffusion
dynamics over complex networks [16]. These ideas were
extended to necessary and sufficient conditions for tolerating
various kinds of adversarial behavior in [15], [17].

In this paper, we develop another novel resilient consensus
algorithm – theMedian Consensus Algorithm (MCA)– where
each node uses only its own value and the median of its
neighbors’ values in its update. This algorithm requires no
global information (e.g., the topology of the network and
the number of misbehaving nodes) and is computationally
simple. We show that previously developed graph-theoretic
properties (such as connectivity) are not directly applicable
to characterize the performance of this algorithm, i.e., even
highly connected graphs cannot guarantee consensus. Thus,
we introduce an extension of robustness termed asexcess
robustnessand show that this concept is the key property
to capture the dynamics of MCA. We give a construction
method for excess robust graphs, and make connections to
graph properties that arise in the study of contagion dynamics
on networks [18]. Finally, we analyze the sensitivity of MCA
to different fault models in certain networks and show that
MCA is sensitive to Byzantine behavior but is relatively
robust to malicious behavior.2

2The definitions of Byzantine behavior and malicious behavior will be
clear in the following section.



II. PROBLEM FORMULATION

A. Network Model

Consider a time-varying network modeled by the directed
graphG[t] = {V , E [t]}, whereV = {1, ..., n} is thenode set
andE [t] ⊂ V × V is the directed edge setat time-stept ∈
Z≥0. The node set is partitioned into a set ofnormal nodesN
and a set ofmisbehaving nodesA which is unknown a priori
to the normal nodes. Each directed edge(j, i) ∈ E [t] models
information flowand indicates that nodei can be influenced
by (or receive information from) nodej at time-stept.

The set ofin-neighbors, or just neighbors, of nodei at
time-stept is defined asVi[t] = {j ∈ V : (j, i) ∈ E [t]} and
the in-degree, or just degree, of i is denoteddi[t] =|Vi[t]|.
Likewise, the set ofout-neighborsof node i at time-stept
is defined asVout

i [t] = {j ∈ V : (i, j) ∈ E [t]} and theout-
degreeof i is denoteddout

i [t] =|Vout
i [t]|. To account for the

fact that each node has access to its own state at time-stept,
we also consider theinclusive neighborsof nodei, denoted
Ji[t] = Vi[t] ∪ {i}. Note that time-invariant networks are
represented simply by dropping the dependence ont.

B. Update Model

Each normal nodei ∈ N begins with some private
value xi[0] ∈ R (which could represent a measurement,
optimization variable, vote, etc.) and interacts synchronously
with its neighbors in the network. Each normal node updates
its own value over time according to a prescribed rule, which
is modeled as

xi[t+ 1] = fi({x
i
j [t]}), j ∈ Ji[t], i ∈ N , t ∈ Z≥0

where xi
j [t] is the value sent from nodej to node i at

time-stept, and xi
i[t] = xi[t]. The update rulefi(·) can

be an arbitrary function, and may be different for each
node, depending on its role in the network. These functions
are designeda priori so that the normal nodes compute
some desired function. However, some of the nodes may not
follow the prescribed strategy if they are compromised by an
adversary. Thus, it is important to design thefi(·)’s in such
a way that the influence of such nodes can be eliminated or
reduced without prior knowledge about their identities.

C. Fault Model

Definition 1 (Byzantine and malicious nodes):A node
i ∈ A is said to beByzantineif it does not send the same
value to all of its out-neighbors at some time-step, or if
it applies some other functionf ′

i(·) at some time-step;
it is said to bemalicious if it sends xi[t] to all of its
out-neighbors at each time-step, but applies some other
function f ′

i(·) at some time-step.
Note that both malicious and Byzantine nodes are allowed

to update their states arbitrarily (perhaps colluding withother
malicious or Byzantine nodes to do so). The only difference
is in their capacity for duplicity. If the network is realized
through sensing or broadcast communication, it is natural to
assume that the out-neighbors receive the same information,
thus motivating the definition of a malicious node. If the

network is point-to-point, however, Byzantine behavior is
possible. Note that all malicious nodes are Byzantine, but
not vice versa. When we do not need to explicitly distinguish
between Byzantine and malicious threats, we simply say
those nodes aremisbehaving.

It is clear that we cannot deal with networks that only
contain misbehaving nodes and thus it is necessary to restrict
thenumberof such nodes. We consider upper bounds on the
number of compromised nodes either in the whole network
(F -total) or in each node’s neighborhood (F -local).

Definition 2 (F -total andF -local sets): For someF ∈
Z≥0, a setS ⊂ V is F -total if it contains at mostF nodes in
the network, i.e.,|S| ≤ F ; it is F -local if it contains at most
F nodes in the neighborhood of each node which is not in
S for all t, i.e., |Vi[t]

⋂
S| ≤ F , ∀i ∈ V \ S, ∀t ∈ Z≥0.

It should be noted that in time-varying network topologies,
the local properties defining anF -local set must hold at all
time instances. These definitions facilitate the followingfault
models.

Definition 3 (F -total andF -local models):A set of mis-
behaving nodes isF -totally boundedor F -locally bounded
if it is an F -total set orF -local set, respectively. We refer
to these fault models as theF -total and F -local models,
respectively.

We have now defined four different fault models, i.e.,F -
total orF -local, each with Byzantine or malicious behavior.
Note that theF -local Byzantine model contains all of the
other models as special cases; the benefit of considering the
more specialized cases is that we will be able to obtain tighter
results for those models.

D. Resilient Asymptotic Consensus

Given the fault models, we now formally define the
objective of resilient asymptotic consensus [15]. LetM [t]
andm[t] be themaximumandminimumvalues of thenormal
nodes at time-stept, respectively.

Definition 4 (Resilient Asymptotic Consensus):Under
any of the fault models, the normal nodes are said to
achieve resilient asymptotic consensusif both of the
following conditions are satisfied forany choice of initial
values.

• Agreement Condition: there existsC ∈ R such that
limt→∞ xi[t] = C, ∀i ∈ N .

• Safety Condition: xi[t] ∈ [m[0],M [0]], ∀i ∈ N , ∀t ∈
Z≥0.

If both of these conditions are satisfied, the consensus
value will be in the interval defined by the initial values of the
normal nodes. Note that this definition allows misbehaving
nodes to influence the consensus value, but to a limited
extent. This condition is reasonable in applications where
any value in the range of initial values of normal nodes is
acceptable to select as the consensus value.

III. M EDIAN CONSENSUSALGORITHM

While there are various approaches to facilitate consensus,
a class oflinear iterative strategieshave attracted significant



interest in recent years (e.g., see [19], [20] and the refer-
ences therein). In such strategies, at each time-stept, each
node senses or receives information from its neighbors, and
updates its value to be a weighted average of its own value
and its neighbors’ values. One problem with this strategy
is that it is not resilient to misbehaving nodes. In fact, it
was shown in [3], [21], [22] that a single ‘leader’ node can
cause all agents to reach consensus on an arbitrary value
of its choosing (potentially resulting in a harmful situation)
simply by holding its value constant. To remedy this, it was
shown in [6], [7] that these strategies can be made robust
against attacks, at the cost of requiring the normal nodes to
know the entire network topology and to perform extensive
computations.

In order to achieve resilient consensus based on purely
local information, in [14], we studied a simple modification
to the update rule introduced in [11], where each node
removes the extreme values with respect to its own value.
More specifically, we investigated the followingWeighted-
Mean-Subsequence-Reduced (W-MSR) algorithm[14], [15]:3

1) At each time-stept, each normal nodei obtains the
values of its neighbors, and forms a sorted list.

2) If there are less thanF values strictly larger than
its own value,xi[t], then normal nodei removes all
values that are strictly larger than its own. Otherwise,
it removes precisely the largestF values in the sorted
list (breaking ties arbitrarily). Likewise, if there are less
thanF values strictly smaller than its own value, then
nodei removes all values that are strictly smaller than
its own. Otherwise, it removes precisely the smallest
F values.

3) Let Ri[t] denote the set of nodes whose values were
removed by normal nodei in step 2 at time-stept.
Each normal nodei applies the update

xi[t+ 1] =
∑

j∈Ji[t]\Ri[t]

wij [t]x
i
j [t], (1)

where the weights form a convex combination at each
time step.

In the above algorithm, each normal node executes a
local filtering strategyto eliminate potential misbehavior.
This algorithm is computationally lightweight and requires
no information of the network topology. In the next section,
we will briefly review results from [14], [15], [17] describing
network conditions under which the W-MSR algorithm can
facilitate resilient consensus. In this paper, we will explore
another form of local filtering strategy for the normal nodes
to resist misbehavior. Specifically, we build on the insightin
[23], where the author studied data aggregation in sensor net-
works and showed that themedian operationis more robust
than other operations (e.g., the average operation) to resist
attacks; however, the author only considered a centralized
setting and did not consider in-network aggregation. Here,
we design a novel resilient consensus algorithm based on the

3Similar dynamics have also been studied in [12], [13], [17].
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Fig. 1. A n
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-connected graph which fails to reach consensus under W-MSR

with F ≥ 1.

median operation, called theMedian Consensus Algorithm
(MCA):

1) At each time-stept, each normal nodei obtains the
values of its neighbors, and forms asorted list Li.4

Let L = |Li| andLi(j) denote thej-th element ofLi.
2) Nodei calculates the mediañxi[t] of Li, i.e.,

x̃i[t] =
Li(⌈

L+1
2 ⌉) + Li(⌊

L+1
2 ⌋)

2
. (2)

3) Each normal nodei applies the update

xi[t+ 1] = wi[t]xi[t] + w̃i[t]x̃i[t], (3)

wherewi[t] + w̃i[t] = 1 and there exists a constant
α > 0 such thatwi[t], w̃i[t] > α, ∀t.

In MCA, the normal nodes use the median operation
as a form of local filtering to attain resilience. Note that
the set of nodes filtered away by nodei can change over
time, depending on their relative values. Thus, even if the
network topology itself is fixed, the algorithm effectively
induces a time-varying network. Compared with the W-MSR
algorithm, to execute MCA, the normal nodes do not need to
obtain or estimate the parameterF . Not surprisingly, there
is a tradeoff between how much each node knows about the
overall network and the conditions required for those nodes
to overcome adversaries. In the next section, we will see that
even highly connected graphs cannot guarantee consensus by
using MCA, and we develop a new concept to capture such
dynamics.

IV. EXCESSROBUSTNESS

In [14], [13], it was shown that traditional metrics (such
as network connectivity) are not suitable to characterize the
behavior of local filtering dynamics (such as W-MSR). To
see why, consider the graph shown in Fig. 1. Each of the
two subsets shown in that graph induce a complete graph on
n
2 nodes (supposen is even), and each node has exactly one
neighbor in the opposite subset. This graph has connectivity
(and minimum degree)n2 . Now suppose that all nodes in the
top set start with value1, and all nodes in the bottom set
start with value0. For each node in the top set, all but one
of its neighbors have value1, and thus the value of the node
from the bottom set gets filtered out by using W-MSR. The
same holds true for each node in the bottom set. Thus no
node in either set ever uses the value of a node from the

4Note thatLi depends on the time-stept, and does not include nodei’s
own value.



opposite set, and consensus is never reached in this graph,
even when there are no misbehaving nodes.

The problem in the above network is that no node has
enough neighborsoutside its own set. In order to capture
this idea, we developed the following concept of robustness
in [14].

Definition 5 (r-reachable set):Given a graphG and a
nonempty subsetS of nodes ofG, we sayS is anr-reachable
set if ∃i ∈ S such that|Vi \ S| ≥ r, wherer ∈ Z≥0.

Definition 6 (r-robustness):A graph G = {V , E} is r-
robust, with r ∈ Z≥0, if for every pair of nonempty, disjoint
subsets ofV , at least one of the subsets isr-reachable.

Robustness captures the idea that each pair of subsets
of nodes should contain some node which has sufficient
neighbors from outside and brings in useful information to
at least one of the sets. It was shown in [14] that if the
network is sufficiently robust (i.e.,(2F + 1)-robust), the
W-MSR algorithm facilitates resilient consensus under the
‘worst-case’ fault model (i.e., theF -local Byzantine model).

With the same set of initial values as described above
(i.e., the top and bottom sets have initial values 1 and 0,
respectively), it is not difficult to see that MCA also fails on
the network shown in Fig. 1. However, the reason why MCA
fails is different from that of the W-MSR algorithm. Under
the MCA algorithm, each node is filtering away almost all
of its neighbors values, and adopting only the value in the
middle. Thus, for a node in some subsetS to adopt some
value from outsideS, it must have at least as many neighbors
outside S as inside. In other words, for a set of nodes,
whether a node will adopt outside information depends on
the relative number of its neighbors that are outside the set
versus inside.5 To capture this idea, we extend the concepts
of reachable sets and robustness as follows.

Definition 7 (r-excess reachable set):Given a graphG
and a nonempty subsetS of nodes ofG, we sayS is anr-
excess reachable setif ∃i ∈ S such that|Vi\S|−|Vi∩S| ≥ r,
wherer ∈ Z≥0. When the context is clear, we will also say
that nodei (with regard to setS) is r-excess reachable.

Definition 8 (r-excess robustness):A graph G = {V , E}
is r-excess robust, with r ∈ Z≥0, if for every pair of
nonempty, disjoint subsets ofV , at least one of the subsets
is r-excess reachable.

The following result provides an important property for
r-excess robust graphs.

Lemma 1:Given anr-excess robust graphG, wherer ≥
2, the minimum in-degree ofG is r.

Proof: We will prove by contradiction. Assume that
there exists anr-excess robust graphG with some nodei such
thatdi < r. We consider the pair of subsets{i} andV \{i}.
When r ≥ 2, it is clear that neither of them isr-excess
reachable (sincedi < r) which contradicts the assumption
that G is r-excess robust.

Note that the above result does not apply to the case when
r = 1, i.e., there exist graphs which are 1-excess robust but

5This is in contrast to the notion of reachable sets in Definition 5, where
only the absolute number of neighbors outside the set mattered.

with minimum in-degree 0 (e.g., the directed chain). Excess
robustness represents a type of information redundancy in
the network. Inspired by [15], we also define another type
of redundancy by identifying thenumberof nodes that have
more neighbors outside their set than inside.

Definition 9 ((r, s)-excess reachable set):Given a graph
G and a nonempty subset of nodesS, we say thatS is an
(r, s)-excess reachable setif given X r

S = {i ∈ S : |Vi \ S| −
|Vi ∩ S| ≥ r}, then |X r

S | ≥ s, wherer, s ∈ Z≥0.
Definition 10 ((r, s)-excess robustness):Consider r ∈

Z≥0 and s ∈ {1, . . . , n}. A graph G = {V , E} is (r, s)-
excess robustif for every pair of nonempty, disjoint subsets
S1 andS2 of V , at least one of the following holds (recall
thatX r

S = {i ∈ S : |Vi \ S| − |Vi ∩ S| ≥ r}):
1) |X r

S1
|+ |X r

S2
| ≥ s;

2) |X r
S1
| = |S1|;

3) |X r
S2
| = |S2|.

The concept of(r, s)-excess robustness captures a form
of redundancy such that for a pair of sets, there are at least
s nodes (in the union of the two sets) each of which has
r more neighbors from outside its own set (i.e., condition
(i)). Conditions(ii) and(iii) capture the cases when all of
the nodes in one of the sets have at leastr more neighbors
outside that set than inside.

In the next section, we will show that the notion of excess
robustness is key to characterizing the performance of MCA,
i.e., MCA succeeds if the network is sufficiently excess
robust.

V. CONSENSUSRESULTS

Recall that in Definition 4, there are two conditions for
resilient consensus: the safety condition and the agreement
condition. In this section, we first focus on the safety
condition and show that the degrees of the nodes play a
key role in this condition.

Lemma 2:Suppose each normal node updates its value
according to MCA. Under any of the four fault models (F -
total orF -local, Byzantine or malicious), the safety condition
is guaranteedif and only ifdi[t] = 0 or di[t] ≥ 2F +1, ∀i ∈
V , ∀t ∈ Z≥0.

Proof: (Necessity)If there is a nodei such that1 ≤
di[t] ≤ 2F at some time-stept, then we can always choose
a setA of misbehaving (Byzantine or malicious) nodes such
that |A∩Vi[t]| ≥|N ∩Vi[t]|. If the misbehaving nodes choose
their values to be bigger than2

α
(M [0] − m[0]) + m[0] (or

smaller than2
α
(m[0]−M [0]) +M [0]), then the setLi will

have at least half of its values equal to this and the valuex̃i[t]
in (2) will be bigger than1

α
(M [0]−m[0])+m[0] (or smaller

than 1
α
(m[0]−M [0])+M [0]). Thus, we getxi[t+1] > M [0]

(or xi[t+1] < m[0]) and the invariance of the normal nodes’
values is disrupted.

(Sufficiency)First note that if a normal node has zero
in-degree at time-stept, then its value will not change at
the next time-step and thus we just need to focus on the
normal nodes which have nonzero in-degree. Recall that
there are at mostF misbehaving nodes in each normal



node’s neighborhood. Thus each normal node which has
nonzero in-degree will receive at mostF values outside the
interval [m[t],M [t]] at each time-stept. If min{di[t] : i ∈
V , di[t] > 0} ≥ 2F + 1, ∀t, then such normal node will
receive at leastF + 1 values inside the interval[m[t],M [t]]
and by using MCA, no normal nodes will use a value outside
[m[t],M [t]] at each time-step. Since the update rule in (3) is
a convex combination of each normal node’s own value and
the median value in its neighborhood, bothM [t] andm[t]
are monotone and bounded functions oft. Thus, the safety
condition is guaranteed.

Note that the W-MSR algorithm is ‘naturally’ safe since
each normal node will not use any value if it does not
have sufficient neighbors (i.e., if a node has2F or fewer
neighbors and the parameter of the algorithm isF , then all
of its neighbors’ values will be removed). However, by using
MCA, each normal node which has nonzero in-degree will
always adopt some value from its neighbors; this may be
helpful for convergence but not for safety. Thus, the above
minimum degree condition is required.

In the rest of this section, we will show that(r, s)-excess
robustness together with the minimum degree of the network
captures thenecessary and sufficientconditions for MCA to
succeed under theF -total malicious model (in time-invariant
networks). Then we will give a sufficient condition for MCA
to succeed under theF -local Byzantine model, which also
applies to the other fault models.

A. F -Total Malicious Model

Using the concept of(r, s)-excess robustness, we obtain
the main result in this paper.

Theorem 1:Consider a time-invariant network modeled
by a directed graphG = {V , E} where each normal node
updates its value according to MCA. Under theF -total
malicious model withF ≥ 1, resilient asymptotic consensus
is achievedif and only if the minimum in-degree of the
network is at least2F + 1 and the network is(0, F + 1)-
excess robust.

Proof: (Necessity)First note that if there is more than
one node with zero in-degree, then consensus will not be
reached if these nodes are normal and have different initial
values. If there is only one node which has zero in-degree, we
can choose this node to be normal and choose its initial value
to be the maximum (or minimum) value in the network. Then
when using MCA, no other normal nodes will use its value
(even when there are no malicious nodes); in other words,
there is some choice of initial values such that consensus
cannot be achieved. Thus, by Lemma 2, we know that it is
necessary for the minimum in-degree of the network to be
2F + 1.

If G is not (0, F + 1)-excess robust, then there are
nonempty, disjoint subsetsS1,S2 ⊂ V such that none of
the conditions(i)− (iii) in Definition 10 hold. Suppose the
initial value of each node inS1 is a and each node inS2 is
b, with a < b. Let all other nodes have initial values taken
from the interval(a, b). Since|X 0

S1
| + |X 0

S2
| ≤ F , suppose

all nodes inX 0
S1

andX 0
S2

are malicious and keep their values

constant. With this assignment of adversaries, there is still at
least one normal node in bothS1 andS2 since|X 0

S1
| < |S1|

and|X 0
S2
| < |S2|, respectively. Since these normal nodes are

not 0-excess reachable, none of them will use values from
outside and no consensus among normal nodes is reached.

(Sufficiency)By Lemma 2, the safety condition is guar-
anteed and we focus on the agreement condition. Recall
that N is the set of normal nodes, and defineN = |N |.
Furthermore, recall thatM [t] and m[t] are the maximum
and minimum values of the normal nodes at time-stept,
respectively. From the proof of Lemma 2, we know that if
the minimum in-degree of the network is at least2F+1, then
bothM [t] andm[t] are monotone and bounded functions of
t and thus each of them has some limit, denoted byAM and
Am, respectively. Note that ifAM = Am, the normal nodes
will reach consensus. We will now prove by contradiction
that this must be the case.

Suppose thatAM 6= Am (note thatAM > Am by
definition). We can then define some constantǫ0 > 0 such
that AM − ǫ0 > Am + ǫ0. At any time-stept and for any
ǫi > 0, let XM (t, ǫi) = {j ∈ V : xj [t] > AM − ǫi}, which
includes all normal and malicious nodes that have values
larger thanAM − ǫi, and letXm(t, ǫi) = {j ∈ V : xj [t] <
Am + ǫi}, which includes all normal and malicious nodes
that have values smaller thanAm + ǫi. Note thatXM (t, ǫ0)
andXm(t, ǫ0) are disjoint, by the definition ofǫ0.

Fix ǫ <
(α

2
)N

1−(α

2
)N ǫ0, which satisfiesǫ0 > ǫ > 0. Let

tǫ be such thatM [t] < AM + ǫ and m[t] > Am − ǫ,
∀t ≥ tǫ (we know that such atǫ exists by the definition
of convergence). Consider the nonempty and disjoint sets
XM (tǫ, ǫ0) andXm(tǫ, ǫ0). Since the network is(0, F +1)-
excess robust and there are no more thanF malicious nodes
in the network (F -total model), there is at least one normal
node in the union that is0-excess reachable.

Without loss of generality, suppose normal nodei ∈
XM (tǫ, ǫ0) is 0-excess reachable. Note that the minimum
in-degree of the network is2F + 1 and thus each normal
node always adopts a value from its neighbors, Further note
that since nodei is 0-excess reachable, the number of node
i’s neighbors from outsideXM (tǫ, ǫ0) is no less than the
number of its neighbors from inside, and thusx̃i[tǫ] from
(2) will incorporate (or be equal to) a value from outside.
By definition, the neighbors outsideXM (tǫ, ǫ0) have values
at most equal toAM − ǫ0. Since the safety condition is
guaranteed, the biggest value that nodei will use from inside
its own set isM [tǫ]. Thus, the median value that nodei will
use is at most̃xi[tǫ] =

M [tǫ]+AM−ǫ0
2 .

Note that at each time-step, every normal node’s value
is a convex combination of its own value and the median
value it chooses from its neighbors, and each coefficient in
the combination is lower bounded byα. Since the largest
value that nodei will use at time-steptǫ is M [tǫ], placing



the largest possible weight onM [tǫ] in (3) produces

xi[tǫ + 1] ≤ (1− α)M [tǫ] + α
M [tǫ] +AM − ǫ0

2

< (1− α)(AM + ǫ) + α
AM + ǫ+AM − ǫ0

2

= AM −
α

2
ǫ0 + (1 −

α

2
)ǫ.

Note that this upper bound also applies to the updated value
of any normal node that is not inXM (tǫ, ǫ0), because such
a node will use its own value in its update and will not use
a value bigger thanM [tǫ]. Similarly, if j ∈ Xm(tǫ, ǫ0) is
0-excess reachable, thenxj [tǫ +1] > Am + α

2 ǫ0 − (1− α
2 )ǫ.

Again, any normal node that is not inXm(tǫ, ǫ0) will have
the same lower bound.

Defineǫ1 = α
2 ǫ0− (1− α

2 )ǫ, which satisfies0 < ǫ < ǫ1 <

ǫ0. Consider the setsXM (tǫ+1, ǫ1) andXm(tǫ+1, ǫ1). Since
at least one of the normal nodes inXM (tǫ, ǫ0) decreases at
least toAM−ǫ1 (or below), or one of the nodes inXm(tǫ, ǫ0)
increases at least toAm + ǫ1 (or above), it must be that
either |XM (tǫ +1, ǫ1)| < |XM (tǫ, ǫ0)| or |Xm(tǫ +1, ǫ1)| <
|Xm(tǫ, ǫ0)|, or both. Sinceǫ1 < ǫ0, XM (tǫ + 1, ǫ1) and
Xm(tǫ + 1, ǫ1) are still disjoint.

For j ≥ 1, defineǫj recursively asǫj = α
2 ǫj−1−(1− α

2 )ǫ,
and observe thatǫj < ǫj−1. As long as there are still normal
nodes in bothXM (tǫ+j, ǫj) andXm(tǫ+j, ǫj), then we can
repeat the above analysis for time-stepstǫ + j. Furthermore,
at time-steptǫ + j, either |XM (tǫ + j, ǫj)| < |XM (tǫ + j −
1, ǫj−1)| or |Xm(tǫ + j, ǫj)| < |Xm(tǫ + j − 1, ǫj−1)|, or
both.

Since|XM (tǫ, ǫ0)|+|Xm(tǫ, ǫ0)| ≤ N , there must be some
time-steptǫ+T (whereT ≤ N ) where eitherXM (tǫ+T, ǫT )
or Xm(tǫ + T, ǫT ) is empty. In the former case, all normal
nodes in the network at time-steptǫ + T have value at most
AM − ǫT , and in the latter case all normal nodes in the
network at time-steptǫ+T have value no less thanAm+ǫT .
We will show thatǫT > 0, which will contradict the fact
that the largest value monotonically converges toAM (in
the former case) or that the smallest value monotonically
converges toAm (in the latter case). To do this, note that

ǫT =
α

2
ǫT−1 − (1−

α

2
)ǫ

= (
α

2
)2ǫT−2 −

α

2
(1−

α

2
)ǫ− (1−

α

2
)ǫ

...

= (
α

2
)T ǫ0 − (1−

α

2
)[1 +

α

2
+ · · ·+ (

α

2
)T−1]ǫ

= (
α

2
)T ǫ0 − [1− (

α

2
)T ]ǫ

≥ (
α

2
)N ǫ0 − [1− (

α

2
)N ]ǫ.

Since ǫ <
(α

2
)N

1−(α

2
)N

ǫ0, we obtain ǫT > 0, providing the
desired contradiction. It must thus be the case thatǫ0 = 0,
proving thatAM = Am.

Remark 1:Note that since the other fault models are
stronger than theF -total malicious model, the necessary
condition of(0, F+1)-excess robustness also applies to these

models. Furthermore, by a similar proof, we can show that
0-excess robustness is necessary for MCA to succeed even
without misbehaving nodes.

B. F -Local Byzantine Model

We now provide a sufficient condition for MCA to succeed
under theF -local Byzantine model; furthermore, we extend
this condition to time-changing networks. Since the other
fault models are special cases of theF -local Byzantine
model, these results also apply to those models.

Theorem 2:Consider a time-invariant network modeled
by a directed graphG = {V , E} where each normal node
updates its value according to MCA. Under theF -local
Byzantine model, resilient asymptotic consensus is achieved
if the topology of the network is(2F +1)-excess robust.

Proof: The proof is similar to the proof of sufficiency of
Theorem 1. Note that by Lemma 1 and 2, the safety condition
is guaranteed if the network is(2F + 1)-excess robust.

Corollary 1: Consider a time-varying network modeled
by a directed graphG[t] = {V , E [t]} where each normal
node updates its value according to MCA. Let{tk}k∈Z≥0

denote the set of time-steps in whichG[t] is (2F + 1)-
excess robust. Then, under theF -local Byzantine model,
resilient asymptotic consensus is achieved if|{tk}| = ∞
and |tk+1 − tk| ≤ c, ∀k, wherec ∈ Z>0.

VI. CONSTRUCTION OFEXCESSROBUST GRAPHS

Having shown that excess robustness is the key concept
to capture the dynamics of MCA, we now provide a con-
struction method for excess robust graphs. Note that the
notion of (r, s)-excess robustness in Definition 10 is a strict
generalization of excess robustness (Definition 6). Thus, the
following result (adapted from a construction for robust
graphs provided in [14], [15]) also applies to excess robust
graphs.

Theorem 3:Let G = {V , E} be an (r, s)-excess robust
graph (withs ≥ 1). Then the directed graphG′ = {V ′, E ′} =
{V ∪ {vnew}, E ∪ Enew}, wherevnew is a new node added to
G andEnew is the directed edge set related tovnew, is (r, s)-
excess robust ifdvnew ≥ r + 2s− 2 anddout

vnew
= 0.

Proof: First note that sincedout
vnew

= 0, if nodei ∈ V is r-
excess reachable inG, theni is alsor-excess reachable inG′.
For a pair of nonempty, disjoint setsS1 andS2 in V ′, there
are three cases to check:(i) vnew 6∈ Si, (ii) {vnew} = Si,
and (iii) vnew ∈ Si, i ∈ {1, 2}. In the first case, sinceG
is (r, s)-excess robust, the conditions in Definition 10 must
hold. In the second case,X r

Si
= Si, and we are done. In

the third case, suppose without loss of generality thatS2 =
S ′
2∪{vnew}. SinceG is (r, s)-excess robust, at least one of the

following conditions hold:|X r
S1
|+ |X r

S′
2

| ≥ s, |X r
S1
| = |S1|,

or |X r
S′
2

| = |S ′
2|. If either of the first two hold, then the

corresponding conditions hold for the pairS1,S2 in G′. So
assume only|X r

S′
2

| = |S ′
2| holds. Then, the negation of the

first condition|X r
S1
|+|X r

S′
2

| ≥ s implies|X r
S′
2

| = |S ′
2| ≤ s−1

and|Vvnew∩S2| ≤ s− 1. Hence,|Vvnew \S2| ≥ r+ s− 1, and
|X r

S2
| = |S2|, completing the proof.



The above result indicates that to construct an (r, s)-excess
robust graph withn nodes, we can start with an (r, s)-excess
robust graph with relatively smaller order, and continually
add new nodes with incoming edges from at leastr+2s− 2
nodes in the existing graph (and with no outgoing edges).

Note that unlike robustness, excess robustness and (r, s)-
excess robustness are not monotonic properties (i.e., the
properties are not invariant under the addition of edges).
Thus, it is more difficult to analyze these properties and to
find specific topologies where they exist. Here, we give one
example of excess robust graphs.

Proposition 1: Consider a complete graphG with n nodes
(n > 3). If n is even,G is (1, n)-excess robust; ifn is odd,
G is (2, n)-excess robust.

Proof: Suppose we choose a subsetS of m nodes.
If n is even (odd), all the nodes inS are at least1-excess
reachable (2-excess reachable) ifm ≤ n

2 (≤ ⌊n
2 ⌋). When

choosing a pair of subsets, at least one of the sets will have
size at mostn2 (⌊n

2 ⌋). Thus, by Definition 10, when we
choose a pair of setsS1 andS2, either condition|X 1

S1
| = |S1|

(|X 2
S1
| = |S1|) or condition|X 1

S2
| = |S2| (|X 2

S2
| = |S2|) (or

both) will hold and the result follows.
Note that by Theorem 1 and Proposition 1, a complete

graph withn nodes can tolerate up to⌊n
2 ⌋ − 1 malicious

nodes using MCA since the minimum in-degree of the
network is n − 1. However, in the following proposition,
we show that complete graphs cannot tolerate even three
Byzantine nodes. This implies that MCA is very sensitive
under the Byzantine model but is robust under the malicious
model.

Proposition 2: Consider a complete graph withn nodes
(n > 3). When the normal nodes use MCA, 2 Byzantine
nodes can prevent consensus ifn is even and 3 Byzantine
nodes can prevent consensus ifn is odd.

Proof: We will prove this result by providing a strat-
egy for the Byzantine nodes to prevent consensus. Assume
⌊n
2 ⌋ − 1 normal nodes have initial valuea and the other

⌊n
2 ⌋−1 normal nodes have initial valueb, wherea 6= b. The

Byzantine nodes will senda and b to those normal nodes
with initial valuesa and b, respectively. For a normal node
with initial valuea (or b), by using MCA, the median value
it will adopt is a (or b). Thus, consensus cannot be reached.

VII. R ELATIONSHIP TO CONTAGION MODELS AND

GRAPHICAL GAMES

It is of interest to relate our results to those obtained in
the literature on contagion and graphical games [24], [25],
[18]. In those settings, one is given a network where each
node can be in one of several states, and nodes adopt a new
state if a certain fraction (or number) of their neighbors have
adopted that state. One then asks the question: if a specific
subset of nodes adopts a certain state, what properties of the
network will allow this state to spread to all other nodes?

To be more precise, consider a graphG under the fractional
adoption model (where a node adopts the state if a fractionq

of its neighbors have adopted it). Suppose that a set of nodes

S start in stateA, and all other nodes start in stateB. A set
S ′ ⊂ V is said to ber-cohesive if every node inS ′ has at
least a fractionr of its neighbors insideS ′ [24], [25], [18].
The following result characterizes the spread of stateA.

Theorem 4:([24], [25], [18]) Consider a networkG =
{V , E}, where each node can be in either stateA or stateB,
and a node switches from stateB to stateA if a fraction q

of its neighbors are in stateA. Let S ⊂ V be a set of nodes
that start in stateA, and let all other nodes start in stateB.
ThenA will spread to all nodes if and only if there is no
subsetS ′ ⊆ V \ S that is more than(1 − q)-cohesive.

The notion of a cohesive set is similar to that of an excess
reachable set developed in this work. Indeed, a0-excess
reachable set is equivalent to a set that is at most1

2 -cohesive.
These similarities arise because under both the contagion
and MCA dynamics, nodes are adopting new information
only when the number of neighbors with that information
exceeds a certain threshold. Our work shows that such graph
properties are useful outside the contagion scenario; indeed,
our setting also includes misbehaving nodes and allows the
state-space of the nodes to be infinite, leading to more com-
plicated dynamics. A study of further similarities between
the two scenarios is a rich avenue for future research.

VIII. S UMMARY

In this paper, we proposed the Median Consensus Algo-
rithm (MCA) to achieve resilient consensus. MCA is compu-
tationally lightweight and does not require the normal nodes
to obtain or estimate the numberF of misbehaving nodes
(as in the W-MSR algorithm), or to know anything about the
network topology (other then its own neighbors). We showed
that previously studied metrics (such as connectivity) fail to
characterize the performance of MCA. The reason for this
failure is that by using MCA, a node in a given subset of
nodes will use a value from outside that subset only if at least
half of its neighbors are outside the set. This motivated our
development of the concept ofexcess robustness. We showed
that this concept is very useful to capture the dynamics
of MCA; we provided necessary and sufficient conditions
for MCA to succeed under theF -total malicious model,
and provided separate necessary and sufficient conditions for
other fault models. Our results showed that unlike previously
developed filtering algorithms, MCA in complete networks is
very sensitive to Byzantine nodes, while being highly robust
to malicious nodes. We provided a construction for excess
robust graphs, and made connections to similar concepts
from the literature on contagion and graphical games.
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