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ABSTRACT

While advances in medicine have facilitated access to treatments and preventative protocols, providing holistic care continues to
require multiple doctor visits, disrupting daily routines and burdening medical infrastructure. The Internet of Bodies (IoB), which
integrates wearable, implantable, ingestible, and injectable devices in, on, and around the body, offers a promising solution by
enabling real-time monitoring of health conditions and disease progression and enhancing early intervention opportunities.
IoB has progressed significantly due to advances in miniaturized electronics, flexible substrates, and low-power design. A
key area of interest is human body communication (HBC), where the human body serves as the communication medium. By
replacing the radio front-end with simple direct skin interfaces, sensing and communication modules become smaller, lighter,
more energy-efficient, and accessible. This review presents an in-depth overview of the challenges, strategies, and future
directions in HBC transceiver design, covering the fundamental principles of electrical field HBC. Design challenges such as
dynamic channel variations, skin-electrode interfaces, operational frequency, interference, safety, and reliability are discussed.
Additionally, the review explores circuit design techniques and the potential of artificial intelligence to enhance HBC system
efficiency. It concludes with insights outlining potential avenues for future research in the field of HBC.

1 Introduction
Taking a cue from the Internet of Things (IoT), the Internet of Bodies (IoB) is defined as a network of smart objects distributed
in, on, and around the human body1. Having its roots in Wireless Body Area Networks (WBANs), the IoB is a network of
wearable, implantable, ingestible, and injectable devices that have become possible due to simultaneous advancements in
microelectronics, signal processing, and wireless communications. Various applications of IoB exist, as shown in Fig. 1,
including wearable devices such as smartwatches, diabetes management systems, and motion detectors2–4, where devices can
measure vital signs such as heart rate, blood pressure, and sweat pH5, 6. Ingestible devices, such as wireless capsule endoscopes,
can be used for gastrointestinal examinations7, while implantable devices such as pacemakers and brain-machine interfaces can
provide medical interventions8, 9. Subdermal devices offer heart activity monitoring and identity recognition capabilities10. By
providing continuous access to such information, IoB has the potential to revolutionize numerous sectors, including healthcare,
personalized medicine, public safety, smart-home-assisted independent living, occupational health and safety, wellness, fitness,
sports, and entertainment.

Meeting the diverse demands of IoB applications requires addressing different design objectives, including compact size,
affordability, extremely low power consumption, high reliability, minimal delay, security, and convenience. This translates
into Size, Weight, and Power-Cost (SWaP-C) constraints, primarily influenced by battery size and circuit area. Maximizing
IoB node lifetime relies on low-power transceiver architecture with simplified hardware design. Balancing low power and low
complexity impacts the device size, crucial for comfortable integration on or inside the body, while meeting Quality of Service
(QoS) and Quality of Experience (QoE) requirements. For example, a wireless capsule endoscope requires over eight hours
of operation for a complete intestinal examination11, while implanted devices must exhibit reliable performance over many
years. Strategies such as current reusing, replacing power-hungry elements, duty-cycling, and power-efficient architectures
help achieve low power. However, these strategies might conflict with the ultra-reliable and low-latency communication
requirements of time-sensitive IoB applications.

Safety and security requirements pose additional challenges to SWaP-C constraints. For example, IoB devices have to limit



Figure 1. Illustration of insertable wearable, implantable, ingestible, and injectible IoB devices

time-varying electromagnetic field exposure of the human body under a Specific Absorption Rate (SAR) expressed in units of
watts per kilogram. In addition, the electric current applied to the human body must be below the safety exposure reference
levels specified in health regulation standards12, 13. In particular, invasive IoB devices must also comply with the safety, efficacy,
and security requirements set by public health and safety regulators such as the Food and Drug Administration (FDA). Finally,
hardware and packaging design should be reliable, durable, and bio-compatible for in-body IoB devices. On the other hand,
wearable IoB devices should be designed for comfort and safety, leveraging emerging technologies such as stretchable, textile,
and inkjet-printable electronics, etc.

The emerging field of human body communication (HBC) is challenging the dominance of RF-based health wearables for
numerous reasons including1: 1) RF signals are highly radiative and omnidirectional, resulting in energy loss and vulnerability
to eavesdropping and malicious attacks, 2) RF-based IoB devices require substantial circuit area and battery capacity for radio
front-ends, imposing strict SWaP-C design constraints, and 3) RF devices operating in license-free ISM bands can cause
interference to IoB devices, especially with the increasing number of IoT devices. In contrast, HBC utilizes the body as a
transmission medium (in-lieu of RF), ensuring physically secure connections with low signal leakage compared to RF bands14.
HBC benefits from the body’s conductivity, resulting in lower path loss and reduced transmission power requirements15. HBC
also exhibits higher reliability than RF-based channels due to minimized RF shadow fading effects caused by body postures1, 16.
These features make HBC suitable for achieving ultra-low-power, low-cost, and low-complexity transceiver designs that meet
the throughput and energy efficiency needs of IoB applications while adhering to SWaP-C constraints. State-of-the-art HBC
transceivers demonstrate impressive energy efficiency levels as low as 2.24 pJ/bit17, a significant improvement over commonly
used RF-based devices.

Table 1. RF Communication Techniques

Communication Bluetooth BLE Zigbee Z-wave ANT NFC RFID

Standardization
IEEE 802.15.1, now by

Special Interest Group (SIG) IEEE 802.15.1 IEEE 802.15.4 Proprietary Proprietary ISO/IEC 14443 etc. ISO 18000 etc.

Topology Mesh
Point-to-point,

star, mesh Mesh Mesh
Point-to-point,
star, tree, mesh Point-to-point Peer to peer

Band 2.4 GHz 2.4 GHz Mainly 2.4 GHz 2.4 GHz and 900 MHz 2.4 GHz 13.56 MHz

125∼134 kHz
13.56 MHz

433 MHz, 860∼960 MHz,
2.45 GHz, 5.8 GHz

Range 1∼100 m 10∼600 m 10∼100 m 10∼100 m Within 100 m Within 20 cm Within 100 m
Maximum data rate 3 Mbps 2 Mbps 250 kbps 100 kbps 60 kbps 0.848 Mbps 100 kbps
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Numerous surveys have examined various aspects of IoB/WBAN and HBC, including potential applications, propagation
characterization, channel modeling, antenna design, body coupling mechanisms, development trends, challenges, electrode
modeling, and impedance modeling1, 16, 18–31. However, there is a notable gap in the literature when it comes to a comprehensive
review that focuses specifically on design approaches and insights unique to HBC transceiver architectures. This review aims to
fill this gap by providing a systematic and comprehensive survey of HBC design requirements and challenges, state-of-the-art
HBC transceiver architectures, and key strategies, while also offering valuable insights into future research directions. To the
best of the authors’ knowledge, this work represents the first of its kind in this specific area, contributing significantly to the
advancement and understanding of HBC technology. Specifically, this review addresses the following topics:

• Provides a comprehensive summary of popular intra-body communication techniques utilized in WBANs,

• Conducts a thorough survey of the design considerations for reliable and efficient HBC transceivers,

• Presents a comprehensive survey of key design strategies and techniques derived from the literature for Capacitive
Coupling HBC (CC-HBC), and

• Identifies challenges and unresolved issues in the field of HBC and offers valuable insights outlining the potential avenues
for future research.

2 Intra-Body Communication Techniques
This section delves into various intra-body communication strategies designed to navigate the broad IoB design space. Initially,
we review the RF physical (PHY) layer of the IEEE 802.15.6 standard, encompassing both the NB PHY layer and UWB PHY
layer. Following, we provide a summary of other prevalent RF communication methods such as Bluetooth, Zigbee, Z-wave,
ANT, NFC, and RFID. A comparative study is performed on intra-body communication methods that employ HBC variations.
This review aims to explore the practical aspects and features of these methods.

2.1 IEEE 802.15.6 Standard
The IEEE 802.15.6 standard is an international standard for WBANs, emphasizing low-power, short-range, and reliable
wireless communications near the human body32. It encompasses multiple frequency bands, including Narrowband (NB),
Ultra-Wideband (UWB), and HBC. NB operates in licensed and unlicensed bands such as 402-405 MHz, 420-450 MHz, among
others. UWB supports a default and high QoS mode, with frequencies spanning from 3494.4 MHz to 9984.0 MHz, facilitating
high data rate transmissions and precise location tracking33. HBC utilizes frequencies below 100 MHz for transmissions
directly through the human body, ideal for devices in contact with the skin.

The standard also covers frequencies for specific services, such as the Medical Implant Communication Service (MICS),
Wireless Medical Telemetry Service (WMTS), and Industrial, Scientific, and Medical (ISM) bands. Notably, these services are
not part of IEEE 802.15.6 but were developed by the medical community, regulated in the U.S. by the Federal Communication
Commission (FCC) to minimize interference risks. MICS is allocated the 402-405 MHz band for communication between
medical implants and external devices, while WMTS uses designated bands (608-614 MHz, 1395-1400 MHz, 1427-1432 MHz)
for transmitting medical telemetry data in a controlled environment34. The ISM band, crowded with IoT devices, benefits from
UWB’s high data rate capabilities and power efficiency, enhancing the longevity of IoB devices35.

2.2 Other RF Communication Techniques
The IEEE 802.15.6 targets high reliability and robustness in challenging environments, such as those involving body movement
and various obstructions typical in medical settings. However, for short-range device-to-device communication, numerous other
RF standards have found wide-range acceptance. Table 1 provides a summary of the main features of these communication
techniques, including their standardization status, topology, frequency band, range, and maximum data rate. In the following,
we provide a brief overview of common RF standards used in IoB context.

• Bluetooth, introduced in 1998 and operating between 2.40 GHz to 2.48 GHz in the ISM band, supports enhanced
connectivity with advancements such as Bluetooth v6.x, achieving up to 240 meters range and 100 Mbps data rates36.
Introduced in Bluetooth 4.0, Bluetooth Low Energy (BLE) significantly improves energy efficiency through techniques
like duty cycling, making it vital for wearable health devices and real-time patient monitoring37, 38.

• Zigbee operates over 10m-100m range and excels in low-rate data communication. It is more energy-efficient and has
quicker mode-switch latency than classic Bluetooth, though BLE surpasses it in power efficiency39, 40. Secure through
access control list (ACL) and Advanced encryption standard (AES), Zigbee is mainly found in network-rich environments
like hospitals due to its mesh networking capabilities, rather than in consumer wearables.
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• Z-Wave operates at up to 100m range with typical data rates of 100 kbps. It supports robust mesh networking ideal for
home automation applications like lighting and security. Known for its low power use and cost-effectiveness, Z-Wave
thrives in larger network installations for health and wellness41.

• ANT, an ultra-low-power multicast technology in the 2.40 GHz ISM band, supports various network topologies and adapts
to many applications with its efficient power use and flexible network configuration. While less common in consumer
health tech than BLE, ANT’s connectivity and energy efficiency are favored for long-term monitoring devices42.

• NFC operates at distances up to 10 cm, supporting data rates up to 848 Kbps. Widely used in payment and data sharing,
NFC’s role in health tech is growing, particularly in patient ID and device management via secure, easy communication43.

• RFID technology spans several frequencies and is pivotal in healthcare for patient tracking and equipment management.
RFID tags, ranging from passive to active, facilitate non-contact data transfer, improving patient care efficiency and
enabling remote device monitoring43, 44.

While specific implementations may vary, Bluetooth generally demonstrates a good combination of higher data rates with
lower power consumption, with efficiency in the 10 nJ/b45. NFC and ANT are typically around the 100 nJ/b46, while Z-Wave
and Zigbee are close to the 1 µJ/b47. Bluetooth, BLE, and UWB are particularly well-suited for scenarios requiring high data
rates, such as medical images or audio transmissions. On the other hand, NFC, ANT, Zigbee, and Z-Wave are more suitable for
applications with lower bit rates, such as vital sign monitoring, among others.

2.3 Human Body Communications
HBC provides an alternative to RF-based systems and offers several advantages over them. These advantages include reduced
power consumption and a smaller area footprint, enhanced security, and the ability to overcome body shadowing effects that are
commonly encountered by RF transceivers. To ensure standardized implementation, the IEEE 802.15.6 standard defines the
HBC PHY layer requirements, which operates on a 5 MHz band centered at 21 MHz and supports a data rate of up to 1.3125
Mbps48. HBC can be broadly categorized into two types: magnetic (mHBC) vs electrical (eHBC). Furthermore, eHBC can be
further classified into two subcategories: Galvanic-Coupling HBC (GC-HBC) and Capacitive-Coupling HBC (CC-HBC), as
illustrated in Fig. 2. Next, we discuss these communication techniques in more detail.

GC-HBC The GC-HBC system employs a pair of electrodes, namely the ground electrode and signal electrode, to transmit
signals through the human body using the electric field. Both the signal and ground electrodes make contact with the human skin.
GC-HBC is less affected by environmental factors and human postures, offering a stable signal path and channel conditions as
both the forward and backward paths traverse the human body. This stability makes GC-HBC suitable for transmitting vital
or physiological data in both in-body and on-body. However, it is important to note that galvanic coupling operates best in
low-frequency bands due to the relatively low conductivity of tissues in the human body49. This limitation results in a restricted
bandwidth, lower data rates (<1 Mbps), and a shorter communication range. Furthermore, in galvanic coupling, ionization may
occur on the human skin, which can raise safety concerns when the system is in operation.

CC-HBC Unlike GC-HBC, CC-HBC deploys the signal electrode in contact with the human skin while the ground electrode
remains floating in the air, forming a coupling pathway between the electrodes through the environment and the human
body. However, it is important to note that CC-HBC is more susceptible to external interference, including human postures
and environmental conditions, compared to GC-HBC15. On the other hand, CC-HBC has the advantage of operating in
higher-frequency bands, allowing it to support high data rates. It also enables communication over longer distances with lower
path loss compared to GC-HBC. Particularly, CC-HBC exhibits superior performance compared to GC-HBC22 at frequencies
above 60 kHz. Furthermore, recent studies have also conducted preliminary investigations into the potential of implanted
CC-HBC, utilizing an isolated ground electrode50. Therefore, CC-HBC has received more attention and is currently being
extensively investigated in the literature. Consequently, subsequent sections of this survey will focus on CC-HBC, providing a
deeper exploration of its characteristics and the latest advances in research.

mHBC The concept of mHBC was initially proposed by Ogasawara et al. in 201551, followed by the introduction of an
mHBC transceiver design proposed in52. As depicted in Fig. 2(c), mHBC utilizes TX and RX coils to generate and receive
magnetic energy for data transmission. An effective loop is formed through the body when the feet are connected to the ground
electrode and the hands touch the signal electrode, without which the loop remains open52. Compared to eHBC, mHBC takes
advantage of the fact that the human body exhibits better permeability than conductivity at MHz frequencies. This allows the
magnetic field to propagate freely within the body, yielding a lower path loss than eHBC. Additionally, the magnetic field can
be sensed in a single-ended manner, leading to reduced hardware complexity. Moreover, the inherent filtering characteristics of
the human body and inductive coil help reduce external interference from human postures and environmental variations49.
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(a) (b)

(c)

Figure 2. HBC coupling methods: a) galvanic coupling, b) capacitive coupling, and c) magnetic coupling.
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Discussion In summary, each communication technique has a unique profile for channel loss and usage. eHBC provides the
best combination of efficient hardware and reasonable channel loss, which is why eHBC is the most commonly used mode,
particularly in health monitoring and fitness tracking applications. In contrast, mHBC generally incurs a more complicated
hardware profile, resulting in lower adoption. RF communication, while versatile and capable of longer range, faces variable
channel losses heavily influenced by frequency and environmental factors and subject to physical layer security vulnerabilities.

3 Design Considerations for HBC Transceivers
This section aims to provide a deeper exploration of CC-HBC’s characteristics, challenges, and design considerations focusing
on five essential topics in CC-HBC. First, we delve into the CC-HBC channel models and the safety standards to ensure the
well-being of individuals exposed to electromagnetic fields.

3.1 HBC Channel
One crucial factor in the design of any communication system is the channel model. Specifically, we explore the significance of
the body impedance, return path, and operating frequency in shaping the characteristics of the channel model.

CC-HBC Channel Model Modeling of CC-HBC channel can be approached through various methods, including analytical,
numerical, and circuit models1. Among these approaches, circuit models offer an effective means of representing CC-HBC by
utilizing equivalent RC components, resulting in simple transfer functions that mathematically describe the signal propagation
along the transmission path within or on the human body. Circuit models provide several advantages in terms of computational
efficiency and accuracy for a wide range of frequencies of interest; however, as the frequency reaches up to 100 MHz, radiative
effects reduce the accuracy and alternative means such as full EM wave simulations may be needed.1.

The CC-HBC channel can be divided into the forward and return paths, which are essential components determining the
overall channel quality. The forward path consists of signal electrodes in contact with the skin, while the return path is formed
by the coupling between the ground electrodes through the air and the body. The distance between the ground electrodes
affects the capacitance, impedance, and channel quality. As the distance between the ground electrodes increases or decreases
due to movements, the capacitance changes, consequently impacting the return path impedance and overall channel quality.
Environmental factors, such as nearby metallic objects, temperature, humidity, pressure, and noise, can also influence the
characteristics of the return path. Therefore, depending on the operation frequency, continuous monitoring and compensation of
variable losses are crucial for optimizing and stabilizing the channel characteristics.

Circuit Model The equivalent circuit model of the CC-HBC channel, as presented in53, is illustrated in Fig. 3(a). The CC-HBC
channel model incorporates various capacitive and resistive components, each serving a specific role in the channel. The black
line indicates the forward path for signal transmission through the human body, the red line is the backward path for ground
coupling through the air, while the cyan line indicates cross-coupling paths between electrodes. The solid lines indicate the
coupling through the human body, while the dashed lines indicate the coupling through air.
Effect of Impedances: Impedance components play a critical role in characterizing the CC-HBC channel. At frequencies lower
than a few MHz in the Electro quasi-static (EQS) band, lumped circuit models can be used to describe the channel, where path
loss is measured by the ratio of the received voltage to the transmitted voltage. It is desirable to minimize source impedance
and maximize the load impedance to reduce voltage loss. As shown in Fig. 3(b), the forward path of the HBC channel can be
represented by an internal resistance of the voltage source RTx, the body channel impedance Zbody, and the receiver termination
impedance ZRx. The return path can be modeled with the return path capacitance Cret. A simplified relationship between the
output voltage Vout and the input voltage Vin can be expressed as53:

Vout

Vin
=

ZRx

RTx +Zbody +ZRx +
1

sCret

(1)

A higher receiver impedance is preferred as it results in more voltage applied at the receiver end. The received voltage Vout
increases with higher receiver input impedance (ZRx), leading to a smaller path loss. Therefore, avoiding a 50 Ω device
impedance at the receiver end is preferable, as it may result in higher voltage loss through the body channel53. Conversely, a
lower transmitter internal impedance should be used to reduce path loss.

Compared to resistive termination, capacitive termination offers several advantages, including lower path loss, wide
bandwidth and flat path loss pattern. The channel loss of capacitive termination can be expressed by Cret

Cret+Cload
55. As shown in

Fig. 3(b), as the transfer function remains constant, the path loss remains flat across the frequency band of interest. Therefore,
the channel loss is primarily determined by the ratio of the load capacitance to the return path capacitance53. A larger value of
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(b) (c)

Figure 3. (a) Circuit model diagram for CC-HBC54. the definitions of the circuit model parameters are presented in the
supplementary materials Table. 1. (b) Simplified CC-HBC channel circuit models55, 56, and (c) Electrode-Skin Interface55, 56
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Cload leads to a higher path loss. On the other hand, resistive termination exhibits high-pass characteristics due to the resistance
and return capacitance. It can be modeled as a high-pass filter with a cutoff frequency given by fc =

1
RloadCret

55.
At higher frequencies beyond the EQS band,

HBC Electrode: Ag/AgCl wet electrode is the most commonly used electrode in bio-electric signal monitoring57, 58. This
electrode offers advantages such as good contact with the skin, low contact impedance, affordability, high stability, and ease of
fabrication57, 58. Another type of electrode widely employed is the metal plate dry electrode, which exhibits good conductivity
and is often utilized for capacitive coupling of signal energy into the body.

Fig. 3(c) shows a circuit representation for the skin-electrode interface59. The skin-electrode contact impedance is subject
to variation due to factors such as human motion and postures, the presence of an air gap between the electrode and the skin,
dehydration of wet electrodes, sweat and hair between the skin and electrodes, as well as dynamic environmental conditions.
Thus, it is important to continuously monitor and compensate for the skin-electrode contact impedance to mitigate its influence
on the channel. Fig. 3(c) shows the equivalent circuit model of the HBC electrode53, 55. As the distance between the skin and
the electrode increases, the capacitance decreases, resulting in a variable time constant that is determined by the product of its
value and the electrode resistance.

Operational Frequency: The operational frequency is a crucial factor influencing various aspects of HBC, including channel
characteristics, data rate, interference avoidance, and system stability. While the frequency range of interest for HBC is typically
10 kHz to 100 MHz, there is no consensus on the operational frequency used in transceiver architectures, and designs often
do not adhere to the 5.25 MHz bandwidth centered at 21 MHz recommended by the IEEE 802.15.6 standard32. This will be
discussed in detail in Section 4.

At EQS bands, the wavelength is orders of magnitude larger than the human body size, and the signal propagates within
the body due to the skin’s higher impedance compared to underlying layers. The near field operation, i.e., voltage transfer
mode, is suitable for low-frequency transmission (biomedical data, etc.) and short-distance communication60. As the frequency
increases to tens of MHz or higher, the far-field model becomes more appropriate to describe signal transmission. On-body
communication can be characterized by the propagation of dipole source electric fields60. Compared to near-field EQS
propagation, far-field surface waves propagate along the skin’s surface. Far-field communication offers higher bandwidth,
enabling larger data rates and longer distance transmissions61. However, at higher frequencies, impedance matching becomes
necessary due to the comparable wavelength and circuit dimensions. Impedance matching optimizes the path loss and the
received SNR at a specific frequency by reducing the reflected power, therefore power-mode transmission is usually considered
instead of voltage-mode transmission. As frequency increases, severe signal leakage results in the propagation channel shifting
from the human body to the surrounding air, and inter-device coupling plays a larger role in determining the path loss62.

Interference to HBC systems occurs due to the presence of other communication systems close to or within HBC bands,
such as cordless phones (46-50 MHz), frequency-modulated (FM) radio (88-108 MHz), walkie-talkies in the family radio
service band (462-467 MHz), and NFC and RFID operating at 13.56 MHz63. These systems can cause interference that
degrades communication reliability when their signals are injected into the human body through the body antenna effect.
Therefore, it is crucial to account for such interference in the design of HBC transceivers.

Impulse Response Method The impulse response method is another approach used for characterizing the human body channel.
This method involves applying customized channel-sounding signals to the human body using a battery-powered device and
measuring the power of the received signal under various conditions. Measurement results include metrics such as mean path
loss (MPL), BER, and frame error rate (FER), among others64. Other work analyzes other channel parameters, including
root mean square (RMS) delay spread, mean and maximum excess delays (EDs), and MPL, for 52 different measurement
conditions that involved varying device locations and body gestures65. The body channel transfer functions were derived
using an adaptive filter approach based on iterative minimization of mean squared error. Additionally,66 explored the body
channel model between a wearable device on the wrist and an implantable device on the head based on measured body impulse
responses. By considering different device locations and body postures, the variations of average RMS delay spread and
maximum path gains were found to be 7 ns and 8 dB, respectively. These studies highlight the effectiveness of the impulse
response method in analyzing the human body channel and provide valuable insights into the channel characteristics under
various measurement conditions.

3.2 HBC Safety Standards
To guarantee the safety of humans exposed to electromagnetic fields, relevant standards are enacted by international institutions
such as International Commission on Radiation Protection (ICNIRP)12, 13, 32, 67 and the IEEE C95.1 safety standard12. These
standards specify constraints for contact current, field intensity limits for exposure to electromagnetic fields, and SAR with
exposure to a magnetic field up to 300 GHz. For example, the IEEE 802.15.6 standard32 specifies the parameters of short-range
and wireless communication inside or around the human body. These standards also include limits for the skilled staff working
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(a) (b)

Figure 4. (a)Contact RMS current restriction by IEEE C95.112 and (b) The spectral mask specified by IEEE 802.15.6
standard32.

in a restricted environment and the general public. The supplementary materials contain more information about the standards
and safety limits.

For eHBC systems, electric field and contact current are considered to ensure that the conducted current along the human
body is below the safety limit. An excessive contact current can cause pain and damage nerves or tissues. The IEEE C95.1
standard defines touch and grasping contacts between the human body and an energized conductor as firm electrical connections
with a contact area of 1 cm2 and 15 cm2, respectively. Neither of these definitions perfectly describes a user who uses an HBC
device. Nevertheless, the most conservative value of these limits can be considered as a ceiling value for any HBC device,
as shown in Fig. 4(a). The contact current specified in this standard applies to a freestanding individual insulated from the
ground and touching a grounded conductive object. In this case, the induced current limit applies to the situation where an
individual only has conductive contact with the ground through the feet. A typical metric is the RMS current averaged over 0.2
s. For the contact voltage, the empirically determined value is 140 V which the U.S. Navy has used as a limit for RF signals
to avoid arcing conditions, which is hardly achievable in HBC and out of concern. In addition to contact current limitations,
the adverse effect resulting from the current is also influenced by the contact skin area. A larger contact area can reduce the
adversarial effects, whereas a smaller contact area causes a higher tissue current density, making the skin heating more severe.
It is reported that a painful heat sensation can be caused when the contact current is 46 mA within the frequency range of 100
kHz and 10 MHz and the exposure duration over 10s. The ICNIRP guideline specifies a 10 mA and 20 mA contact current
limit for children and adults, respectively13. It is important to note that most reported eHBC implementations are well below
the safety standards, with injected current per electrode in the µA’s.

Controlling the intensity of electric field exposure in eHBC on body tissues is crucial due to potential adverse effects such
as electrostimulation and heating. Electrostimulation occurs up to 5 MHz, while heating effects become significant above
100 kHz. Therefore, concerns up to 100 kHz primarily involve electrostimulation, with both electrostimulation and heating
being pertinent in the frequency range of 100 kHz to 5 MHz12. To mitigate these risks, standards establish limits on the in-situ
electric field strength across various body parts for frequencies between 0 and 5 MHz. These standards apply uniformly to
whole-body exposure to sinusoidal, non-sinusoidal, and pulse electric fields, with an averaging period set at 30 minutes12.
It’s important to note that adhering to whole-body exposure limits may not guarantee compliance with local exposure limits;
the stricter of the two should be adhered to in cases of discrepancy. Furthermore, in scenarios where multiple HBC devices
operate simultaneously, generating multiple uncorrelated electric fields, compliance is assessed by summing the applicable field
strength and power density percentages, which collectively should not exceed 100%.

Additionally, the IEEE 802.15.6 standard specifies the power spectrum density (PSD) for the standard mask in a frequency
band centered at 21 MHz with a bandwidth of 5.25 MHz32. This standard also stipulates that the electric field strength at
a distance of 30 m in free space should not exceed 30 µV/m, and the transmit power must be limited to ensure safety and
minimize interference. Federal Communication Commission (FCC) limits more specifically regulate the electric field intensity
around both unintentional and intentional radiators.
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Figure 5. (a) Summary of architecture performances showing the three classes of energy efficiency. Red square boxes indicate
energy efficiency > 1nJ/b; blue solid circles indicate energy efficiency lies between 100 pJ/b and 1 nJ/b; green triangles

indicates energy efficiency 100 < pJ/b (b) the receiver power versus the normalized sensitivity to 100 kbps reference data rate.

4 Key Transceiver Design Strategies
Several HBC transceiver architectures have been proposed to target various HBC specific design goals. Table 2 offers a
representative quantitative summary of CC-HBC transceivers, including details such as modulation, frequency, data rate, power
consumption, sensitivity, chip area, and BER. The architectures presented cover a diverse range of parameters, with transmission
frequencies ranging from 1 MHz to 550 MHz, data rates spanning from 10 Kbps to 150 Mbps, and receiver sensitivities varying
from -18.87 dBm to -98.9 dBm. Each architecture targets a specific design consideration within the extensive HBC design
space. In this section, we present an in-depth discussion of the design strategies used to achieve efficient HBC transceivers.

4.1 Low Power Designs
Lifetime maximization of IoB nodes is crucial for battery-powered HBC transceivers. Based on energy efficiency, HBC
architectures can broadly be categorized into three clusters: high, medium, and low energy-efficient architectures, which we set
to correspond to energy consumption of less than 100 pJ/bit, greater than 100 pJ/bit, and less than 1 nJ/bit, and greater than 1
nJ/bit, respectively. Fig. 5(a) provides a visual summary of the data presented in Table 2. Depending on design choices made,
some architectures achieve high energy efficiency while others are comparable to RF-based solutions.

We take sensitivity as an important metric to compare transceiver designs, as it sets the minimum input signal power
required to produce a specified SNR ratio at the output port of the receiver. Sensitivity is thus a proxy for the quality of the
receiver. Furthermore, sensitive receivers require lower transmission power thus reducing the overall network transmitted
power, which is advantageous from a safety and security point of view. However, the cost of high sensitivity is typically higher
circuitry power consumption. Fig. 5(b) shows the receiver power versus the normalized sensitivity for 100 kbps reference data
rate. Normalized sensitivity is defined as SdBm,r = SdBm −10log10(D/r), where D is data rate, r is the reference data rate. The
choice of 100 kbps as the reference data rate is arbitrary, selected as a basic data rate considered sufficient for the transmission
of vital signals. The figure shows that there is a trade-off between sensitivity and Rx power, where a lower sensitivity results in
higher Rx power consumption.

Duty Cycling and Resource Sharing Power-saving techniques such as duty cycling and resource sharing are commonly
employed in HBC transceiver architectures to optimize power consumption and maximize component utilization. Duty cycling
(a.k.a. power gating) involves periodically turning on and off specific components or functions to reduce overall power
consumption. On the other hand, resource sharing allows multiple components or functions to share common resources,
thereby optimizing their utilization and minimizing power consumption. Typical components that could be shared include
oscillators, phase-locked loop (PLL), etc.69, 77, 78. In some designs, duty cycling is implemented through wake-up mechanisms.
For instance, the power-expensive envelope detector and the injection locking oscillator may be shared in the main receiver in
both Amplitude Shift Keying (ASK) and frequency shift keying (FSK) paths92. The wake-up RX operates in stand-alone mode
when no data is received and is enabled only after receiving data. Finally, the operation is handed over to the main receiver.
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Table 2. Summary of transceiver architectures

Energy

Efficiency
Paper Year Modulation

Frequency

[MHz]
Data Rate [Mbps]

Power [mW] Energy Efficiency [J/bit]
Sensitivity [dBm] Area [mm2] Process [nm] Bit Error Rate Coupling

Tx Rx TX RX

H
IG

H

68 2015 WBS 1-80 1-40 1.94 48.5p -36 0.04 90 < 10−8 CC

69 ETM 2016 BPSK
20-60,

140-180
5-80 1.7-2.6 6.3 78.8p -58 5.76 65 10−5@ 40Mbps CC

70 2016
Manchester

code
N/A 10 0.022 2.2p N/A N/A N/A N/A CC

71 2018
Walsh

code
N/A 1-40 1.21 30.25p -29 0.14 90 10−8@40Mbps CC

55 2018, 2019 NRZ bodywire 30 0.093 0.098 3.1p 3.27p -63.3 0.122 65 N/A CC

72 2019 BRZ 1-100 100 0.475 2.68 4.75p 26.8p N/A 1.2577 180
10−9@0.5mA

TX current
GC

73 2018, 2020 OOK 150
150 0.49

2
16.6p

-30dBm@10−6 0.00558 65
N/A CC

100 0.35 23.5p N/A CC

74 2019
Hamming

FSK
4-80 60 1 16.7 N/A N/A 65 N/A CC

75 2019 OOK 37.5-42.5 5 0.0367 0.0235 7.15p 4.7p -56.6 1 65 N/A MC
76 2019 OOK 21 4 0.12 0.16 70p -48 2.8 180 < 10−5 CC

77 ETM 2019 QPSK
31.5-52.5;

147-189
21/ 84 2.1 9.4 90p -57.3 14.44 180 N/A CC

78 2020 OOK
1 (SC)

10 (HP)
22.27

0.0206 (SC)

0.0224 (HP)
N/A

20.6 (SC)

2.24 (HP)
N/A N/A 0.117 65 N/A CC

79 2022
OOK and

CPPM
20 7.5-15 0.0633 0.0606 4.2 4

-65(OOK),

-52 (CPPM) @

10−3 BER

0.3456 65 N/A CC

80 2022
GMSK

40-100
5 0.0655 0.023 15.5 4.6 -45 N/A

65 N/A MC
PAM4 10 0.182 0.027 19.4 2.7 -35 N/A

M
E

D
IU

M

69 HCM 2015, 2016 OOK 13.56 0.01-0.1 0.021 0.0425 430p -72dBm 0.1672 65 10−5@100kbps CC
81 2016 FSK 32-40 0.2 0.13 N/A 650p N/A N/A 0.273 130 N/A CC

59 2016, 2017
P-OFDM

BPSK
20-120 0.2-2 1.1 550p -83.1 0.542 65

10−7 @ 2Mb/s

10−10 @ 200kb/s
CC

82 2017, 2019 BPSK 21 0.656-5.25 0.62 3.52 118p 670p -72 0.6724 65 < 10−7 CC

11 2019
QPSK

BPSK

20-60;

100-180
80 0.8-1.7 8 22p 100p -60@80Mbps NA NA 10−5@ 40Mbps CC

83 2019 Autoencoder 42 5.25 1.468 280p N/A 0.116 45 N/A CC

84 2021

3-level clock

embedded

direct digital

40.68
10 (uplink)

0.2(downlink)
0.46 0.095 46p 470p N/A 1.27 180 N/A CC

85 2021 OOK 0.05-1 Up to 0.02 0.000237 0.000178 11.85 8.9 -64@BER< 10−3 0.17 65 N/A CC
86 2022 FSDT N/A 1.312 0.647 0.137 493 105 N/A 0.17513 90 N/A CC
87 2022 NRZ N/A 30-50 N/A N/A 33.72 68.84 N/A 0.036 28 < 10−3 CC

L
O

W

88 2020 WBS N/A 0.78-3.125 77 81 24.64n 25.92n -18.87 N/A N/A < 10−8 CC

89 HI 2017 FSK RX 20/40 0.5 2.8 5.6n -75 5.9925 180 N/A CC

89 NI 2017
OOK RX,

FSK TX
20 0.2 0.274 1.37n -70 4.7 180 N/A CC

77 SM 2019 BPSK 18.375-13.625 0.164-1.313 0.9 5 3.8n -98.9 14.44 180 N/A CC

90 2020 DPFSK 80 1 0.7 1.79 0.7n 1.79n -58@BER< 10−3 0.46 180 N/A CC

91 2022 OOK 0.5-2 Up to 0.02

0.0013 (10p)

0.0015 (20p)

0.00219 (30p)

0.000072 109.5n 3.6p -60@BER10−5 0.0378 65 N/A CC

ETM is entertainment (ET) mode. HCM is healthcare (HC) mode, HI is hub IC. NI is node IC. LP is low power. MU is multi-user. SM is standard mode. HP is high performance. WBS is wideband signaling.

NRZ is non-return-to-zero. BRZ is bipolar return-to-zero. N/A is not available.
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Low Power Building Blocks Various techniques can be employed to achieve low hardware complexity which directly leads
to lower power transceivers. For instance, single-ended structures and simplified processes are utilized to realize low hardware
complexity82. Another approach is to replace bulky and power-consuming crystal oscillators by employing crystal-less designs.
For example, injection-locked (IL) oscillators as frequency dividers, are used to replace power-consuming PLLs89. This
approach, coupled with the reuse of the received signal strength indicator (RSSI) for on-off keying (OOK) demodulation, results
in significant reduction in power.

Other approaches to reduce power include; a) utilizing frequency domain processing59 via efficient FFT/IFFT structures, b)
using pulse-shaping with an injection locking ring oscillator and analog-to-digital (ADC) converter for sinewave modulation11,
delivering lower power consumption compared to PLL and Wien bridge implementations, c) using adiabatic communication for
low power consumption79, and d) using combinatorial pulse position modulation (CPPM) to improve energy efficiency, among
others.

Architectural choices that contribute to reduced complexity include direct conversion architecture77, direct envelope-detector-
based RX architecture75, and discrete-phase FSK (DPFSK) architecture utilizing a single PLL instead of continuous-phase
FSK (CPFSK) with multiple PLLs and oscillators90. These approaches improve hardware complexity while maintaining
functionality.

Energy Harvesting Energy scavenging harnesses ambient energy through various state-of-the-art technologies including
thermoelectric generators for body heat conversion, piezoelectric devices for mechanical motion, triboelectric nanogenerators,
biochemical processes, and RF energy harvesting. Advances in this field feature flexible materials and hybrid systems that
combine multiple harvesting methods to improve efficiency and reliability93. Recent innovations in body-coupled ambient
electromagnetic energy harvesting have shown potential in powering HBC systems without the need for high input voltage or
complex setups, offering lower path loss compared to traditional RF transmission57. Additionally, there have been developments
in HBC systems that facilitate simultaneous power and data transfer using advanced technologies such as Resonant EQS-HBC
with maximum resonance power tracking and device capacitance cancellation91. Other notable advancements include tri-mode
buck-converters for photovoltaic energy94, single-inductor dual-output boost converters for thermoelectric harvesting95, single-
inductor piezoelectric harvesters96, and dual input buck converters for triboelectric energy harvesting97. These techniques
represent significant progress in efficiently powering HBC systems.

4.2 Return Path Compensation and Equalization
To enhance channel quality and design reliable HBC transceivers, return path compensation and equalization techniques are
essential. An auto-loss compensation system was proposed that uses 5-bit digitally-controlled inductors to adjust the resonant
frequency of an LC tank to match the carrier frequency56, 98. Tuning is regulated by a proportional-integral controller. Using
a capacitive termination at the LNA of the receiver expands the bandwidth and prevents the compensation strength from
deterioration due to the resistive interface76. Self-adaptive compensation can be achieved by estimating the capacitance between
transceivers based on their ground electrode distance using a backward capacitance model coupled with digitally-controlled
tunable inductors to adjust for varying capacitances99.

In terms of equalization, a decision feedback equalization scheme with eight taps was employed to address low-frequency
path loss, thereby improving bandwidth and reducing inter-symbol interference73. Additionally, other work uses a shunt
capacitor tuning in a complex filter to counteract center frequency drift caused by environmental changes, enhancing channel
selection accuracy100.

4.3 Environmental Variation and Human Motion Compensation
To address the challenges posed by varying human motion, postures, and environmental changes, compensation techniques
typically focus on detecting, compensating, and calibrating based on path variations caused by variable contact impedance in
eHBC. To monitor the contact impedance and compensate for the resulting loss, an RC relaxed contact impedance monitor
could be used59. This monitor utilizes different time constants obtained from various suspension distances to detect impedance
changes that are used to adjust the LNA gain. Contact impedance sensors11 were introduced to mitigate the influence of contact
impedance on distance measurements between transceivers, where the sensor continuously switches between the HBC mode
and impedance sensing mode. It operates on chopper modulation principles, with impedance measurements based on the
level of the chopper-demodulated and filtered signal. The sensor reliably covers contact impedance up to 1kΩ. To ensure
robustness against environmental changes, a wideband signaling receiver was proposed101, with a self-tuning circuit for each
threshold voltage tuning branch, enabling the hysteresis threshold voltage of the Schmitt trigger to remain stable under changing
environmental conditions.
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4.4 System Reliability
The HBC system reliability is crucial for its successful operation in various applications and conditions. To ensure consistent
and dependable communication, several techniques are employed to enhance overall system reliability, which are explored
throughout this section.

Clock Reliability: To ensure reliable operation, the frequency of oscillators in HBC transceivers needs to be monitored and
calibrated in real time. IL oscillators commonly utilize oscillator delay cells to automatically calibrate the operation frequency
to the free-running frequency11. Self-calibrated voltage-controlled oscillators are used to maintain the oscillation frequency
within the normal range81.

Voltage Offset Calibration: Voltage offset can occur in single-ended circuits or due to the skin-electrode contact interface.
When using a single-ended structure on the receiver side, the receiver chain may experience saturation due to DC offset82.
To mitigate this, a self-calibration technique is employed to reduce the deviation of the DC point at the receiver side. This
involves selecting the output of the low pass filter (LPF) first stage as an inner node, detecting it, and providing feedback to the
front-end amplifier for automatic adjustment of its DC point. Another approach involves down-converting the received signal
and up-converting the polarization voltage induced by the electrode-skin interface and DC offset of the front-end circuit90. The
up-converted polarization voltage and DC offset are then filtered by a subsequent limiting amplifier, which also increases the
amplitude of the demodulated baseband signals.

Coding Schemes: Employing effective coding schemes can enhance system reliability by achieving low jitter, improved
synchronization, low BER, and scalability. For example, Manchester coding incorporates clock information within the coded
data and provides better noise immunity70. This coding scheme improves time synchronization between the transmitter and
receiver, thereby enhancing data transmission reliability. The reconfigurable Hamming coding scheme can be employed74,
resulting in up to 7x increase in data rate compared to traditional HBC coding. This coding scheme allows the transceiver
to operate within a wide channel range, from 40 MHz to 100 MHz. To prevent DC offset build-up, a bipolar return to zero
(BRZ) coding scheme is adopted72. Furthermore, AES encryption coding is applied to enhance security performance in HBC
systems85.

4.5 Noise and Interference Suppression
Different frequency bands offer varying levels of interference resistance and noise immunity. For instance, the near-field
EQS band is suitable for short-distance and low-frequency communication, exhibiting less sensitivity to human gestures
and environmental variations, resulting in higher bandwidth and reduced interference60, 61. Surface wave propagation within
specific frequency ranges, such as 350MHz to 550MHz61 or 402MHz to 614MHz100, has also been utilized, offering decreased
interference compared to other transmission methods. Adaptive frequency hopping techniques have been employed over multiple
channels to improve interference resistance and compensate for varying backward paths59, 63, 85. By carefully selecting frequency
bands and employing frequency hopping mechanisms, interference from sources such as FM radio can be avoided11, 69.

Noise Filtering Various filtering techniques have been employed to enhance signal quality in HBC systems. For example,
matched filter-based reshaping processes have been utilized for noisy channel mitigation, accompanied by phase error detection
and correction schemes102. Additionally, employing steep roll-off filters helps suppress interference at specific frequency
bands, particularly in cases where it may disrupt low-frequency vital signals82. Moreover, adaptive duty cycle integration
techniques act as notch filters used to separate the desired signal from interfering noise in the time domain55. Decision feedback
equalization with multiple taps compensates for low-frequency path loss and eliminates inter-symbol interference73. In the
signal processing domain, mixing techniques are utilized to up-convert polarization voltage and DC offset, which are then
filtered out by limiting amplifiers during down-conversion of the received signal to the baseband90.

Mask Realization The IEEE 802.15.6 standard specifies a mask shown in Fig. 4(b). Several standard-compatible transceiver
architectures have been proposed to meet the standard mask requirements. An active digital-bandpass filter (ADF) was proposed,
consisting of an 8th-order bandpass filter implemented with a Butterworth infinite impulse response (IIR) filter, an 8-to-256
decoder, and a thermometric digital-to-analog converter (DAC)103. A second-order intermodulation cancellation technology was
proposed for the body surface driver in the low-frequency band104. This technique effectively meets the stringent requirement
for the transmit spectral mask, achieving a mask of -122 dBr at 1 MHz. Another approach uses an analog active filter instead
of a DAC105 to achieve wider bandwidth at lower power. Another work proposes using an IIR and a bandpass filter with a
fifth-order high pass and a third-order low pass to improve mask rejection at frequencies lower than 2 MHz for the binary phase
shift keying (BPSK) stream106. In addition, using a sigma-delta modulator to replace the DAC reduces the precision to 8 bits
instead of 14 bits.
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5 Future Research Trends
This section aims to outline potential directions for future research in the field of HBC.

5.1 Implantable HBC
Implantable HBC systems facilitate interactions between internal devices and external equipment, presenting significant
advancements in medical technology. These systems, however, encounter numerous challenges that must be addressed through
research focused on channel properties characterization and electrode design, essential for optimizing communication and
ensuring reliable data transmission despite power constraints107. Biocompatibility and device longevity are critical, given the
invasive nature of surgical replacements and the potential for adverse reactions. Additionally, developing secure communication
protocols that operate under power and bandwidth limitations is crucial, especially considering the sensitive nature of the
transmitted medical data. Addressing ethical issues such as patient consent and data ownership also remains a vital concern in
the deployment of implantable HBC systems.

5.2 Deep Learning Solutions
Deep learning (DL) is transforming HBC through enhanced channel modeling, signal processing, data transmission optimization,
and security improvements. Convolutional neural networks (CNNs) play a crucial role by filtering noise and improving signal
clarity, which is vital for reliable data transmission across human body channels. DL algorithms also adapt to fluctuating channel
conditions to optimize data rates, thus enhancing energy efficiency and throughput. A notable innovation is the integration of
end-to-end autoencoders in HBC108. These autoencoders compress high-dimensional data into compact formats, easing data
transmission over HBC’s limited bandwidth. This compression is especially beneficial for transmitting complex physiological
data effectively. Autoencoders also excel in noise reduction and feature extraction from raw HBC signals, facilitating accurate
activity recognition and health state diagnostics by focusing on essential data characteristics and eliminating noise. This
capability is critical for precise monitoring and diagnostic applications, further boosting the signal quality and reliability of
HBC systems108.

5.3 Ultra-thin Soft Electronics
Future research on HBC systems can be built on ultra-thin, flexible, and breathable electronic skin substrates, offering significant
benefits in wearability and comfort. These substrates, being bio-compatible and merely several micrometers thick, ensure tight
skin-device contact, which minimizes motion artifacts and enhances skin breathability. The close conformity to the skin’s
contours allows for more accurate and reliable collection of biometric data, such as heart rate and skin temperature, facilitating
minimal intrusion and discomfort109. This advancement is key to enabling continuous, real-time health monitoring, which can
aid in the early detection of health issues and provide personalized healthcare insights.

Beyond health monitoring, these technologies have potential applications in interactive wearable technology that can react
to touch, temperature shifts, or the chemical makeup of sweat, offering innovative forms of user interaction and feedback. Such
capabilities could particularly benefit athletes by providing real-time insights into physiological states and performance, or
individuals with health conditions by offering immediate access to vital health information via wearable devices.

However, the broad implementation of ultra-thin soft electronics in HBC faces several challenges, including issues related
to long-term durability, power consumption, and data processing capabilities. Additionally, integrating these devices with
current medical and communication systems, while ensuring user privacy and data security, remains a significant obstacle.

5.4 Semantic Communication for HBC
The integration of semantic communication into Human Body Communication (HBC) represents a transformative approach by
emphasizing the transmission of the "essence of the information" rather than raw data, enhancing the efficiency, intelligence,
and contextual awareness of HBC systems. By focusing on semantically significant information, this approach reduces
bandwidth and power consumption, addressing unreliability issues such as interference and signal attenuation in HBC
channels110. Moreover, semantic communication’s contextual awareness can revolutionize personalized healthcare and
wearable technologies, enabling devices to prioritize critical health alerts and adjust operations based on the user’s physical state
or environment. However, implementing semantic communication in HBC requires advanced semantic encoding and decoding
algorithms, necessitating further advancements in artificial intelligence and machine learning, as well as robust privacy and
security measures to protect sensitive information.
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