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Abstract—While cryptographic implementations provide com-
putational security in circuits and systems, hardware attack tech-
niques e.g. Electromagnetic (EM) side-channel analysis (SCA) at-
tack can still break through. The commonplace countermeasures
for EM SCA attack require significant overheads in terms of
power consumption. This paper explores an on-chip capacitive
sensing technique for the purpose of detection of an approaching
EM probe even before an attack is performed, thereby alleviating
the overheads incurred by any countermeasure against such
attacks. Different type of capacitive structures are considered
in regards to sensitivity and area. The proposed method of Co-
planar capacitivE Asymmetry SEnsing (CEASE) consists of a grid
of four metal plates of the same size and dimensions deter-
mined through design space exploration. A comparison between
capacitive and inductive sensing technique is also performed
in terms of detection range through theoretical arguments and
electromagnetic simulation. A >17% change in capacitance is
shown at a distance of 1 mm, implying a > 10X improvement in
detection range over inductive sensing methods. Further, at 0.1
mm distance, a > 45% change in capacitance is observed, leading
to a > 3x and > 11X sensitivity improvement over capacitive
parallel plate sensing and inductive sensing respectively.

Index Terms—Side-channel attack, co-planar capacitive asym-
metry sensing, inductive sensing, approaching probe, micro EM
probe.

I. INTRODUCTION

HE increasing growth of internet-connected devices has

led to the development of computationally-secure crypto-
graphic algorithms. Although these algorithms provide mathe-
matical security, they are implemented on a physical platform
which leak critical information through power dissipation
[1], electromagnetic (EM) radiation [2], [3], timing of the
encryption operations [4], cache hits/misses, and so forth,
allowing an attacker to extract the secret key from the device
as shown in Fig. 1.

A. Motivation

In order to protect against EM SCA attacks, many counter-
measures involving logical [5], architectural [6], and physical
(circuit-level) [7], [8], [9], [10], [11], [12], [13], [14], [15],
[16], [17] have been proposed to provide immunity against
these EM SCA attacks. However, these countermeasures incur
significant area, power overheads (range from 32 % to 400
%) as well as performance degradation [18], and may not be
generic [11], [19] in nature. This work, on the other hand,
adopts a pro-active strategy to detect the presence of an EM

. ©2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See httpl_s://www.ieee.or /publications/rights/index.html for more information.
Authorized licensed use limited to: Purdue University. Downloaded on January 30,2023 at 19:03:08 UTC from IEEE

Side-Channel Analysis (SCA) Attack

Electromagnetic (EM) SCA Attack
e/
RadEigltion ((.

Fig. 1. Electromagnetic (EM) side-channel analysis (SCA) attack.
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side-channel attack even before an attack is mounted, thereby
alleviating the overheads incurred by a countermeasure against
such attacks. Also, this strategy of EM SCA detection can
be augmented with an existing countermeasure such that the
protection circuitry is only enabled when an attack is detected,
which would significantly minimize the power overhead com-
pared to the always-on countermeasure.

B. Background

The first EM SCA approaching probe detection was pre-
sented in [20], [21] and is summarized in Fig. 2, which
employs a inductive sensor coil-based LC oscillator. It detects
variations in the EM field caused by an approaching EM probe.
When an EM probe approaches the inductive sensor, the mu-
tual inductance (M) between the EM probe and the integrated
sensor coil increases. An LC oscillator with this sensor coil as
L, the oscillation frequency of LC oscillator shifts due to the
changing mutual inductance. When an EM probe approaches,
mutual inductance changes, and consequently the oscillation
frequency of the LC oscillator shifts. Thus, it is possible to
detect the presence of an EM probe by detecting the frequency
shifts using an LC oscillator. However, the effective detection
range between the EM probe and the chip was shown to be
limited to a maximum of 0.1 mm. Often an EM SCA attacks
can be successfully carried from 0.1 - 1 mm probe distance.
Hence increasing the probe detection range is an open research
problem.
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Fig. 2. Previous work of attack detection using inductive sensing [20], [21].

C. Contribution

To provide a better alternative, a preliminary method was
presented in [22] by introducing a new capacitive detection
structure against an approaching probe in EM SCA attack. By
adopting co-planar capacitive asymmetry sensing (CEASE),
the proposed structure was shown to achieve a better sensitivity
and a longer maximum detection distance compared to the
pre-existing inductive sensing. Through electromagnetic sim-
ulations with approaching EM probes, the proposed technique
was demonstrated to achieve > 11x improved sensitivity, and
thus longer detection range compared to inductive sensing.

This paper expands upon the work presented in [22] by a
comprehensive theoretical exploration into different capacitive
sensing mechanisms and comparison with inductive sensing,
as well as a simulation based design space exploration. The
proposed structure uses co-planar capacitive asymmetry and
detects a variety of microprobe-based EM attacks with a <
Imm detection range. The focus of this work is to dive deep
into EM theoretic aspects leading to the proposal of a new
modality of EM probe sensor. The ASIC design with such a
sensor is part of future work.

Specific contributions of this paper are:

o A theoretical analysis of the proposed CEASE technique
utilizing four on-die top-layer metal plates is presented
showing improvement in detection range compared to
inductive sensing (previous work) and detection both
electric (E) and magnetic (H) field probes with high
sensitivity.

o A further deep dive on capacitive sensing mechanism
for change in capacitance due to approaching probe
and capacitor plate designs to maximize sensitivity is
presented.

o A design-space exploration of the proposed CEASE to
find an optimum plate size and inter-plate distance of
the plates is performed showing the trade-off between
sensitivity and area of the detection plates.

o A simulation framework is created with Ansys Maxwell
which shows > 3X and > 11X improvement in
sensitivity over alternative parallel-plate capacitive sens-
ing technique and the inductive sensing (prior work)
respectively, and can detect an approaching EM probe
at a distance of 1 mm.

This paper is organized as follows. Section II describes the
operating principle compared to other sensing methods and
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Fig. 3. Operating principle of co-planar capacitive sensing (a) Inherent
capacitance of 2 co-planar plates and (b) distorted field lines with approaching
probe.

a new proposed structure. Section III addresses simulation
results along with a comparison with the previous works.
Finally, concluding remarks are presented in Section IV.

II. CAPACITIVE ASYMMETRY SENSING OF EM
SIDE-CHANNEL ATTACK

A. Basic Operating principle

The basic idea behind a co-planar capacitive detection is to
include metal plates at the top metal layer of an IC or a PCB,
and track the capacitance between pairs of these metal plates
in some way; for example, by incorporating the capacitance
pairs into LC oscillator circuits. The capacitance between any
two plates will depend on the presence of objects between the
plates and the surrounding environment, as the Electric Field
lines between the two plates would get coupled to any nearby
objects. As shown in Fig. 3(a), 2 co-planar plates that are
not affected by the surrounding environment form their own
capacitance. If a detection probe is to approach a pair of plates,
some of the electric field lines between the plates will get
coupled to the probes and thereby affect the capacitance and
hence the peak resonant frequency of the corresponding LC
oscillator system as described in Fig 3(b). This resonance-peak
frequency of the LC oscillator systems can then be tracked to
detect the presence of an approaching probe. If the deviation
of a capacitance from its absolute value is solely used for
detection, it is a symmetric detection; while the difference in
the relative deviation between multiple capacitor pairs leads
to asymmetry sensing (CEASE).

B. Farallel Plate vs Co-planar Capacitors

One way to incorporate capacitors near the top-level metal
layers of a chip is to stack large area metal plates vertically,
incorporating multiple metal layers - making it a standard
parallel plate capacitor as shown in Fig. 4(a). In this paper
however, we have taken a different approach, where we use
only the top metal layer to create multiple large area plates,
making them co-planar capacitors. Now while a co-planar
capacitor has a lower absolute capacitance with respect to
a similarly sized parallel plate capacitor, the idea is not to
measure absolute capacitance (C'), but relative capacitance -
where the amount of deviation in capacitance (AC') relative
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Co-planar vs. Parallel Plate Capacitive Sensing
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Fig. 4. Operating principle of parallel plate capacitive sensing (a) Inherent
capacitance of 2 parallel plates and (b) distorted field lines with approaching
probe.

to its absolute value or with another capacitance pair is much
more meaningful. To that end, using a co-planar capacitance
ensures that the electric field lines between the plates traverse
through the surrounding environment (a parallel plate config-
uration would avoid that as described in Fig. 4(b)) and can
easily get intercepted by an approaching probe. In addition,
the co-planar capacitor can be applied to the flipped chip.
This is because even if the plate consisting of top metal is
located at the bottom of the chip, there exists a coupling
between the EM probe and the plate. However, there will be
coupling the detection range will be more limited. Now, the
CEASE structure does not have to be only limited to on-IC.
The concept can be extended to have a similar structure on
the backside of the IC, on the package, granted at the expense
of additional routing. This is part of future research.

C. Mechanisms for Change in Capacitance

As mentioned above, the simplest way to look at the change
in capacitance due to an approaching probe is the distortion
of the electric fields between the capacitor plates caused by
the probe. In this subsection, we will shortly look at the three
different mechanisms that can cause such disruption in the
fields:

1) Non-metallic object: A non-metallic object or a dielec-
tric, when present close to a co-planar capacitor, will cause
an increase in the capacitance if the dielectric constant of
that object is higher than air, by increasing the effective ¢
of the path of the E-field lines. An example of this will be the
insulation or the PCB backing used on an EM probe, that can
cause a change in capacitance of the co-planar capacitor.

2) Floating metallic object: A floating metallic object, for
example a metallic probe, when brought close to the plates of
a co-planar capacitance, will get polarized due to induction
of charges from the electric fields of the capacitor. This will
cause the approaching probe to form an additional parallel
capacitance to the pre-existing co-planar capacitance, and
hence increase the net capacitance. An easy way to visualize
this is by drawing field lines between the capacitor plates,
as shown in Fig.5(a). When the probe approaches, additional
pairs of field lines are formed between each of the plate and
the probe. The important point to note here is that as the probe
is floating, the new lines are complementary, i.e. for each new
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Fig. 5. Mechanisms of change in capacitance for capacitive sensing: (a)
Floating probe causes an increase in measured capacitance, and (b) ground-
referenced probe causes a reduction in measured capacitance.

line formed between a positively charged plate and the probe, a
complementary line is formed between the negatively charged
plate and the probe. As a result, these pairs of field lines
can be interpreted as new continuous field lines between the
two capacitor plates. So effectively, the number of field lines
between the two plates increase, resulting into an increase in
capacitance.

Another way to look at this, is that if a fixed potential
difference is maintained between the plates of the co-planar
capacitance, an approaching probe will cause a temporary
reduction of that potential due to induction of opposite charges
on the areas of the probe close to a specific plate, hence
reducing the overall energy of system due proximity of op-
posite charges. To regain the original potential difference, the
capacitor plate will need to be supplied additional charges.
So a higher amount of charge (Q)) is required to maintain the
same potential (V'), giving rise to a higher capacitance (C'), as
@ = CV and for a constant V, increase in () implies increase
in C.

3) Grounded metallic object: If the floating metallic object
is grounded or partially grounded however, i.e. it has some
path to earth’s ground - either directly or through some para-
sitic capacitances, then a different case may arise, especially
when the co-planar capacitor detector setup is also referenced
to earth’s ground. Let us look at the extreme case where the
approaching probe is completely shorted to earth’s ground, and
the detector setup is also referenced to earth’s ground. In this
case, irrespective of the position of the approaching probe, a
fixed potential difference is enforced between the probe and
each of the plates, by the earth’s ground. Here, if the potential
on one of the plate changes, the difference is compensated by
additional charges on the grounded probe that are supplied by
earth’s ground, without affecting the distribution of charges on
the other capacitor plates. The closer the grounded probe is
to the capacitor plates, the higher is this balancing effect of
earth’s ground. This implies that the charges in the plates are
controlled by the grounded probe and not the capacitor plates
itself, and as a result, the effective capacitance of the co-planar
plates see a reduction when the grounded probe approaches.

The field line picture is also quite different compared to
the earlier floating ground case, as shown in Fig.5(b). When
the probe approaches the capacitor plates, it ‘steals’ some of
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Mechanism of Inductive Sensing
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Fig. 6. Operating principle of coil based Inductive Sensing (a) Sensing coil
without the presence of a probe (b) Magnetic field due to induced current at
the approaching probe modifies the default current flow at the sensing coil,
due to mutual inductance of between the sensing and probe coils

the field lines that were already present between the plates.
Some of the field lines that originated from, say the positively
charged plate, now terminate on the probe, instead of the other
negatively charged plate. The closer the probe is, the higher is
this conversion of direct field lines to plate to probe field lines.
Further, these plate-to-probe field lines are not complementary,
as a fixed potential difference already exists between each of
the plate and the probe due to referencing to earth’s ground.
So effectively, the closer the probe is, the number of field lines
reduces between the plates - reducing the capacitance, unlike
the earlier floating probe case - where an effective increase in
field lines would have been observed.

D. Inductive vs Capacitive Sensing

At this point, it is useful to go through the fundamental dif-
ferences between capacitive sensing (this work) and inductive
sensing [20] modalities, and motivate the reason we propose
to explore the capacitive sensing method.

« Firstly, capacitive sensing is agnostic of attack probe
types, such as E or H field probes - it is dependent
only on the surface area of the sensing pads and the
probe, and the distance between them. For the inductive
sensing case however, the technique relies on the probe
to have a coil, i.e. be an H field probe. The probe first
picks up alternating magnetic field created by sensitive
components of the IC, in order to perform side-channel
attack. This induces an Electro-motive Force (EMF) at
the probe, and creates a current in the probe coil. This
current, in turn, creates a magnetic field that interacts
with the sensing coil to modify its current response:
e.g. move the peak resonant frequency, when the sensing
coil is being used as part of an LC oscillator. So, in
addition to having a coil-probe, the method relies on the
probe to have some current flow in the first place. If the
sensing coil has an inductance Lg, it is used in series
with a capacitance Cg, the mutual inductance between
the sensing coil and the probe coil is M and the probe
has a series impedance of Zg for taking measurements,
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Fig. 7. Typical H-field probe

then the current /g in the sensing coil can be written
implicitly as:

Vs
joo (Ls = M2 - )
giving the peak resonant frequency as approximately:
1

27r\/(LS _ M%) Cs

Note that this depends on the probe current /p, which
is given by Vp/Zp, where Vp is the induced EMF at
the probe. If the probe uses a high impedance detection
mechanism, i.e. Z,, is large, then I, ~ 0, reducing eqn
(2) to:

Is = (D

2

fpeak ~

1
Joeek ™ nLsCa

- which is just the natural peak frequency of the LC
oscillator circuit, thus rendering this kind of sensing
circuit useless in this scenario. Note that an intelligent
attacker could in fact choose to use Z, — oo, as that
simultaneously helps to 1) maximize V), (i.e. ability to
attack) that can be picked up with a high Z voltage mode
sensor, such as a CMOS common source amplifier; and
2) minimize Ip, hence reducing the chance of attack
detection. A capacitive sensing method on the other
hand, is independent of the type of the probes and its
impedance, and hence is free from this kind of exploit.
Fig. 7 shows how an H-field probe would typically look.
We note that practically, even if the ends of the coil
are left as an open circuit, there will be a parasitic
capacitance present between the two ends, creating a
finite impedance. An intelligent attacker would design
an attack probe to maximize this impedance as much
as possible, to minimize current flow and hence risks of

3)
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CEASE: Co-planar Capacitive Asymmetry Sensing
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Fig. 8. The co-planar capacitive asymmetry sensing (CEASE) (a) principle
of asymmetry sensing and (b) the proposed structure: CEASE

i/

inductive detection of the attack - and maximize induced
EMF across the coil terminals, to be picked up using a
high input impedance voltage detector.

o Secondly, for capacitive sensing, it can be shown that
the sensitivity (or the mutual capacitance between the
probe and the sensing pads) drops with distance as
~ 1/d, where d is the distance between the pad and the
probe. This can be intuitively seen as well, as the electric
potential from a local charge drops as ~ 1/distance.
Now for a circular loop, the axial magnetic field can be
shown to drop with distance as ~ 1/d3/2. However, this
effect is doubled here: first the probe picks up magnetic
field from the chip, and then the sensing coil picks up
magnetic field due to the induced current at the probe. As
a result, for Inductive sensing, sensitivity in fact drops as
~ 1/d3, potentially making it a much worse candidate
for longer distance detection.

E. Significance of Asymmetry Sensing

Asymmetric sensing, as we have briefly introduced, in-
corporates more than one pair of capacitance plates. This
would require the use of at least three plates, resulting in 3
distinct pairs; the example in Fig 8(a) shows the use of 4
plates, where more than two or more pairs can be selected
from the six possible combinations. As we mention above,
the capacitance between a pair of plates is affected by any
objects in the surrounding environment - be that the wall
of a building, metal wall of the chassis, a person - it is
not restricted to an approaching probe. So it is important
to distinguish between different cases, and that is where the
asymmetry detection comes in. While any relatively far away
big objects such as a wall or a person could create significant
deviation in capacitance, the change in capacitance would be
similar among multiple pairs. Only when a small object -
such as a probe - gets close enough to the plates so that the
amount of electric field intercepted by that object is different
for different pairs of plates, the capacitance changes would
diverge. It is this divergence in capacitance, that is key to
successfully detecting an approaching probe in asymmetric co-
planar capacitive sensing.
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F. Proposed Co-planar
(CEASE)

As shown in Fig. 8(b), the new proposed structure consists
of four aligned metal pads of the same size and dimension.
Since the cross section of each metal pad faces the cross
section of another metal pad, electric field occurs between
the cross section. The capacitance values generated by the
electric field are the same due to the symmetrical structure.
However, as an EM probe approached the four aligned metal
pads, the symmetry of the system breaks because of coupling
capacitance from EM probe. This results in the change of
the capacitance between the pairs diverges from the baseline
capacitance, which can be detected.

Capacitive Asymmetry Sensing

G. Optimum capacitor plate design considerations

At this point, let us consider the different potential design
choices for the co-planar capacitance. As we mentioned briefly
in the subsection above, to maximize sensitivity, one should try
to maximize AC/C. However, depending on the area available
on a chip, the configuration with the maximum sensitivity,
i.e. maximum AC/C, may have a very small absolute C,
which may make detection of that base capacitance difficult. In
that case, a designer may choose a configuration with slightly
worse sensitivity, to attain a higher base capacitance. Also,
if one is incorporating asymmetry detection as part of their
design, that may also suggest the use of a particular design
that may not have the highest overall sensitivity. With that
out of the way, let us look at a few possible designs of the
co-planar capacitor:

1) Single plate: The single plate design (Fig. 9(a)) would
be the most basic design choice, where all of the available
area for the capacitor is used as a single metal plate, used
as one plate of the capacitor. The other plate of the capacitor
is left floating. The plate operates analogous to an electrical
monopole, and the base capacitance in this case is just the
self capacitance of the plate. Since it operates as a monopole,
this configuration would have the slowest possible decay of
electric fields (~ 1/r2) away from the plate. So in theory, this
design should offer the highest sensitivity among all the listed
cases here. However, as the base capacitance is just the self
capacitance of the plate, this configuration will also exhibit the
lowest base capacitance, making it harder to incorporate into
a detection circuit in the chip dimensions. Also, due to the
monopole nature of this configuration, electric fields are less
confined compared to other cases, thus reducing the resolution
of asymmetry sensing.

2) Dual plate: A dual plate design (Fig. 9(b)) is effectively
the most common two-plate capacitance design, where the
two plates are placed on a same plane. This co-planar dual
plate system has been used for the simulation based analysis
in the rest of this paper. The dual plate behaves like an
electrical dipole, and so it would see a faster decay of electric
fields (~ 1/r%) compared to the single plate case, making
the sensitivity of this configuration drop faster with distance.
However, the base capacitance will be higher compared to
the single plate case, making the detection circuitry relatively
easier to implement. Also, the fields will be more locally
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Capacitor Plate Detector Types
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Fig. 9. Capacitor plate detector types: (a) Single plate, (b) Dual plate, (c) Comb structure, (d) Flux cancelling spiral, and (e) Flux maintaining spiral.

confined in this case, making it better suitable for asymmetric
detection of an approaching probe.

3) Comb structure: This is a modification of the dual plate
design, where the edge overlap between the two structures is
maximized by an interleaved comb structure (Fig. 9(c)). Due to
the increased edge overlap, this case will show a significantly
higher base capacitance compared to the basic dual plate case.
Note however, that the comb basically operates as a closely
spaced repeating dipoles, as opposed to one single dipole in
the dual plate case. As a result, this case will show an even
higher local confinement of electric fields (hence the higher
base capacitance), making the sensitivity even lower compared
to the dual plate case, while improving the spatial resolution
for asymmetry sensing.

4) Notched spirals - Combined capacitive and inductive
sensing: Finally, another way of increasing the edge overlap to
increase base capacitance at the expense of sensitivity, is to use
overlapping spiral structures with discontinuities introduced to
maintain two separate electrodes of the capacitor. This kind
of spiral structures will have the added benefit of a high self
inductance, making it self resonant at a frequency that can
be manipulated through design. A designer may choose to
utilize this self resonant frequency to detect an approaching
probe, and this will eliminate the need of designing a separate
inductor for an LC oscillator for detection purposes. Do
note however, an approaching probe can cause a change in
the inductance of the structure due to mutual inductance,
in addition to altering the capacitance. If these effects are
opposing, then this would cause even further reduction in
sensitivity. Now as we saw earlier, an approaching probe will
typically cause reduction in effective inductance, whereas the
capacitance may either increase or decrease depending on
ground loading. If ground loading is significant and the net
capacitance also reduces along with the inductance, the spiral
cases should see an increase in sensitivity over the comb case.
If ground loading is minimal however, and the net capacitance
increases, this case will see a reduction in sensitivity. Now,
depending on which case a designer want to prioritize, the
effect of change in inductance can be reduced or increased,
by the design of the spirals as described below:

e Flux maintaining spiral: As the name suggests, a flux
maintaining case includes two overlapping spirals with
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current flow in the same direction (Fig. 9(e)), so that the
total magnetic flux from the two spirals add up. This
case will have a higher self inductance and will be more
sensitive to change in inductance due to an approaching
probe.

o Flux cancelling spiral: This is the other possible scenario,
where the overlapping spirals exhibit opposing current
flow (Fig. 9(d)), and hence the magnetic flux from those
partially cancel each other out. This case will have a
lower self inductance, and will see a lower sensitivity
to change in inductance.

H. Configuration of detector and probe for this work

As we have discussed above, the direction of change in
capacitance at the detector is dependent on whether the probe
is floating or grounded/ground-referenced. While the former
causes an increase in capacitance, the later causes an reduction
in the same. This is also observed in our initial simulation
results in Fig.10(b), where the capacitance C'34 is observed
to increase in the case of a floating probe, and reduce for
a grounded probe. In reality, most of today’s electrical mea-
surement systems will either be referenced to earth’s ground,
or at least partially referenced to ground through parasitic
capacitances between it’s ground plates and the surrounding
environment or a human operator. Also, considering the initial
simulation results in Fig.10(b) and (c), the grounded probe
case appears to be worse of the two - as the capacitance
increase for a floating probe can be theoretically infinite, where
as capacitance reduction due to a grounded probe can only be
finite - as it can reduce to zero from its baseline value. In
other words, it is easier to detect an approaching probe when
the probe is floating, and harder when it is grounded. Now, as
we are trying to devise an attack prevention technique, we as
designers have no control on whether the probe is grounded
or floating - so we must assume the worst-case scenario of the
two. An intelligent attacker would always choose a grounded
probe, to lower the chance of detection. This is why, we choose
to demonstrate our detection technique in this work with a
grounded probe henceforth, knowing that it would also work
for a floating probe as inferred from the initial simulation
results.
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Capacitive Asymmetry Sensing (CEASE) Initial Simulation Results

(a) Ansys Maxwell Modeling: Sensing Plates and EM probe
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Fig. 10. Baseline simulation results of CEASE with respect to distance between sensing plates and EM probe (a) CEASE simulation modeling in Ansys
Maxwell, (b) capacitance change of CEASE, (c) capacitance change rate of CEASE.

Design Space Exploration: Plate Size

(a) Effect of Plate Size (b) Effect of Plate Size
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Fig. 11. Design space exploration to analyze the plate size of CEASE (a)
probe diameter: 200pm and height: 50pm, (b) probe diameter: 200pm and
height: 500m, (c) probe diameter: 1000xm and height: 50pm and (d) probe
diameter: 1000xm and height: 500m.

Further, as per our discussion of the detector configuration,
the different configuration amplifies different factors such as
absolute capacitance or sensitivity, and so an optimization
needs to be made depending on which factor is most im-
portant for a specific use case. We discussed that a single
plate detection maximizes percentage change in capacitance,
while minimizing absolute baseline capacitance and sensitivity
towards asymmetry. A very complex structure such as a comb
or a notched spiral on the other hand, maximizes absolute
capacitance and sensitivity towards asymmetry, while mini-
mizing percentage change in capacitance. In this work, we
have used a dual plate configuration as a compromise - which
while not being the highest demonstrator of any of the three
factors, still exhibits a balance between all three and hence a
potential good choice of optimum detector configuration.
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Design Space Exploration: Inter-Plate Distance

(a) Effect of Inter-Plate Distance (b) Effect of Inter-Plate Distance
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Fig. 12. Design space exploration to analyze the inter-plate distance of

CEASE (a) probe diameter: 200m and height: 50um, (b) probe diameter:
200pm and height: 500um, (c) probe diameter: 1000pm and height: 50pm
and (d) probe diameter: 1000pm and height: 500m.

III. 3D-FEM MODELING & SIMULATION RESULTS

This section presents simulation results of the proposed
CEASE system using Ansys Maxwell. The simulation re-
sults demonstrate the operating principle as described in the
previous section and are presented as follows: 1) baseline
analysis of the CEASE structure; 2) design space analysis of
the CEASE structure for finding optimal conditions; 3) de-
tailed comparative analysis of CEASE, parallel plate capacitive
sensing, and inductive sensing; and 4) comparative analysis
with E-field and H-field probes. Simulations were computed
and verified via Ansys Maxwell simulation.

A. Model & Baseline Simulation

Fig. 10 shows the initial simulation results of CEASE.
The purpose of this simulation was to observe how the EM
probe affects capacitance and to verify how mechanism of
EM probe affects when it approaches a CEASE plate as
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Comparison of different Sensing Methods

CEASE: Co-planar Capacitive Asymmetry Sensing (Proposed Work)
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Fig. 13. Comparison of capacitive sensing and inductive sensing with respect to distance between sensing plates and EM probe (a) CEASE simulation
modeling in Ansys Maxwell, (b) capacitance change of CEASE, (c) capacitance change rate of CEASE, (d) capacitive parallel sensing simulation modeling in
Ansys Maxwell (e) capacitance change of capacitive parallel sensing, (f) capacitance change rate of capacitive parallel sensing, (g) inductive sensing simulation
modeling in Ansys Maxwell (h) mutual inductance change of inductive sensing and (i) inductance rate of inductive sensing.

we explained in Section II, subsection C. As shown in Fig.
10(a), the EM probe approached the mid-point of plates 3
and 4 vertically. The sensing plate size and the distance of
each plate were 500um and 200pm, respectively. Fig. 10(b)
shows the simulated capacitance values of CEASE structure
as the EM probe approaches the sensing plates for grounded
and floating probe mechanisms. In the absence of the EM
probe, C12 and C34 (baseline capacitance between the plates
1, 2 and 3, 4 respectively) is measured to be were 12.02 fF.
When the grounded mechanism of EM probe approached, C34
reduces due to the coupling effect of EM probe. However,
when the floating mechanism of EM probe approached, C34
increases due to the induction of charges from the electric
fields of the plate. The magnitude of capacitance change in
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floating mechanism was more than grounded mechanism. As
the distance between the sensing plates and grounded/floating
mechanism of EM probe becomes <0.1 mm, a capacitance
change of >35% and >15% is observed, respectively, while
at a distance of 1 mm or shorter, the capacitance diverges by
>10% compared to the baseline in grounded EM probe cases
as shown in Fig. 10(c). Subsequently, the results imply that
using capacitive asymmetry, the EM probe approaching can be
detected as C12 and C34 diverges from their baseline capac-
itance due to asymmetry in probe positioning with respect to
the pads. To obtain better sensitivity and detection range using
capacitive asymmetry, it is significantly vital to optimize the
parameters of the sensing plate.
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Capacitive vs. Inductive Sensing: E & H Probe Detection

CEASE: Co-planar Capacitive Asymmetry Sensing (Proposed Work)
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Fig. 14. Comparison of E-field and H-field probe detection with respect to distance between sensing plates and probe (a) CEASE simulation modeling in
Ansys Maxwell, (b) capacitance change of CEASE, (c) capacitance change rate of CEASE, (d) inductive sensing simulation modeling in Ansys Maxwell, (e)
mutual inductance change of inductive sensing and (f) inductance rate of inductive sensing.

B. Effect of Plate Size

Fig. 11 shows the design space exploration to analyze
the size of the plates of the CEASE structure. To find the
optimal sensing plate size, various situations were applied to
the simulation by changing the EM probe diameter and sensing
plate to EM probe vertical distance. From this simulation
results, we can confirm the following: 1) As the sensing plate
size increased, the deviation in capacitance (AC) increases
and the AC/C value reduces as shown in Fig. 11(a). This
reveals that the smaller the sensing plate is, the better the
performance of the capacitive asymmetry system, limited by
the sensitivity of the detection circuit for AC. 2) As the sensing
plate to EM probe vertical distance increased, the effect of the
smaller sensing plate size became more apparent. This can
be confirmed by comparing the sensing plate to EM probe
vertical distance in two cases. When the sensing plate to
EM probe vertical distance was 500um (Fig. 11(b) and (d)),
the AC/C slope went higher as the size of the sensing plate
becomes smaller than the case of the sensing plate to EM
probe vertical distance is 50um (Fig. 11(a) and (c)). 3) As the
EM probe diameter increased, the effect of the sensing plate
size decreased. This can be confirmed by comparing the EM
probe diameter in two cases. When the EM probe diameter
was 1000um (Fig. 11(c) and (d)), the change range of AC/C
was narrower than the case of the EM probe diameter, which
was 200um (Fig. 11(a) and (b)).
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C. Effect of Inter-Plate Distance

Fig. 12 shows the design space exploration to analyze
the inter-plate distance of the CEASE structure. To find the
optimal sensing plate distance, various situations were applied
to the simulation by changing the EM probe diameter and
sensing plate to EM probe vertical distance. From these
simulation results, we can confirm the following: 1) For all
cases except Fig. 12(a), AC/C keeps increasing as the inter-
plate distance is increased. This is owing to the fact that
the baseline inter-plate capacitance C reduces as the plates
are moved further from each other, whereas the change AC
remains similar, owing to the electric field lines being affected
similarly by the probe in all cases. 2) For Fig. 12(a), we see a
saturation in the AC/C curve with increase in plate distance.
Here, due to the smaller probe diameter (200 pm) and the
smaller probe height (50 pum), not enough of the field lines
between the plates are being affected by the probe, when the
plates are moved further. As a result, AC also reduces with
increasing plate distance.

To find an optimal inter-plate distance, we should look at
the cases where the probe is further from the plates (Fig. 12(b)
and (d)). The results suggest that as long as there is enough
chip area, and baseline capacitance C does not fall below
sensitivity of the detection circuitry, the inter-plate distance
should be kept as large as possible, after optimizing plate size
as explained in the previous sub-section.

plore. Restrictions apply.



This article has been accepted for publication in IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems. This is the author's version which has not been fully edi

content may change prior to final publication. Citation information: DOI 10.1109/TCAD.2022.3227077

10

Simulation Results of Various Approach Probe Orientation
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Fig. 15. Simulation results of various approaching probe orientation with respect to distance between sensing plates and probe (a) CEASE simulation
(orientation 2) modeling in Ansys Maxwell, (b) capacitance change of CEASE, (c) capacitance change rate of CEASE, (d) CEASE simulation (orientation 3)
modelling in Ansys Maxwell (e) capacitance change of CEASE and (f) capacitance change rate of CEASE.

D. Comparison with other Sensing Methods

Fig. 13 shows the comparison for sensitivity and maximum
detection range of co-planar capacitive asymmetry, capacitive
parallel, and inductive sensing. The purpose of this simulation
is to observe how the EM probe affects capacitance when it
approaches the sensing plates in different configurations.

First, we discuss the simulation results of CEASE. As
shown in Fig. 13(a), the EM probe approached the mid-point
of the plates 3 and 4 vertically. The sensing plate size and the
distance between each pair of plates are 300um and 200um,
respectively. Fig. 13(b) shows the simulated capacitance values
of CEASE structure as the EM probe approaches the sensing
plates. In the absence of the EM probe, C12 and C34 (baseline
capacitance between the plates 1, 2 and 3, 4 respectively) is
measured to be 7.07 fF. When the EM probe approaches, C34
reduces due to the coupling effect of the EM probe. As the
distance between the sensing plates and the EM probe becomes
<0.1 mm, a capacitance change of >45% is observed, while
at a distance of 1 mm or shorter, the capacitance diverges by
>17% compared to the baseline as shown in Fig. 13(c).

Next, we demonstrate the simulation results for the case
of capacitive parallel plate-based sensing. As shown in Fig.
13(d), the EM probe approaches the mid-point of the 2 plates
vertically. The sensing plate size was the same as CEASE
plates. Fig. 13(e) shows the simulated capacitance values for
capacitive parallel sensing when the EM probe approaches. As

. ©2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See httpl_s://www.ieee.or /publications/rights/index.html for more information.
Authorized licensed use limited to: Purdue University. Downloaded on January 30,2023 at 19:03:08 UTC from IEEE

the EM probe approaches, the capacitance is reduced due to
the coupling effect of the EM probe (some of the field lines
get coupled to the probe, and hence the reduction). When the
distance between the sensing plate and the EM probe is <0.1
mm, the capacitance diverges by ~12%, while for <1 mm,
the capacitance changes by ~7% as shown in Fig. 13(f).

We now present the simulation results for inductive sensing.
As shown in Fig. 13(g), The EM probe approaches the mid-
point of the coil vertically. The coil has an inductance of
8.03 nH, while the EM probe has an inductance 457 pH
according to the EM field simulation in Maxwell. Fig. 13(h)
shows the change in mutual inductance between EM probe
and the coil in presence of the EM probe. When the EM probe
approaches, the mutual inductance between the EM probe and
the coil increases. Fig. 13(i) shows the inductance change rate
when the probe approaches. As the EM probe approaches, the
inductance changes due to the coupling effect with the EM
probe, which leads to changing mutual inductance. When the
distance between the coil and the EM probe becomes <0.1
mm, the inductance only changes by ~3%, while for <1 mm,
the inductance does not show any deviation from the baseline.

These results demonstrate that the CEASE structure
achieves > 3x and > 11x improved sensitivity compared
to the the capacitive parallel sensing and the inductive sensing
techniques, respectively.
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Co-planar Capacitive Asymmetry Sensing (CEASE) with Big Probe
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Fig. 16. Simulation results of a large loop area probe with respect to distance between sensing plates and probe (a) CEASE simulation (probe covers only
plate 3 and 4) modeling in Ansys Maxwell, (b) capacitance change of CEASE, (c) capacitance change rate of CEASE, (d) CEASE simulation (probe covers
all plates, but not exactly centered) modeling in Ansys Maxwell, (e) capacitance change of CEASE and (f) capacitance change rate of CEASE.

E. Detection Sensitivity and Range for Different Probe Types

Fig. 14 shows the comparison of the sensitivity and max-
imum detection range for the the proposed CEASE and the
inductive sensing techniques for both H-& E-field probes.

In the case of CEASE, the probe approaches the mid-point
of plates 3 and 4 as shown in Fig. 14(a) (shown for the E-
probe), similar to Fig. 13(a). Fig. 14(b) shows the change in
the capacitance values of CEASE as the EM probe approaches.
When the E/H-field probe is close to the sensing structure,
C34 is reduced in both cases, due to coupling with the EM
probe. Fig. 14(c) shows the change in AC/C as the EM probe
approaches. The magnitude of change in C34 was more than
C12 in both cases.

In the case of inductive sensing, the probe approaching the
center of the coil is modeled. as shown in Fig. 14(d). Fig.
14(e) presents the simulated mutual inductance between probe
and the inductive coil in both cases. The mutual inductance
changes as the H-field probe approaches, while no change in
the mutual inductance is observed with the approaching E-
field probe. Since the H-field probe is formed with a loop, it
interacts with the magnetic field formed by the coil, unlike a
E-field probe which does not have a loop. This implies that
the inductive sensing is only effective for a H-field probe as
described in Fig. 14(f).

Hence, the proposed 4-plate CEASE structure can be used to
detect both E-field and H-field probes with higher sensitivity.
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F. Detection Sensitivity for Different Probe Orientations

Fig. 15 shows the comparison of the sensitivity and maxi-
mum detection range for the the proposed CEASE for different
probe orientations.

As shown in Fig. 15(a) and (d), the EM probe approached
with a different orientation from the Fig. 13(a). Fig. 15(b)
and (e) shows the simulated capacitance values of CEASE
structure as the EM probe approaches the sensing plates. In the
absence of the EM probe, C12 and C34 (baseline capacitance
between the plates 1, 2 and 3, 4 respectively) is measured
to be 7.07 fF. When the EM probe approaches, C34 reduces
due to the coupling effect of the EM probe. As the distance
between the sensing plates and the EM probe becomes <0.1
mm, a capacitance change of >30% is observed, while at a
distance of 1 mm or shorter, the capacitance diverges by >15%
compared to the baseline as shown in Fig. 15(c) and (f).

These results demonstrate that the CEASE structure can de-
tect the EM probe even though it approaches various different
probe orientations.

G. Detection Sensitivity for a Large Area Probe

Fig. 16 shows the simulation results of sensitivity and
maximum detection range for the proposed CEASE for a large
loop area EM probe. In the case of CEASE with large loop
area EM probe, the probe approaches in two way: 1) the probe
covers only plates 3 and 4 as shown in Fig. 16(a); the probe

plore. Restrictions apply.



This article has been accepted for publication in IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems. This is the author's version which has not been fully edi
content may change prior to final publication. Citation information: DOI 10.1109/TCAD.2022.3227077

(a) Ansys Maxwell Modeling: Sensing Plates and EM probe (b) Capacitance vs. Distance (C) A C/ C vs. Distance
50 T T 30 T T
Inner Radius: | | —@— C12 (baseline : 38.9 fF) 4 | | —@— €12 (baseline : 38.9 fF)
Outer Radiu: 45 - — — — | | —#— C34 (baseline : 38.9 fF) | 25 TN\ ———— -+ -| =#— C34 (baseline : 38.9 fF)
)
3 40
o
s ¢
S
g 35
©
(]
30
4
H 25
PCB 0.01 0.1 1 10 0.01 0.1 1 10

(FR4 epoxy)

Distance between Capacitor-Plate and Probe (mm)

Distance between Capacitor-Plate and Probe (mm)

Fig. 17. Simulation results of CEASE in a practical situation of an IC chip and PCB (a) CEASE simulation (silicon substrate and FR4 epoxy material)
modeling in Ansys Maxwell, (b) capacitance change of CEASE and (c) capacitance change rate of CEASE.

covers all plates, but is not exactly centered as shown in Fig.
16(d). In the absence of the EM probe, C12 and C34 (baseline
capacitance between the plates 1, 2 and 3, 4 respectively)
were measured to be 7.07 fF. Fig. 16(b) shows the simulated
capacitance values of CEASE structure as a large loop area EM
probe approaches the sensing plates and the probe covers only
plates 3 and 4. When the EM probe approaches, C34 reduces
due to the coupling effect of the EM probe. As the distance
between the sensing plates and the EM probe becomes <0.1
mm, a capacitance change of >58% is observed, while at a
distance of 1 mm or shorter, the capacitance diverges by >28%
compared to the baseline as shown in Fig. 16(c). Fig. 16(e)
shows the simulated capacitance value of CEASE structure as
a large loop area EM probe approaches the sensing plates and
the probe covers all plates, but is not centered. When the EM
probe approaches, C12 and C34 reduce due to the coupling
effect of the EM probe respectively. However, since there is
a difference in the area of the coupling effect between the
EM probe and each sensing plate, the decreasing capacitance
value is different. As a sequence, the diverged capacitance
values compared to the baseline are different as shown in Fig.
16(f).

These results demonstrate that the CEASE structure can
detect the EM probe if the EM probe does not approach
the center exactly. If a probe has a large loop area and
approaches the center exactly, it may induce a similar deviation
in the capacitance for different pairs of plates, defeating the
asymmetry sensing. Nevertheless, the proposed structure can
still detect attacks if the baseline capacitance can be recorded
and compared to changed capacitance. Furthermore, a probe
with larger loop covers bigger area which makes the chip
vulnerable to global-EM attacks, while nullifying the effects
of local-EM attacks.

H. Detection Sensitivity in a practical situation of an IC chip
and PCB

Fig. 17 shows the simulation results of CEASE in a prac-
tical situation of an IC chip and PCB. Co-planar plates are
implemented top metal layer of an IC on the silicon substrate
and PCB that represents the fundamental material of FR4
epoxy as shown in Fig. 17(a). In the case of CEASE in a
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practical way, the probe approaches the mid-point of plates
3 and 4 similar to previous simulations. Fig. 17(b) shows
the change in the capacitance value of CEASE on silicon
and PCB as the EM probe approaches. In the absence of the
EM probe, C12 and C34 (baseline capacitance between the
plate 1, 2 and 3, 4 respectively) were measured to be 38.9 fF.
Baseline capacitance between the plate increased compared to
the previous case. This is because the permittivity of dielectric
between the plate increased due to the influence of PCB and
silicon substrate. When the EM probe is close to the sensing
plates, C34 reduces due to the coupling effect of the EM probe.
As the distance between the sensing plates and the EM probe
becomes <0.1 mm, a capacitance change of >12% compared
to the baseline is observed as shown in Fig. 17(c).

These results demonstrate that the CEASE structure can
detect the EM probe in the case of an IC and PCB.

IV. CONCLUSION

This paper presents the design and analysis of co-planar ca-
pacitive asymmetry sensing (CEASE) technology for efficient
detection of approaching probe in EM side-channel attacks by
detecting the variations in symmetry of co-planar capacitor
plates. Different types of capacitive detection structures are
compared in terms of sensitivity and area overhead. The final
proposed detector structure of consists of four co-planar metal
plates of the same size and dimensions, arranged in a 2x?2 grid.
As an EM probe approaches the metal plates, the symmetry
of the metal plate system breaks, and the capacitance between
the pairs diverges from the baseline capacitance, triggering a
detection of the approaching probe.

Further, the proposed capacitive structure is also compared
with existing inductive sensing technique, as well as an alter-
native capacitive detection technique. Through theoretical ar-
guments and Maxwell simulations, capacitive sensing is shown
to have en enhanced detection range over inductive sensing.
Simulation results indicate that CEASE can be successfully
utilized to sense approaching EM probes from a distance of
>1mm, with > 17% deviation from the baseline inter-plate
capacitance. This provides a 10x improvement in detection
range compared to inductive sensing (prior work). For the
EM probe distance of ~0.1 mm, a deviation of > 45% in the
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TABLE I
SIMULATED PERFORMANCE SUMMARY OF THE 3 SENSING METHODS AND COMPARISON TABLE
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Parameter CEASE: Co-planar Capacitive @ Capacitive Inductive
Asymmetry Sensing (This Work) Parallel Sensing Sensing [20], [21]
9 o,
Percentage | 001mm | 5890% | >3x@ >7x @) 19.37% 7.50 %
Change 0.1 mm 46.11 % >3x ) >11x 3) 12.79 % 3.91%
@ probe distance 1 mm 17.95 % >3x ® 7.06% oS
Maximum
Detection Range 2Ll >1mm 0.1 mm
. v v
Probe E-Field Highest Sensitivity Moderate Sensitivity x
Detection g v v v
e Highest Sensitivity Moderate Sensitivity Lowest Sensitivity

baseline capacitance is observed, implying a > 3x & > 11x
sensitivity improvement over capacitive parallel sensing and
the inductive sensing respectively (Table I). Further, capacitive
sensing is also shown to be effective for both E field and
H field probes, unlike inductive sensing. This makes CEASE
an overall improved technique for EM side channel attack
prevention through pro-active detection of approaching probes
and consequently turning on a possible countermeasure. As a
result, power overhead is significantly reduced, compared to
constantly running the same countermeasure on the chip. Sub-
sequently, such low overheads make it possible to implement
the proposed CEASE technique together with conventional
countermeasures developed for other types of attacks.

Future works will involve ASIC design for evaluating
the proposed CEASE structure using circuitry. Representative
circuitry that can precisely and finely evaluate the delta C
is switched-capacitor network that converts capacitance into
voltage This will be coupled with a countermeasure enabling
low-overhead EM SCA protection agnostic to any crypto
algorithm.
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