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Abstract—This work presents a white box modeling of the
electromagnetic (EM) leakage from an integrated circuit (IC) to
develop EM side-channel analysis (SCA) aware design techniques.
A new digital library cell layout design technique is proposed to
minimize the EM leakage and is evaluated using a high frequency
structure simulator (HFSS)-based framework. Backed by our
physics-based understanding of EM radiation, the proposed
double-row power grid based digital cell layout design shows >
5× reduction in the EM SCA leakage compared to the traditional
digital logic gate layout design. Further, exploiting the magneto-
quasistatic (MQS) regime of operation of the EM leakage from
the CMOS circuits, the HFSS-based framework is utilized to
develop a pre-silicon (Si) EM SCA evaluation technique to assess
the vulnerability of cryptographic implementations against such
attacks during the design phase itself.

Index Terms—EM Side-channel attack, white-box modeling,
logic gate layout design, power grid, pre-silicon EM SCA evalu-
ation.

I. INTRODUCTION

THE increasing demand of internet-connected and minia-
turized devices calls for stringent security require-

ments which has led to the development of robust and
mathematically-secure cryptographic algorithms like AES,
SHA, RSA. These classical cryptographic algorithms are re-
sponsible for providing confidentiality, integrity, and authen-
ticity in critical platform features like secure boot, trusted
platform module (TPM), secure debug, and so on, and hence
they are designed to be highly resilient against probabilistic
polynomial time (PPT) attackers. However, over the last two
decades, many of these algorithms have been broken by taking
advantage of its underlying physical implementation to recover
secret parameters like the encryption key utilizing what is
known as side-channel analysis (SCA) [1]. In this work, we
focus on electromagnetic (EM) SCA attacks, which is a non-
invasive attack on embedded electronic devices to recover the
secret key [2], [3].

A. Motivation
Recently, it was shown that the AES-256 encryption

key could be broken in just five minutes from a dis-
tance of 1 meter [4]. Most commercial devices today are
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Fig. 1: Key concept: (a) The conventional digital library logic
cells are routed in the same row of the power grid (between
supply (S) and ground (G) rails), and hence the current flow
for the switching events are in the same direction, resulting in
additive magnetic (H) fields, whereas, (b) the proposed digital
library cell with the layout design split across two power grid
rows (S, G, S) results in opposing currents in the alternating
cell rows leading to cancellation in the H-field (which tends
to be the dominant contributor to the EM leakage due to the
formation of current loops in ICs [7], [8]), thereby minimizing
the EM leakage significantly at the gate-level itself. This paper
builds a framework to analyze this key idea and extends this
framework towards pre-silicon (Si) EM SCA evaluation.

transitioning from AES-128 to AES-256 for encryption to
provide enhanced data security. Although AES-256 pro-
vides exponential improvement in the computational secu-
rity compared to AES-128, the side-channel security only
increases linearly [5], [6]. Several practical side-channel
attacks using simple/differential/correlational EM analysis
(SEMA/DEMA/CEMA) [2], [3], on crypto devices have been
demonstrated over the recent years. Moreover, the continuous
advancement of the low-cost high-resolution EM probes is
increasing the threat surface of the embedded devices sig-
nificantly. Hence, it becomes extremely imperative to protect
against these EM SCA attacks.

Most prior works on EM SCA countermeasures treat the
crypto engine as a black box without analyzing the root-cause
of the EM leakage. Hence, the solutions typically involve high
overheads in terms of performance, power, and area. This
work treats the cryptographic hardware as a white-box and
proposes EM leakage reduction techniques during the design
phase itself. In our recent works, it has been shown that
the root-cause of the EM leakage from the crypto hardware
implementation depends significantly on the higher-level metal
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layers as they behave as more efficient antennas [9], [10]. In
this work, we deep-dive into the individual logic gate designs
and investigate their layouts to provide insightful and intuitive
design guidelines to minimize the EM radiation.

Moreover, it should be noted that, till now, most of the
EM analysis and evaluation of a countermeasure is performed
only after the chip has been fabricated, that is, in the post-
silicon (Si) phase, since the EM leakage could not be measured
without the physical chip. Only a few recent works exist on
developing a pre-Si EM SCA evaluation framework [7], [11],
[12]. The framework used in [11] is based on extracting the
circuit currents from Virtuoso and then using a custom-built
framework for EM analysis through a theoretical modeling,
which has not been validated through measurements. [7], [12]
have used Redhawk which is a static IR-drop simulator fol-
lowed by a custom-built framework for H-field approximation.
These custom-built frameworks are not easily reproducible
and hence we want to utilize the existing commercial EM
analysis tools like the Ansys HFSS. However, HFSS in itself
cannot simulate an entire crypto circuit because of the high
complexity of the layout and the small geometries involved.
Our goal is to exploit the MQS nature of the EM leakage from
a crypto IC along with the white-box understanding of the
EM leakage to optimally utilize commercial frameworks like
HFSS (along with Virtuoso for the current extraction) which
provides an accurate prediction of the EM SCA leakage from
a crypto IC. Hence, in this work, we utilize the HFSS-based
framework developed for our white-box modeling to evaluate
the resilience of the crypto implementations against EM SCA
attacks prior to the fabrication, that is, in the pre-Si phase.

Overall, this work aims to provide EM SCA aware design
strategies to protect against these EM attacks, develops a
framework for the ground-up root-cause analysis, and simul-
taneously proposes to leverage this framework towards pre-Si
EM SCA evaluation.

B. Contribution
The key contributions of this work are:
• Utilizing physics-level understanding of the near-field

radiation from magnetic dipoles, the effect of the digital
cell layout and the power grid is analyzed to provide in-
sightful guidelines to the designer during the design phase
itself prior to fabrication. Contrary to the conventional
single-row layout of the standard digital library cells, we
propose a double-row split-layout architecture across two
rows of the power grid, showing a > 5× improvement
in the radiated H-field (Section III, IV).

• An EM leakage evaluation framework for actual circuit
layouts is developed using high frequency structure simu-
lator (HFSS) by emulating the transistor switching events
intelligently (using parameterized resistors) (Section III).

• Exploiting the MQS regime of the EM leakage from
crypto circuits (given its frequency of operation and the
geometry of the metal layers), the proposed framework
can be leveraged towards evaluating the EM SCA attack
resilience of crypto implementations in the pre-Si phase,
thereby reducing the time-to-market significantly (Section
V).

• The key concepts - EM SCA resilient design techniques
through ground-up understanding and the pre-Si EM
SCA evaluation are proven across two different processes
(TSMC 65nm, Intel 10nm) and across two different set-
ups (Purdue University, Intel Labs) (Section III-V).

C. Paper Organization

The remainder of the paper is organized as follows. Section
II summarizes the prior state-of-the-art on EM SCA coun-
termeasures. In Section III, the white-box modeling of the
EM leakage using HFSS is introduced and the contribution
of the EM leakage from the different layout patterns of the
digital gates are analyzed. Section IV presents the results
for the power grid analysis on the EM leakage using the
proposed framework. In Section V, the HFSS-based framework
is utilized to evaluate the pre-Si EM SCA attack resilience.
Finally, Section VI concludes the paper.

II. RELATED WORK

Over the last two decades, there have been significant
advances in EM SCA, both in attacks as well as counter-
measures. Many real-world attacks have been demonstrated on
embedded devices to recover the secret key from its bootloader
[13], [14]. Recently, SCA attacks have been demonstrated on
bitcoin wallets to obtain the secret key of the device. In 2018,
screaming side-channel was demonstrated, showing how the
radio transmitter could radiate sensitive information regarding
the digital logic on the same IC, leading to the recovery of
the encryption key from a distance of up to 10 meters [15].
Fully-automated EM SCA attack framework (SCNIFFER)
using gradient-search algorithm to detect high-leakage location
on the target device have been proposed to accelerate these
attacks [16]. In 2021, EM SCA attacks have been successfully
performed on the iPhone devices to extract the hardware AES-
256 secret key [17], as well as on the Google Titan security key
[18]. Moreover, the recent advancements in machine-learning
(ML) based profiled SCA attacks have been shown to break
various crypto implementations in much fewer traces com-
pared to the conventional CEMA/DEMA-based non-profiled
SCA attacks [19]–[21].

Consequently, various solutions to prevent EM and power
SCA have been proposed, which can be broadly classified into
three categories - architectural, logical, and circuit-level (phys-
ical). Architectural countermeasures include shuffling [22],
random insertion of dummy operations, software masking, and
data path obfuscation [23]. Logical countermeasures include
sense amplifier based logic (SABL), wave dynamic differential
logic (WDDL), and gate-level masking [24]. Circuit-level
countermeasures include digital low-dropout (LDO) regulators
[25], [26], switched capacitors [27], and signature attenuation
[28], [29]. Most of these solutions are algorithm-specific and
incur high area/power overheads. We need a low overhead
generic countermeasure to prevent EM SCA attacks. Hence, a
white-box analysis is critical to understand the source of the
EM leakage from an integrated circuit (IC).

Recently, in 2019, a root-cause analysis of the EM leakage
from crypto ICs was performed which revealed that the higher
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Fig. 2: Different layout patterns of the same AND logic gate circuit under analysis: (a) Schematic of the AND logic gate with
4X drive strength, (b) single-row power grid (SG), which is the conventional cell layout, and (b) proposed double-row power
grid (SGS). Both the layouts for the AND gate circuit have the same areas, and the key difference in the proposed double-row
power grid (SGS) is that the transistors placed in alternate rows are flipped in contrast to the conventional digital cell structure.
However, negligible overheads are incurred by adopting the SGS power grid in place of the SG for the library cells (analyzed
in Section IV. B), and it remains agnostic of the circuit under analysis (generic to any crypto core).

level metals are the main source of this radiation [5], [9].
Henceforth, signature attenuation with lower-metal routing
was demonstrated to prevent EM SCA attacks for any crypto
algorithm [5], [9]. This work extends the white-box modeling
for real IC layouts and proposes layout modifications for
the basic digital gates which would fundamentally provide
more security benefits with minimal power/area overheads and
without any performance overhead, and agnostic of any crypto
algorithm.

Such white-box analysis calls for an in-depth understanding
of the EM generation on-chip, which when incorporated as a
part of the design process could aid in the identification of
the vulnerabilities in the pre-Si phase itself. Notably, most of
these previous works evaluate the EM SCA in post-Si after
the chip is fabricated. Previous works on modeling this EM
leakage from an IC have used EM analysis tools like Redhawk
for the static IR-drop simulation followed by an analytical
modeling using Biot Savart’s law to obtain the magnetic field
heatmap for an IC [7], [12]. [7] showed a validation of the
modeling by incorporating noise in the framework. Another
recent work [11] uses transient analysis to obtain the transient
currents from Virtuoso, but it requires extracting the current
information from thousands of branches which is extremely
tedious to perform manually. Once the currents are obtained,
the geometry information is extracted from the parasitics and
then an analytical modeling is performed using the Maxwell’s
equations. Both these works [11], [12] have used theoreti-
cal equations to model the EM leakage without the use of
commercially-validated tools to reduce complexity. Moreover,
a static IR-drop based approach does not emulate the transient
switching behavior of the transistors, and hence the electric
(E)-field & magnetic (H)-field signatures in an IC. Further,
none of the prior works have validated these custom-built

models with commercial 3D Finite element method (FEM)
simulators like Ansys HFSS. However, the main challenge is
that HFSS cannot directly simulate an entire integrated circuit
layout due to the high complexity of metal structures and the
requirement of extensive graphics support. Even if it is able
to simulate a full small circuit, it would take much longer
than the prior works based on custom-built models. Recently,
DARPA Side Channel Attack Testbench Estimator (SCATE)
program has called for such pre-Si SCA evaluation framework
development that can be performed in 24 hours. Keeping
this in mind and utilizing the key insights from our physics-
based white-box understanding and the MQS nature of the
EM leakage, we develop a pre-Si EM SCA framework using
the commercial tools (Virtuoso + HFSS) to make simulations
feasible and faster.

Hence, in this work, along with the white-box analysis to
develop EM SCA aware design techniques for the digital logic
gates, we utilize the proposed HFSS-based framework towards
building a pre-Si EM SCA evaluation technique that would be
useful in analyzing the resiliency of crypto algorithms, as well
as countermeasures, prior to the chip fabrication.

III. WHITE-BOX MODELING & FRAMEWORK FOR THE EM
LEAKAGE ANALYSIS

In this section, we will discuss the white-box modeling of
the EM leakage from an IC and explore design techniques to
counter EM SCA.

This paper focuses on H-field analysis instead of E-field
since the formation of current loops on an IC (forming H-field)
is much more prominent than the effect of metal layer surfaces
(creating E-field) [8]. This is corroborated by many of the
prior works [7], [11], [12], which have thus focused on H-field
analysis as well. Also, the operating frequencies of the CMOS
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Fig. 3: HFSS modeling: (a) side-view of a layout design,
imported to and modeled in HFSS with the parameterized
resistors at the bottom layer, and the voltage excitation at the
top layer, (b) isometric projection of the circuit layout, (c)
modeling the EM probe (100µm loop diameter) to estimate
the amount of field received across the probe at a distance
of 100µm on top of the circuit under analysis (mimicking an
attacker) .

circuits have been limited to < 10GHz primarily due to the
power density limits, leading to the thermal density limits, and
hence the frequency scaling in a core is restricted, moving
towards multi-core designs over the last couple of decades.
Hence, as we will prove later using simulations (Sec. V.C), at
the operating frequencies of the CMOS circuits (< 10GHz),
and the geometries of the metal layers involved (in µm range),
the EM leakage from the circuits are in the MQS regime,
which means that the EM radiation can be pre-dominantly
approximated as H-field.

A. Reduced EM Leakage Cell Layout Design: Key Concept

Fig. 1(a, b) shows the key concept of the proposed digital
gate layout design technique to minimize the EM leakage
from an IC. Fig. 1(a) shows the conventional logic gate layout
design which is typically seen today in the digital libraries,
where the cells are placed in the same row of the power
grid. Note that the same direction of current flow for all the
transistors of the AND gate creates additive H-field, leading
towards higher correlated EM leakage that can be picked up
by an attacker.

Now, if we can somehow manage to cancel out the current
flow such that the H-field is added destructively, we can
minimize the EM SCA leakage picked up by an attacker. Fig.
1(b) shows the proposed logic gate design with the cells split
across two rows of the power grid such that the alternating
cell rows lead to canceling H-fields thereby minimizing the
EM leakage from the source itself. As shown in Fig. 1,
for the single-row power grid configuration, the current flow
through the metal layers results in an additive H-field, while

for the split double-row power grid digital gate design, the
current flow results in opposing H-fields, leading to reduced
EM leakage. As seen from Fig. 1(b), if the switching of one
transistor generates a clockwise current, the transistor in the
adjacent row would generate an anti-clockwise current, leading
to the cancellation in the H-field.

Note that for the proposed power grid configuration of
the digital cells, the transistors need to be flipped in the
alternate rows. This feature can be readily accommodated by
today’s automatic place and route (APR) tools. Fig. 2(a) shows
the proof-of-concept AND logic gate circuit with 4X drive
strength with 6 transistors. Fig. 2(b, c) shows the actual layout
of the AND gate circuit in TSMC 65nm process in SG (supply-
ground, single row) and SGS (supply-ground-supply, double
row) configurations respectively. The inputs (IN1, IN2) and the
output (OUT) of the AND gate are marked as shown in Fig.
2(a, b, c). The current flow path for the conventional AND
gate (Fig. 2(b, c)) is marked in light black, and the overall
current flow is shown with dark black lines. In Fig. 2(c), for
the SGS pattern, we can observe that the transistors in the
two rows are flipped vertically, which ensures that the EM
fields are cancelled out, in contrast to the single-row power
grid layout where the EM fields get added constructively.

It is worth mentioning that, although the proposed double-
row power grid layout technique does not incur any extra
overheads, the only constraint it imposes is that the minimum
size of the logic gates for the security-sensitive library has to
be at least 2X (in our example, 4X is shown). The overhead
analysis for the odd drive-strength gates are presented in the
next section.

B. HFSS Modeling for EM Leakage Analysis

In the previous section, we proposed a double-row power
grid based cell layout for minimizing the EM leakage. In
this section, we will quantitatively analyze the impact of the
proposed digital cell layout on the EM leakage.

Let us now investigate the EM leakage contribution from
these different power grid structures implementing the same
digital logic circuit with iso-area. For modeling the EM leak-
age from a circuit, first, we import the entire layout in HFSS
and then provide the voltage excitation at the topmost metal
layer (Fig. 3(a, b)) to emulate the powering of the chip during
post-Si testing. Next, to emulate the transient currents during
switching of the transistors, we insert parameterized resistors
between the source and drain of the transistors. Making the
parameterized resistor low resistance (short) emulates an ON
transistor during the dynamic switching. Depending on the
number of transistors switching at any given time, the EM
leakage from the structure needs to be measured. In the later
section (Sec. V), we show that only a few transistors need to
be shorted, instead of all, to evaluate the EM leakage from the
circuit.

Next, to analyze and compare the amount of EM leakage
caused by the two different power grid layout structures, a
commercially-available EM probe (Langer ICR HH100-27)
with an 100µm probe loop diameter is modeled, as shown
in Fig. 3(c). The EM probe is placed on top of the circuit
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Fig. 5: Comparison of the digital cell layout design: The y-
axis shows the ratio (Z) of the voltage induced across the EM
probe (Vprobe) and the current drawn from the supply (Isup).
The proposed double-row SGS power grid-based layout shows
> 5× reduction in the EM leakage, compared to the traditional
single-row power grid-based layout across multiple different
logic gates (AND, NAND, NOR) circuit analyzed.

layout at a height of 100µm to capture the EM radiation from
the switching events occurring in the circuit. From the HFSS
framework, for the amount of current flow through the circuit
(Isup) depending on the number of transistors shorted at any
given time, we obtain the power to EM mapping (Z), which is
the ratio between the voltage received across the probe (Vprobe)
and the current drawn from the voltage source (Isup).

Using this white-box modeling framework, in the next
section, we will discuss the results and the effect of the
different power grid configurations on the EM leakage.

IV. RESULTS & OVERHEAD ANALYSIS: EFFECT OF THE
SPLIT DOUBLE-ROW DIGITAL CELL LAYOUT DESIGN ON

THE EM LEAKAGE

A. Results

The two iso-area layout designs (single-row SG, double-
row SGS) of the same AND logic circuit ((Fig. 4(a, d)) are
analyzed using the HFSS-based framework. Fig. 4(b, e) shows
the H-field vector plots for the single-row SG and the double-
row SGS configurations respectively, and Fig. 4(c, f) shows
the H-field magnitude plots for the same. For the single-row
(SG) digital gate layout, the field lines pass vertically through
the H-probe loop (revealing an additive superposition of the
field lines) and hence produces a much higher EM leakage
(Fig. 4(b, c), light blue). On the other hand, for the proposed
double-row SGS layout structure, the EM field lines cancel
out as discussed in the previous section, leading to horizontal
field lines which do not pass through the EM probe (Fig. 4(e)),
leading to significantly lower EM radiation (Fig. 4(e, f), dark
blue) compared to the traditional single-row configuration, as
seen from Fig. 4(c, f).

To quantitatively analyze the effect of the proposed double-
row power grid structure for the digital gates, the power to EM
mapping or the transfer function (Z) is computed, as discussed
in Sec. IV. In comparison to the conventional single-row gate
layout (SG), the double-row SGS power grid provides > 5x
reduction in the voltage induced across the EM probe for the
same amount of switching activities across all the circuits
analyzed (AND, NAND, as well as NOR gates), as shown
in Fig. 5.

Fig. 6 shows the effect of the proposed layout structure on
a 16:8 MUX circuit in presence of all the metal layers (M1-
M9) for the TSMC 65nm technology. We observe that for
the proposed double-row power grid layout, there is a ∼ 4×
reduction in the EM leakage compared to the traditional layout
even in presence of all the higher metal layers. Note that the
effective cancellation is slightly lower than the individual cells
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(Fig. 5) since the higher metal routing may not completely
cancel out the global EM leakage. To cancel the global EM
leakage fully, multi-pole routing can be used in the higher
metal layers [8]. This is discussed in detail in Section V.F.

Fig. 7(a, b) shows an extended practical use case scenario
of our proposed design technique for a full-chip layout. The
idea is to use the double-row split layout architecture for the
critical digital gates so that the overall correlated EM leakage
is greatly minimized from the source itself. However, we do
not need to minimize the leakage from other uncorrelated
blocks/digital cells. Hence, as shown in Fig. 7(b), we propose
using the existing standard digital library cells for the unrelated
digital logic (other than crypto) and the double-row modified
digital cell layout designs for the correlated critical digital
gates to minimize the signature/signal-to-noise ratio (SNR).
Further, this technique can be utilized to design the global
power grid and cancel out the EM leakage even in the top
metal layers.

B. Overhead Analysis

Table I summarizes the worst-case area, power, and perfor-
mance overheads for the proposed countermeasure. Note that,
for the double-row power grid layout, the drive strength must
be even, which means that for an odd (n-X) drive-strength
gates, the area overhead is (n+1

n − 1) ∗ 100% = 1
n ∗ 100%,

where n is odd. For even drive strength gates, however, there
are no area overheads. Similarly, the power overhead for
even drive strength gates will be zero. Now, for the power
overhead of odd drive strength gates, it will depend on its load
capacitance, which comprises of the self-loading capacitance,
the interconnect capacitance, and the next stage capacitance.
The self-loading capacitance will increase by a factor of
n+1
n , while the interconnect capacitance and the next stage

load capacitance remains the same. Considering the worst-
case scenario when the self-loading capacitance dominates the
overall load capacitance, the power overhead then becomes
1
n ∗100% for the n-X drive strength logic gate, when n is odd.
Now, since the countermeasure is just a layout modification
technique, it does not incur any performance overhead. Thus,
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Fig. 7: (a, b) Practical use case of the proposed digital cell
layout architecture for a full-chip layout. The proposed double-
row power grid layout cell should be used for the security-
critical digital logic to reduce the correlated EM leakage, while
the traditional single-row gate layouts are used for unrelated
logic (other than crypto), which do not require side-channel
protection to enhance the uncorrelated EM leakage (increase
system noise), so that the signal-to-noise ratio (SNR) of the
EM measurements is reduced drastically for an attacker.

TABLE I: Overhead Analysis of the proposed technique

Overheads %

Area a

Power a

Performance ~0 b

aGeneralized for a n-X drive strength logic gate (only for odd n), else 0 for even n
b No performance overhead since the solution only re-organizes the layout

the proposed concept of double-row power grid layout is
generic and can be applied to any crypto core with minimal
area and power overheads and without any timing/performance
overheads.

C. Discussion & Remarks

The supply-ground-supply (SGS) layout pattern for flipped
cell routing is already supported by most of the commercially
available automatic place and route (APR) tools. The proposed
double-row power grid cells need to be added as a separate
library for secure logic. This is analogous to the high threshold
voltage (Vt) gates (like standard high Vt NAND gate), or even
non-standard custom-built power gates, which form a separate
library and can be recognized by the automatic place and route
(APR) tool during layout.

Ideally, all the logic gates should be designed for the secure
library to ensure high EM SCA security. Alternatively, we can
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Fig. 8: Flowchart of the pre-Si EM SCA evaluation framework.

determine the leaky logic cells utilizing some of the recent
prior works [30], [31], and only design the corresponding logic
gates for the secure library following the proposed double-row
power grid technique to enhance the side-channel security of
the system.

The proposed double-row power grid based layout technique
may seem somewhat similar to the wave dynamic differential
logic (WDDL) based countermeasure [32] or to the design
of twisted bit lines in memory arrays. WDDL is a current
cancellation technique which in turn also cancels EM leakage.
However, since it is primarily a current cancellation technique,
WDDL incurs more than 2× power and area overheads [32].
On the other hand, the proposed split double-row power grid
technique is a direct EM cancellation technique without any
additional current requirement.

For memory arrays, a twisted/folded bit line architecture
is used to reduce the parasitic capacitance and hence less
noise caused by the capacitive coupling (common mode noise
rejection for the next stage differential sense amplifier circuit)
among the bit line pairs during a sensing operation [33].
Hence, it is a capacitance cancellation technique, whereas our
proposed method is an EM cancellation technique.

In the next section, we will explore how our proposed
framework can be extended to be used for pre-Si EM SCA
evaluation prior to fabrication.

V. HFSS-BASED PRE-SILICON EM SIDE-CHANNEL
EVALUATION

Today, the EM SCA evaluation of a crypto algorithm is
mostly performed after fabrication of the chip, that is, at the
post-Si phase. Hence, the countermeasures developed cannot
be pro-actively tested during the design life-cycle and the
designers need to wait until the chip gets fabricated, which
could cost a huge amount of time and money. Hence, having
a framework for evaluating the crypto implementations before
fabrication is extremely critical for a faster time-to-market
from an industry viewpoint. In this section, we will extend
our proposed framework for the white-box analysis towards
incorporating a pro-active pre-Si EM SCA evaluation within
the design life-cycle of crypto ICs.

A. Limitations of the existing commercial tools

Currently, commercial tools like Cadence Virtuoso allow us
to perform pre-Si power SCA evaluation. Using circuit sim-
ulators like Virtuoso, post-layout current/power traces can be
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Fig. 9: Power to EM mapping: (a) The voltage induced across
the EM probe (Vprobe) and the current drawn from the supply
(Isup) for different number of CMOS switching events for a
16:8 MUX circuit is analyzed as a proof-of-concept. (b) The
power to EM mapping/transfer function (Z) is independent of
the number of switching events in the circuit.

extracted, but electric or magnetic fields cannot be estimated.
On the other hand, Ansys HFSS and Redhawk (static IR-
drop simulator) are used for EM analysis, and are popularly
utilized for inductor or antenna design. However, HFSS or
Redhawk cannot be used to simulate an entire circuit layout
as it involves huge complexity. In this work, by identifying
what precisely needs to be simulated in HFSS (unlike the
prior works [11], [12]), we combine both the commercially-
validated tools, Virtuoso and HFSS together, to obtain the EM
traces and perform the pre-silicon EM side-channel analysis
on any crypto algorithm (Fig. 8).

B. EM SCA Pre-Si Evaluation Framework: Key Concept

As shown in Fig. 8, the first step in building this framework
for pre-Si EM SCA evaluation is to obtain the simulated
post-layout current/power traces. Secondly, the layout of the
circuit is modeled in HFSS and the power to EM mapping
(Z) is obtained (Sec. III), specific to the circuit layout, across
different frequencies. Thirdly, the time-domain power traces
are transformed into the frequency-domain through fast fourier
transform (FFT). This transformation to the frequency do-
main is performed for our convenience as we shall see in
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Fig. 10: Power to EM transfer function (Z) frequency response:
Z remains linear with frequency up to ∼ 10GHz, revealing
the MQS mode of operation. Also, for the different transistor
switching combinations, the mapping remains the same (as we
see the curves are overlapping till ∼ 100GHz).

the next sub-section. Now, this power to EM mapping is
applied on the frequency-domain current traces to compute
the corresponding frequency-domain EM traces (refer to Fig.
8). Finally, a frequency-domain CEMA is performed on the
synthesized frequency-domain EM traces. Alternatively, the
frequency-domain EM traces could also be transformed into
time-domain and then the conventional time-domain CEMA
can be performed to extract the secret key and evaluate the
resiliency of the crypto system in the pre-Si environment.

C. Power to EM Transfer function & Frequency response

The power to EM transfer function (Z) for a 16:8 MUX
circuit is shown in Fig. 9(a, b) as a proof-of-concept. Fig. 9(a)
shows the voltage induced across the EM probe (Vprobe) and
the current drawn from the supply (Isup) as a function of the
number of transistors switching in the circuit. Fig. 9(b) shows
the power to EM mapping (Z) which is the ratio of the Vprobe

and Isup. We can clearly see that the transfer function remains
independent of the number of switching events at the operating
frequency of 1GHz. This is as expected, since the amount of
current drawn from the supply (Isup) and the voltage induced
across the EM probe (Vprobe) should remain linear at low
frequencies. This is an important result and the key take-away
is that the power to EM mapping for a given circuit is now
possible by only shorting a few transistors instead of all,
making it easier to scale across larger circuits.

Now, as seen in Fig. 10, the transfer function (Z) remains
constant (curves overlap) for all the different transistor switch-
ing patterns, and the mapping remains linear across different
frequencies up to 10GHz. Most of today’s embedded devices
operate below this frequency limit, and frequency scaling in a
core is limited due to the energy constraints and the thermal
density, leading towards multi-core architectures since the last

Effect of the higher metal layers

MUX Circuit with global power grida)

b)

Fig. 11: Effect of the higher metal layers is demonstrated.
(a) The MUX circuit is designed with the global power grid,
emulating the global supply and ground for the entire IC
(instead of just the local circuit under analysis). (b) These top
metal layers (M8, M9 for the TSMC 65nm technology), which
forms the global power grid contribute significantly to the EM
leakage compared to the lower metal layers, re-validating the
prior works [5], [9].

couple of decades. Hence, the important take-away from this
result is that the power to EM mapping (Z) scales linearly
with frequency, which is consistent with Biot Savart’s Law,
proving the magneto-quasistatic (MQS) approximation at the
low frequency range. Note that, the metal layers have resonant
peaks at the THz frequency range, but we are only concerned
below 10GHz, where the transfer function remains linear with
frequency. This is the main reason why the power to EM
mapping is performed in the frequency domain as it would
alleviate the need for measuring the transfer function Z across
all the frequencies (utilizing the linear mapping).

D. Scalability to real crypto implementations: Elimination of
the lower metal layers

Till now, in this section we have analyzed the 16:8 MUX
circuit with only ∼ 50 transistors. However, real-world crypto
primitives like the S-Box or a full AES would have 1000×
more transistors. Modeling the full circuit in HFSS is com-
plicated as it cannot be handled by the graphics support. As
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Fig. 12: S-Box power to EM mapping: (a) S-Box layout and its 3D modeling in HFSS; (b) the power to EM mapping for
S-Box circuit.

of early 2021, even a powerful machine with 16 cores, 100
GB RAM was unable to load the S-Box circuit fully, due to
graphics limitations (most likely owing to the millions of small
dimension metals in the lower layers).

Now, it is known from prior works [9] that the higher
metal layers of an integrated circuit contributes the most to
the EM leakage, due to its higher thickness and longer length
of routing (global power grid). Hence, as seen in Fig. 11(a,
b), modeling the MUX circuit with the global power grid on
the top two metal layers, the effect of the higher-level metal
layers is re-validated (with previous work [9]) since removing
just the top two metals reduces the EM leakage drastically by
∼ 10×. Now, with this understanding that the higher metal
layers are the main contributors of the EM leakage, we can
remove some of the bottom metal layers and obtain the power
to EM mapping (Z). This would help scale to larger circuits
like the S-Box or even an AES.

E. Results: S-Box CEMA
For scaling towards larger circuits, we consider a S-box

implementation, which is a security primitive for symmetric
key algorithms like AES. This application-based study has
been performed in the Intel 10nm process (Fig. 12), which
has 13 metal layers (M1-M13) [34]. The layout of the S-
Box is generated using the commercial automatic place and
route (APR) tools. As discussed earlier, the higher metal
layers contribute significantly more to the EM SCA leakage
compared to the lower metal layers, and hence we model the
S-box layout in HFSS (Fig. 12(a)), starting from metal layer
4 (M4) and then removing one layer at a time to determine
the optimum point for the power to EM mapping (Z) for this
particular technology. As seen from Fig. 12(b), as we remove
one layer at a time, the simulation time reduces drastically,
while the accuracy of the power to EM mapping (Z) also
reduces. Analyzing the layout structure, we observe that the
power to EM mapping starting from metal layer M8 going
up to metal M13 is the most optimal choice in terms of the
simulation time and accuracy for this particular technology
(Intel 10nm).

As discussed earlier, it is not feasible to simulate a large cir-
cuit with the entire metal stack due to its sheer complexity with
all the transistors (and numerous tiny metal-via structures) at
the lowest layer. Hence, the optimal choice of simulation from
M8-M13 (for the Intel 10nm process) simplifies the flow and
allows us to form an estimate of the EM SCA leakage in pre-
Si environment, which is critical to evaluate the efficacy of a
crypto engine and its countermeasure, prior to fabrication.

Note that, the power to EM mapping is only required to
be computed at one frequency of interest (1 GHz, for our
case), as it can be linearly scaled across other frequencies (Fig.
10), as evidenced by the MQS region of operation at these
low frequencies and the geometry of the radiating elements,
that is, the IC metal layer dimensions. Now, once the power
to EM mapping (Z) is obtained from our HFSS model, we
simultaneously simulate the S-box circuit using Virtuoso to
obtain the power traces in the time-domain. The power traces
are transformed to the frequency domain using FFT (Fig.
13(a), red curve), and the power to EM transfer function (Z)
is applied on the power traces to obtain the corresponding
EM traces in the frequency domain (Fig. 13(b), blue curve).
Now, we perform a correlational power analysis (CPA) on
the frequency-domain power traces using the hamming weight
model as shown in Fig. 13(b) which reveals the correct key
in ∼ 10 traces. CEMA is performed on the transformed
frequency-domain EM traces which also successfully reveals
the correct key in ∼ 50 traces, validating the proposed HFSS-
based framework. Similarly, the CEMA can also be performed
in the time domain after transforming the generated frequency
domain EM traces to the time domain through inverse FFT
(IFFT), as discussed earlier (Sec. V.C, Fig. 8). The minimum
traces to disclosure (MTD) is low since the noise is not added
to the system, which can be modeled independently based on
the system under consideration.

F. Discussion & Remarks
For the pre-Si EM SCA evaluation tool flow, the framework

utilizes both Cadence Virtuoso and Ansys HFSS which are
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Fig. 13: S-Box CEMA: (a) Frequency spectrum of the power traces (red curve) and the transformed EM traces (blue curve)
using our proposed framework. (b) Frequency-domain CPA shows the correct key separating out in ∼ 10 traces, while (c)
CEMA attack shows the correct key extracted in ∼ 50 traces, validating the proposed pre-Si EM side-channel evaluation
framework.

used commercially across the industry. Hence, all the file
formats used are standard and are widely adopted. First, once
the layout of the block is finalized, it is then exported as a
GDS-II format file from Virtuoso and is imported in HFSS
using a technology file (.tech extension) that maps the different
layers of the GDS-II file to form the 3D metal-interconnect
stack. Note that, both the GDS-II and the technology files are
specific to a particular technology.

The main time-consuming step in the proposed HFSS-based
pre-Si EM SCA evaluation framework is the loading of the
circuit design in HFSS from Cadence Virtuoso (gds2 file) and
mapping it to the exact dimensions of the metal-interconnect
stack for the particular technology under consideration (using
the .tech file). Even with a very powerful Intel CPU with
128 GB RAM, loading the AES128 consumes more than an
hour due to the graphics limitations with the nanometer-scale
objects. Hence, we believe that if the HFSS modeling can be
performed through the command line instead of the GUI, it
will alleviate the long loading time, thereby making it easier to
scale to even larger circuits. This is however a future direction
of work and needs to be performed in collaboration with the
industry.

Overall, we propose the following steps to completely
minimize both the local as well as the global EM leakage:

1) Use the double-row power grid layout technique to
minimize the gate-level leakage.

2) Utilize the previously proposed technique in the form
of STELLAR [9] for reducing the global leakage.
STELLAR encapsulates the secure logic routed within
the lower-level metal layers and then significantly sup-

presses the critical correlated current signature before
it reaches the higher metal layers. Note that STELLAR
alone does not suppress the local metal layer leakage.
A combination of (1) and (2) guarantees maximal EM
SCA security.

3) Now, instead of STELLAR, we can also utilize multi-
pole routing in the higher metal layers for global EM
leakage cancellation as described in [8].

4) To simulate the effect of (1) and (2) utilizing the pre-
Si EM SCA security evaluation framework, we can
independently evaluate the EM leakage from: (a) the
local circuit encapsulated by STELLAR to obtain the
effect of (1), and (b) the higher metal layers to get a
sense of the attenuated current signature’s EM leakage
reduction.

VI. CONCLUSION & FUTURE WORK

To summarize, this work developed a framework to perform
white-box modeling of the EM leakage from a crypto IC and
proposed a new digital gate layout architecture to minimize
the EM leakage. Using the HFSS-based framework, it was
demonstrated that the double-row power grid layout pattern
(supply-ground-supply (SGS)) for digital logic gates has sig-
nificantly lower leakage compared to the traditional single-
row layout pattern (supply-ground (SG)). This is a generic
technique, which is agnostic of any crypto algorithms and
has minimal area and power overheads and does not incur
any performance overhead. For practical large design layouts,
we proposed using the traditional standard library cells for
the unrelated digital logic gates (other than crypto), while the
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proposed double-row-based modified digital gate layouts for
the security-critical logic to minimize the SNR significantly
and thereby prevent EM SCA attacks.

The HFSS-based framework is extended to develop a pre-
Si EM SCA evaluation technique combining both Virtuoso
and HFSS. Hence, CEMA can now be performed during the
design phase itself, which is extremely useful to evaluate the
crypto implementations and countermeasures before a chip is
fabricated, thereby reducing the time to market drastically for
security sensitive designs.
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