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Circuit-Level Techniques
for Side-Channel Attack

ryptography

protects sensi-

tive data by using

encryption that is

impossible to break

with modern computers in mean-

ingful time through brute-force

attacks. In contrast, side-channel

attacks (SCAs), first developed a

quarter century back [1], continue

to pose a significant threat to

the security of crypto systems in
modern devices.

Introduction

Mathematically secure crypto algo-
rithms, when implemented on hard-
ware, inadvertently leak information
through physical side-channel sig-
natures, such as power, electromag-
netics (EMs), light, acoustics, and so
on. Exploiting these side channels
drastically reduces the attacker’s
search space, illustrated by the
diminishing protection of Advanced
Encryption Standard (AES) 256 being
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proportional to 2%°% encryptions by
brute-force attacks compared to 2'3 by
SCAs, enabling real-time attacks. Addi-
tionally, the transition from AES-128 to
AES-256 only doubles SCA protection,
rather than the expected 2'?8 times
increase seen in brute-force attack sce-
narios. This has led to many real-world
examples of exploitation of vulner-
abilities using SCAs, such as cloning of
Google Titan 2FA keys [44], an Internet
of Things worm using vulnerabilities
in Philips Hue light bulbs [42], an EM
SCA-based exploitation of iPhone 5
keys [43], among others. In the past
two decades, many countermeasures
against SCAs have been developed,
first at the algorithm, architecture,
and logic level and more recently, in
the last decade, at the circuit level,
providing generic low-overhead solu-
tions. We start by defining a relevant
taxonomy, followed by the genesis of
power/EM SCAs [Figure 1(a)], leading to
an overview of circuit-level techniques
for SCA resilience [Figure 1(b)].

Taxonomy

A short taxonomy related to SCAs

and their defense is presented below.

For a detailed taxonomy on hardware

security, please see [2] and [3]:

u Cryptography: A mathematical tech-
nique that constructs and analyzes
protocols to prevent third parties
from reading private information.
It often relies on a trapdoor func-
tion that is easy to compute in one
direction yet difficult to compute
in the opposite direction (finding
its inverse) without special (secret)
information [4].

m Symmetric key encryption: Allows
users to encrypt and decrypt with
the same secret key. The most
popular example is the AES [5].
Recently, Ascon [6] emerged as a
lightweight crypto standard, and it
is preferred in edge devices.

m Asymmetric key encryption: This is
a technique of encryption by using
a public key and decryption by us-
ing a secret key. Though cipher-
text (CT) is available in the public
domain, only the party with the
secret key can use it. This is popu-

Side-channel attacks, first developed a quarter
century bhack, continve to pose a significant
threat to the security of crypto systems in

modern devices.

lar in communication channels,
transport layer security, and so on.
Rivest-Shamir-Adleman [7] is the
most popular choice for asymmet-
ric key encryption.

Postquantum crypto: These crypto
algorithms are mathematically re-
silient to future quantum comput-
ers, due to the absence of suitable
quantum attack algorithms. Kyber,
standardized by the National Insti-
tute of Standards and Technology
in 2022, is the current postquan-
tum crypto standard [8].

Crypto core: This is a cryptograph-
ic algorithm implemented as a dig-
ital circuit in hardware to provide
encryption/decryption.

Plaintext (PT): A sensitive payload
to be encrypted.

CT: An encrypted secure payload, CT
can be reversed using the secret key
to receive sensitive payload back.
Hardware security: Explores hard-
ware primitives useful for security,
practical aspects and the possibil-
ity of deployment, and vulnerabili-
ty due to hardware implementation
as well as mitigation techniques
(e.g., SCA and its countermeasure).
SCA/side-channel analysis: A pop-
ular generic attack technique on dif-
ferent crypto cores. These attacks
exploit vulnerabilities of the hard-
ware implementation.

Attacks: A technique of hacking se-
cure crypto cores. Attack is a generic
term; however, we use this term to
convey “extracting the key from the
practical implementation of crypto
algorithms.”

Vulnerabilities: Sources of infor-
mation leakage due to nonideal
implementation of crypto cores.
Exploitation: A technique for ex-
tracting a secret key (hence, secret
PT) using vulnerabilities of crypto
cores. The SCA is one of the ex-
ploitation techniques, which is dis-

cussed in more detail in the follow-
ing sections.

Countermeasure:. A technique

utilized along with crypto cores to
reduce vulnerabilities. Countermea-
sures can be logical (often provably
secure) or physical (circuit level),
and they reduce information leak-
age at its source.

Masking: A popular logical provably
secure countermeasure [9], [10], [11],
[12], [13]. It often incurs high over-
head and is commonly used today
when high security is required, at
the cost of power, performance, and
area (PPA) overhead.

Physical countermeasure: This
reduces the signal-to-noise ratio
(SNR) of potential correlated infor-
mation leakage. In this tutorial, we
cover the following physical coun-
termeasures:

e Power port: This concerns coun-
termeasures implemented at the
power supply (Vpp). They are low
overhead and crypto core inde-
pendent in nature. We discuss
the following three specific types
of power port countermeasures.
1) LDO Regulators: An important

component of SoCs that are,
in general, used for power de-
livery. We discuss how LDOs
are being leveraged for SCA
resilience.

2) Integrated voltage regulator:
Buck-boost converters are
dc—dc converters used in the
power delivery context and
have been adapted as an SCA-
resilient solution.

3) Switched capacitor convert-
ers: A fundamental circuit
technique used for computa-
tion in discrete-time mixed-
signal systems. Switched
capacitor-based converters are
gaining increasing popularity
for SCA resilience.
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e Clock port: This involves low-
overhead crypto core-independent
countermeasures at the clock port.

eClock slew/skew: A technique
where a nonideal (slanted) clock is
introduced to SoCs [14]. A recent
study shows clock slew as a po-
tential technique for SCA mitiga-
tion. It is important to note that
clock slew differs from clock skew,
which introduces jitter. Effect of
clock-skew in side channel coun-
termeasure could be an interest-
ing future study.

« EM specific: These countermea-
sures are specific to reducing
EM leakages.

o Attack detectors: Since counter-
measures increase PPA overhead,
there is a growing trend toward
including SCA detectors that turn
on defenses only as needed.

o Arithmetic techniques: These are
mathematical techniques, such as
shuffling between instructions,
to increase SCA immunity [15].

e Minimum traces to disclosure
(MTD): A measure of SCA immu-
nity. It shows the absolute num-
ber of traces/encryption required
to reveal the secret key. A higher
MTD implies higher security.

e Relative MTD increase: This is
the ratio of protected MTD with
respect to an unprotected coun-
terpart. The MTD of unprotected
crypto cores often varies based
on the setup, measurement noise,
crypto algorithms, and attack algo-
rithms. Hence, we propose use of
this metric for better comparison.

e Test vector leakage analysis
(TVLA): A measure of information
leakage based on a statistical t-
test [16]. A |t]-value of >4.5 shows
a possibility of exploitation [16].

e Threshold implementation (TI): A
recently popular provably secure
masking technique [9].

« Signature: We refer to the signa-
ture as sensitive data/informa-
tion leakage. This includes power
and EM traces that are correlated
with a secret key.

e Signature attenuation (AT): A
physical countermeasure to at-

Mathematically secure crypto algorithms, when
implemented on hardware, inadvertently leak
information through physical side-channel

signatures.

tenuate the above-mentioned
signature.

e Noise injection: Includes but is
not restricted to thermal noise
from the circuit, measurement
noise, and so on. Anything un-
correlated to the key acts as noise
for the purposes of SCA security.
For example, other algorithmic
operations can act as sources of
noise. Intentional noise injection
is a naive high-overhead tech-
nique for SCA resilience.

SCA Leakage Fundamentals

All digital circuits implemented in
silicon draw current based on their
switching activity, which, in turn,
is primarily related to the function
of computing and its inputs. In the
case of a crypto core, the inputs are
PT and the secret key, making these
switching currents correlated with the
secret key. Hence, if the current can be
observed through power or EM mea-
surements, a power/EM side-channel
leakage signature is created. The prin-
cipal idea of the power/EM SCA is to
statistically analyze these correlated
signatures to trace back the secret key,
as detailed in Figure 1(a). Consider
AES-256 an example of a crypto core.
The operations of multiple rounds,
each including SubBytes, ShiftRows,
and MixColumns, implement a one-
way function and are the combina-
tional logic along with the registers
that store the data. The registers leak
most at the clock edge, and the combi-
nation logic leaks in varying amounts
throughout the cycle. The correlated
leakage current passes through, first,
lower metal layers and vias and then
gets aggregated with other uncorre-
lated currents (e.g., from an adjacent
processor core) and passes through
higher layers of larger metals, vias,
and bumps before coming out to the
package and PCB to the power source.

Power and EM (both global and local)
measurements from these leakages
are utilized to mount SCAs.

Power side-channel leakage occurs
because digital gate switching involves
charging and discharging MOS gate
and interconnect capacitors, affect-
ing the power supply and ground
ports. Tracking current consumption
through a small resistor in series with
supply provides visibility of switching
activity to attackers. EM side-channel
leakage arises from these sharp tran-
sitions, following Maxwell’s equations:
accelerating or decelerating electrons
emit EM fields, with faster rise/fall
times resulting in higher EM leak-
age. The extent of EM leakage also
depends on the size of the metal lay-
ers carrying the currents, with higher-
level metal layers (e.g., >M6 in 65-nm
CMOS) being significantly larger than
lower layer (e.g., <M6). In ICs, current
loops generate H-field components,
while surfaces generate E-field compo-
nents. Faraday cage shielding is often
impractical due to necessary power
and signal traversal openings. These
leakages can be detected even from
a distance using cheap H-probes. It is
important to note that there are other
circuit components that act as sources
of noise as part of SoCs. Correlation
attacks are extremely powerful, as
these noises are averaged out. To cir-
cumvent this problem, an attacker
can use micrometer-scale probes to
detect sensitive data leakage from
closer proximity and avoid the effect
of noises caused by other circuits in
SoCs. As this technique can detect sen-
sitive EM leakages locally, we call this
a local EM SCA, whereas other EM SCA
techniques are referred to as global EM
SCAs throughout the article. To reduce
physical SCA leakages, countermea-
sures focus on reducing the signal or
increasing the noise, leveraging an
understanding of the physical aspects
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Since countermeasures increase PPA overhead,
there is a growing trend toward including SCA
detectors that turn on defenses only as needed.

of these leaks for targeted protection
strategies, as follows.

SCA Model

An SCA exploits current or EM ema-
nation to trace back switching activ-
ity to, in turn, uncover a secret key.
This switching activity provides addi-
tional visibility on mathematically
secure crypto algorithms and opens
a door for exploitation. Figure 1(a),
top right, illustrates an SCA on a crypto-
graphic DUT with input PT and output
CT. The attacker, with physical access
to the DUT, captures side-channel sig-
natures (e.g., power or EM emissions)
to uncover the secret key, as described
previously. The attacker then corre-
lates these real traces with hypotheti-
cal traces generated for all possible key
guesses (e.g., 28 guesses for each byte in
AES-256). In a correlational power attack
(CPA)/correlational EM attack (CEMA),
numerous traces for varying PTs are ana-
lyzed. As the number of traces increases,
incorrect key guesses are ruled out, fol-
lowing the correlation equation shown,
and the correct key guess stands out,
leading to a successful attack on the key
byte. This is then repeated for other key
bytes. In summary, the underlying phys-
ics causes correlated secret information
leakage, which attackers exploit through
the power of statistics (e.g., correlation)
over numerous traces. Moreover, the rise
of machine learning-based SCA [17] has
notably decreased attack times by shift-
ing the workload to the training phase
and enabling even single-trace attacks
under certain conditions, expanding
the attack surface. While numerous
examples of SCAs exist, this article con-
centrates on recent circuit-level advance-
ments providing resilience against such
attacks over the past decade.

Countermeasures Overview
Resilience to SCAs has been explored
at multiple layers of abstraction,

including early exploration in the
2000s of countermeasures at the
architectural (random dummy opera-
tion insertion and shuffling opera-
tions) and logical (e.g., [18] and [19])
layers, often leading to high PPA over-
heads. However, noting that physical
SCA leakage is caused by accelerating
and decelerating electrons, it can be
efficiently mitigated by circuit-level
countermeasures that address the
issue at its root. These techniques,
initiated in 2009 and gaining momen-
tum since 2017, offer significant pro-
tection against SCAs. Although not
provably secure like masking, circuit-
level methods are often generic and
provide high protection with minimal
power and performance overhead.
This makes attacks sufficiently chal-
lenging, redirecting practical attack-
ers toward easier targets. Figure 1(b)
provides an overview of various
recently developed and emerging cir-
cuit-level countermeasures for SCAs,
broken down into four key types:

1) Power port. switched capacitors,
integrated voltage regulators
(IVRs), and LDOs, including se-
ries LDOs and shunt LDOs

2) Clock port: clock randomization
and clock slew

3) EM specific: cell level, local rout-
ing using lower metal, and glob-
al multipole canceling routing

4) Attack detector: for both power
and EM SCAs.

The countermeasures as men-
tioned above need to be compared
with one another. Security metrics
are crucial for comparing counter-
measures in SCAs. Unlike some other
emerging hardware security subar-
eas, the field of SCAs benefits from
well-defined metrics like MTD and the
t-test (TVLA). However, these metrics
depend heavily on the measurement
setup. For example, using a 100-mQ
versus a 10-Q resistor in a power SCA

can cause a 10K-fold change in MTD
values. In EM SCAs, probe placement
and dimensions (100-um, 1-mm, and
10-mm diameters) significantly impact
results. Measurement noise, averag-
ing, and attacker expertise also affect
MTD numbers. A practical solution is
to report the relative MTD increase
from unprotected to protected states
on the same IC, using consistent set-
ups and personnel. While standard-
izing SCA metrics across custom ICs
remains challenging, this article uses
the “relative MTD increase” to com-
pare different designs [Figure 5(b)].
Each design offers valuable insights
into SCA resilience at the circuit level.
In the future, a unified evaluation
framework could allow scalable com-
parisons and sharing of designs for
validation by different groups. This
article’s goal is to focus on the under-
lying principles of these countermea-
sures, with the hope that a common
framework will emerge for the com-
munity to evaluate and improve SCA
countermeasures.

Power Port Countermeasures

We start with power port countermea-
sures. Since the correlated current is
the source of power/EM side-channel
leakage, most countermeasures pro-
posed fall into this category.

Switched Capacitor Power Supply

Here, we discuss switched capaci-
tor supply techniques to provide
resilience against power SCAs. The
crypto (e.g., AES) current is correlated
and can be directly attacked via the
power supply. The authors of [20] and
[21] demonstrated the use of switched
capacitors to decouple the power sup-
ply, achieving 10 million MTD. Figure
2(a) explains the operation. Phase 1
(P1) charges the capacitors (Cs); in P2,
Cs is disconnected from Vpp and sup-
plies the crypto logic, at the end of
which an integrated value of the cor-
related information remains on Cs;
and hence, in P3, Cs is discharged to a
predefined fixed value to remove the
residual information. Since discharg-
ing to zero wastes significant energy
during every cycle, discharging to a
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fixed voltage was proposed, requiring
additional analog circuit overhead.

nerable; nested LFSRs may be usable,
and true random number generators
(TRNGS), especially with bias com-
pensation, will provide the strongest
protection. The work in [25] expanded
switched capacitor SCA resilience
from only the supply to both the sup-
ply and ground, creating a galvani-
cally isolated AES engine with a 220x
MTD increase while suffering from
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and inductor/capacitor) and small
signal transformations (pole-zero
locations and loop delay) as well as
intentionally introduced loop random-
ness, such as IVRs and AES clock mis-
alignment. Fundamentally, the above
techniques map the leakage to a dif-
ferent domain but do not reduce it sig-
nificantly, as evidenced by an only 20x
MTD improvement. Moreover, if, as in
[27], the IVR inductor is outside, an
attacker can just probe the IVR local
supply node and mount an attack,
removing any protection and making
the IVR-based technique primarily
effective only for emerging on-chip
magnetic core elements, where the
attack points are not exposed off
chip. Follow-up work [28] combined
an IVR buck with random frequency
and voltage dithering to alter the
power supply signature in time and
amplitude. However, random clock
misalignment proved ineffective
since its location is visible in the
power supply signature and can be
factored into an attack. The work in
[29] demonstrated a power injection
attack breaking LFSR-based random-
ness in IVRs, leading to the proposal
of the TRNG-based hysteresis con-
troller loop for stronger security,
which was later adopted in digital
LDO-based countermeasures.

LDO Regulators
Similar to IVRs, modified digital
LDOs can counteract power SCAs.
Especially with the increasing use
of micro-LDOs in modern SoCs, this
becomes an attractive choice. We
categorize LDO-based solutions into
series LDO- and shunt LDO-based
solutions and discuss the pros and
cons of both in detail below:

m Series LDO-based countermeasures:
Figure 2(c), left, explains the opera-
tion of series LDOs, which is used
for SCA resilience. The name arises
from the fact that the regulating
loop PMOS is in series with the
digital load between the supply and
ground. The regulated voltage is
sensed, and the number of parallel
PMOS slices, typically biased in the
linear region as a switch in digital

LDOs, are controlled dynamically to
ensure that the current drawn from
the supply equates to the varying
current needed in the load, regulat-
ing V.. The work in [30] showed
a ~3,500x MTD increase by using
primarily multiple randomizations
in the digital LDO loop, including
random switching noise injection
via power stage control, random-
ized reference voltage, and all-dig-
ital clock modulation. However, this
design used the 2 nanofarad of the
on-chip MIM capacitor, which may
suffer from modulating the higher
metal of the MIM cap, leading to
additional EM SCA leakage and re-
ducing the EM SCA MTD. An edge-
chasing quantizer-based asynchro-
nous digital low dropout regulator
(DLDO) design was introduced [45],
improving the MTD increase to
14,000x. Series LDO solutions rely
on randomization to enhance SCA
security. However, the primary goal
of a series LDO [Figure 2(c)] is to
make Iy, €qual to f5.4, which con-
tradicts the SCA protection goal of
making Iy, independent of fp..
The main security benefits come
from randomized loops and noise
injection techniques.

Shunt LDO-based countermeasures:
A shunt LDO, illustrated in Fig-
ure 2(c), right, on the other hand,
utilizes a mostly fixed number of
PMOS slices, biased in saturation,
whereas regulation is provided by
the shunt NMOS loop. Often, an
additional top loop is used along
with switched mode control to
choose an optimum number of
slices to counter PVT variation and
then disengage, providing a cur-
rent source-like behavior of the
top PMOS and, hence, high output
impedance. The authors of [31]
and [32] first proposed that shunt
LDOs might solve the above-men-
tioned fundamental contradiction
by introducing an inline current
source between the crypto load
and the power supply, making I,
ply mostly constant. Now the prob-
lem of supplying a varying load
current from a constant source

current is handled using on-chip
LDO load capacitors supplying
high-frequency components, and
low-speed bleed path masking key-
dependent dc current variations—
local negative feedback (LNFB) in
[22]—in conjunction with a global
negative feedback (GNFB) loop,
with switched mode digital control
(SMC), change the average supplied
current to be just above the aver-
age load current to counteract PVT
and other variations. With care-
fully designed SMC, with an LSB
size that is comparable to or more
than what key-dependent current
variations ensure, the GNFB is dis-
engaged after adaptation, and key-
dependent current variations do
not show up in the supply, keeping
Igyppry Mostly constant. Due to the
finite route of current sources, the
AT of the SCA signature is not in-
finite but can still be high (tens to
hundreds), and the MTD improves
by AT?. This fundamentally new
class of the physical signature AT
countermeasure combined with
lower-metal routing for reduced
EM leakage [termed Signature At-
tenuation Embedded Crypto With
Low-Level Metal Routing (STEL-
LAR)] led to the first >1B MTD (a
125,000x% increase) for both power
and EM SCAs. Analog cascoded
current sources (Figure 3) pro-
vide high output impedance and,
hence, high AT, acting as a generic
hard IP wrapper around any crypto
core, enhancing SCA security. To
address the need for scalable digi-
tal-friendly SCA solutions, synthe-
sizable STELLAR [22], [23] employs
a digital current source by using
two stacked power gates biased
by a self-biased inverter, at the ex-
pense of reduced AT yet achieving
a >1.25B MTD by combining signa-
ture AT with a TVTFE. In [33] and
[46], improved AT with a digital-
friendly current source was pre-
sented by separately biasing two
power gates: the upper MOS, with
a stacked tunable NAND gate (act-
ing as a resistive divider), and the
lower MOS, with a self-connected
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inverter, mimicking analog cas-
coded current sources. Instead of
an analog-biased PMOS bleed path
as in [34], Syn-STELLAR introduced
a synthesizable ring oscillator (RO)
bleed as LNFB (Figure 3), utilizing
the strong cubic dependence of
an RO bleed current on the local
crypto supply voltage. Moreover,
the same RO count can be used
as feedback to complete the GNFB
loop, and the number of parallel
RO slices can be randomly changed
to introduce random noise, at the
expense of varying loop gain.
While not straightforward, a lin-

ear region attack on the signature
AT countermeasure is possible
by advanced attackers and could
be thwarted by malicious voltage
drop attack detection, as shown
in [33]. Signature AT remains the
strongest single-technique physi-
cal countermeasure in the pub-
lished literature [Figure 5(b)].

Combining Countermeasures

An emerging trend in SCA resilience
is digital circuit and arithmetic tech-
niques applied directly on the crypto
core. Unlike power and clock port
countermeasures, these tend not to be

| Shunt LDO-Based Countermeasures |

generic but are easily implementable.
These include the following:

1) Arithmetic techniques [35], [36]: By
switching between heterogeneous
substitution boxes (S-boxes) and
randomizing the byte order, a
time-variant data flow was cre-
ated, yielding a 1,200x improve-
ment, and the technique was
later combined [15] with random-
ized nonlinear digital LDO to
achieve protection of >1B CPA and
CEMA MTD.

2) Random additive masking [13]:
High overhead in SCA-resistant
mode was accompanied by a fast
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Clock port countermeasures can be effectively
combined with power port and arithmetic
countermeasures for multiplicative benefits.

dual-core S-box to increase through-
put when not in SCA mode. This re-
quired attack detection but achieved
a40,000x improvement.

3) Multiplicative masking: Multiplica-
tive masking (MM) promises much
lower overhead than additive
masking but is vulnerable to ze-
ro-value attacks. The work in [12]
used zero-value attack detectors
in combinational MM to achieve a
34,000x improvement, reaching
850-M CPA and 1B CEMA MTD.

Clock Port Countermeasures

Digital circuits have two ports other
than input and output: Vpp and clock.
Countermeasures at the Vpp port are
intuitive for power SCA, as described
previously. Interestingly, the clock
port also affects the SCA, as the dis-
tribution of the leaky points can be
changed in the time domain, reduc-
ing the correlation or SNR of the mea-
sured leakage signal. There is a recent
surge of clock port-based counter-
measures, as discussed below.

Clock Randomization

Trace misalignment through clock
randomization has been explored for
some time now, which misaligns the
power traces, making standard cor-
relational attacks harder. However,
clock randomization is often ineffec-
tive against postprocessing attacks
like trace alignment and frequency
domain analysis, as these techniques
reduce the effect of misalignment.

Clock Slew

Recently, a clock slew technique intro-
duced in [14] and [47] enhanced SCA
resilience by exploiting digital cir-
cuits’ inherent variability and noise
as a function of clock slew. Figure 4(a)
details the concept of how clock slew,
introduced close to the clock port of
the crypto core by using weak buffers

(preferred due to their lower power
requirements) or additional capacitive
loading, helps achieve SCA resilience.
Slew creates duty cycle distortion, as
the clock may not have enough time
for a full transition to the Vyp level.
Notably, this is uneven, based on
paths and different registers. Further,
slew creates inconsistent latching
times, as latching 1 and 0 are con-
trolled by different buffered clock ver-
sions since the slew starts to reduce
as it goes through more clock buffers,
creating slew variability. These fun-
damental artifacts are aided by the
Elmore delay effect and intradie pro-
cess variation. Fundamentally, a small
amount of slew does not significantly
increase the probability of hold and
setup time violation [as shown in Fig-
ure 4(b)] but can increase the uncor-
related variation [Figure 4(a), right].
Though the hold time increases, the
Clk-Q delay increases too, and posi-
tive slack is always ensured for func-
tional correctness.

Clock slew differs from clock skew,
and the effect of clock skew on SCAs
is yet to be explored. Clock slew coun-
termeasures can be combined with
clock randomization, reducing leaky
frequency components and thwarting
postprocessing attacks. Finally, clock
port countermeasures can be effec-
tively combined with power port and
arithmetic countermeasures for multi-
plicative benefits.

EM-Specific Countermeasures
Most power SCA countermeasures
also increase the global EM SCA
resilience. However, local EM leak-
ages picked up through fine-grain
probes still may remain. This calls
for EM-specific countermeasures:

m Global cancellation: To reduce EM
side-channel leakage, multiple
routing techniques have been ex-
plored. The work in [37] suggests

routing in alternate directions
which create N-pole magnetic di-
pole. This alternating routing strat-
egy cancels near-field EM radiation
in mm-cm distances, hence reduces
meaningful leakage. The effect of
different power grids has also been
studied experimentally by [38] with
eight different routing designs and
showed benefits of 1.1-2.66x im-
provements, motivating further
theoretical studies of the same.

m Local lower-metal routing: This
avoids the routing of correlated cur-
rent through higher-level metal lay-
ers. Routing the crypto core through
lower-level metals and then passing
the current through the signature
AT block before passing the mostly
constant current through field-can-
celing global routing promises the
least EM SCA leakage.

m Field-canceling standard cells:
Standard digital library cells are
designed without consideration for
their EM near-field leakage. It is
possible to stack PMOS and NMOS
transistors in a manner to cancel
out fields and reduce EM leakage
by 5%, as shown in [39].

Attack Detection

Both circuit-level and architectural
countermeasures consume high over-
head. The power overhead could be
reduced by attack detection and and
turning on the mitigation techniques
only during an attack through event-
driven duty cycling. This calls for the
design of low-overhead power and
EM attack detectors. Sense resistor
and approaching probes introduces
minimal change in observables such
as instantaneous current or magnetic
field. Hence, making attack detectors
remains a hard problem and calls for
further research.

Power Attack Detectors

Recently, a power attack detector
[Figure 4(b), left] [40] was utilized via
IR drop detection in the power sup-
ply line by forcing current pulses,
leading to the need for stopping nor-
mal operation and higher overhead.
Detectors that can detect power SCAs
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while continuing encryption without
significant additional current remain
a desired solution.

EM Attack Detectors

One of the early EM detectors [Fig-
ure 4(b), middle] utilized the difference
in mutual inductance of two on-chip
loops with an approaching H-field
probe, using oscillators and detecting
a change in frequency successfully.
Its efficacy might be limited to H-field
probes and has been susceptible to
spoofing by powering off the IC, bring-
ing the attack probe close, and turn-
ing on the IC. To increase range and
efficacy against all kinds of probes,
capacitive sensor-based designs have
been proposed that utilize the asym-
metry of approaching probes to mul-
tiple on-chip structures. A simple
on-chip loop included on the top metal
layer [Figure 4(b), right] can serve mul-
tiple purposes, including detecting
approaching probes, fault injection
attacks, and providing EM self-aware-
ness to the IC itself [41], [42]. Most of
the attack detection techniques are still
in the early stages. Further research
is needed to establish effective detec-
tion and mitigation methods for com-
mercially viable, low-overhead, and
information-sensitive ICs.

Summary

The past decade has seen significant
progress in circuit-level countermea-
sures for SCA resilience, which can be
categorized into logical techniques (e.g.,
masking) and physical techniques that
target the reduction of the SNR of the
leakage signal, as shown in Figure 5(a).
The security metric improves quadrati-
cally with the declining SNR, providing
a strong motivation for circuit-level
techniques that help attenuate the cor-
related current and EM signature (blue).
While noise injection, by itself, can pro-
vide a similar benefit (gray), it comes
either with compromised normal opera-
tion (e.g., randomization of the DLDO or
IVR loop) or with a very high power cost
(e.g., parallel current noise addition).
Noise injection (e.g., randomization) in
the attenuated signature leads to a mul-
tiplicative effect and provides the low-
est overhead and highest-SCA-resilience
countermeasures (green).

Figure 5(b) gives a comparative
summary of the recent SCA resilience
techniques discussed here. It is evident
that logical countermeasures gener-
ally have a much higher overhead than
physical countermeasures. The secu-
rity community often prefers provable
security measures for SCA. However,
circuit-level techniques have low

overhead and can be preferred from
an industry point of view, especially in
resource-constrained designs. Physical
countermeasures typically do not pro-
vide guaranteed security; instead, they
make an attack significantly harder,
making it impractical. Since the secu-
rity of a system is equal to its weakest
link, the goal of physical countermea-
sures is to give protected crypto cores
resilience that is orders of magnitude
higher than that of the weakest link.
Provable secure techniques (e.g., mask-
ing) have primarily focused on security
quality and less on overhead. Research
on low-overhead masking techniques
should be explored to bridge the dif-
ference between the mathematics and
circuit communities.
Future research calls for
1) more synthesizable physical
countermeasures that utilize both
signature AT and noise injection
[the green area in Figure 5()] in
optimized ways to increase re-
silience while reducing overhead
(the top-left corner of Figure 5(b)]
2) significant reduction in the over-
head of logical countermeasures
3) the combination of both low-
overhead provably secure coun-
termeasures with circuit-level
countermeasures
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4) SCA resilience against emerging
attacks, such as fault injection-
aided SCAs

5) SCA resilience against other mo-
dalities of leakage, such as pho-
tonic SCAs and thermal SCAs

6) low-overhead attack detectors
for both power and EM attacks.
Finally, the field is still emerging,

with significant research potential,
but calls for a common framework
for the evaluation of different designs
and close collaboration with secu-
rity communities, like the Confer-
ence on Cryptographic Hardware and
Embedded Systems, IEEE International
Symposium on Hardware Oriented
Security and Trust, and IEEE Sympo-
sium on Security and Privacy. Finally,
increased interaction between pri-
mary circuit designers and primary
attackers will help improve the quality
of countermeasures.
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