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Abstract—Traditional methods of repairing a broken cable fo-
cus on restoring electrical connectivity and mechanical integrity,
ignoring the electromagnetic aspects of it. Most of these repairing
methods create a small monopole antenna as a byproduct
which affects its electromagnetic compatibility (EMC). Switching
activity in the transmitted signal through the wire creates an
unintentional emission, called emanation, according to Maxwell’s
equations. This emanation is usually weak and suppressed to
conform to EMC requirements. However, the monopole antenna
of the repaired cable helps transmit it better, increasing the SNR
of the emanation and extending its detection range significantly.
This creates a serious security issue as emanations contain a
significant correlation with the source signal and can be exploited
for information extraction. In this work, the electromagnetic
aspects of the broken cable repairing process have been explored
in detail. We have applied the most commonly used cable
repairing methods (twisting, soldering, and butt connector) to 3
types of widely used cables (USB, power, and HDMI cable) which
are broken intentionally for experimental purposes. Collected
data shows that the emanation SNR increases significantly due to
the repairing process with —47 dBm power at a 20 cm distance.
Although emanation power varies from cable to cable, it remains
detectable even at >4 m distances. This strong emanation can
penetrate through obstacles and remain detectable up to ~1
m distance through a 14 cm thick concrete wall. Along with
exploring the vulnerability, a possible remedy, external metal
shielding, has been explored in detail. This work exposes a new
dimension of information leakage.

Index Terms—emanation, broken cable, cyber-physical sys-
tems, vulnerability, eavesdropping, information leakage

I. INTRODUCTION

Electrical cables are as important as electronic devices to
ensure proper power supply and data transfer. However, the
quality of insulation and internal conducting material degrade
over time, resulting in frayed or broken cable as shown in
Fig. 1(a). Other causes behind frayed cables are bending,
frequent twisting, heat, excessive tensile force, squeezing by
heavy objects (e.g., chair, table, etc.), chewing by pets, etc. In
most cases, one or more of the internal wires get broken and
can be repaired easily by following 3 simple steps: (1) cutting
off the damaged portion, (2) attaching the conductive part by
twisting it together (and soldering, if possible), and (3) adding
proper insulation by electrical tapes or heat shrink tubes.
These approaches have two major goals: ensuring electrical
connectivity through the wires and insulating the wires prop-
erly. However, they ignore the change in the electromagnetic
emission from the cable and any possible violation of the EMC
(electromagnetic compatibility) regulations introduced by the
repairing process.

When a broken wire is twisted and soldered to repair, it
forms a tiny monopole antenna as shown in Fig. 1(b) and (c).
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Fig. 1. (a) The condition of electrical cables deteriorates over day-to-day
use and often breaks due to bending, frequent twisting, heat, excessive tensile
force, squeezing by heavy objects, etc. It is a common phenomenon and
typically it is much more economical to repair them. (b) Traditional repairing
involves twisting to join severed wires or soldering them. (c) These repairing
methods form a monopole antenna as a byproduct. Due to the switching
activity in the transmitted signal, cables already have unintentional, weak
electromagnetic emissions called emanation which is an information leakage
source. Now the presence of an antenna makes the emission even stronger.
The increased SNR of the emanation renders the whole system vulnerable.

This is not an efficient antenna as it is a byproduct of the
repairing process, not an intentionally designed one. The an-
tenna length is seldom % and there is also no dedicated ground
plane with a radius >%. However, the earth acts as the ground
plane for it and this inefficient monopole antenna causes
weak emission. But what exactly does it radiate? It radiates
electromagnetic emanation which is unintended emission from
electronic devices and connecting wires due to electrical signal
switching. It contains a significant correlation with the data
being processed in the device, leading to information leakage.
It can bypass physical and cryptographic access-to-data control
methods at hardware and software levels; forming a ‘side-
channel’ for the attackers and leading to several vulnerabilities
such as side-channel attack (SCA) [1]-[3].

Electromagnetic emanation is considered a data leakage
source. Emanation has been used to detect keystrokes from
keyboards [4], recover screen text and images [5], [6], monitor
USB device activity [7], covert communication [8], detect
DNN architecture [9], monitor smartphone camera activity
[10], etc. Since electrical cables carry data streams, they
emanate. In most cases, the cables are shielded internally
to suppress the compromising emanation. However, with the
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Fig. 2. (a) Physical experimental setup shows emanation data collection using EM probe. (b) and (c) Emanation spectrum from normal and broken USB
cables respectively. It is observed that the normal cable has no significant emanation, while the repaired cable is much louder. (d) Most commonly used
repairing methods: twist to join, soldering, and using butt connector. All these methods have been used in this work. (e) Comparison of maximum emanation
power from the same USB cable, but repaired using 3 different methods. The plot shows that soldering method renders slightly higher SNR emanation.

monopole antenna in place (due to the repair process), the
radiated emanation power becomes significantly higher. This
emanation can be picked by an attacker to perform information
recovery. In addition to the security issues, this unwanted
emission causes electromagnetic interference (EMI) to nearby
electronic equipment, leading to EMC compliance violations.

In this work, we have explored the electromagnetic aspects
of the repair processes of broken cables. We have repaired
the 3 most commonly used cables (USB, power cable, and
display cable) by employing the most commonly used repair-
ing processes: twisting, soldering, and using butt connectors
[11]-[13]. Collecting data using an EM probe, we have shown
that the repaired cable causes significantly louder emanation
compared to its normal counterpart. The emanation power can
be as high as -47 dBm at 20 cm, which can be detected even
at >4 m distance. In addition to that, it is detectable even
through a 14 cm thick concrete wall up to a distance of ~1
m. Our specific contributions are as follows:

o« We have repaired the 3 most commonly used cables
(USB, power cable, and HDMI) using traditional re-
pairing methods (twisting, soldering, and employing butt
connector) and collected emanation data from them. For
the first time, we have shown that the traditional repair
process creates a monopole antenna as a byproduct which
makes the electromagnetic emanation from the cable
much stronger, leading to a security vulnerability.

o Analyzing our collected data, we have shown that ema-
nation power can be as high as -47 dBm at 20 cm for the
HDMI cable. Although emanation power varies among
cables, it can be detected even at >4 m distance for all
of them. It can be even detected up to a distance of ~1 m
through a 14 cm thick concrete wall. These results show
that the broken cable creates a strong leakage source that
can be exploited even from outside of a room.

e As a probable solution, we have applied an external
shielding consisting of 8 layers of aluminum foil. Ex-
perimental data show that it reduces emanation power up
to 30 dB, but cannot suppress it completely.

II. RELEVANT WORKS

“Twisting wires to repair’ essentially creates a small
monopole antenna. A brief theory and operation of monopole
antenna can be found here [14], [15]. This unintentional
antenna helps emanation transmit better. Emanation is present
even without the antenna, it just becomes stronger due to
it. Compromising emanation has been exploited widely for
eavesdropping purposes by military organizations [16]. The
first unclassified research paper on emanation was published
by Wim van Eck in 1985 [17]. He demonstrated that the screen
content of a display unit can be successfully reconstructed
at a long range using very cheap equipment. Electromagnetic
emanations are sometimes called ‘van Eck radiation’ after him
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Fig. 3. (a) Emanation pattern of a USB cable detected through a 14 cm thick concrete wall. (b) A broken power cable has been twisted to repair. (c) A
broken HDMI cable with internal metal shielding was removed. (d) Emanation pattern of a repaired power cable. (¢) Emanation pattern of a broken HDMI

cable.

[16]. In 2002, a detailed investigation on monitor emanations
and screen text reconstruction was performed by Markus G.
Kuhn in his doctoral dissertation [18]. Since then, a lot of
studies have focused on the on-screen image and/or video re-
construction. In [5], the authors have reconstructed a grayscale
image containing text and geometric shapes both. The same
authors recently succeeded in reconstructing a grayscale image
containing text and a human face [6].

Emanations from USB devices have been used for versatile
information extraction. In [4], the authors have recovered the
keystroke on both wired and wireless keyboards (both USB
and PS2) with high accuracy (>95%). Emanations can couple
and propagate through the powerline as well. Authors in [19]
have proposed an attack that uses power lines to extract data
from air-gapped computers. They have developed malware that
modulates CPU core utilization, which is propagated through
the power supply. A major attack using emanation is a ‘side-
channel attack’ (SCA) where the attacker recovers the private
key using collected traces from the victim device [1], [2].
In [3], the authors have demonstrated a cross-device, deep
learning-based side-channel attack with > 99.9% accuracy.

Emanation from data storage devices has been used to
monitor and classify its activity (reading, writing, or silence)
[7]. In [9], authors have exploited GPU emanation to detect
DNN architecture. In [10], emanations from smartphones are
used to detect the camera status (both front and rear). In a very
recent work [20], the authors have characterized emanations
from an off-the-shelf PC. One interesting phenomenon was
frequency shifting with the execution of different programs.
This temporal behavior has been exploited in another recent
work [8] to provide FSK-modulated data for covert commu-
nication. These information leakage examples show why the
circuit and system designers try to suppress emanation as much
as possible.

III. DATA COLLECTION

A. Experimental Setup

Fig. 2(a) shows our experimental setup in our lab. An EM
probe is used as a sensing device to collect emanation data

from the target (broken cable). The EM probe is connected
to a 32 dB low-noise amplifier (LNA) which amplifies the
signal and sends it to a spectrum analyzer where the signal
is collected and analyzed. We have intentionally broken dif-
ferent types of cables by stripping off their external plastic
layer and cutting either the data wire or the power-carrying
wire. Then the cables are repaired using different methods
described below in section III-B. Fig. 2(b) and (c) shows the
emanation spectrum from the normal and repaired cable (USB)
respectively.

B. Repairing Methods

There are many different methods to fix the broken wires
inside a cable [11], [12]. The most common method involves
scraping off a portion of insulation from the severed wire to
expose the metal strings and twist them together as shown
in Fig. 2(d)(i). After joining them, electrical tape or a heat
shrink tube is used to restore insulation. Fig. 2(d)(ii) shows a
modified version of this method where the broken pieces of the
wire are soldered together before applying insulation. Another
method is to use a butt connector [13] which is a plastic tube
with a hollow metal tube inside. The broken pieces of wires
are inserted in it from both sides and then the connector is
pressed hard so that the internal metal tube gets squeezed and
holds the wires firmly together. Fig. 2(d)(iii) shows the use of
a butt connector. In this work, we have applied all these repair
methods.

IV. RESULTS
A. Emanation from USB Cable

To test emanation from USB cables, a USB mouse was
taken. It was USB 2.0 which supports 12 Mbps data rate
at full speed. Hence, 12 MHz and its harmonics were our
primary targets. The strongest emanation was found at the 4"
harmonic (48 MHz) which is shown in Fig. 2(c). Data were
collected from the nearest position to the cable up to 4 m, in
20 cm steps. Fig. 2(e) shows the maximum emanation power
versus distance plot for up to 160 cm for USB cables with
3 types of repairing process (twisting, soldering, and using
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Fig. 4. (a) A ‘broken and twisted to repair’ USB cable is externally shielded
with 8 layers of aluminum foil. (b) The emanation pattern of the shielded
cable shows reduced emission power.

butt connector). The soldered wire seems to have a slightly
stronger emanation compared to the other two. However, for
all 3 cases, emanation is > — 110 dBm at >1.5 m. This shows
the extent of leakage caused by the monopole antenna.

B. Detection through Obstacles

Next, the detection is performed through a concrete wall
to imitate an eavesdropper outside of the facility. For that
purpose, the broken cable is kept outside of the experiment
room while the emanation signal is collected from inside.
Fig. 3(a) shows collected emanation power through the wall
versus distance (includes wall thickness). The wall causes ~20
to 30 dB loss. However, it is still detectable even at ~1 m
distance. This means that sensitive data can be stolen even
from outside the room.

C. Emanation from Power Cable

After exploring USB cables, we focus on other cables and
check if the same phenomenon occurs for them. Fig. 3(b)
shows a broken and repaired power cable. The cable was
supplying power to a desktop to which the mouse was
connected. The desktop contains an intel® core™ i7-6700
microprocessor and 8 GB RAM. For this power cable, we
found the strongest emanation at 120 MHz. Fig. 3(d) shows the
maximum emanation power vs distance for the broken power
cable. Here, the emanation follows a similar pattern as in the
case of the USB cable, but weaker.

D. Emanation from Display Cable (HDMI)

Next, emanations from a display cable (HDMI) are tested.
Fig. 3(c) shows a broken HDMI cable with internal shielding
removed. Emanation from the HDMI cable is the strongest and
unlike the other two cables, HDMI has detectable emanation
even without breaking the cable. However, broken cable makes
the emanation even stronger. On top of the cable, the strongest
detected emanation was ~-20 dBm. Even at 20 cm, it was -
47 dBm. Fig. 3(e) shows the maximum emanation power vs
distance. As mentioned in section II, emanations from regular
HDMII cables and monitors have been exploited to reconstruct

screen images and texts. Broken cable only makes it worse,
making reconstruction easier with higher emanation SNR.

V. PREVENTION OF LEAKAGE - EXTERNAL SHIELDING

Shielding is commonly used inside a cable to reduce emana-
tion power. But how effective is external shielding on a broken
cable? To answer that, an external shielding is attached to the
top of a repaired USB cable. This shielding contains 8 layers
of aluminum foil. Fig. 4(a) shows the shielded cable. Next,
emanations from the cable are measured following our earlier
method. Fig. 4(b) shows the maximum emanation power over
distance. A comparison of Fig. 2(e) and Fig. 4(b) shows that
shielding decays emanation to some extent (up to 30 dB), but
can not suppresses it totally. However, this suppression reduces
the maximum detection range and renders eavesdropping or
exploitation of emanation harder. So, traditional repairing
methods can be augmented with an extra layer of shielding and
insulation (e.g. heat shrink tube) for better protection against
EM leakage.

As an extra precaution, electronic equipment and the cor-
responding cables should be placed toward the center of the
room. This effectively sets a control perimeter within which
the emanation signal decays significantly. However, for an
extremely sensitive facility, the best approach is to replace
the damaged cable and recycle it.

VI. CONCLUSION

In this work, we have explored the electromagnetic aspects
of traditional repair methods for broken cables. We postu-
lated that the repairing process creates a monopole antenna
which will increase the SNR of the compromising emanation.
Employing 3 types of most commonly used repair methods
(twisting, soldering, and butt connector) on different cables
(USB, power cable, and HDMI), we have proved our hypoth-
esis experimentally. Our results show that even at a 20 cm
distance, emanation power can be as strong as —47dB m for
HDMI cable. For all types of cables, emanation is detectable
at >4 m distance. It is so strong that it can penetrate a
concrete wall and remains detectable up to ~1 m distance
through a 14 cm thick concrete wall. We have explored a
possible remedy, external shielding using metal foil which
suppresses the emanation to some extent but cannot block
it completely. This work exposes a previously unexplored
security vulnerability that may go unnoticed and affect an
otherwise secure cyber-physical system.
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