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Mathematically secure cryptographic algorithms leak side-channel information in the form 
of correlated power and electromagnetic (EM) signals, leading to physical side channel 
analysis (SCA) attacks. Circuit-level countermeasures against power/EM SCA include 
current equalizer [1], series LDO [2], IVR [3], enhancing protection up to 10M traces. 
Recently, current domain signature attenuation [4] and randomized NL-LDO cascaded with 
arithmetic countermeasures [5] achieved >1B minimum traces to disclosure (MTD) with a 
single and two countermeasures, respectively. Among these, the highest protection with a 
single strategy is achieved using signature attenuation [4], [6], which utilized a current 
source making the supply current mostly constant. While being highly resilient to SCA, [4] 
required analog-biased cascode current sources and an analog bleed path, making it not 
easily scalable across different technology generations. Conversely, [2], [5] are 
synthesizable but a single countermeasure only achieved moderate protection (up to 10M 
MTD). This work embraces the concept of signature attenuation in the current domain, but 
makes it fully-synthesizable with digital current sources, control loop and the bleed to 
increase the MTD from 10M [5] to 250M (25× improvement, Fig. 36.2.1) using a single 
synthesizable countermeasure. Finally, combining the digital signature attenuation circuit 
(DSAC) with a second synthesizable generic technique in the form of time-varying transfer 
function (TVTF), this work achieves an MTD>1.25B for both EM and power SCA. 
 
The 65nm CMOS IC consists of both unprotected (Mode 1) and protected (Mode 2 and 3) 
parallel AES-256 implementations. Mode 2 utilizes a Digital-friendly Signature Attenuation 
Circuit (DSAC) which leverages the benefits of a high attenuation current source, while 
making the countermeasure synthesizable. Mode 3 is the combined strategy with DSAC 
along with the TVTF, which provides time-domain obfuscations before signature attenuation 
through a synthesizable switched-capacitor circuit (unlike the non-synthesizable analog 
switched cap array with reset used in [1]). 
 
The DSAC (Fig. 36.2.2) consists of: 1) a synthesizable Current Source (CS), multiple 
parallel multi-stage ring oscillators (ROs) as the bleed path which assist in 2) Local Negative 
Feedback (LNFB), 3) Global Negative Feedback (GNFB) fully digital Switched Mode Control 
(SMC) Loop and 4) RO-bleed strength randomization. 1) The synthesizable CS consists of 
32 digitally tunable stacked PMOS slices and are biased in saturation using a self-biased 
inverter, generating the required bias voltage and pass-gates to control the biasing, 
removing any analog blocks and making the CS synthesizable. 2) LNFB: The RO-based 
digitized bleed bypasses a small excess current (=Quantized CS current value – average 
AES current) to mask the key-dependent small variations in average crypto current, by 
enabling LNFB through the supply of the RO. The gain (ΔIbleed  ⁄ ΔVAES) can be controlled by 
tuning the number of parallel RO-bleed that are turned on. 3) GNFB SMC Loop: The same 
RO changes its frequency as a function of VAES, which is counted by the digital SMC control 
logic and a deadband is employed in count domain (in-between the upper/lower limit) where 
the GNFB loop disengages in steady state and PMOS works as a CS, allowing high 
signature attenuation (dynamics shown in Fig. 36.2.3). Due to process, voltage, and 
temperature (PVT) variations or at startup, if ΔVAES goes outside the desirable range, the 
GNFB loop turns ON or OFF the required number of current source slices and brings it back 
to the desirable range and disengages. Unlike [4], that had a separate analog bleed path 
and control loop with analog comparators, we adopt a fully digital RO-bleed-based 
integrated LNFB and GNFB, making the countermeasure synthesizable. The low-bandwidth 
of the GNFB loop (clocked at <10KHz) ensures ultra-low power. 4) The number of parallel 
RO stages that are ON can also be switched randomly to inject small current noise to further 
enhance protection of the DSAC. A 41-stage RO is chosen to minimize the area overhead 
and the power consumption (Fig. 36.2.3). The digital-friendly CS stage in the DSAC biased 
in saturation provides high output impedance and ensures that any voltage droop (~20-
30mV) across the AES is suppressed before it reaches the supply pin (Fig. 36.2.2). Similar 

to [4] the DSAC hardware employs local lower-level metal routing and MOS cap to reduce 
EM leakage. 
 
To further enhance the security (Fig. 36.2.3) while keeping the combined countermeasure 
generic, unlike [5], a synthesizable 16-phase switched-capacitor circuit is utilized which 
randomly shuffles the voltage across the AES in time realizing a physical Time-Varying 
Transfer Function (TVTF) to provide significant time-domain obfuscation. Unlike [1], that 
had a 1:1 relation between VAES and VDD in time and hence needed an analog residual 
equalizing circuit (switch S3), this work puts each time point residual to multiple random 
time-points creating a time-obfuscated random TF between VAES and VDD, removing the 
need for any analog equalizer, making the design synthesizable and lower power. A 
lightweight digital controller involving a 16b Fibonacci LFSR is used to randomly choose a 
capacitor to charge and another to discharge at any given time, using 2 separate 8×4 
memories. Hence, the AES signature gets shuffled across different points in the time 
domain as the capacitor charging the AES at a given time connects to the supply at a 
different point in time. Time-domain measurements of the DSAC-TVTF embedding the 
AES-256 show that the traces are highly obfuscated and suppressed both for power, as 
well as EM side-channels (Fig. 36.2.3). The unprotected AES is powered with 0.8V input 
and consumes ~189μA average current at 10MHz. 
 
A Hamming distance (HD) attack model on the last 2 rounds of the AES is used and a 
correlational power analysis (CPA) attack performed on the unprotected AES 
implementation shows an MTD of 7K (Fig. 36.2.4). Frequency-domain CPA is also 
performed with windowed FFT with a window size of 10MHz and the center frequency is 
varied from 10MHz to 2GHz. The protected AES in mode 2 (only DSAC turned ON) shows 
an MTD of 820M and 380M in the time and frequency domain, respectively, showing 
>54,285× improvement over the unprotected AES, and >38× improvement compared to the 
best single-technique synthesizable countermeasure [5]. In mode 3, with DSAC-TVTF, the 
correct key byte could not be revealed even after 1.25B encryptions, both in time, as well 
as in the frequency domain, showing a >178,000× improvement over the unprotected AES. 
Power TVLA results show ~95,000× and ~290,000×improvement in TVLA MTD (max |t|-
score of 4.5) for DSAC and DSAC-TVTF compared to the unprotected AES-256. 
 
A correlational EM analysis (CEMA) attack mounted on the unprotected AES-256 shows an 
MTD of 9K (Fig. 36.2.5), while the correct key for the DSAC-AES (mode 2) was revealed in 
250M traces, showing >27,777× improvement over the unprotected AES, and >25× 
improvement over the state-of-the-art single technique synthesizable countermeasure. In 
mode 3, with both TVTF and the DSAC enabled, the key could not be recovered with 1.25B 
measurements using CEMA, both in time as well as in the frequency domain. Compared to 
the previous countermeasures, DSAC-TVTF AES-256 achieves 25% higher MTD 
(1B >1.25B) and >178,000× (power) and >138,888× (EM) MTD improvement compared to 
the unprotected AES, without any performance overhead and comparable power/active 
area overheads (Fig. 36.2.6). The die photograph and chip characteristics are shown in Fig 
36.2.7. 
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Figure 36.2.1: Motivation and overview of the design principles for the Digital Signature 
Attenuation Circuit (DSAC) combined with time-varying transfer function (TVTF) for both 
power and EM SCA protection. 

Figure 36.2.2: System Architecture showing the circuit details of the digital current source along with 
the role of the digital bleed to provide local negative feedback (LNFB) integrated with the switched 
mode control (SMC) loop providing the global negative feedback (GNFB). 

Figure 36.2.3: Time-varying transfer function (TVTF) involving multi-phase switched capacitors, and 
time-domain measurement results for the DSAC-TVTF AES256 for both power/EM traces. 

Figure 36.2.4: Measurement Results: Power SCA (both time and frequency domain) and Leakage 
Analysis demonstrating the resiliency of DSAC and DSAC-TVTF.  

Figure 36.2.5: Measurement Results: Time and Frequency Domain CEMA attack and TVLA on the 
unprotected vs. DSAC/DSAC-TVTF AES256.  Figure 36.2.6: Comparison with State-of-the-Art countermeasures and Overhead Analysis. 

Modes Description Configurability

Mode 1 Unprotected AES256 SW 1 ON, SW2-4 OFF (see Fig. 2)

Mode 2 DSAC-AES256 (Single Strategy) SW2-3 ON, SW1 & SW4 OFF (see Fig. 2)

Mode 3 DSAC-TVTF-AES256 (Combined 
Strategy) SW1-2 OFF, SW3-4 ON (see Fig. 2)

Ad
dR

ou
nd

Ke
y

Pl
ai

nt
ex

t
12

8b
Ha

rd
 K

ey
25

6b

Key Expand

Ro
un

d=
=1

Su
bB

yt
es

Sh
ift

Ro
w

s

M
ix

Co
lu

m
ns

Ro
un

d=
=1

4

Ad
dR

ou
nd

Ke
y

Cl
k

Clk
Clk

AES_DONE

Round 
Counter

Round Key 
Register

St
at

e 
Re

gi
st

er
Technique Switched Capacitor 

Current Equalizer
Integrated Buck 

Regulator
Digital LDO with 
Randomization

Current Domain Signature 
Attenuation

Digital NL-LDO with Randomization and 
Arithmetic Countermeasure

Digital Signature Attenuation with 
Time-Varying Transfer Function

MTD
Single Strategy >10M >0.1M 6.8M >1B >10M ~250 M

Combined Strategy - - - - >1B >1.25 B

St
ra

teg
y Signature Attenuation

Switched Cap.

Synthesizable/Easily Scalable 
over Technology Nodes

No (Analog 
comparator+ Ref. Vol.) No Yes No Yes Yes

Cap
Ind

300pF
None

3.2nF MIM 
11.6nH(board)

1.9nF MIM 
None

150pF MOS
None

-
None

180pF (DSAC), 320pF (+TVTF) MOS
None

Limitation High Perf. Deg.(2x) On board Inductor
Attackable High MIM cap EM leakage Analog Solution Higher 

Engineering Effort to scale
Higher overhead with LDO, Arithmetic 

countermeasures Specific to algorithm -

ISSCC 09 ISSCC 17 ISSCC 19 This Work
Synthesizable Signature Attenuation High Protection of Constant Current Source yet easily scalable over technology nodes

ISSCC 20 VLSI 20

Correlated 
Current 

Signature

Crypto 
Engine

VDD

Analog Signature Attenuation + Local Lower Metal Routing

Synthesizable
Signature Attenuation

DSAC

Signature

Reduced Local 
EM Leakage 

VDD
Attenuated 

Local Metal
Layer Routing 

Digital
SA

M7-M9

Crypto
Engine

(M1-M6) 

Time 
Obfuscation

Signature

Reduced Local 
EM Leakage 

VDD
Attenuated

Local Metal
Layer Routing 

Engine
(M1-M6)

Crypto Analog
SA

M7-M9

25x

DSAC: Digital Signature Attenuation Circuit

Synthesizable

TVTF: Time Varying Transfer Function

Switched Cap w Analog Reset 
(Not Synthesizable)

Synthesizable Time-variance 
through Switched Capacitor

Digital-Friendly Current Source
RO-bleed based LNFB + GNFB SMC + Randomization

DSAC-TVTF

Reduced Local 
EM Leakage 

VDD
Attenuated & 
Obfuscated 
Signature

Crypto
Engine

(M1-M6) 

Digital
SA

M7-M9

TVTF+
Switch 

Cap.

Local Metal
Layer Routing 

|t|-value Attack Type
No. of Traces

Unprotected DSAC DSAC+TVTF

5
Power 70 6.8M 21.6M

EM 50 2.4M 3.6M

10
Power 800 26.6M 66.4M

EM 600 9M 9.4M

15
Power 1950 70M 176.2M

EM 1600 23M 40M

MTD ~ 248MMTD ~ 9K

75K Traces 248M Traces

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

~50,000x
~70,000x

VAES

ICS

Guard band

Start-up Upper Limit

Lower Limit

• Time-domain obfuscation for 
extra security

• No DC reference required
• Fully digital & lower power

TVTF Controller

AES

S1: 
Cap.charge

S3: 
Short 
to DC

S2: Supply to 
AES

Load 
Cap

VDD

AES

S1: 
Cap.charge

S2: Supply 
to AES

Load 
Cap

VDD S1,S2
Controlled
By TVTF

Attack Point

AC coupled 
EM Trace

(Unprotected)

V S
UP

(V
) –

1Ω
R

es

Time (us)

V E
M
(V

) 

Time (us)

Attack Point

AC coupled 
Power Trace

(Unprotected)

Time (us)

V E
M
(V

) 

Time (us)

V S
UP

(V
) –

1Ω
R

es

Attack Point

Attack Point

AC coupled 
EM Trace

(DSAC+TVTF)

AC coupled 
Power Trace

(DSAC+TVTF)

5

RST
CLK

ADDR

DATA_IN

DATA_OUT

WR

RD

16
 b

it
(1

6 
sw

itc
he

s
fo

r c
ha

rg
in

g)

D
EC

O
D

ER

EN

INP

8 x 4
Memory

RST
CLK

ADDR

DATA_IN

WR

RD

16
 b

it
(1

6 
sw

itc
he

s
fo

r d
is

ch
ar

gi
ng

)

D
EC

O
D

ER

EN

INPDATA_OUT

Fi
bo

na
cc

i
16

b 
LF

SR

Fi
bo

na
cc

i
4b

 L
FS

R

SE
ED

M
U

X 8 x 4
Memory

time

C

Time variance at different encryption

CC

55

RST
CLK

ADDR

DATA_IN

DATA_OUT

WR

RD

16
 b

it
(1

6 
sw

itc
he

s
fo

r c
ha

rg
in

g)

D
EC

O
D

ERR

EN

INP

8 x 4
Memory

RST
CLK

ADDR

DATA_IN

WR

RD

16
 b

it
(1

6 
sw

itc
he

s
fo

r d
is

ch
ar

gi
ng

)

D
EC

O
D

ER
D

EC
O

D
ER

EN

INPDATA_OUTDA U

Fi
bo

na
cc

i
16

b 
LF

SR

Fi
bo

na
cc

i
4b

 L
FS

R

SE
ED

M
U

X 8 x 4
Memory

AES256
(M1 - M6 routing)

Synthesizable
Current 
Source 

Digital 
Switched 

Mode 
Control

Loop bypassLOOP CLK
32

1

Scan 32
Upper Limit

Time to count

8

8
Lower Limit

Ring Oscillator

SW3

Scan

256

128
PT

Key

CT

32

VAES

CLOAD

SW2 TVTF 
Controller

SW4

16

16

SW1
High Impedance Switch 

for isolation 

16 16

PCB InterfaceOscilloscopeAmplifier

EM 
Trace Current Trace

VSS

1Ω 1Ω 

5 Random 
Enable

• No Analog 
Comparator 
required.
• Low BW slow 
SMC loop for 
PVT tolerance.
• SMC guard 
band to 
disengage loop 
in steady state. 

5b

VAES

Bleed Path 

Local Negative 
Feedback

G
lo

ba
l 

Fe
ed

ba
ck

 to
 

Lo
op

• LNFB integrated 
in GNFB loop.

• RO bleed slices  
turned on        
randomly to         
inject noise.    

2

Analog Bleed Path
Local Negative Feedback

Bias

VAES

RO output (Frequency divided)

Loop clk

Time to count

RO frequency count

Valid

Lower limit

Upper Limit
Decision circuit output

(Instruction)
No. of current source

(Thermometer encoded)

3

...

...

’h0000FFFF

15 10 6

4
9

2'b10 2'b10 2'b00
’h00007FFF ’h00003FFF

1

Analog Cascoded CS

VAES

VSS

VSS

VSS

Reference 
current

S

SVoltage 
Bias

Synthesis-friendly 
Current Source

VAES

32

SMC 
engaged & can turn off CS slices  

1

3

2

Local Negative FB (LNFB)

Global Negative FB SMC

TVTF only enabled 
in Mode 3 for extra 

protection

5
4

TTT QQQ

Decision 
Circuit

Up/Down 
Shift 

Register

Frequency Divider

Loop Clk

RO
output

VDDVDDVDD

No. of 
CS slices 
enabled

RO frequency 
count

Valid

Time to 
count

Lower Limit Upper Limit

Asynchronous
Counter

T FF T FF T FF

Instruction

Instruction<1:0> 
2'b 00: Loop disengaged.
2'b 01: Increase CS slices.
2'b 10: Decrease CS slices.

3

Wire-Bonded Die

1 Ω resistors for 
power SCA

#

MTD ~ 7K MTD ~820M

450M Traces
Break Point
(200MHz)

#20K Traces 1.25B Traces

MTD ~380M

~95,000x
~290,000x

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Incorrect Keys
Correct Key

Parameter This Work VLSI’20
[5]

ISSCC’20
[4]

ISSCC’19
[2]

ISSCC’17
[3]

ISSCC ’09
[1]

Countermeasure Technique 

Digital 
Signature 

Attn (DSAC) 
+TVTF

NL-DLDO
+ Arithmetic 

Countermeas
ures

Current Domain 
Signature 

Attenuation

Digital LDO with 
randomization

Integrated 
Buck 

Regulator

Switched 
Capacitor 
Current 

Equalizer

Process 65nm CMOS 14nm CMOS 65nm CMOS 130nm CMOS 130nm 
CMOS

130nm 
CMOS

Crypto Algorithm AES-256 AES-128 AES-256 AES-128 AES-128 AES-128

Standalone AES 
Power/Frequency

189uW@
10MHz,0.8V

- 0.8mW @ 
50MHz, 0.8V

10.9mW @ 
80MHz, 0.84V

10.5mW 
@ 40MHz

33mW @ 
100MHz

Design 
Overheads

Area 28% & 52%d 8%c 36.7% 36.9%b 1%a 33%

Power 33% & 50%d 10%c 49.8% 32% 5%a 20%

Perf. 0% 0.7% 0% 10.4% 3.33% 50%

SCA 
Analysis

Time/Freq
Domain

Time, Freq Time Time, Freq Time, Freq Time, 
Freq

Time

MTD
Power 390M &

>1.25B
1B

(>1,00,000x)
>1B

(1,25,000x)
8M

(4210x)
>100K
(20x)

>10M
(2500x)

EM 248M & 
>1.25B

1B
(>1,00,000x)

>1B
(>83,333x)

6.8M
(136x)

- -

Attack Mode Power/EM Power/EM Power/EM Power/EM Power Power
aDoes not include regulator area/power, bDoes not include Cap area, cDoes not include DLDO area/power. Area overhead >150% with DLDO (estimated),
dPower overhead includes the dropout voltage across current source, the extra bleed current drawn, SMC loop and TVTF power. Area overhead includes all
the extra components without unprotected and calculated with respect to unprotected AES-256.

Power Overhead: x DSAC Area Overhead: % DSAC+TVTF Area Overhead:



Figure 36.2.7: Die Micrograph of the system in 65nm CMOS process and design summary.   
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