
Augmenting Trust in Human
(Voice) Communication

Augmenting Trust in Machine to 
Machine Communication
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Receiver � Uses unique RF/Analog
Signatures (e.g. LO frequency offset)

to build trust

Bob � Uses unique Voice
Signatures to build trust

More Trust =
More accuracy in
future predictions
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MATLAB RX data sampled
@6MS/s & stored

Block Diagram



Initialization Stage
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d30 TX data in (µ,σ) space
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In all cases, 1 datapoint = 1 frame = 1200 sample = 0.2 ms
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Initial data points Initial data points

Block size=3
Block size=4
Block size=5

With large initial data,
effect of slight change 
in block size is trivial

Sensitivity saturation 
due to overlapping

threshold = 0.2 kHz

A
cc

u
ra

cy
/S

en
si

ti
vi

ty
(%

)

Threshold value(kHz)

After certain 
threshold,

accuracy falls due 
to the interference 
of nearby inflated 

clusters

block length = 20
initial datapoint = 100
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Incremental learning

Dynamic clustering

ensures an improvement

in sensitivity with more data

threshold = 0.15 kHz

initial datapoint = 50

1 data point = 1 frame = 1200 sample
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Adversary must undo TA and TD

with extremely high precision to
generate and replay the same RF
signal as TX for successful attack
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