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A Multipole Approach Toward On-Chip Metal
Routing for Reduced EM Side-Channel Leakage

Mayukh Nath™, Debayan Das

Abstract— With the proliferation of smart interconnected
devices, the importance of securing computational data has
increased manifold. While computational security layers like
cryptographic algorithms protect against software-domain vul-
nerabilities, they cannot prevent leakage of electromagnetic (EM)
fields from its parent device, hence compromising physical layer
security. Most proposed methods of reducing EM side-channel
leakage involve incorporating complex blocks into the design of
an integrated circuit (IC). In this letter, we take an entirely novel
stance, by borrowing fundamental concepts from multipole EM
field decay and adapting the same for ICs by proposing a mul-
tipole routing approach. By building proof-of-concept scaled-up
routing in PCBs, we demonstrate that unlike conventional dipole-
style routing, metal layers incorporating higher-order multipoles
result in a much faster-decaying side-channel leakage. Through
detailed measurements, we infer guidelines toward optimizing the
order of multipole needed to minimize side-channel leakage, thus
enabling convenient implementation of physical layer security.

Index Terms— Electromagnetic (EM) leakage, multipole rout-
ing, physical layer security, side-channel leakage.

I. INTRODUCTION

OMPUTATIONAL security techniques such as crypto-
graphic algorithms, while providing software-level pro-
tection against external attacks, do little to prevent leakage of
critical “side-channel" information in the form of electromag-
netic (EM) emissions [1], [2], power consumption [3], timing
of encryption operations, and so on-from the physical inte-
grated circuit (IC) device running the algorithm itself. Among
these, EM side-channel analysis (SCA) has been one of the
most prominent attacks on electronic devices [4]. EM SCA is
performed by placing an EM probe noninvasively on top of an
encryption device, picking up “side-channel” signals during its
operation [5], and extracting the corresponding encryption key.
The easy availability of low-cost EM probes raises security
concerns for embedded devices [4], [5], and hence it is critical
to develop low-overhead solutions to prevent EM SCA attacks.
Various approaches to prevent power and EM SCA attacks
have been proposed including logic based [6], [7], algorithmic
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Fig. 1.  (a) Definition of linear current multipoles. (b) On-chip routing

involving higher-order multipoles reduces side-channel H -field leakage.

[8], and circuit based [9]-[11] solutions — most being clever
work-arounds to prevent SCA despite the presence of EM
leakage. A recent study revealed that EM leakage from ICs
occurs predominantly through the higher metal layers [12],
which due to their longer metal routings compared to lower
metals, can “leak” EM fields more efficiently [13].

Now, if current flowing through individual metal lines is
viewed as individual current elements, the spatial arrangement
of those elements in an IC metal layer would determine the
characteristics of the EM field emitted from that layer. In this
work, we extend this concept of the spatial arrangement of
current elements by exploring specific arrangements of metal
routings in the form of multipoles. More specifically, we inves-
tigate magnetic field leakage from different multipole-based
routing patterns for IC power grid (supply, ground (Vpp, Vss)
routing), which is conventionally a high leakage layer [13].
By building proof-of-concept PCBs, we demonstrate for the
first time the positive effect of multipole-based routing on
reducing EM side-channel leakage as well as provide design
guidelines toward choosing the right combination of multi-
poles in a real-life IC design. The proposed routing strategy
is architecture agnostic, has zero additional area and power
overheads, and can be implemented both independently and
in tandem with any existing countermeasure technique to
improve overall resistance to EM SCA.

II. MULTIPOLE PATTERNED ON-CHIP ROUTING

A. Definitions

Before we dive into the concept of multipole metal routing,
a few key terminologies need to be explained.
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Fig. 2. (a) Measurement setup. The PCB is mounted on a modified 3-D
printer, functioning as XYZ stage for H-field probe scanning. (b) Layout and
(c) fabricated version of linear multipole routing PCB.

1) In the context of this letter, “multipole” elements are
defined as linear arrays of current elements (as opposed
to the usual planar array definition). This is done to best
replicate on-chip routing on a single metal layer — more
specifically power grid structures-where Vpp and Vsg
metals are usually alternately placed parallel to each
other. As shown in Fig. 1(a), two opposing current
elements are defined as a dipole.

2) Two opposing dipoles form a quadrupole, two opposing
quadrupoles form an 8-pole and so on [Fig. 1(a)].

B. Concept

Noting that the typical operation frequency of a commercial
IC lies in the order of 1 GHz, the corresponding wavelength
being 30 cm, we can assume that the magnetic field leakage
from the IC would be magneto-quasi-static in nature, i.e.,
the dynamic parts of EM field equations could be ignored
for analysis. With that in mind, H-field emanated from an
infinitely long n—pole array would decay as

H~1/d", ford>a (1)

where d is the vertical distance from an n—pole array, and a is
the width of a single n—pole element in the array. As a result,
leaked magnetic field would decay faster for a higher-order
pole-based routing. As illustrated in Fig. 1(b): a quadrupole
power-grid routing should result into a faster decaying H -field
when compared to the conventional dipole routing. Faster
decay would imply a lower EM side-channel signal picked-
up by an H-field probe isodistant from the two chips, hence
resulting in a more secure chip.

C. Proof-of-Concept Testing Methodology

To test the abovementioned concept of multipole routing,
two different PCBs [Figs. 2(b) and 4(a)] are designed, rep-
resenting different scaled-up version of on-chip routings. The
relevant dimensions of the scaled-up PCBs are in the order
of 10 mm, and the frequency of measurement is in turn
scaled down to 100 MHz - to maintain quasi-static operation,
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Fig. 3. Measured H -field decay with distance for different linear multipole

configurations. (a) Dipole. (b) Quadrupole. (c) 8-Pole. (d) 16-Pole. Higher-
order multipole exhibits faster decay far from the board, but stronger local
fields up close to the board.

as would be the case for a ~1 mm x 1 mm chip operating
at | GHz. The routings on the PCBs are terminated by
50-Q resistors to maintain impedance matching with the RF
test equipment. Excitation is provided as a sinusoidal wave
at 100 MHz, 0 dBm - generated by a Keysight RF generator.
To measure the leaked magnetic field, an H-field probe from
Tekbox is used, in conjunction with a Keysight RF-spectrum
analyzer. As shown in Fig. 2(a), a modified 3-D printer is used
as a XYZ stage to scan the H -field probe over a test-PCB.
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Fig. 4. (a) Layout and (b) fabricated versions of two-layer cross-grid stacked
routing PCBs, featuring dipole and quadrupole configurations.

II1. EXPERIMENTAL RESULTS

Two different routing structures are tested to investigate the
characteristics of multipole routing structures.

A. Ideal Linear Multipole Structures

First, to investigate the validity of (1) for finite linear
n-poles, routing structures are designed representing ideal
n-poles, for n = 2,4, 8,16 [Fig. 2(b) and (c)]. The routing
for each n-pole comprises of a single meandering signal line,
designed to represent linear n-poles as defined in Fig. 1(a).
H-field probe signals are recorded at various distances from
the routing, along the cross section line indicated in Fig. 2(c).
The resulting heat-map is presented in Fig. 3. Two obser-
vations can be made immediately. Firstly, the field at probe
distance of 25 mm clearly keeps falling as we move to higher-
order poles from dipole till 8-pole. Secondly, fields close to the
routing increase with the order of poles instead. This, in fact,
would intuitively follow from (1), as the required condition
for (1) to hold is d > a. Since the spacing between adjacent
routing lines is kept fixed, the width of an n-pole element
(a) keeps doubling for each doubling of n, while halving the
number of individual elements in the n-pole array. For n = 16,
the array has only one element, with @ ~ 22 mm. So at d =
25 mm, d ~ a. Therefore, given a fixed d, as n is increased, the
beneficial effect of multipole routing would disappear beyond
a certain n due to an increase in the local fields.

B. Cross-Grid Structure

With the linear multipole cancellations validated, a more
realistic two-layer cross-grid routing is designed akin to
power-grid routings in ICs. With a cross-grid routing, the
current flow between two points would get distributed or
spread out and as a result, we would expect a somewhat
diminished multipole canceling compared to the previous
ideal uniform current cases. The designed cross-grid PCB
is shown in Fig. 4(a) and (b). Two different variations are
designed in this case, one with traditional alternate Vpp and
Vss grid structure (two-pole), whereas the second one using
a quadrupole grid (four-pole) for the two layers. Provisions
are kept for terminating the PCB at multiple places. For
the present work, a single 50-Q termination is made at the
indicated locations in Fig. 4(b). Measurements are made at
surfaces parallel to the grid routings, at two different probe
distances. The resulting heat-map from measuring the cross-
grid routings are presented in Fig. 5. From the results, we note
that our two prior observations from the ideal linear multipole
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Fig. 5. H-field probe measurements on planes parallel to the cross-grid
routings, and at 6- and 12-mm probe distances. (a) Dipole configuration
displays a slower field decay versus distance with respect to quadrupole.
(b) Quadrupole configuration shows faster field decay, but stronger local
leakage close to the routing.

cases are replicated in the cross-grid case as well. For the
dipole grid stack [Fig. 5(a)], a much slower field decay
with probe distance is observed, compared to the quadrupole
grid [Fig. 5(b)]. Further, a stronger local field magnitude is
observed in the quadrupole case when the probe is closer.

C. Proposed Design Considerations

The following section summarizes the key design concepts
for multipole based routings inferred from the experimental
observations.

1) The higher the multipole order n, the higher the can-

cellation in H-field as long as the threshold distance
d > a, resulting in lower side-channel leakage.

2) The higher the multipole order n, the higher the strength
of local fields at d < a. Also, a higher n would imply a
higher a, thus increasing the threshold distance beyond
which multipole cancellation is actually beneficial.

3) Finally, higher the multipole order n, higher the com-
plexity of design.

An optimized n can therefore be determined depending on
specific application scenarios, e.g., maintaining n = 8§ or 16 for
smaller, lower-level metal-based local power grids for sensitive
IC blocks (such as a crypto block) can make sense — as smaller
dimensions could allow higher-order n-poles before a becomes
comparable to d. On the other hand, restricting n to 4 for
larger, higher-level metal global power grids can be a good
compromise both in terms of side-channel leakage and design
complexity.

IV. CONCLUSION

In conclusion, we propose a novel routing approach for
ICs, based on linear multipoles formed by current elements
on metal layers. Scaled-up versions of proposed routing struc-
tures are designed for validation. Measurement results on
the designed PCBs provide proof-of-concept for the proposed
technique as well as intuitions for optimized implementation
of multipole routings in an actual IC design.



688

[1]

[2]

[3]

[4]

[5]

[6]

IEEE MICROWAVE AND WIRELESS COMPONENTS LETTERS, VOL. 31, NO. 6, JUNE 2021

REFERENCES

D. Agrawal, B. Archambeault, J. R. Rao, and P. Rohatgi, “The EM
side—Channel (s),” in Cryptographic Hardware and Embedded Systems,
B. S. Kaliski, C. K. Kog, and C. Paar, Eds. Berlin, Germany: Springer,
2003, pp. 29-45.

K. Gandolfi, C. Mourtel, and F. Olivier, “Electromagnetic analysis:
Concrete results,” in Cryptographic Hardware and Embedded Systems.
Berlin, Germany: Springer, 2001, pp. 251-261.

E. Brier, C. Clavier, and F. Olivier, “Correlation power analysis with
a leakage model,” in Cryptographic Hardware and Embedded Systems.
Berlin, Germany: Springer, 2004, pp. 16-29.

D. Genkin, L. Pachmanov, I. Pipman, and E. Tromer, “Stealing

keys from PCs using a radio: Cheap electromagnetic attacks
on windowed exponentiation,” in  Cryptographic ~ Hardware
and  Embedded  Systems. Berlin, Germany: Springer, 2015,

pp. 207-228.

D. Genkin, L. Pachmanov, I. Pipman, and E. Tromer, “ECDH
key-extraction via low-bandwidth electromagnetic attacks on PCs,”
in Topics in Cryptology. New York, NY, USA: Springer, 2016,
pp. 219-235.

S. Patranabis et al., “Lightweight design-for-security strategies for
combined countermeasures against side channel and fault analysis in
IoT applications,” J. Hardw. Syst. Secur., vol. 3, no. 2, pp. 103131,
Jun. 2019, doi: 10.1007/s41635-018-0049-y.

[7]

[8]

[9]

[10]

(11]

[12]

[13]

M. A. Kf, V. Ganesan, R. Bodduna, and C. Rebeiro, “PARAM: A micro-
processor hardened for power side-channel attack resistance,” in Proc.
IEEE Int. Symp. Hardw. Oriented Secur. Trust (HOST), Dec. 2020,
pp. 23-34.

O. Reparaz, B. Bilgin, S. Nikova, B. Gierlichs, and I. Verbauwhede,
“Consolidating masking schemes,” in Advances in Cryptology (Lecture
Notes in Computer Science), R. Gennaro and M. Robshaw, Eds. Berlin,
Germany: Springer, 2015, pp. 764-783.

A. Singh et al., “Enhanced power and electromagnetic SCA resistance
of encryption engines via a security-aware integrated all-digital LDO,”
IEEE J. Solid-State Circuits, vol. 55, no. 2, pp. 478493, Feb. 2020.
W. Yu and S. Kose, “Exploiting voltage regulators to enhance various
power attack countermeasures,” [EEE Trans. Emerg. Topics Comput.,
vol. 6, no. 2, pp. 244-257, Apr. 2018.

D. Das, S. Maity, S. B. Nasir, S. Ghosh, A. Raychowdhury, and S. Sen,
“ASNI: Attenuated signature noise injection for low-overhead power
side-channel attack immunity,” IEEE Trans. Circuits Syst. I, Reg. Papers,
vol. 65, no. 10, pp. 3300-3311, Oct. 2018.

D. Das, M. Nath, B. Chatterjee, S. Ghosh, and S. Sen, “STELLAR:
A generic EM side-channel attack protection through ground-up root-
cause analysis,” in Proc. IEEE Int. Symp. Hardw. Oriented Secur. Trust
(HOST), May 2019, pp. 11-20.

D. Das et al., “EM and power SCA-resilient AES-256 through >350x
current-domain signature attenuation and local lower metal routing,”
IEEE J. Solid-State Circuits, vol. 56, no. 1, pp. 136150, Jan. 2021.


http://dx.doi.org/10.1007/s41635-018-0049-y


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Black & White)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /ArborText
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /ComicSansMS
    /ComicSansMS-Bold
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /EstrangeloEdessa
    /EuroSig
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Helvetica
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Oblique
    /Impact
    /KozGoPr6N-Medium
    /KozGoProVI-Medium
    /KozMinPr6N-Regular
    /KozMinProVI-Regular
    /Latha
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LucidaConsole
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /MVBoli
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Webdings
    /Wingdings-Regular
    /ZapfDingbats
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 900
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.33333
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /Unknown

  /CreateJDFFile false
  /Description <<
    /ENU ()
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


