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Abstract-This paper describes methods for forensic characterization of imaging devices. This is important in verifying the
trust and authenticity of data and the device that created it.
Current forensic identification techniques for imaging devices,
such as digital cameras, scanners, and printers, are presented.
We discuss our ongoing research in creating a forensic framework
for these devices. Also discussed are methods we have developed
for securely embedding a separate communications channel in
the device output.
I. INTRODUCTION
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Fig. 1. Imaging pipeline for a digital camera.

discuss our current and ongoing work with both intrinsic and
extrinsic signatures.

In recent years we have developed methods that can be used
II. INTRINSIC SIGNATURES FOR IMAGING DEVICES
to forensically characterize printers and other types of sensors
Imaging
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even
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altered
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working
but the toolset used for sensor forensics is based on signal
level.
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processing and analysis, pattern recognition, and machine
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the
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of this section,
two types of signatures. The first is an intrinsic signature that
we
first
discuss
intrinsic
for
devices
signatures
image
capture
is associated with the device. This signature represents artifacts
and
then
for
image
output
devices,
specifically
printers.
that are due to optical, electrical, or mechanical limitations
of the device. For example banding patterns in printers and
sensor noise in cameras and scanners. The second signature is A. Image capture devices
the extrinsic signature. The extrinsic signature is generated by
The two primary types of image capture devices that are in
modulating the parameters that control the intrinsic signature wide use today are digital cameras and flatbed scanners. The
of the device according to a specified pattern that may encode imaging pipelines of digital cameras are similar, irrespective of
the serial number of the sensor or other information. Both manufacturer or model. The basic structure of a digital camera
signatures can be used to identify the device by using signal pipeline can be seen in Figure 1.
analysis tools on output produced by the device. To date
First, light from a scene enters the camera through a lens
most of the work in sensor forensics has been devoted to the and passes through a set of filters including an anti-aliasing
development of tools for detecting the intrinsic signature for a filter. Next the light is "captured" by a sensor. These sensors,
particular device and then extending these tools for the design typically CCD or CMOS imaging sensors, are color blind in
of the extrinsic signature. In this paper we will summarize our the sense that each pixel captures only intensity information
results in developing signature embedding and detection tools from the light hitting it. To capture color information, the
for printer and sensor forensics. Sections II- III discuss our light first passes through a color filter array (CFA) which
prior work on this topic. Afterward in Sections IV and V we assigns each pixel on the sensor one of three (or four) colors
be sampled. The individual color planes are filled in by
1Parts of this research were supported by a grant from the Natio nal Science to
interpolation
using the sampled pixel values. There are a
Foundation under Award Number 0219893. Address all correspondence to E.
number of different interpolation algorithms which may be
J. Delp at ace oecn.purdue.edu.
1-4244-1226-9/07/$25.00 ©2007 IEEE.

used, and different manufacturers use different interpolation
techniques. Next, a number of operations are performed by the
camera which include white point correction and gamma correction. The image is finally written into the camera memory
in a user-specified image format (e.g. RAW, TIFF or JPEG).
Although these operations and stages are standard in a digital
camera pipeline, the exact processing details in each stage vary
from one manufacturer to another, and even between different
camera models from the same manufacturer. This variation
from one camera model to another can be used to determine
the type of camera used to acquire a specific image.
The process for manufacturing imaging sensors introduces
various defects which create noise in the sampled pixel values.
Because this noise is directly related to manufacturing defects,
which can vary from one sensor to another, it can be used to
forensically characterize a digital camera or scanner. There are
two types of noise. The first type of noise is caused by array
defects. These include point defects, hot point defects, dead
pixels, pixel traps, column defects and cluster defects. These
defects cause pixel values in the image to deviate greatly.
For example, dead pixels show up as black in the image
and hot point defects show up as very bright pixels in the
image, regardless of image content. The second type of noise
is pattern noise which refers to any spatial pattern that does
not change significantly from frame to frame. Pattern noise
is caused by dark currents and photoresponse nonuniformity
noise that vary from pixel to pixel due to differences between
pixels such as detector size, doping density, spectral response,
thickness in coatings and other imperfections created during
the manufacturing process, such as trapped foreign matter.
One approach to camera identification is through analysis of
pixel defects [6]. In [7], [8], [9], a different approach, based on
sensor pattern noise, is used to address the problem of camera
identification from images. The identification is based on pixel
non-uniformity noise, which is a unique characteristic for both
CCD and CMOS based cameras. The high frequency part of
the pattern noise is estimated by subtracting a denoised [10]
version of an image from the original image. The camera's
reference pattern is determined by averaging the noise patterns
from multiple images taken with that camera. This reference
pattern serves as an intrinsic signature of the camera. To
identify the source camera for a given image, the noise pattern
from the image is correlated with known reference patterns
from a set of cameras. This approach is shown to provide
correct source camera identification between a set of 9 cameras
without a single misclassification over several thousand images
[7]. It is also possible to perform reliable identification from
images that have been JPEG compressed and/or resized, as
well as to distinguish between images taken by two cameras
of the same model [7]. Our experiments agree with these
published results.
In [11], [12], a technique is proposed in which a classifier
is used to determine the source camera using a set of content
independent features extracted from the image. The feature
vector is constructed from average pixel values, RGB pair
correlations, center of mass distributions, RGB pair energy
ratios, wavelet based features, and a blind image quality
metric. This technique is shown to provide close to 90%

classification accuracy across 5 different cameras [11]. Further
experiments need to be performed to determine whether this
method is capable of distinguishing between similar camera
models or between cameras of the exact same model.
Most digital cameras capture color images using a single
sensor in conjunction with a color filter array. As a result,
roughly only one third of the samples are captured by the camera and the other two thirds are interpolated. This interpolation
introduces correlations between the samples of a color image.
The noninterpolated samples are unlikely to be correlated in
the same way as the interpolated samples. In [13], a method
is proposed based on the observation that both the size of
the interpolation kernel and the demosaicing algorithm vary
from camera to camera. A similar technique, presented in [14],
assumes a linear model for the periodic correlations introduced
by CFA interpolation. The assumption is that each interpolated
pixel is correlated to a weighted sum of pixels in a small
neighborhood centered about itself. Since neither the specific
form of the correlations (i.e., the parameters of the linear
model) nor which samples are correlated to their neighbors
are known, the expectation maximization (EM) algorithm [15]
is used to simultaneously estimate these unknowns.
Scanners also contain sensor arrays; so the methods of
device identification discussed above for digital cameras are
also applicable. In our own work [16], we have used the
imaging sensor pattern noise for source scanner identification.
The statistical feature vector based method gave an average
classification accuracy of 96% for classifying four scanners
(two of which are the exact same model). In a related project,
we used the imaging sensor pattern noise to group digital
images into one of two classes based on their originating
device: a scanner or digital camera [17]. This scheme utilized
the difference in the geometry of the imaging sensors and
demonstrated promising results with an average classification
accuracy of around 900/ for images scanned at native resolutions of the scanners. In addition to the sensor array, a scanner
contains a mechanical assembly to advance the scanner head
across the page. This can be a source of gear noise similar to
that for printer mechanisms, that can also form the basis for
device identification.
B. Image output devices
Among the various types of image output devices, printers
produce a permanent record that can form the basis for
subsequent extraction of an intrinsic signature. Today there
are two primary technologies for desktop printers: electrophotographic (usually laser) and inkjet. The very same features
that give rise to an intrinsic signature for these devices may
also cause visible and unacceptable image artifacts if they are
not properly controlled. We have worked for over a decade

with several major manufacturers (Hewlett-Packard, Samsung,
and Xerox) of desktop printers to understand the causes of
these artifacts and to develop means for reducing them in
printed output with both electrophotographic (EP) [18], [19],
[20], [21], [22], [23], [24] and inkjet printers [25], [26], [27].
Building on this experience, we have developed algorithms
for identifying both EP and inkjet printers based on intrinsic
signatures detected in printed output.
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Fig. 2.
Diagram of the EP process: (A) charging, (B) exposure, (C)
development, (D) transfer, (E) fusing, (F) cleaning.

(b)
Fig. 3. Banding in EP printers. The top image shows banding. The bottom
image is printed from the same printer with real-time banding compensation
developed in our laboratory.

Figure 2 shows a side view of the cartridge for a typical
EP printer. The print process has six steps. The first step is
to uniformly charge the optical photoconductor (OPC) drum.
Next a laser scans the drum and discharges specific locations
on the drum (exposure). The discharged locations on the drum
attract toner particles (development) which are then attracted
to the paper which has an opposite charge (transfer). Next the
paper with the toner particles on it passes through a fuser and
pressure roller which melts and permanently affixes the toner
to the paper. Finally a blade or brush cleans any excess toner
from the OPC drum.
In EP printing, artifacts are created in the printed output
due to electromechanical imperfections in the printer such
as fluctuations in the angular velocity of the OPC drum,
gear eccentricity, gear backlash, and polygon mirror wobble.
In previous work, we have shown that these imperfections
are directly related to the electromechanical properties of the
printer [22], [20], [19]. This property allows the corresponding
fluctuations in the developed toner on the printed page to
be treated as an intrinsic signature of the printer. The most
visible print quality defect in the EP process is banding, which
appears as cyclic light and dark bands as shown in Figure 3.

We have reported techniques that use banding in electrophotographic (EP) printers as an intrinsic signature to identify
the model and manufacturer of the printer [28], [29], [2]. We
showed that different printers have different sets of banding
frequencies which are dependent upon brand and model. This
feature is relatively easy to estimate from documents with
large midtone regions. However, it is difficult to estimate the
banding frequencies from text. The reason for this is that the
banding is present in only the process direction and in printed
areas. The text acts as a high energy noise source upon which
the low energy banding signal is added.
One solution which we have previously reported in [29],
[2], [3], [30], [31] is to find a feature or set of features which
can be measured over smaller regions of the document such
as individual text characters. If the print quality defects are
modeled as a texture in the printed areas of the document,
then texture features can be used to classify the document.
These types of features can be more easily measured over
small areas such as inside a text character. We developed two
different approaches in this vein. In the first approach [29], [2],
we used characters with long vertical strokes, and performed
a spatial projection in the direction normal to the stroke to
yield a 1-D signal. We then performed principal components
analysis of this signal and applied a Gaussian mixture model
classifier to determine the printer used to print the page. The
second approach [3], [30], [31] was based on texture measures
estimated from the graylevel co-occurrence matrix (GLCM)
generated from the printed region of the text characters. Here
we used a support vector machine (SVM) to select the printer
most likely to have printed the page. With both approaches,
each text character that is processed in the document casts a
vote for the most likely printer; and the majority vote is taken
as the final decision. This framework provides very robust
performance.
III. EXTRINSIC SIGNATURES FOR IMAGING DEVICES

The very same features that provide an intrinsic signature
for an imaging device can be modulated from within the device
to embed auxiliary information in the image data. Whereas the
intrinsic signature is a property of the off-the-shelf imaging
device, and thus represents a passive form of information,
embedding the extrinsic signature requires modification of the
imaging device in order to embed it. This capability could be
provided by the manufacturer as a product feature that could
be accessed by the user to embed information under the user's
control, or it could be used to embed information, such as the
product serial number and date and time, without the control
of the user. In any case, extrinsic signatures are also distinctly
different from watermarks that are embedded in the image
file, or tags that are attached to it as metadata, since they are
embedded at the hardware level. This makes the control of
these signatures much less accessible to the user, and thereby
more difficult to tamper with or "hack", and also more difficult
to jam or shut off, as will be discussed later.
In our previous work, we have successfully demonstrated
the capability to embed extrinsic signatures on text, forms,
and halftoned images in EP printers [1], [28], [32], [33],
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Fig. 4. Extrinsic signature embedding. (a) Embedding process block diagram.
(b) An example of embedded scheme, where each text line is embedded with
a different symbol.

[34], [35], [36]. We have investigated two different embedding
approaches. One utilizes the effect of laser intensity on dot size
to modulate the dot size in a predefined pattern or code. The
other exploits the halftoning algorithm by shifting a set of dots
in a halftone cell by a predetermined pattern [34]. Depending
on the content of the image, such as text or halftone, a different
encoding scheme is chosen.
Figure 4(a) shows the block diagram for a typical signature
embedding and decoding process. It can be seen that the
problem can be analyzed as a communication channel, where
channel noise characteristics and capacity are coupled. Similarly, channel and data coding approaches can be employed.
We have demonstrated that with proper system control, coding
and image analysis, it is possible to embed 250 bits of data
in a full page letter sized document with 12 point font. For
halftoned images, a data capacity of 5 bits for every quarter
of an inch is achievable. Preliminary studies have shown
similar results for forms. Figure 5 shows examples of extrinsic
signature embedding for a halftoned image. One of the most
important metrics for embedding extrinsic signatures is to
not impact image quality. In the EP printer example, the
intensity of the laser is the process control parameter that is
being modulated. The acceptable level of intensity depends
on the coding scheme, the associated human visual perception
threshold and the noise in the printing process. We have
developed detailed models and processes to characterize the
system to ensure that the resulting extrinsic signature will not
exceed the human perceptual threshold.
Figure 6 illustrates the modulation process that is used to
embed the extrinsic signature. Figure 7 shows the effect of
modulating laser intensity in different types of images. The
modulation is exaggerated here to make it visible for purposes

(b)
Fig. 5. Extrinsic signature embedding for halftoned image. (a) Halftoned
image without signature embedded. (b) Halftoned image printed on the same
printer as (a) but with 10 bits per inch extrinsic signature embedded.

of this discussion. The first line is printed without any modulation. The second line is modulated with a high power 20
cycle/inch sinusoidal signal. The third line is modulated with a
high power 40 cycle/inch sinusoidal signal. These signals can
be easily seen in the halftone patches of Figure 7 [35], [34].
This is because the frequency/amplitude combination of the
signals are above the threshold developed in [32] below which
human perceptibility is low. However, this same signal is not
perceptible in the saturated interior region of the text characters
of Figure 7. This is not true for the edges of the text characters,
specifically the left and right edges where the existence of the
embedded signal is clearly seen in the enlarged character 'I'
from the third line. This behavior allows the embedded signal
to be estimated through extraction and analysis of the edges
of individual text characters as described in [33] (Figure 8).
One of the most unique aspects of our approaches to signature embedding for imaging devices is that they are rooted
in the hardware and mechanism level of the imaging device.
We are essentially simultaneously building up a separate
communication channel and the associated coding schemes to
embed nonvisual information in an image.
The following sections describe the current status of our
work in implementing these approaches to both intrinsic
signature detection and extrinsic signature embedding.
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SI

Actual
II

S2
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100.0
0.0
0.7
0.0

Predicted
S2
S3
0.0
0.0
90.5
8.5
3.1
95.3
1.1
1.4

S4
0.0
1.0
1.0
97.5
-

camera's reference pattern is determined by averaging the
noise patterns from multiple images obtained from the camera.
To identify the source camera, the noise pattern from an image
is correlated with known reference patterns from a set of
B0
cameras and the camera corresponding to the reference pattern
giving maximum correlation is chosen to be the source camera.
In [16] we extended source camera identification methods
B1
for authenticating images that have been captured by flatbed
desktop scanners. Instead of using a wavelet based denoising
filter [10] as done for source camera identification [7], an
Fig. 7. Large amplitude exposure modulation. 1st line no modulation, 2nd anisotropic local polynomial estimator based on directional
line 20 cycles/inch, 3rd line 40 cycles/inch. The modulation is exaggerated to multiscale optimizations [37] is used for scanner identification.
make it more visible.
Due to the following reasons, we believe correlation based
approaches are not the best method for scanner identification:
* Using correlation as a measure of similarity is highly senIV. SOURCE SCANNER IDENTIFICATION
sitive to de-synchronization, which is almost unavoidable
The measurements made by any measuring device (sensor)
in the case of flatbed scanners since it is very difficult
are always accompanied by some noise. Part of this noise
to place a document at the exact same location on the
comes from sources which vary from observation to observascanner bed twice.
tion, while part of this noise remains same over the number
. Most documents to be scanned cover only a part of the
of observations made by the same device. The sensor noise
scanner bed so not all the CCD elements are involved in
(noise accompanying the measurements) in digital cameras
scanning.
and scanners can be modeled as the sum of two components:
Thus, to perform the second step of the identification
a random component and a fixed component.
process, instead of using correlation as a measure of similarity,
The fixed component of noise is a characteristic of the suitable statistical features are extracted from the pattern noise
sensor and can be used as its fingerprint. Two key steps in
and used for classification by a Support Vector Machine
utilizing this fixed component of noise for sensor identification (SVM) classifier. Experiments performed for classifying four
are:
scanners (two of which are of the same model) show the
1) Separating the random component from the fixed com- efficacy of the proposed algorithm (Table I). Results on JPEG
ponent of the noise. This will involve modeling of the compressed images at quality factor 90 in Table II show the
system and the noise inherent in it. The methodology is robustness of the scheme.
dependent upon whether the ideal output is available or
The techniques used for both camera and scanner identinot.
fication are dependent upon having prior knowledge of the
2) Extracting suitable features from the fixed component of class of devices (cameras or scanners) by which the image was
noise which can be used for sensor identification.
generated. If the image was generated by a digital camera, then
In [7], an approach for camera identification using the digital camera identification methods (correlation techniques)
imaging sensor's pattern noise was presented. The high fre- must be used to provide the best results. Similarly if the image
quency part of the pattern noise is estimated by subtracting was generated by a scanner, scanner identification methods
must be used to obtain the best identification results. In [17],
a denoised version [10] of the image from the original. A

TABLE II
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1.0
29.8
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0.0
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4.1
95.3

Fig. 9.

TABLE III
SOURCE CLASSIFICATION CONFUSION MATRIX

Actual

we
on

Scanner
Camera

Process for extracting embedded information

document. One approach is to model each individual text line
as a signaling period during which one channel symbol is sent.
At the decoder side, the fact that each individual character
contains a version of the same channel symbol can be viewed
as a form of receiver diversity.
In [36] a signal set was considered that consisted of 9
individual sinusoidal signals of the form

Predicted
Scanner Camera
98.4
1.6
1.2
98.8

present a novel technique for classification of images based

their sources, scanned and non-scanned images. We use
differences in the sensor pattern noise correlation that arise
between the two classes due to inherent mechanical differences
between their respective sensors. Features extracted from the
pattern noise, similar to those used in [16] are used to
determine the source class. Selection of suitable feature vectors
is based on the fact that since cameras have a 2-D image
sensor, no correlations are expected to be present between the
rows or columns of the sensor noise. On the other hand, the
fixed component of the noise should be nearly identical for all
the rows of a scanned image. Experiments performed over an
image set containing images from three different cameras and
three different scanners show that the proposed scheme gives
more than 9500 average classification accuracy (Table III).
Table IV shows that the method performs very well even
when the device to be tested is not available for training.
All the experiments described above for source scanner
identification and source classification were done on images
scanned at native resolution of the scanners. Currently we
are working on extending this for sub-sampled images, i.e.
images scanned at a lower resolution such as 200dpi. Current
experiments show promising results for these lower resolution
images with a slight modification in feature vector selection.
We are also working on extending these methods for forgery
detection.
V. EXTRINSIC SIGNATURES IN EP PRINTING
A channel model of a printed text document is necessary for
understanding the capacity limits and embedding techniques
that can be used for embedding extrinsic information into a
TABLE IV
SOURCE CLASSIFICATION CONFUSION MATRIX (TRAINED WITHOUT
EPSON 4490 AND THE NIKON COOLPIX 7600)

Actual

Scanner
Camera

Predicted
Scanner ICamera
98.1
1.9
10.9

89.1
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where fi e {20, 30, 40, ..., 100}. Throughout this section,
spatial coordinates are in units of inches and frequency coordinates are in units of cycles/inch. Each signal corresponds
to one symbol which is embedded into a text line as shown
in Figure 4(b). This scheme allows approximately 3 bits of
information to be embedded into each text line. The use of
phase information was also proposed to increase the number
of usable symbols, however estimation of the signal phase has
proven to be difficult.
As an alternative to adding phase information, the signals
can be defined as follows. Let b
{bo, b1, bn } be a set
of bits to be embedded into a line of text. The corresponding
signal B(y) can then be defined as
...,

B(y)

E

=

biAisin(rJiY ),

(2)

i=O

where
f

Ai

=

=

n

fo, fl * * fn,
Amax +-Amin.
n

(3)
(4)

Amax is the amplitude to be used for frequency fo and Amin
is the amplitude to be used for frequency fn. The amplitude
varies linearly between these two values for frequencies between fo and fn. This new signal B(y) is a sum of sinusoids.
When viewed in the frequency domain, each frequency fi
corresponds to one bit in b. For example, if n = 8, there
would be 256 symbols, each corresponding to a different b.
The decoding process to extract and decode the embedded
signals B(y) is outlined in Figure 9. First the document is
scanned at a resolution Rs = 2400. Individual lines of text
are then extracted and processed individually in the following
blocks to determine what symbol was embedded in it.
All characters in the line of text are segmented from the
scanned image using techniques developed in [28]. Each
character is then filtered using a threshold edge detector and
morphological operations to find all the left edges of the
characters. Only vertical edges that are long enough to contain
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at least one cycle of the lowest possible embedding frequency {30, 50, 70, 90}, 6-bits f = {40, 50, 60, 70, 80, 90}, and 8-bits
f = {30,40,50,60,70,80,90,100}.
are used for decoding.
Figure 11 shows the channel bit error rate using the DFT
To determine which symbol was embedded in the line, the
decoder
for symbol sizes of 2, 4, 6, and 8 bits. The DFT
following process is performed. First the edge profile B[y]
detector
is
able to achieve a channel bit error rate of only 700
is found for each extracted edge from the line. The power
for
an
rate of 8 bits per text line, which corresponds
embedding
spectral density (PSD) of each profile is obtained using a 240
in a typical page of 12 point text.
to
almost
400
bits
point DFT as shown in Equation 5. 240 points are used to
create 10 cycle/inch wide bins centered at the frequencies of
interest.
VI. CONCLUSION
239

SB [k]

(

[B [n]ei 240

n=O

\2
2

(5)

The original embedding frequencies are chosen as those with
PSD values greater than some threshold determined by empirical measurements or observations.
Eight bit symbols were used with f
{30,40,50,60,70,80,90,100} for the initial experiments.
The symbols were embedded one per line into a test document
consisting of 12 point height vertical lines meant to represent
the left edges of characters such as '1', 'I', 'M', 'N', and 'b'.
The page was printed on an HP Color LaserJet 4500, which
is a 600 DPI printer. The printed page was then scanned
using an Epson Perfection 4490 flatbed scanner at 2400 DPI
in 16 bit grayscale mode with no exposure correction.
The PSD increases monotonically starting from the leftmost character in the line. The cause of this behavior is
currently unknown, although it is suspected that non-uniform
charge/discharge characteristics of the OPC drum may be part
of the cause. Empirical measurements of the PSDs of the last
character in each line lead us to set our decision threshold at
0.10. Figure 10 shows the PSD for the last character in a text
line embedded with symbol 80, or b = {01010000}.
An operational analysis of the embedder is performed
by printing test documents embedded with 2, 4, 6, and
8 bits per text line. Each document is decoded and the
percentage error at the symbol and bit level obtained. The
following embedding frequency sets were chosen for each
embedding density: 2-bits f = {30, 60}, 4-bits f =

Forensic characterization of devices is important in many
situations today and will continue to be important for many
more devices in the future. We have presented an overview
of current characterization techniques for imaging devices.
All of these techniques follow the same general forensic
characterization framework. This framework we believe can
be applied to many other types of devices and systems.
REFERENCES
[1] P.-J. Chiang, G. N. Ali, A. K. Mikkilineni, G. T.-C. Chiu, J. P. Allebach,
and E. J. Delp, "Extrinsic signatures embedding using exposure modulation for information hiding and secure printing in electrophotographic
devices," Proceedings of the IS&T's NIP20: International Conference
on Digital Printing Technologies, vol. 20, Salt Lake City, UT, October/November 2004, pp. 295-300.
[2] G. N. Ali, P.-J. Chiang, A. K. Mikkilineni, G. T.-C. Chiu, E. J.
Delp, and J. P. Allebach, "Application of principal components analysis
and gaussian mixture models to printer identification," Proceedings
of the IS&T's NIP20: International Conference on Digital Printing
Technologies, vol. 20, Salt Lake City, UT, October/November 2004, pp.
301-305.
[3] A. K. Mikkilineni, P.-J. Chiang, G. N. Ali, G. T.-C. Chiu, J. P. Allebach,
and E. J. Delp, "Printer identification based on textural features,"
Proceedings of the IS&T's NIP20: International Conference on Digital
Printing Technologies, vol. 20, Salt Lake City, UT, October/November
2004, pp. 306-311.
[4] A. F. Martone, A. K. Mikkilineni, and E. J. Delp, "Forensics of things,"
Proceedings of the 2006 IEEE Southwest Symposium on Image Analysis
and Interpretation, Denver, Colorado, March 2006, pp. 149-152.
[5] N. Khanna, A. K. Mikkilineni, A. F. Martone, G. N. Ali, G. T.-C. Chiu,
J. P. Allebach, and E. J. Delp, "A survey of forensic characterization
methods for physical devices," Digital Investigation, vol. 3, pp. 17-28,
2006.

[6] Z. J. Geradts, J. Bijhold, M. Kieft, K. Kurosawa, K. Kuroki, and
N. Saitoh, "Methods for identification of images acquired with digital
cameras," Enabling Technologies for Law Enforcement and Security,
S. K. Bramble, E. M. Carapezza, and L. I. Rudin, Eds., vol. 4232, no. 1.
SPIE Press, 2001, pp. 505-512.
[7] J. Lukas, J. Fridrich, and M. Goljan, "Determining digital image origin
using sensor imperfections," Proceedings of the SPIE International Conference on Image and Video Communications and Processing, A. Said
and J. G. Apostolopoulos, Eds., vol. 5685, no. 1. SPIE, 2005, pp.
249-260.
[8]
, "Digital bullet scratches for images," Proceedings of the IEEE
International Conference on Image Processing, 2005, pp. 65-68.
[9]
, "Detecting digital image forgeries using sensor pattern noise,"
Proceedings ofthe SPIE International Conference on Security, Steganography, and Watermarking of Multimedia Contents VIII, vol. 6072, San
Jose, CA, January 2006.
[10] M. K. Mihcak, I. Kozintsev, K. Ramchandran, and P. Moulin, "Lowcomplexity image denoising based on statistical modeling of wavelet
coefficients," IEEE Signal Processing Letters, vol. 6, no. 12, pp. 300303, 1999.
[11] M. Kharrazi, H. T. Sencar, and N. D. Memon, "Blind source camera
identification," Proceedings of the IEEE International Conference on
Image Processing, 2004, pp. 709-712.
[12] I. Avcibas, N. D. Memon, M. Ramkumar, and B. Sankur, "A classifier
design for detecting image manipulations," Proceedings of the IEEE
International Conference on Image Processing, 2004, pp. 2645-2648.
[13] S. Bayram, H. Sencar, N. Memon, and I. Avcibas, "Source camera
identification based on cfa interpolation," Proceedins of the IEEE
International Conference on Image Processing, 2005, pp. 69-72.
[14] A. Popescu and H. Farid, "Exposing digital forgeries in color filter array
interpolated images," IEEE Transactions on Signal Processing, vol. 53,
no. 10, pp. 3948-3959, 2005.
[15] A. P. Dempster, N. M. Laird, and D. B. Rubin, "Maximum likelihood
from incomplete data via the EM algorithm," Journal of the Royal
Statistical Society, vol. 39, no. 1, pp. 1-38, 1977.
[16] N. Khanna, A. K. Mikkilineni, G. T.-C. Chiu, J. P. Allebach, and E. J.
Delp, "Scanner identification using sensor pattern noise," Proceedings
of the SPIE International Conference on Security, Steganography, and
Watermarking of Multimedia Contents IX, 2007, to appear in.
[17]
, "Forensic classification of imaging sensor types," Proceedings
of the SPIE International Conference on Security, Steganography, and
Watermarking of Multimedia Contents IX, 2007, to appear in.
[18] J. Grice and J. P. Allebach, "The print quality toolkit: An integrated
print-quality assessment tool," The Journal of Imaging Science and
Technology, vol. 43, no. 3, pp. 187-199, March/April 1999.
[19] G.-Y Lin, J. M. Grice, J. P. Allebach, G. T.-C. Chiu, W. Bradburn, and
J. Weaver, "Banding artifact reduction in electrophotographic printers
by using pulse width modulation," Journal of Imaging Science and
Technology, vol. 46, no. 4, pp. 326-337, July/August 2002.
[20] M. T. S. Ewe, G. T.-C. Chiu, J. M. Grice, J. P. Allebach, C. Chan,
and W. Foote, "Banding reduction in electrophotographic processs using
a piezoelectric actuated laser beam deflection device," The Journal
of Imaging Science and Technology, vol. 46, no. 5, pp. 433-442,
September/October 2002.
[21] D. Kacker, T. Camis, and J. P. Allebach, "Electrophotographic processes
embedded in direct binary search," IEEE Transactions on Image Processing, vol. 11, pp. 234-257, 2002.
[22] C.-L. Chen, G. T.-C. Chiu, and J. P. Allebach, "Banding reduction in
electrophotographic processes using human contrast sensitivity function
shaped photoconductor velocity control," The Journal of Imaging Science and Technology, vol. 47, no. 3, pp. 209-223, May/June 2003.
[23] F. A. Baqai and J. P. Allebach, "Halftoning via direct binary search
using analytical and stochastic printer models," IEEE Transactions on
Image Processing, vol. 12, no. 1, pp. 1-15, January 2003.
[24] Y Bang, Z. Pizlo, and J. P. Allebach, "Banding assessment with controlled halftoning: The ten printer experiment," The Journal of Imaging
Science and Technology, to appear in.
[25] J. H. Lee and J. P. Allebach, "Inkjet printer model-based halftoning,"
IEEE Transactions on Image Processing, vol. 14, no. 5, pp. 674-689,
May 2005.
[26] W. Jang and J. P. Allebach, "Characterization of printer mtf," The
Journal of Imaging Science and Technology, vol. 50, no. 3, pp. 10623701, May/June 2006.
[27] E. Bernal, J. P Allebach, and Z. Pizlo, "Improved pen alignment for
bidirectional printing," The Journal of Imaging Science and Technology,
to appear in.

[28] A. K. Mikkilineni, G. N. Ali, P.-J. Chiang, G. T. Chiu, J. P. Allebach, and
E. J. Delp, "Signature-embedding in printed documents for security and
forensic applications," Proceedings ofthe SPIE International Conference
on Security, Steganography, and Watermarking of Multimedia Contents
VI, vol. 5306, San Jose, CA, January 2004, pp. 455-466.
[29] G. N. Ali, P.-J. Chiang, A. K. Mikkilineni, J. P. Allebach, G. T. Chiu,
and E. J. Delp, "Intrinsic and extrinsic signatures for information hiding
and secure printing with electrophotographic devices," Proceedings
of the IS&T's NIP19: International Conference on Digital Printing
Technologies, vol. 19, New Orleans, LA, September 2003, pp. 511-515.
[30] A. K. Mikkilineni, P.-J. Chiang, G. N. Ali, G. T. C. Chiu, J. P. Allebach,
and E. J. Delp, "Printer identification based on graylevel co-occurrence
features for security and forensic applications," Proceedings of the SPIE
International Conference on Security, Steganography, and Watermarking
of Multimedia Contents VII, vol. 5681, San Jose, CA, March 2005, pp.
430-440.
[31] A. K. Mikkilineni, 0. Arslan, P.-J. Chiang, R. M. Kumontoy, J. P.
Allebach, G. T.-C. Chiu, and E. J. Delp, "Printer forensics using svm
techniques," Proceedings of the IS&T's NIP21: International Conference
on Digital Printing Technologies, vol. 21, Baltimore, MD, October 2005,
pp. 223-226.
[32] P.-J. Chiang, A. K. Mikkilineni, 0. Arslan, R. M. Kumontoy, G. T.-C.
Chiu, E. J. Delp, and J. P. Allebach, "on extrinsic signature embedding
in text document using exposure modulation for information hiding
and secure printing in electrophotography," Proceedings of the IS&T's
NIP21: International Conference on Digital Printing Technologies,
vol. 21, Baltimore, MD, October 2005, pp. 231-234.
[33] A. K. Mikkilineni, P.-J. Chiang, S. Suh, G. T. C. Chiu, J. P. Allebach,
and E. J. Delp, "Information embedding and extraction for electrophotographic printing processes," Proceedings of the SPIE International Conference on Security, Steganography, and Watermarking of Multimedia
Contents VIII, vol. 6072, San Jose, CA, January 2006, pp. 385-396.
[34] S. Suh, J. P. Allebach, G. T.-C. Chiu, and E. J. Delp, "Printer mechanism
level data hiding for halftone documents," Proceedings of the IS&T's
NIP22: International Conference on Digital Printing Technologies,
Denver, CO, September 2006, pp. 436-440.
[35] P.-J. Chiang, A. K. Mikkilineni, E. J. Delp, J. P. Allebach, and G. T.-C.
Chiu, "Extrinsic signatures embedding and detection in electrophotographic halftone images through laser intensity modulation," Proceedings of the IS&T's NIP22: International Conference on Digital Printing
Technologies, Denver, CO, September 2006, pp. 432-435.
[36] A. K. Mikkilineni, P.-J. Chiang, G. T.-C. Chiu, J. P. Allebach, and E. J.
Delp, "Data hiding capacity and embedding techniques for printed text
documents," Proceedings of the IS&T's NIP22: International Conference
on Digital Printing Technologies, Denver, CO, September 2006, pp.
444-447.
[37] A. Foi, V. Katkovnik, K. Egiazarian, and J. Astola, "A novel local
polynomial estimator based on directional multiscale optimizations,"
Proceedings of the 6th IMA Int. Conf Math. in Signal Processing, vol.
5685, no. 1, 2004, pp. 79-82.

