
IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. ***, NO. *, JANUARY *** 1

Scanner Identification Using Feature-Based
Processing and Analysis

Nitin Khanna,Student Member, IEEE, Aravind K. Mikkilineni, Student Member, IEEE,
Edward J. Delp∗, Fellow, IEEE

Abstract—Digital images can be obtained through a variety of
sources including digital cameras and scanners. In many cases
the ability to determine the source of a digital image is important.
This paper presents methods for authenticating images that have
been acquired using flatbed desktop scanners. These methods
use scanner fingerprints based on statistics of imaging sensor
pattern noise. To capture different types of sensor noise, a
denoising filterbank consisting four different denoising filters
is used for obtaining the noise patterns. To identify the source
scanner, a support vector machine (SVM) classifier based on these
fingerprints is used. These features are shown to achieve a high
classification accuracy. Furthermore, the selected fingerprints
based on statistical properties of the sensor noise are shown
to be robust under post-processing operations such as JPEG
compression, contrast stretching and sharpening.

Index Terms—digital forensics, flatbed scanner, sensor noise,
scanner forensics, denoising filterbank.

I. I NTRODUCTION

A Dvances in digital imaging technologies have led to
the development of low-cost and high-resolution digital

cameras and scanners, both of which are becoming ubiqui-
tous. Digital images generated by various sources are widely
used in a number of applications from medical imaging and
law enforcement to banking and daily consumer use. The
increasing functionality of image editing software allowseven
an amateur to easily manipulate images. In some cases a
digitally scanned image can meet the threshold definition
requirements of a “legal duplicate” if the document can be
properly authenticated [1, 2]. Forensic tools that help establish
the origin, authenticity, and chain of custody of such digital
images are essential to a forensic examiner. These tools can
prove to be vital whenever questions of digital image integrity
are raised. Therefore, a reliable and objective way to examine
digital image authenticity is needed.

There are various levels at which the image source identi-
fication problem can be addressed. One may want to find the
particular device (digital camera or scanner) which generated
the image or one might be interested in knowing only the make
and model of the device. As summarized in [3], a number of

Nitin Khanna and E. J. Delp are with the School of Electrical and Computer
Engineering, Purdue University, West Lafayette, Indiana,USA, 47907 e-mail:
(khannan,ace@ecn.purdue.edu).

Aravind K. Mikkilineni is with the School of Mechanical Engineer-
ing, Purdue University, West Lafayette, Indiana, USA, 47907 e-mail:
(amikkili@ecn.purdue.edu).

This research was supported by a grant from the National Science Foun-
dation, under Award Number 0524540. Address all correspondence to E. J.
Delp at ace@ecn.purdue.edu

Manuscript received November **, 2007; revised ***, 2007.

robust methods have been proposed for source camera iden-
tification [4-12]. In [13, 14], techniques for classification of
images based on their sources: scanner, camera and computer
generated images, are presented.

In this paper we extend the methods previously reported
for source camera identification to scanners. One approach
for digital camera identification is based on characterizing the
imaging sensor used in the device. In [4], it is shown that
defective pixels can be used for reliable camera identification
even from lossy compressed images. This type of noise,
generated by hot or dead pixels, is typically more prevalent
in cheap cameras. The noise can be visualized by averaging
multiple images from the same camera. These errors can
remain visible even after the image is compressed. Many
cameras post-process the captured image to remove these types
of noise, so this technique cannot always be used.

Lukas et al. did the pioneering work in developing source
camera identification techniques using the imaging sensor’s
pattern noise [5-9]. The identification is based on pixel
nonuniformity noise which is a unique stochastic characteristic
of both charge coupled device (CCD) and complementary
metal oxide semiconductor (CMOS) imaging sensors. Reliable
identification is possible even from images that are resam-
pled and JPEG compressed. The pattern noise is caused by
several factors such as pixel non-uniformity, dust specks on
the optics, optical interference, and dark current [15, 16].
The high frequency part of the pattern noise is estimated by
subtracting a denoised version of the image from the original.
This is performed using a wavelet-based denoising filter [17].
A camera’s reference pattern is determined by averaging the
noise patterns from multiple images obtained from the camera.
The reference pattern serves as an intrinsic signature of the
camera. To identify the source camera, the noise pattern from
an image is correlated with known reference patterns from a
set of cameras, and the camera corresponding to the reference
pattern giving maximum correlation is chosen to be the source
camera. In [8, 9], an improved method for source camera
identification based on joint estimation and detection of the
camera photo-response non-uniformity (PRNU) in images is
presented. This scheme is extended in [18] for detection of
forgery in digital camera images.

There have been some recent advances in source scanner
identification using sensor noise in the past year. In [19],
a direct extension of the sensor noise based source camera
identification algorithm [5] was used for source scanner iden-
tification. Experiments were performed on five scanners of
three different models. Images were scanned at the native
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scanner resolution (1200 DPI) as well as at a lower non-native
resolution (200 DPI) and stored as uncompressed (TIFF) color
images. The reference patterns were generated by averaging
noise patterns from 100 training images. All the experiments
performed on scanned images have shown lower classification
accuracy compared to similar experiments for source camera
identification. It has been shown that using a 1-dimensional
reference pattern gives better classification accuracy on images
scanned at non-native resolution while the 2-dimensional ref-
erence pattern gives better results on images scanned at native
resolution of the scanners. This is due to the predominance
of local disturbances such as dust specs and scratches on
the glass plate in the 2-dimensional reference patterns of the
scanners which are suppressed in the 1-dimensional reference
pattern through averaging over multiple scan lines. Further
experiments are needed to determine the robustness of this
scheme when such local disturbances are present for two
reasons. First, the dust specs or other temporary disturbances
on the glass plate are easily changed due to cleaning and other
factors. Second, the presence of other permanent disturbances
such as scratches on the glass plate will vary depending upon
which portion of the scanner bed is used for scanning the
image. Further experiments show that one possible reason
for the observed decline in performance is post-processing
operations such as better denoising techniques including flat-
fielding and heavy down-sampling [19].

Another approach for scanner model identification using
sensor pattern noise described in [20] uses three sets of
features extracted from each scanned image. This method
is aimed at classifying images depending upon the scanner
model that generated it and not the exact scanner. Experiments
were performed on 26 images scanned at 150 DPI from
seven different scanners. Training on 13 images and testing
on 13 images gives a 90% average classification accuracy, and
the leave-one-out scenario gives a 96% average classification
accuracy. Since the dimensionality of the feature vectors used
with the SVM classifier is 25, further testing on a larger
database need to be performed to obtain more conclusive
results. The performance of this scheme has to be further tested
on images obtained from multiple scanners of the same model.
Furthermore, it has been shown that the classification scheme
using statistical features of the sensor noise performs much
better than those using high-order wavelet statistics or image
quality metrics, which give an average classification accuracy
of 77% and 68% respectively. Again, further experiments
need to be performed on a larger image database to test the
effectiveness of image quality metrics based and high-order
wavelet statistics based schemes, which have 45-dimensional
and 216-dimensional feature vectors respectively.

In this paper we present methods for authenticating im-
ages, that have been captured by flatbed desktop scanners,
using sensor pattern noise. A correlation based approach
for authenticating digital cameras [5] is extended for source
scanner identification by using the statistical propertiesof the
sensor pattern noise as the fingerprint. This technique usesa
SVM classifier to classify the images based upon statistical
features obtained from the sensor pattern noise. Since the
sensor pattern noise is estimated using a simple averaging

method, further improvements in results may be obtained
by using the improved method for sensor noise estimation
presented in [8, 9]. The scheme presented in [21] and extended
here for heavily down-sampled and post-processed images
differs from [20] in the design of appropriate features of the
sensor noise which utilize special characteristics of the scanner
system such as the use of a one dimensional sensor for image
capture. Extensive experimentation on a large set of scanners
and different scanning scenarios show the effectiveness ofour
proposed scheme. Experiments on images that have undergone
post-processing operations such as sharpening and contrast
stretching show that the chosen statistical features survive
these operations and allow source scanner identification even
after these post-processing operations.

II. SCANNER OVERVIEW

A. Scanner Imaging Pipeline

Light Source

Digital Image

Mirror-Lens &

Imaging Sesnor

     Original

 Document

Fig. 1. Flatbed Scanner Imaging Pipeline.

Figure 1 shows the basic structure of a flatbed scanner’s
imaging pipeline [22, 23]. The document is placed in the
scanner and the acquisition process starts. The lamp used to
illuminate the document is either a cold cathode fluorescent
lamp (CCFL) or a xenon lamp, older scanners may have a
standard fluorescent lamp. Using a stabilizer bar, a belt, and
a stepper motor, the scan head slowly translates linearly to
capture the image. The purpose of the stabilizer bar is to
ensure that there is no wobble or other deviation in the scan
head with respect to the document. The scan head includes
a set of lenses, mirrors, a set of filters, and the imaging
sensor. Most desktop scanners use charge-coupled device
(CCD) imaging sensors. Other scanners use complementary
metal oxide semiconductor (CMOS) imaging sensors, contact
image sensors (CIS), or photomultiplier tube (PMTs) [22, 23].
The maximum resolution of the scanner is determined by the
horizontal and vertical resolution. The number of elements
in the linear CCD sensor determines the horizontal optical
resolution. The step size of the motor controlling the scan
head dictates the vertical resolution.

There are two basic methods for scanning an image at a
resolution lower than the hardware resolution of the scanner.
One approach is to sub-sample the imaging sensor and read
measurements at required pixels only. For example, to produce
a 600 DPI scan on a 1200 DPI scanner, the scanner would only
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sample every other sensor pixel. Another approach involves
scanning at the full resolution of the sensor and then down-
sampling the results in the scanner’s memory. Most good
quality scanners adopt the second method since it yields far
more accurate results.

B. Sensor Noise

The manufacturing process of imaging sensors introduces
various defects that create noise in the measured pixel val-
ues [15, 16]. Sensor noise that is of interest for use in forensic
characterization can be split into two types depending uponthe
impact it has on the final pixel values and the procedures em-
ployed to correct it. The first type of noise is caused by array
defects. These include point defects, hot point defects, dead
pixels, pixel traps, column defects and cluster defects. These
defects cause pixel values in the image to deviate greatly.
For example, dead pixels show up as black in the image
and hot point defects show up as very bright pixels in the
image, regardless of image content. The second type of noise
is pattern noise, which refers to any spatial pattern that does
not change significantly from image to image. Pattern noise
is caused by dark currents and photoresponse nonuniformity
(PRNU). Dark currents are stray currents from the sensor
substrate into the individual pixels. This varies from pixel to
pixel and the variation is known as fixed pattern noise (FPN).
FPN is due to differences in detector size, doping density,
and foreign matter trapped during fabrication. PRNU is the
variation in pixel responsivity and is seen when the device is
illuminated. This noise is due to variations between pixelssuch
as detector size, spectral response, thickness in coatingsand
other imperfections created during the manufacturing process.
While the first type of noise leads to large deviations in pixel
values and is easily corrected in most of the digital cameras
available in market. The second type of noise does not lead
to large variations in pixel values and algorithms such as flat-
fielding used for correcting it are difficult to implement in-
camera. Thus, most of the present day digital cameras do not
have any specific measures to compensate for the second type
of noise.

Pattern noise has been successfully used for source camera
identification in [5, 8, 9]. In this study the sensor noise is
modeled as the sum of two components, a random component
and a fixed component. The random component is that portion
of the noise which changes from image to image and varies
over a period of time, while the fixed component is that
portion of the noise which remains constant from image to
image. The fixed component can be considered as a signature
of the imaging sensor and can be used for source scanner
identification. The challenge is to separate the fixed component
from the random component of the noise, and choose appro-
priate features for classification. In the following two sections,
two source scanner identification methods are presented, one
using a correlation detector and another using a support vector
machine (SVM).

In [5] a method of estimating sensor noise is successfully
used for source camera identification. This proposed method
uses a wavelet filter in combination with frame averaging to

estimate the pattern noise in an image. This method is the
basis for our scanner identification techniques. Since the sensor
pattern noise is estimated using a simple averaging method,
further improvements in results may be obtained by using
the improved method for sensor noise estimation presented
in [8, 9]. Since both CCD based and CIS based scanners
have similar noise sources, the proposed scheme is expectedto
work on both types of scanners. This is demonstrated through
extensive experimentation. To show how sensor noise was used
in the past as an identifying characteristic for imaging sensors,
a direct extension of the correlation based approach [5] for
source scanner identification and necessary modifications are
described in the next section.

III. C ORRELATION-BASED APPROACHES

First the high frequency part of the noise is estimated by
subtracting a denoised version of an image from the original
image [5]. A scanner’s reference pattern is determined by
averaging the noise patterns from multiple images captured
by the scanner. This reference pattern serves as an intrinsic
signature of the scanner (Figure 2). To identify the source
scanner, the noise pattern from an image is correlated with
known reference patterns from a set of scanners (Figure 3).
The scanner corresponding to the reference pattern with the
highest correlation is chosen to be the source scanner.

Images from 

same scanner

Noise 

extraction & 

averaging

Scanner 

reference pattern

Fig. 2. Classifier Training for Correlation-based Approach.

In contrast to digital cameras, flatbed scanners use a linear
one dimensional sensor array. Using a one dimensional version
of the two dimensional array reference pattern described in[5]
is more appropriate in this case. The linear sensor noise pattern
is obtained from the average of all the rows of the noise
estimated from an image. The linear sensor reference pattern
for a particular scanner is obtained by taking the average of
linear sensor noise patterns from multiple images scanned by
the same scanner. This linear row reference pattern serves as
an intrinsic signature of the scanner. To identify the source
scanner of an image, its linear noise pattern is correlated with
known reference patterns from a set of scanners. The scanner
corresponding to the reference pattern with highest correlation
is chosen to be the source scanner.

Let Ik denote thekth input image of sizeM×N pixels (M
rows andN columns). LetIk

noise be the noise corresponding



4 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. ***, NO. *, JANUARY ***

Image from 

unknown 

source

Noise 

extraction

Correlation 

detector

Scanner 

patterns

Source 

scanner

Fig. 3. Source Scanner Identification Using a Correlation-based Detection
Scheme.

to the original input imageIk and letIk
denoised be the result

of applying a denoising filter onI. Then as in [5],

Ik
noise = Ik − Ik

denoised (1)

Let K be the number of images used to obtain the reference
pattern of a particular scanner. Then the two dimensional array
reference pattern is obtained as

Ĩ
array
noise (i, j) =

1

K

K∑

k=1

Ik
noise(i, j); 1 ≤ i ≤ M , 1 ≤ j ≤ N

(2)
The linear row reference pattern is obtained as

Ĩ linear
noise (1, j) =

1

M

M∑

i=1

Ĩ
array
noise (i, j); 1 ≤ j ≤ N (3)

Correlation is used as a measure of the similarity between
the scanner reference patterns and the noise pattern of a given
image [5]. Correlation between two vectorsX,Y ∈ R

N is
defined as

C(X,Y ) =
(X − X̄) · (Y − Ȳ )

||X − X̄||||Y − Ȳ ||
(4)

This correlation is used to classify the scanners. The scanner
corresponding to the reference pattern giving highest cor-
relation is chosen as the source scanner. An experimental
threshold can also be determined, in which case the scanner
corresponding to the reference pattern giving a correlation
value higher then the threshold is chosen as the source scanner.

IV. U SE OFTHE STATISTICAL FEATURES OF THEPATTERN

NOISE

One of the main differences between the image capturing
processes for digital cameras and flatbed scanners is in the
usage of sensor elements when capturing an image. Digital
cameras use the entire sensor to capture an image, whereas
scanners use only a portion of the sensor array determined
by where the image is placed on the scanner bed. To suc-
cessfully estimate scanner reference patterns for correlation-
based source scanner identification, all scanned images used

for training and testing must be scanned at the exact same
location on the scanner bed. However, this requirement is not
typically met in real world scanning scenarios. Hence, the
simple approach of correlation detection as used in [5] may not
work for flatbed scanners due to desynchronization problems
in the estimation and detection of the reference patterns. This
is demonstrated in [21] where small images scanned from
random locations on the scanner bed are used to estimate the
scanner reference pattern.

One way to solve the desynchronization problem for the
correlation-based technique is to estimate the scanner refer-
ence pattern for the entire scan area. This can be accomplished
by using large images, or multiple smaller images tiled across
the scanner bed. Detection of the reference pattern in any
given image can then be performed using normalized cross
correlation (NCC) [24]. The highest value of NCC among all
known scanners determines the source scanner as well as the
scanning location on the scanner bed.

Implementation of this NCC technique requires storage of
large reference patterns, as well as long data-acquisitionand
computation times. The reference pattern for a flatbed scanner
with a native resolution 1200 DPI will be approximately
10800 × 14400 pixels and 500 MBytes in size. Practical
constraints on storage, computation, and data acquisitiontime
motivate the search for alternative techniques for source scan-
ner identification which can make use of smaller training
images. Furthermore, estimation of reference patterns forthe
complete scanner bed requires possession of all the training
devices. A method capable of using a limited number of
smaller training images from the same scanner would be
ideal. The following sections describe a statistical feature-
based technique using support vector machine (SVM) clas-
sification which is shown to overcome the stated problems
with correlation-based techniques.

Selection of relevant features from the sensor noise is the
key to accurate and robust source scanner identification. The
features selected should satisfy the following requirements:

• Independent of image content
• Capture the characteristics of a particular scanner and if

possible differ amongst scanners of the same make and
model

• Independent of scan area, that is, they should be able to
characterize the source scanner even if the images are
placed at different positions on the scanner’s glass plate

An image scanned twice with the same scanner, but at
different non-overlapping locations on the scanner bed will
contain different PRNU because the PRNU originates from
variations in manufacturing process. The proposed scheme
uses sensor noise based scanner fingerprints. The fixed com-
ponent of sensor noise is caused by PRNU as well as noise-
like characteristics left after the post processing steps.To
generate the final image, a number of non-linear operations
are performed by the scanner on the values read by the sensor
array. Thus, the statistical properties of the fixed component
of noise are expected to remain same irrespective of the image
placement on the scanner bed. This is the reason behind using
the statistical features of the fixed component of sensor noise
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for source scanner identification. Our experimental results
suggest that this is true.

A. Statistical Feature Extraction

A scanned image is generated by translating a linear sensor
array along the length of the scanning bed. Each row of the
resulting digital image is generated by the same set of sensor
pixels. Thus, for scanned images, the average of all the rowsof
sensor noise will give an estimate of the fixed “row-pattern”.
Averaging will reduce the random component while at the
same time enhancing the fixed component of the noise. Along
with using different statistical features of the “row-pattern”,
similar features are estimated along the column direction as
well to be compared with the statistics along the row direction.
Let I denote the input image of sizeM ×N pixels (M rows
andN columns) andInoise be the noise corresponding to the
image. LetIdenoised be the result of applying a denoising filter
on I. Then as in [5],

Inoise = I − Idenoised (5)

The procedure to extract features from a single color
channel is described here and is applied to all three channels
separately to get the complete feature vector.

Let Ĩr
noise and Ĩc

noise denote the average of all the rows and
columns of the noise (Inoise) respectively (Equations 6 and 7).

Ĩr
noise(1, j) =

1

M

M∑

i=1

Inoise(i, j); 1 ≤ j ≤ N (6)

Ĩc
noise(i, 1) =

1

N

N∑

j=1

Inoise(i, j); 1 ≤ i ≤ M (7)

Let ρrow(i) denote the correlation value between the av-
erage of all the rows (̃Ir

noise) and theith row of the noise
(Inoise) (Equation 8). Similarly,ρcol(j) denotes the value of
correlation between the average of all the columns (Ĩc

noise)
and jth column of the noise (Inoise) (Equation 9).

ρrow(i) = C(Ĩr
noise, Inoise(i, .)) (8)

ρcol(j) = C(Ĩc
noise, Inoise(., j)) (9)

ρrow is expected to have larger values thanρcol since there
is a periodicity between rows of the fixed component of the
sensor noise of a scanned image (Section II). The statistical
properties ofρrow, ρcol, Ĩr

noise andĨc
noise capture the essential

properties of the image that are useful for discriminating
between different scanners. As as example, for a low-quality
scanner having a large amount of random noise, such as that
due to fluctuations in lighting conditions, values ofρrow will
be comparatively small and close to the values ofρcol. On
the other hand, a high quality scanner is not expected to
have as much random noise and thus the values ofρrow

will be comparatively much larger than the values ofρcol.
Furthermore, for a low-quality scanner,Ĩr

noise and Ĩc
noise will

have much higher energy than corresponding values for a
high quality scanner. The mean, standard deviation, skewness

and kurtosis ofρrow and ρcol are the first eight features
extracted from each color channel of the input image. The
standard deviation, skewness and kurtosis ofĨr

noise and Ĩc
noise

correspond to features9 through14. The last feature for every
channel is given by Equation 10 which is representative of the
relative difference in periodicity along the row and column
directions of the sensor noise. Since we expectρrow to be large
for high quality scanners and small for low-quality scanners
f15 will have a high positive value for all but very low-
quality scanners or for images which have undergone post-
processing operation such as very heavy down-sampling or
JPEG compression which have a large impact on the sensor
noise.

f15 =

(
1 −

1

N

∑N

j=1
ρcol(j)

1

M

∑M

i=1
ρrow(i)

)
∗ 100 (10)

By extracting these 15 features from each of the three
color channels, a 45 dimensional feature vector is obtained
for each scanned image. To capture the three color channels,
some scanners use three different linear sensors while others
use a single imaging sensor in coordination with a tri-color
light source. To capture this difference among scanners of
different make and models, six additional features are used.
These features are obtained by taking mutual correlations of
Ĩr
noise from different color channels (same for̃Ic

noise). Hence,
in total each scanned image has a 51 dimensional feature
vector associated with it.

In our previous work [21] on source scanner identification
from images scanned at native scanner resolution, a recently
developed anisotropic local polynomial estimator for image
restoration based on directional multiscale optimizations [25]
was used for denoising. In this study, a denoising filter bank
comprising of four different denoising algorithms: LPA-ICI
(Local polynomial approximation - intersection of confidence
intervals) denoising scheme [25], median filtering (size3× 3)
and Wiener adaptive image denoising for neighborhood sizes
3× 3 and5× 5, is used. Using a set of denoising algorithms
helps to better capture different types of sensor noise [20].
These denoising algorithms are chosen based on the perfor-
mance of the complete filter bank in scanner identification.
Initial experiments on different linear filtering algorithms
such as those using an averaging filter and a Gaussian filter
demonstrated that the linear filtering algorithms are not as
effective in scanner identification as those used in the proposed
scheme. Each denoising algorithm is independently applied
to each color band in an image. The features extracted from
individual blocks of the filter bank are concatenated to create
the final feature vector for each scanned image. Hence, each
scanned image has a 204 dimensional feature vector associated
with it.

To reduce the dimensionality of the feature vectors, linear
discriminant analysis (LDA) [26] is used and a ten dimensional
feature vector is obtained for each image. Each component of
the ten dimensional feature vector is then a linear combination
of the original 204 features. Finally a SVM classifier is used
to classify these ten dimensional feature vectors.
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V. EXPERIMENTAL RESULTS

‘
Table I lists the scanners used in our experiments. Ex-

periments are performed on images scanned at the native
resolution of the scanners as well as on images scanned at
a lower non-native resolution, such as 200 DPI. Images are
generally scanned at a lower resolution to meet constraints
on storage space, scanning time, and transmission bandwidth.
This adds further complexity to the task of source scanner
identification since images scanned at a lower resolution go
through heavy down sampling which changes the sensor noise
characteristics (Section II).

TABLE I
SCANNERSUSED FOR EXPERIMENTS

Make/Model Sensor Native Resolution

S1 Epson Perfection 4490 Photo CCD 4800 DPI
S2 HP ScanJet 6300c-1 CCD 1200 DPI
S3 HP ScanJet 6300c-2 CCD 1200 DPI
S4 HP ScanJet 8250 CCD 4800 DPI
S5 Mustek 1200 III EP CCD 1200 DPI
S6 Visioneer OneTouch 7300 CIS 1200 DPI
S7 Canon LiDE 25 CIS 1200 DPI
S8 Canon LiDE 70 CIS 1200 DPI
S9 OpticSlim 2420 CIS 1200 DPI
S10 Visioneer OneTouch 7100 CCD 1200 DPI
S11 Mustek ScanExpress A3 CCD 600 DPI

The experimental procedure for source scanner identifica-
tion using statistical features of the sensor noise is shownin
Figure 4. TheLIBSVM package [27, 28] is used in this study.
Before using the SVM classifier, the features are scaled to
the range[−1, 1]. This helps to achieve higher classification
accuracy [28]. The mapping is decided by the values of the
features in the training set and the same mapping is applied to
the features in the testing set. A radial basis function (RBF) is
chosen as the kernel function and a grid search is performed
to select the best parameters for the kernel. To generate the
final confusion matrices, SVM training and testing steps are
repeated multiple times using a random selection of images
for the training and testing sets.

A. Native Resolution Images - Scan Area Independence

Out of the eleven scanners, seven scanners that are repre-
sentative of the complete set,S1, S2, S3, S4, S6, S7, S9 four
CCD and three CIS, with two of the exact same make and
model, are used in experiments performed at native resolution.
Approximately 40 images are scanned from each of these
seven scanners at their respective native scanning resolutions.
The scanned images are then sliced into blocks of size
1024 × 768 pixels. This block size is arbitrarily chosen to
provide for reasonable processing time and memory usage. For
each of the seven scanners we have 200 sub-images from each
column of the sliced images corresponding to that scanner.
Figure 6 shows a sample of the images used in this study.
As shown in Figure 5 the image blocks such asB0 and B5
from the same column will be scanned by the same sensor
elements and can therefore be treated as originating from
the same source. Unless stated otherwise, for experiments on

native resolution images, 50% of the sub-images are randomly
chosen for training of the SVM classifier and the remaining
sub-images are used for testing.

B0 B1 B2 B3 B4

B5 B6 B7 B8 B9

... ...

Fig. 5. Scanned Images Sliced Into Sub-images.

Fig. 6. Sample Images.

First a set of experiments are performed to investigate the
scan-area independence of the proposed statistical features.
In the first experiment a classifier is designed by placing the
sub-images from the first two columns of a scanner into two
different classes. For example, image blocks such asB0 and
B5 are in one class and image blocksB1 and B6 are in
another class (see Figure 5). Table II shows the confusion
matrix for training and testing on 14 different classes, treating
sub-images coming from two columns of the same scanner
as two different classes. Sub-images used for generating this
confusion matrix were stored in TIFF format. In this table
the classSc

j denotes sub-images from thecth column of
the jth scanner. A similar classifier for sub-images stored in
JPEG format at quality factor 70 has the confusion matrix
shown in Table III. The results in these tables suggest that the
proposed features for sub-images from different columns ofthe
same scanner differ from each other. For some scanners, this
difference is enough to reliably differentiate sub-imagesfrom
the two columns. Different columns from several scanners
such asS1, S2, andS7 have classification accuracies of only
75% for TIFF images, and the overall classification accuracy
for JPEG images is even lower for all the scanners. This
indicates that these features fall into overlapping clusters.
Possible reasons for the poor classification accuracies are
that both classes contain noise caused by similar mechanical
fluctuations and post-processing algorithms.

Another experiment to investigate the scan-area indepen-
dence of the proposed statistical features is designed to show
scan-area independence by training the classifier on sub-
images from the first column of the scanned images and
testing on sub-images from the second column of the scanned
images. Table IV shows the confusion matrix for this classifier
which has an average classification accuracy of 95%. A similar
experiment, designed by training the classifier on sub-images
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Fig. 4. Feature-Based Scanner Identification.

TABLE II
TREATING SUB-IMAGES FROM DIFFERENT HORIZONTAL LOCATIONS AS SEPARATE CLASSES- TIFF SUB-IMAGES

Predicted
S1

1
S2

1
S1

2
S2

2
S1

3
S2

3
S1

4
S2

4
S1

6
S2

6
S1

7
S2

7
S1

9
S2

9

S1

1
74.0 26.0 0 0 0 0 0 0 0 0 0 0 0 0

S2

1
30.0 70.0 0 0 0 0 0 0 0 0 0 0 0 0

S1

2
0 0 74.6 22.4 2.6 0.4 0 0 0 0 0 0 0 0

S2

2
0 0 20.1 76.0 1.9 2.0 0 0 0 0 0 0 0 0

S1

3
0 0 0.7 0.8 78.1 20.4 0 0 0 0 0 0 0 0

S2

3
0 0 0.0 1.9 18.6 79.4 0 0 0 0 0 0 0 0

Actual S1

4
0 0 0 0 0 0 100 0 0 0 0 0 0 0

S2

4
0 0 0 0 0 0 0 100 0 0 0 0 0 0

S1

6
0 0 0 0 0 0 0 0 98.7 1.0 0 0 0.1 0.2

S2

6
0 0 0 0 0 0 0 0 0.7 98.8 0.3 0 0.0 0.2

S1

7
0 0 0 0 0 0 0 0 0 0 76.7 23.3 0 0

S2

7
0 0 0 0 0 0 0 0 0 0 25.1 74.9 0 0

S1

9
0 0 0 0 0 0 0 0 0.3 0.1 0 0 81.9 17.7

S2

9
0 0 0 0 0 0 0 0 0.4 1.3 0 0 15.7 82.6

TABLE III
TREATING SUB-IMAGES FROM DIFFERENT HORIZONTAL LOCATIONS AS SEPARATE CLASSES- JPEG (Q=70)SUB-IMAGES

Predicted
S1

1
S2

1
S1

2
S2

2
S1

3
S2

3
S1

4
S2

4
S1

6
S2

6
S1

7
S2

7
S1

9
S2

9

S1

1
88.8 10.3 0 0.3 0.1 0.0 0.1 0 0 0 0.1 0.3 0 0.0

S2

1
22.8 76.1 0 0 0.0 0.3 0 0 0 0 0.0 0.7 0 0

S1

2
0 0 64.8 24.9 5.5 3.6 0.0 0.1 0.2 0 0.8 0 0.1 0

S2

2
0.3 0 20.2 57.9 7.4 12.2 0.5 0 0.2 0 0.3 0.5 0.5 0

S1

3
0.7 0.1 2.2 7.2 60.0 26.5 0 0.3 1.3 0.5 0.0 0 1.0 0.2

S2

3
0.4 0.0 4.9 11.2 18.7 60.1 0.0 0 0.2 0 1.3 0.5 1.7 0.8

Actual S1

4
0.5 0 0 0 0 0 88.5 11.0 0 0 0 0 0 0

S2

4
0 0 0.0 0 0.1 0 8.9 91.0 0 0 0 0 0 0

S1

6
0 0 0 0.1 1.3 0.2 0 0 73.2 20.2 0.3 0 3.8 0.9

S2

6
0 0 0 0.1 0.2 0.3 0 0 31.6 64.5 0.8 0.3 1.4 0.9

S1

7
0 0 0.7 0.1 0.2 1.2 0 0 0.1 0 72.2 22.0 1.5 2.1

S2

7
1.0 0.7 0 0.3 0.2 2.0 0 0 0 0 20.0 71.9 0.3 3.4

S1

9
0 0 0.0 0.1 0.7 0.9 0.0 0 3.5 1.9 1.0 0.5 72.3 19.1

S2

9
0 0 0 0 0.3 1.2 0 0 2.0 1.7 1.8 2.1 23.0 67.9

from second column of the scanned images and testing on
sub-images from the first column of the scanned images, has

an average classification accuracy of 92%. Similar classifiers
designed for images saved in JPEG format (Q=70) have
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classification accuracies close to 95% except for scannersS2

andS3 which are of the same make and model. These results
indicate that even though the features from sub-images of
different columns are somewhat differentiable, features from
different columns of the same scanner are clustered closer to
one another than to those of other scanners. Therefore for the
purpose of source scanner identification, the proposed feature
set can be assumed to be independent of scan-area.

TABLE IV
NATIVE RESOLUTION TIFF SUB-IMAGES, TRAINED ON SUB-IMAGES FROM

COLUMN-1 AND TESTED ON SUB-IMAGES FROM COLUMN-2

Predicted
S1 S2 S3 S4 S6 S7 S9

S1 100 0 0 0 0 0 0
S2 0 89.6 6.6 0 3.3 0 0.5
S3 0 6.5 91 0 2 0 0.5

Actual S4 0 0.5 0 93.5 6 0 0
S6 0 0 0 0 90.4 0.4 9.2
S7 0 0 0 0 0 100 0
S9 0 0 0 0 1 0 99

For scanning at native resolutions of the scanners, the
following observations may be drawn from the results of the
above experiments:

• The proposed features for images scanned from different
locations on the same scanner bed fall into over-lapping
or non-overlapping clusters which are much closer to
each other than to clusters corresponding to features for
sub-images from other scanners.

• Features for images scanned from different scanners fall
into separate clusters.

• For some scanners it may be possible to distinguish be-
tween images scanned from different locations on scanner
bed. In all cases, features for images scanned from the
same scanner (independent of the scanning location) lie
much close to each other than to features for images
scanned from a different scanner.

• With the degradation in image quality due to heavy JPEG
compression, separation between scanners of the same
make and model decreases and the proposed features may
be able to identify only the make and model of the source
scanner and not the unique scanner.

These experiments show the scan-area independence of the
proposed scheme. In the following experiments on native
resolution images, sub-images from the first two columns of
the sliced images are placed into a single class corresponding
to that scanner. This results in 400 sub-images for each of the
seven scanners. Sub-images from the first two columns of the
jth scanner are denoted by classSj .

B. Native Resolution Images

Table V shows the confusion matrix corresponding to source
scanner identification among seven scanners using the pro-
posed scheme. Using 200 randomly chosen sub-images for
training and the remaining 200 for testing, 100% classification
is achived over seven scanners. The final decision about
the source scanner of a native resolution image is taken by

majority voting over the decisions corresponding to the in-
dividual sub-images. The underlying sub-image classification
accuracies are less than 100% due to the fact that several sub-
images may contain only saturated regions (completely black
or white)s of the image in which sensor noise is not detectable.

TABLE V
NATIVE RESOLUTION, TIFF SUB-IMAGES, PROPOSEDSCHEME

Predicted
S1 S2 S3 S4 S6 S7 S9

S1 100 0 0 0 0 0 0
S2 0 96.6 3.4 0 0 0 0
S3 0 0.6 99.4 0 0 0 0

Actual S4 0 0 0 100 0 0 0
S6 0 0 0 0 99.6 0.2 0.2
S7 0 0 0 0 0 100 0
S9 0 0 0 0 0.8 0 99.2

To compare the performance of the proposed scheme with
other existing feature vector based forensic classification
schemes, the Image Quality Measures (IQM) based source
camera identification method [10] and the source scanner iden-
tification method proposed by Gou et al. [20] are implemented.
In [10] features such as IQM and wavelet-based features are
used. In our implementation of the IQM based classifier, a 28-
dimensional feature vector is extracted from each input image
and LDA is performed to reduce the dimensionality of the
feature space to ten. A SVM classifier using a RBF kernel is
used for classification. Gou et al.’s method for source scanner
identification uses three sets of features extracted from each
scanned image. This method is aimed at classifying images
depending upon the scanner model that generated it and not
the exact scanner. The first set of features includes the mean
and standard deviation of the log-absolute transformed noise
estimated using five different denoising filters. The denoising
filters used in this scheme are: 1) linear filtering with an aver-
aging filter (3 × 3 kernel), 2) linear filtering with a Gaussian
filter (3× 3 kernel), 3) median filtering (3× 3 kernel), and 4)
Wiener adaptive image denoising with kernel sizes3 × 3 and
5× 5. This gives a total of 30 features from the image noise.
The second set of features are based on the observation that
the high-frequency wavelet coefficients of the scanned images
approach a Gaussian distribution and that different scanner
models fit the Gaussian model differently. The absolute value
of the area under the difference of the Gaussian curve and
the histogram of the high-frequency wavelet coefficients of
the scanned images makes up the second set of features. The
smooth regions of the scanned images may be contaminated
by noise and result in non-trivial error in the neighborhood
prediction. The difference in prediction error will capture the
variation of scanning noise among different scanner models.
The third set of features includes the mean and standard
deviation of the prediction errors in smooth regions. This
gives a 60-dimensional feature vector for each image. In [20]
principle component analysis (PCA) is applied to reduce the
dimensionality of the feature space to 25-dimensions. In our
implementation of Gou et al.’s scheme we perform LDA on
the 60-dimensional feature space to reduce the dimensionality
of the feature space to ten. This is to ensure that we are
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comparing the effectiveness of different features and not the
differences between classifiers such as PCA, LDA and SVM.
From the results presented in this paper, it is clear that using
LDA instead of PCA improves the performance of the scheme
proposed by Gou et al. [20]. Our goal is to compare the end-
to-end performance of different scanner identification systems
and not the individual components of each system.

The experiments described earlier in Section V-A to analyze
the scan-area independence were also conducted for the two
existing schemes. They show similar results that indicate scan-
area independence.

The confusion matrix for classifying sub-images scanned
from seven different scanners at their respective native resolu-
tions using the IQM based scheme is shown in Table VI. The
IQM based scheme has an average sub-image classification
accuracy of 89.5%. Table VII shows the confusion matrix
for Gou et al.’s scheme. This scheme has an average sub-
image classification accuracy of 95.2%. These classification
accuracies indicate that the noise based features may be better
than IQM based features for source scanner identification.

TABLE VI
NATIVE RESOLUTION, TIFF SUB-IMAGES, IQM BASED SCHEME

Predicted
S1 S2 S3 S4 S6 S7 S9

S1 94.7 0.1 0.5 0.2 1.4 0 3.2
S2 0.0 93.6 4.6 1.0 0.5 0.0 0.3
S3 1.7 6.6 86.6 1.1 2.0 0.1 2.0

Actual S4 0.1 2.0 1.0 91.0 0.4 5.3 0.3
S6 0.7 0.9 1.8 0.3 84.8 0.6 10.9
S7 0.3 0 0.0 2.9 0.5 93.9 2.4
S9 3.2 0.1 2.4 0.2 10.1 2.1 82.0

TABLE VII
NATIVE RESOLUTION, TIFF SUB-IMAGES, GOU. ET AL .’ S SCHEME

Predicted
S1 S2 S3 S4 S6 S7 S9

S1 99.6 0 0 0 0 0 0.4
S2 0.0 86.8 12.4 0.3 0.4 0 0
S3 0.0 15.3 84.4 0.0 0.0 0 0.2

Actual S4 0.1 0.0 0.1 99.7 0.0 0.1 0.0
S6 0.1 0.0 0.1 0.0 98.5 0 1.3
S7 0 0.0 0 0.1 0.5 99.3 0.1
S9 0.2 0.0 0.2 0 1.5 0 98.1

C. Native Resolution JPEG Images

To further examine the robustness of the proposed approach,
experiments are conducted on JPEG compressed images. A
dedicated SVM classifier used for this experiment is trained
and tested using only JPEG compressed images. All the
scanned images are JPEG compressed with quality factor Q =
70 after which feature extraction is performed. The dedicated
SVM classifier is trained using randomly chosen 50% of the
compressed images and tested on the remaining compressed
images.

Table VIII shows the confusion matrix for classifying sub-
images from JPEG compressed images with Q = 70. An
average sub-images classification accuracy of 92% is achieved

in this case. Tables IX and X show the confusion matrices for
the IQM based scheme and Gou et al.’s scheme respectively.
For this experiment the IQM based scheme has an average
sub-image classification accuracy of 68.6% while Gou et al.’s
scheme has an average sub-image classification accuracy of
80.8%. These results also show that the separation between
scanners of the same make and model decreases with degra-
dation in the noise pattern due to JPEG compression. The
lower decline in performance due to JPEG compression for
the proposed scheme suggests that the proposed features are
more robust to JPEG compression.

TABLE VIII
NATIVE RESOLUTION SUB-IMAGES, JPEG COMPRESSED(Q=70),

DEDICATED CLASSIFIER, PROPOSEDSCHEME

Predicted
S1 S2 S3 S4 S6 S7 S9

S1 99.2 0.2 0.2 0.0 0 0.4 0
S2 0.1 83.3 15.6 0.3 0.0 0.5 0.1
S3 0.7 10.1 85.3 0.2 1.4 0.8 1.6

Actual S4 0.5 0 0 99.5 0 0 0
S6 0 0.3 0.9 0 93.9 0.6 4.2
S7 1.1 0.7 1.1 0 0.0 92.9 4.2
S9 0 0 1.8 0 5.2 3.0 90.0

TABLE IX
NATIVE RESOLUTION SUB-IMAGES, JPEG COMPRESSED(Q=70),

DEDICATED CLASSIFIER, IQM BASED SCHEME

Predicted
S1 S2 S3 S4 S6 S7 S9

S1 91.0 0.8 1.8 4.2 0.1 1.4 0.7
S2 0.9 50.7 33.8 1.4 1.5 4.1 7.5
S3 2.3 32.7 48.0 2.0 2.7 5.7 6.7

Actual S4 8.5 3.8 4.4 78.7 0.7 1.2 2.7
S6 1.1 2.1 1.0 0.7 83.1 1.6 10.5
S7 2.0 5.9 6.8 1.6 2.6 68.9 12.2
S9 2.5 8.7 4.6 3.3 10.6 10.5 59.9

TABLE X
NATIVE RESOLUTION SUB-IMAGES, JPEG COMPRESSED(Q=70),

DEDICATED CLASSIFIER, GOU ET AL.’ S SCHEME

Predicted
S1 S2 S3 S4 S6 S7 S9

S1 94.7 1.2 0.7 1.7 0.2 0.8 0.6
S2 2.7 61.3 30.8 1.1 0.4 2.1 1.5
S3 1.6 29.5 59.3 2.1 0.7 4.1 2.7

Actual S4 1.5 1.2 2.1 91.8 0.6 1.1 1.7
S6 0.6 0.5 1.4 0.3 92.7 0.4 4.1
S7 5.1 1.9 2.7 0.3 0.3 85.9 3.7
S9 2.8 2.1 3.8 1.6 6.4 3.3 80.0

D. Non-native Resolution TIFF Images

In the next few experiments, the effectiveness of the pro-
posed scheme is shown for heavily sub-sampled (200 DPI)
images. These experiments have a broad practical impact since
most scanned images are at lower non-native resolutions due
to limitations on storage space and transmission speed. The
scheme proposed here has good performance on 200 DPI
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images (which corresponds to scaling by 17% to 4% for native
resolutions of 1200 DPI to 4800 DPI).

108 images are scanned at 200 DPI using each of the eleven
scanners shown in Table I. Each scanned image is saved as
an uncompressed TIFF image. It is not necessary to divide
these low resolution images into smaller blocks because they
are small enough to process in a reasonable amount of time.
Therefore, feature extraction and classification is performed
over an entire image and not multiple sub-images. Unless
stated otherwise, for each experiment on 200 DPI images, 80
randomly selected images from each class are used for training
and the remaining images are used for testing.

Figure 7 shows a scatter plot of the first two features ob-
tained after application of LDA on the 204 dimensional feature
vectors corresponding to the uncompressed TIFF images from
six scanner classes. These six scanner classesS1, (S2 + S3),
S4, S5, S10 and S11 have the largest separation in this two
dimensional feature space. This scatter plot gives an indication
of the high accuracy of the proposed scheme since even in
the two dimensional feature space six scanner classes can
be easily separated. In this two dimensional feature space
the features for images fromS2 and S3 are non-separable,
however, together they form one cluster which is separate from
all other classes. This is due toS2 andS3 both being of the
same make and model.
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Fig. 7. Scatter Plot of First Two Features of the Proposed Scheme for Six
Classes Having the Best Separation in 2D Projected Feature Space.

Degradation in the characteristics of sensor noise due to
heavy down-sampling prevents successful separation of images
scanned from the two scanners of exact same make and
model as demonstrated by our initial experiments (Tables XI
and XII). In the training and testing phases of these ex-
periments the images from scannersS2 and S3 are treated
as images coming from two different sources. It appears
that the low resolution images from scanners of the same
make and model are not clearly separable using the proposed
features. As shown in Table XI, only 90% of the 200 DPI
TIFF images from scannersS2 and S3 are classified cor-
rectly. This separation further decreases to 75% with JPEG
compression (Table XII). Image classification accuracies for
all other scanners are close to 100% for TIFF images and
90% for JPEG compressed images. Therefore, the following

experiments performed on images scanned at 200 DPI are
focused on classifying images based on the scanner make
and model and treat scannersS2 and S3 as a single class.
The scatter plot shown in Figure 7 also supports a similar
conclusion.

TABLE XI
200 DPI TIFFIMAGES, PROPOSED SCHEME, TREATING S2 AND S3 AS

DISTINCT CLASSES(TRAINING SET: 80 IMAGES FROM EACH CLASS)

Predicted
S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 100 0 0 0 0 0 0 0 0 0 0
S2 0 93.2 6.8 0 0 0 0 0 0 0 0
S3 0 10.1 89.9 0 0 0 0 0 0 0 0
S4 0 0 0 100 0 0 0 0 0 0 0
S5 0 0 0 0 100 0 0 0 0 0 0

Actual S6 0 0 0 0 0 100 0 0 0 0 0
S7 0 0 0 0 0 0 100 0 0 0 0
S8 0 0 0 0 0 0 0 100 0 0 0
S9 0 0 0 0 0 0 0 0 100 0 0
S10 0.3 0 0 0 0 0 0 0.2 0 99.5 0
S11 0 0 0 0 0 0 0 0 0 0 100

TABLE XII
200 DPI JPEG (Q=90,80,70)IMAGES, PROPOSED SCHEME, TREATING S2

AND S3 AS DISTINCT CLASSES, (TRAINING SET: 80 IMAGES FROM EACH

CLASS CONSISTING OF ALL THREE QUALITY FACTORS)

Predicted
S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 88.6 1.5 3.2 0.0 0.8 0 1.7 1.9 1.1 1.0 0.3
S2 0.6 75.6 19.8 0.0 0 0 0 1.9 1.5 0.2 0.4
S3 1.2 16.5 77.3 0.0 0.2 0 0.3 2.4 1.7 0.3 0.1
S4 1.3 0.4 0.4 97.2 0.4 0 0.2 0 0 0.2 0
S5 1.9 0.2 0.2 0 93.5 1.0 0.9 0.7 0.6 0.9 0

Actual S6 0 0.1 0 0 0.8 97.3 0.4 0.2 0.9 0.4 0
S7 0.6 0.3 0.6 0 0.3 1.3 87.1 7.7 1.8 0.2 0.2
S8 0.3 1.7 3.3 0 0.1 0 6.7 86.0 1.4 0.5 0.1
S9 2.7 0.7 1.3 0.1 0.6 0.7 1.5 2.5 89.7 0.3 0
S10 3.0 0.1 0.7 0.3 2.1 0.8 0.5 1.6 0.9 90.0 0
S11 0.0 0 0 0 0.1 0.1 0.3 0 0 0 99.5

Table XIII shows the confusion matrix for classifying im-
ages from eleven scanners of ten different make and models
using the proposed scheme. Note that scannersS2 and S3

of the same make and model are treated as one class. The
proposed algorithm has an average classification accuracy
of 99.9% among ten scanner models. Table XIV shows the
corresponding confusion matrix for eleven scanners using
the IQM based scheme, which has an average classification
accuracy of 88.4%. Table XV shows the confusion matrix
for classifying TIFF images from eleven scanners using the
scheme proposed by Gou et al. Gou et al.’s scheme has
an average classification accuracy of 96.6%. The proposed
scheme based on the statistical features of the sensor noise
performs better for source scanner identification than the IQM
based scheme and Gou et al.’s scheme.

At this point it is interesting to compare the classification
accuracies for classifying native resolution images with those
for classifying non-native resolution images (Table V vs.
Table XIII). The reason for the differences in classification
performances between native and non-native resolution images
(Table V vs. Table XIII) lies in the way experiments are
designed and the fact that the pattern noise is not detectable
in saturated (completely black or white) regions of the image.
For the experiments on native resolution images the original
scanned image is first divided into smaller blocks of size
1024× 768, then a feature vector is generated for each block
and the classification decisions are taken for each block sepa-
rately. These block wise decisions have false classifications for
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the sub-images corresponding to saturated (completely black
or white) regions [21]. The final decision about the source
scanner of a native resolution image is determined by majority
voting over the decisions corresponding to the individual sub-
images. Thus even with a classification accuracy close to 95%
for sub-images (Table V), the final classification accuracy for
the complete native resolution image remains 100%. For non-
native resolution images, feature extraction and classification
is performed over an entire image and not multiple sub-images.
This avoids misclassification due to saturation of pixel values
unless the entire image is black or white. Hence, the proposed
scheme gives 100% classification accuracy for classifying the
native resolution images as well as the non-native resolution
images.

TABLE XIII
200 DPI TIFFIMAGES, PROPOSED SCHEME,

(TRAINING SET: 80 IMAGES FROM EACH CLASS)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 100 0 0 0 0 0 0 0 0 0
S2 + S3 0 100 0 0 0 0 0 0 0 0

S4 0 0 100 0 0 0 0 0 0 0
S5 0 0 0 100 0 0 0 0 0 0

Actual S6 0 0 0 0 100 0 0 0 0 0
S7 0 0 0 0 0 100 0 0 0 0
S8 0 0 0 0 0 0 100 0 0 0
S9 0 0 0 0 0 0 0 100 0 0
S10 0.3 0 0 0 0 0 0.3 0 99.4 0
S11 0 0 0 0 0 0 0 0 0 100

TABLE XIV
200 DPI TIFFIMAGES, IQM BASED SCHEME,

(TRAINING SET: 80 IMAGES FROM EACH CLASS)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 70.9 4.3 1.2 3.4 0 1.1 0.6 18.1 0.5 0
S2 + S3 3.3 83.8 0 0 0 5.1 4.7 3.1 0 0

S4 0.4 0.5 97.8 1.3 0 0 0 0 0 0
S5 1.9 0 0 94.8 0 0 0 1.6 1.7 0

Actual S6 0 0 0 0 100 0 0 0 0 0
S7 0.8 10.9 0 0 0 80.8 3.4 4.0 0 0
S8 0.7 10.9 0 0 0 5.1 82.9 0.4 0 0
S9 7.3 5.3 0 4.8 0 4.0 0.4 78.3 0 0
S10 0 0.8 0 2.4 0 0 0 1.0 95.8 0
S11 0 0 0 0.3 0 0 0 0 0 99.7

TABLE XV
200 DPI TIFFIMAGES, GOU ET AL.’ S SCHEME,

(TRAINING SET: 80 IMAGES FROM EACH CLASS)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 96.0 1.5 0 0.6 0 0 0 1.9 0 0
S2 + S3 0.5 98.4 0.6 0 0 0.6 0 0 0 0

S4 0 0 100 0 0 0 0 0 0 0
S5 0.2 0 0 96.5 0 0 0 0.5 2.8 0

Actual S6 0 0 0 0 99.2 0.2 0.6 0 0 0
S7 0 2.0 0 0 0.2 94.4 3.3 0 0 0
S8 0 0.6 0 0 0 3.8 94.8 0 0 0.7
S9 7.7 0.5 0 1.3 0 0.5 0 90.0 0 0
S10 0.2 0 0 3.0 0 0 0 0 96.8 0
S11 0 0 0 0 0 0 0 0 0 100

To further check the robustness of the proposed scheme
for scanner model identification, a SVM classifier is trained
without images from scannerS3 and tested on only images
from the scannerS3. Table XVI shows the confusion matrix
for this case, which has a classification accuracy of 95%. A

similar experiment designed by training the classifier without
images from scannerS2 and testing only on images fromS2,
gives a classification accuracy of 97%. These results imply
that even in the absence of the training data from a particular
scanner, the proposed scheme can identify the scanner model
as long as training data from another scanner of the same make
and model is available.

TABLE XVI
200 DPI TIFFIMAGES, PROPOSED SCHEME,

(TRAINING SET: 80 IMAGES FROM EACH CLASS, NO IMAGE FROM S3 ;
TESTING SET: 108 IMAGES FROM S3)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

Actual S3 0 95 0 1 0 0 0 1 3 0

Another aspect of robustness is independence from scanning
location. That is, even when the image is placed at a random
unknown location on the scanner bed, source scanner identi-
fication should still be possible. The images used in all the
earlier experiments were scanned from the “default” scanning
location (generally marked at the top right corner) of the scan-
ner. For this experiment another 108 images are scanned from
scannerS11, with their location on the scanner’s bed slightly
translated horizontally and vertically between each scan.A
SVM classifier is trained using the images scanned from the
“default” location and tested using images from the “random”
locations only. Table XVII shows the classification resultsfor
scannerS11 which has a classification accuracy of 100% for
“randomly” placed images. This suggests that the proposed
scheme for scanner model identification is independent of the
scanning location.

TABLE XVII
EFFECT OF CHANGING THE SCANNING LOCATION, 200 DPI TIFFIMAGES,

PROPOSED SCHEME, (TRAINING SET: 80 IMAGES FROM EACH CLASS,
TESTING SET: 108 IMAGES FROM RANDOM LOCATIONS ONS11)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

Actual S11 0 0 0 0 0 0 0 0 0 100

E. Non-native Resolution Images + Post Processing

The following experiments are aimed at investigating the
influence of post-processing operations such as JPEG com-
pression, contrast stretching and brightness enhancement, on
source scanner identification. To test whether sensor noise
survives these operations, two types of classifiers are used.
First is a dedicated classifier which is trained and tested only
on a particular class of post-processed images. Second is a
general classifier which is trained on both the original and
post-processed images and tested only on the post-processed
images. Unless stated otherwise, in these experiments 80
randomly selected images from each scanner class are used for
training and the remaining images are used for testing. Since
the proposed features are based on sensor noise, if a post-
processing or malicious attack involves subtraction of thenoise
from the original image or addition of a spurious noise pattern,
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classification accuracies are expected to decrease, similar to
the performance decline noticed with JPEG compression.

1) Effect of JPEG Compression:To investigate the ro-
bustness of the proposed scheme under JPEG compression,
TIFF images from all the scanners are compressed at three
different quality factors Q = 90, 80 and 70. This gives a total
of 11 × 108 × 3 = 3564 JPEG images. To see the effect
of JPEG compression on the proposed statistical features,
one dedicated classifier is trained for each quality factor.For
designing these dedicated classifiers, 80 images are randomly
chosen (compressed at that quality factor) from each scanner
model for training. The remaining images at that quality factor
are used for testing. This training and testing is repeated
multiple times to generate the final confusion matrices. Similar
dedicated classifiers are designed for the IQM based scheme
and for the scheme proposed by Gou et al.

The bar graph shown in Figure 8 shows the comparative
performance of these three methods for source scanner model
identification using images stored in uncompressed TIFF and
JPEG format at different quality factors. The average classi-
fication accuracies over ten scanner models for the proposed
scheme are 97.4%, 95.7% and 93.3% for dedicated classifiers
at quality factors 90, 80 and 70 respectively. Thus, the pro-
posed features survive low quality factor JPEG compression.
Even though there is a slight decay in the performance with de-
crease in JPEG quality factor, the proposed scheme maintains
an average classification accuracy of 93.3% at quality factor
70. Furthermore, as is clear from the bar graph in Figure 8,
the proposed features perform consistently better than theother
two schemes.
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Fig. 8. Comparative Performance of Dedicated Classifiers of Different
Schemes.

To use a dedicated classifier on post-processed images, we
need to know the particular post-processing that was applied
to the image. In some cases, this a priori information is
available or can be obtained by using other forensic methods.
For example, it may be possible to obtain the JPEG quality
factor through analysis of quantization tables embedded inthe
JPEG image. But in general, an image of unknown origin is
provided for forensic examination without reliable knowledge
of the post-processing operations applied to it. Thus, there is
need for a general classifier which does not need to know the
JPEG quality factors of training and testing images.

To design a robust general classifier, the JPEG images
compressed at three quality factors are grouped together and
80 randomly chosen images from each scanner class are used
for training the classifier. The remaining3564−10×80 = 2764
images are used for testing of the classifier. A similar general
classifier is also designed for the IQM based scheme and the
method proposed by Gou et al. Table XVIII shows the confu-
sion matrix for the general classifier for the proposed scheme,
which has an average classification accuracy of 92.3%. Ta-
ble XIX shows the confusion matrix for the corresponding
general classifier for the IQM based scheme, which has an
average classification accuracy of 75%. Table XX shows the
confusion matrix for the corresponding general classifier for
the scheme proposed by Gou et al., which has an average
classification accuracy of 57.7%. The previous schemes in
their present form can be used when the JPEG quality factor
of the test image is known or can be accurately estimated.
However, in the general scenario considered here when the
JPEG quality factor is unknown, they do not perform well.
The proposed scheme gives high classification accuracy even
without knowledge of the JPEG quality factors of training or
testing images.

TABLE XVIII
GENERAL CLASSIFIER: 200 DPI JPEG (Q=90,80,70)IMAGES, PROPOSED

SCHEME, (TRAINING SET: 80 IMAGES FROM EACH CLASS CONSISTING OF

ALL THREE QUALITY FACTORS; REMAINING IMAGES FOR TESTING)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 89.4 5.4 0.1 0.6 0 1.5 1.3 0.7 0.6 0.3
S2 + S3 0.6 96.9 0.0 0.1 0.0 0.2 1.1 0.9 0.1 0.1

S4 1.0 1.0 97.4 0.1 0 0.1 0 0.1 0.3 0
S5 2.3 0.8 0.1 92.9 1.0 0.7 0.8 0.5 1.0 0

Actual S6 0.0 0.0 0 0.9 97.2 0.5 0.2 0.7 0.4 0
S7 1.2 1.4 0.0 0.4 1.5 85.2 8.2 1.5 0.3 0.2
S8 0.5 6.5 0.1 0.3 0.0 5.6 85.5 1.1 0.4 0.0
S9 2.5 1.9 0.1 0.7 0.7 1.5 2.7 89.5 0.4 0
S10 3.6 1.0 0.5 1.9 0.9 0.5 1.7 0.8 89.2 0
S11 0.0 0 0 0.0 0.1 0.3 0 0 0 99.5

TABLE XIX
GENERAL CLASSIFIER: 200 DPI JPEG (Q=90,80,70)IMAGES, IQM

BASED SCHEME, (TRAINING SET: 80 IMAGES FROM EACH CLASS

CONSISTING OF ALL THREE QUALITY FACTORS; REMAINING IMAGES FOR

TESTING)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 67.9 6.2 0.1 5.1 0.8 1.9 4.8 11.2 1.5 0.6
S2 + S3 1.4 79.8 0.1 1.0 0.5 5.9 7.1 1.8 0.3 2.2

S4 0.4 2.2 94.0 0.9 0.4 0.1 0 1.5 0.5 0
S5 5.5 6.9 0.4 78.1 1.3 0.9 1.4 1.6 3.9 0.1

Actual S6 1.6 2.1 0.2 0.7 85.0 2.0 0.5 6.6 0.9 0.5
S7 1.5 15.7 0.1 0.8 0.7 57.4 8.3 7.9 0.1 7.6
S8 5.4 19.8 0 0.3 0.8 9.6 53.9 8.1 0 2.1
S9 8.5 9.5 1.0 0.8 3.8 7.3 9.3 57.2 0.9 1.6
S10 1.3 1.4 0.2 3.6 3.0 1.2 1.6 2.7 84.7 0.4
S11 0.0 0.7 0 0.0 0.2 2.2 1.1 0.6 0.3 94.9

2) Effect of Image Sharpening and Contrast Stretching:To
investigate the robustness of the proposed scheme on images
that have undergone image sharpening and contrast stretching,
TIFF images from all the scanners are independently sharp-
ened and contrast stretched. A sharpening algorithm based on
weighted median filtering is used (with sharpening parameter τ

= 0.2) [29]. The contrast stretching curve used here is depicted
in Figure 9 and a threshold T = 20 is used. The set of images
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TABLE XX
GENERAL CLASSIFIER: 200 DPI JPEG (Q=90,80,70)IMAGES, GOU ET

AL .’ S SCHEME, (TRAINING SET: 80 IMAGES FROM EACH CLASS

CONSISTING OF ALL THREE QUALITY FACTORS; REMAINING IMAGES FOR

TESTING)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 43.5 10.7 4.9 3.9 10.0 4.0 3.9 9.6 7.4 2.3
S2 + S3 2.5 74.8 1.5 4.2 0.8 4.3 2.5 3.7 1.9 3.9

S4 4.3 4.1 68.6 5.9 3.4 2.5 1.0 6.2 3.8 0.3
S5 2.5 12.9 3.8 68.2 1.1 2.4 0.5 2.8 5.9 0

Actual S6 8.7 1.9 1.2 1.4 70.3 2.6 2.6 5.2 3.8 2.2
S7 2.8 9.8 1.5 1.7 3.1 40.5 16.7 5.9 3.3 14.6
S8 6.3 9.2 0.8 0.2 4.5 15.2 44.7 8.2 2.5 8.4
S9 13.4 11.6 5.0 3.1 9.4 5.8 5.9 38.0 4.7 3.0
S10 11.7 9.0 5.5 9.3 10.0 3.2 3.8 5.1 40.3 2.1
S11 0.4 3.2 0.1 0 1.3 4.2 2.7 0.3 0.1 87.7

used for these experiments consists of 108 TIFF images from
each of the 11 scanners, and their contrast stretched and
sharpened versions, for a total of11×108×3 = 3564 images.

Figure 8 shows the comparative performance of dedicated
classifiers for sharpened and contrast stretched images. These
classifiers are trained and tested only on images that have un-
dergone that particular post-processing. This shows that only
image sharpening has a significant effect on the performance
of the IQM based scheme and that the sensor noise based
schemes are unaffected by image sharpening and contrast
stretching if the type of post-processing is known.
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Fig. 9. Contrast Stretching.

For building a general classifier, all the TIFF images (origi-
nal and post-processed) are grouped together and 80 randomly
chosen images from each scanner class are used for training of
the classifier. The remaining sharpened and contrast stretched
images are used for testing of the classifier. This general
classifier is also designed for the IQM based scheme and
the method proposed by Gou et al. Table XXI shows the
confusion matrix for the general classifier for the proposed
scheme which has an average classification accuracy of 99.8%.
Table XXII shows the confusion matrix for the corresponding
general classifier for the IQM based scheme, which has an
average classification accuracy of 79.7%. Table XXIII shows
the confusion matrix for the corresponding general classifier
for the scheme proposed by Gou et al., which has an average
classification accuracy of 95.4%. The average classification
accuracy of methods based on sensor noise is not affected by
image sharpening and contrast stretching while the IQM based
scheme shows a significant drop in performance. The proposed

scheme gives high classification accuracy, even on images
that have undergone image sharpening and contrast stretching,
without any knowledge of the post-processing performed on
the training or testing images.

TABLE XXI
GENERAL CLASSIFIER: 200 DPI TIFFIMAGES (ORIGINAL , SHARPENED,

CONTRAST STRETCHED), PROPOSED SCHEME, (TRAINING SET: 80
IMAGES FROM EACH CLASS CONSISTING OF ALL THREE TYPES;

REMAINING POST-PROCESSED IMAGES FOR TESTING)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 99.6 0 0 0 0 0.1 0.0 0 0.3 0
S2 + S3 0 100 0 0 0 0 0 0 0 0

S4 0 0 99.8 0 0 0 0 0 0.2 0
S5 0 0 0 100 0 0 0 0 0 0

Actual S6 0 0 0 0 100 0 0 0 0 0
S7 0 0 0 0 0 100 0 0 0 0
S8 0 0 0.1 0 0 0 99.7 0 0.2 0
S9 0 0 0 0 0 0 0 100 0 0
S10 0.6 0 0 0.1 0 0 0.2 0 99.1 0
S11 0 0 0 0 0 0 0 0 0 100

TABLE XXII
GENERAL CLASSIFIER: 200 DPI TIFFIMAGES (ORIGINAL , SHARPENED,

CONTRAST STRETCHED), IQM BASED SCHEME, (TRAINING SET: 80
IMAGES FROM EACH CLASS CONSISTING OF ALL THREE TYPES;

REMAINING POST-PROCESSED IMAGES FOR TESTING)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 66.6 3.7 0.2 7.3 3.9 0.7 0.5 13.8 3.3 0.1
S2 + S3 3.2 84.9 1.1 2.1 1.0 2.6 1.9 2.9 0.1 0.3

S4 1.3 2.6 93.5 0.8 0 0 0 0.2 1.6 0
S5 5.4 0.6 0.5 82.7 0.2 0.4 0 0.5 9.6 0

Actual S6 5.4 4.3 1.0 0.1 81.4 1.3 0.6 5.1 0.8 0
S7 3.5 9.7 0.0 3.1 10.2 59.7 4.4 9.1 0.4 0
S8 1.9 13.6 0.2 0.3 2.3 8.3 65.2 8.2 0 0
S9 11.8 2.3 0.5 2.2 5.5 1.8 0.9 71.5 3.4 0
S10 2.1 0.0 0.1 6.0 0 0 0 0 91.8 0
S11 0 0.7 0 0 0 0 0 0 0 99.3

TABLE XXIII
GENERAL CLASSIFIER: 200 DPI TIFFIMAGES (ORIGINAL , SHARPENED,

CONTRAST STRETCHED), GOU ET AL.’ S SCHEME, (TRAINING SET: 80
IMAGES FROM EACH CLASS CONSISTING OF ALL THREE TYPES;

REMAINING POST-PROCESSED IMAGES FOR TESTING)

Predicted
S1 S2 + S3 S4 S5 S6 S7 S8 S9 S10 S11

S1 91.3 0.8 2.6 2.7 0.0 0.8 0 1.0 0.7 0
S2 + S3 0.6 98.6 0.2 0.0 0 0 0.0 0.4 0.0 0.1

S4 0 0.1 98.1 0.1 0.5 0 0.3 0.6 0.2 0
S5 0.8 0 0.5 94.8 0 0 0 0.1 3.8 0

Actual S6 0 0 0.4 0 98.7 0.1 0.4 0.4 0 0.1
S7 3.2 0.7 0 0 0.5 92.6 1.8 1.0 0 0.1
S8 0 0 0 0 0.6 2.4 96.3 0 0 0.7
S9 8.4 0.4 0.1 0.1 0.4 0.9 0 89.1 0.6 0
S10 0.4 0 0.8 2.3 0 0 0 0.1 96.4 0
S11 0 0 0 0 0 0 1.3 0 0 98.7

F. Effect of Number of Training Images

The classifier for original TIFF images and the general
classifiers designed for JPEG compressed images are the most
relevant for practical applications. The next series of experi-
ments are designed to determine the effect that the number
of available training images has on the average classification
accuracy. The number of training images from each scanner
class varies from 10 to 90. Figure 10 shows the effect of the
number of training images on average classification accuracy
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for general classifiers for different training and testing sets and
different schemes.
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Fig. 10. Effect of Training Size on Average Classification Accuracy - Non-
native Resolution Images.

Figure 11 shows the effect of changing the size of training
dataset on average classification accuracy when classifying
native-resolution sub-images from seven scanners. High clas-
sification accuracy is achieved even with just 20 sub-images
from each scanner. These classification accuracies are for
classifying 1024 × 768 sub-images and not the complete
scanned images. Thus, even with classification accuracies
close to 90% for sub-images, the final classification accuracies
for classifying the complete images will remain 100%.
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Fig. 11. Effect of Training Size on Average Classification Accuracy - Native
Resolution Images.

G. Effectiveness of Different Denoising Algorithms Used by
the Proposed Scheme

To investigate the source of the high accuracy achieved
by our proposed scheme, the next set of experiments use
the proposed noise features from each of the four denoising
algorithms independently to design four separate classifiers.
Average classification accuracies given by these four classifiers

are compared with the average classification accuracy achieved
using the denoising filter bank. For example, LDA is applied
on 51 features extracted using the LPA-ICI denoising algo-
rithm [25] and ten dimensional feature vectors are obtained
for each TIFF image. A dedicated classifier trained using 80
images from each scanner class gives an average classification
accuracy of 97.5%, as shown by the first bar in Figure 12.
Similar steps are applied to design dedicated classifiers using
noise features from the three other denoising algorithms and
for different levels of JPEG compression. With the decrease
in JPEG quality factor, the average classification accuracy
decreases rapidly for all four denoising algorithms, however
the average classification accuracy achieved by the combined
filter bank remains greater than 90% even at JPEG quality
factor 70. Hence, the design of suitable noise features and use
of a denoising filter bank which can capture different types of
scanning noise results in the consistently high classification
accuracy achieved by the proposed scheme.
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Fig. 12. Effectiveness of Different Denoising Algorithms Used by the
Proposed Scheme.

VI. CONCLUSION

In this paper we investigated the use of imaging sensor
pattern noise for source scanner identification and compared
the end-to-end system performance with other previously
proposed methods. The results in Tables V and XIII show that
the statistical feature vector based method gives high accuracy
for source scanner identification, both for native resolution
and lower resolution scanned images. The result in Table V
indicates that it is possible to discriminate between scanners
of the same make and model for images scanned at native
scanning resolution. On the other hand, for images scanned at
lower non-native resolutions such as 200 DPI, the proposed
scheme successfully identifies the scanner make and model,
and groups scanners of the same make and model into a
single class (Table XIII). Proper feature selection is the key
to achieving accurate results. For scanner model identification
among eleven scanners of ten different models, an average
classification accuracy of 99.9% is obtained. Table XVIII
and XXI show that the proposed scheme performs well even
with images that have undergone JPEG compression with
low quality factors, image sharpening, and contrast stretching.
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Figures 8 and 10 comparing the proposed scheme with other
existing techniques show significant improvements in the
performance achieved by the proposed scheme. The design
of suitable noise features and use of a denoising filter bank
which can capture different types of scanning noise resultsin
the consistently high classification accuracy of the proposed
scheme. Comparing the results of our proposed scheme with
another feature vector and SVM based scheme [20], it can be
concluded that better feature selection is the source of higher
classification accuracy.
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