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ABSTRACT
This paper investigates the performance and proposes modifications to earlier methods for image authentication
using distributed source coding. This approach works well on images that have undergone affine geometric
transformations such as rotation and resizing and intensity transformations such as contrast and brightness
adjustment. The results show that the improvements proposed here can be used to make the original scheme for
image authentication robust to affine geometric and intensity transformations. The modifications are of much
lesser computational complexity when compared with other schemes for estimation of channel parameters.
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1. INTRODUCTION
Proliferation of digital media is accompanied by increasing functionality and usability of software for manipulating
digital media. For example, advances in digital imaging technologies have led to the development of low-cost
and high-resolution digital still and video cameras and scanners. Digital images and videos generated by various
sources are widely used in a number of applications from medical imaging and law enforcement to banking and
daily consumer use. Relying on digital media such in law enforcement and security makes robust techniques for
media authentication a must. These techniques are also vital in content delivery via untrusted intermediaries
such as video streaming.
Watermarks and media hashes have been used in past for media authentication. Depending upon the application scenario, “robust,” “semi-fragile” or “fragile” watermarks can be embedded into the authentic media such
as digital image, audio or video. Authenticity of the media content can be verified by extracting the watermarks
[1, 2]. Media hashes [3] are designed in such a way that they remain the same for different encodings of the same
media as long as the encoded versions are perceptually the same. On the request of user, the media hash is
sent by a server. The user checks the authenticity of his content by matching the hash value generated from his
content with the authentication data.
In [4], a method for backward-compatible image authentication based on distributed source coding is presented. This method provides a Slepian-Wolf encoded [5] quantized image projection as the authentication data
which can be successfully decoded only by using an authentic image as side information. Distributed source
coding helps in achieving false acceptance rates close to zero for very small authentication data size. This
scheme has been extended for tampering localization in [6]. The fixed decoder used in [4, 6] can do successful
image authentication for JPEG compressed images but image authentication is not possible using fixed decoder
if the channel applies contrast and brightness adjustment in addition to JPEG compression. One solution to
this problem is the use of the expectation-maximization (EM) algorithm for estimating parameters [7, 8]. This
paper proposes some improvements in the scheme described in [4] to make it robust to affine transformations. In
rest of the paper, we first describe the proposed improvements to the existing scheme and then present detailed
experiment results showing the efficacy of the proposed scheme. This is followed by a brief conclusion.
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2. REVIEW OF IMAGE AUTHENTICATION USING DISTRIBUTED SOURCE
CODING
Image authentication using distributed source coding was first proposed by Lin et. al. in [4] and was later
extended for tampering localization[6]. The methods presented in these papers work well in differentiating
legitimate JPEG/JPEG2000 compressed images from illegitimate versions with a small banner inserted in the
image using a very small amount of authentication data. But these methods are not robust to non-malicious
operations such as global contrast and brightness enhancement, and rotation. In [7, 8], these methods are modified
to include the use of the EM algorithm in the Slepian-Wolf decoder for learning parameters of the global affine
contrast and brightness operation.
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Figure 1. Image Authentication System Based on Distributed Source Coding as Proposed in [4]. Two Blocks Shown in
Color are Added by the Scheme Proposed in this Paper.

The basic block diagram of the image authentication system used in [4, 6–8] is shown in Figure 1, except for
the two additional “Image Normalization” blocks shown in color which are added in this paper. A brief review
of the original authentication system is presented here. The source image, denoted by x, is transmitted through
a two-state lossy channel. The image-to-be-authenticated, as received by the user, is denoted by y. In legitimate
state, the channel performs lossy JPEG or JPEG2000 compression and reconstruction, while illegitimate state
additionally includes malicious tampering by adding a text banner. The left hand side of the figure shows
different operations at the sender/authentication server to generate the authentication data which is transmitted
through a separate secure communication channel. The first step is to generate the projection coefficients X, by
using a pseudo random projection (based on a randomly drawn seed Ks ) on the original image x. This random
projection is quantized to Xq , before sending it to Slepian-wolf encoder and a cryptographic hash function. For
each 16 × 16 non-overlapping block Bi , a 16 × 16 pseudo random matrix Pi is generated by drawing its elements
independently from a Gaussian distribution N (1, σ 2 ) and normalizing so that ||Pi ||2 = 1. The parameter σ is
empirically chosen to be 0.2 and same value is used in the present study. Each element of X, an inner product
hBi , Pi i, is quantized to an element of Xq . In [4, 6–8] Slepian-Wolf encoder based on rate-adaptive low-density
parity-check (LDPC) codes is used while in present study Turbo codes[9, 10] are used. The authentication data
consists of random seed Ks , a cryptographic hash value of Xq , both signed with a private key and a small part of
the Slepian-Wolf bit stream S(Xq ). For generating the authentication data upon request, every time a different
random seed Ks is used. This prevents the possibility of breaking the system by confining the tampering to the
null space of the projection.

The authentication decoder, on the right-hand side of Figure 1 projects received image y to Y in the same
′
way as done on server side. The Slepian-Wolf decoder uses this projection Y as side information to estimate Xq
′
from Slepian-Wolf bit stream S(Xq ). Finally, the image digest of Xq is compared with image digest received
from the server by decrypting the digital signature D(Xq , Ks ). If these two image digests are not identical, the
received image y is declared to be inauthentic. To make the system robust to affine contrast and brightness
operations, the Slepian-Wolf decoder block in Figure 1 is modified from a joint-biplane LDPC decoder to the
contrast and brightness learning Slepian-Wolf decoder[7]. Using the EM algorithm, this decoder learns the global
contrast and brightness parameters directly from the Slepian-Wolf bit stream S(Xq ) and the side information Y.
In the next section, channel model used in the present scheme and proposed modifications are described.

3. CHANNEL MODEL AND AUTHENTICATION ALGORITHM
In [7], the communication channel is modeled as a two-state lossy channel, in which both the legitimate and
illegitimate states of the channel are affected by a global affine contrast and brightness adjustment operation. The
images are JPEG/JPEG2000 compressed and reconstructed at 32dB or higher PSNR. In the illegitimate state,
a text banner is additionally overlaid on the reconstructed image. In this paper, along with the affine contrast
and brightness adjustment; geometric distortions are also allowed. In both the legitimate and illegitimate states,
the image can undergo either a global affine contrast and brightness adjustment or isotropic/anisotropic image
resizing or a combination of image rotation and resizing (Figures 2 and 4).
Even though the image authentication system with fixed decoder, proposed in [4, 6] is robust against JPEG
compression, it fails to distinguish between legitimate and illegitimate images if the channel applies non-malicious
post-processing such as global contrast and brightness adjustment or image rotation in addition to JPEG compression. Contrast and brightness adjustment can be modeled as a global affine transformation aI + b. The
random projection preserves the affine transformation, therefore even legitimate side information (corresponding
to contrast and brightness adjusted authentic image) requires a large number of bits for successful decoding. As
the simulation results show, this fixed decoder requires almost equal number of bits for decoding side informations corresponding to legitimate as well as illegitimate images. To alleviate this problem, in [7] a robust decoder
was proposed by using the EM algorithm for estimation of contrast and brightness adjustment parameters, a
and b. It may be possible to define a similar EM algorithm so that it can properly identify rotated and resized
versions of original image as well.
In this paper, we propose alternatives to the use of the EM algorithm which achieve similar robustness while
using much less computational power. The following two sections give details of these non-malicious operations
on the image and our modifications of the fixed decoder of [4, 6] to deal with such channels.

3.1. Channel with Image Rotation and Resizing
Instead of separately dealing with image rotation and isotropic/anisotropic resizing, we will use a common model
to describe these and similar geometric
operations.
An image Ia(m, n) is said to be an affine transform of image
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It is readily seen that rotation, scaling and translation are all special cases of geometric affine transforms.
In the system under consideration (Figure 2), the image undergoes lossy compression (JPEG/JPEG200) and
reconstruction, thus a noise term need to be added in the affine transformation described above. The final
output of the legitimate channel state can be expressed as y(m, n) = x(ma , na ) + z(m, n), with (ma , na ) is as
described in equation 1 and z(m, n) represents the noise term. To keep y the same size as x (except for the
case of resizing), after above affine transformation y is resized to match the size of x, using “bilinear” resizing.
In the illegitimate state a small banner is overlaid over y. Figure 3 shows the effect of this channel on the image
“Tree”. The original system described in [4] will not work with this channel model because the side information
at the receiver will not be aligned with the authentication data sent by the server.
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Figure 2. Two-state Lossy Channel with Affine Geometric Transformation.

The proposed approach is based on image normalization, in which both the Slepian-Wolf coding and decoding
are performed with respect to an image normalized to meet a set of predefined moment criteria. In order to
make the scheme robust to geometric distortions, image normalization is done before taking the random projection (Figure 1). The aim is to use a normalization procedure which will guarantee that an image and its affine
transforms have the same normalized image. This will result in similar values of random projection for original
image and it’s other versions obtained by applying affine geometric distortions. The image normalization technique used here, was earlier proposed in [11] for designing watermarking schemes robust to geometric distortion
attacks. Main components of this image normalization technique are summarized here, details of which are given
in [11], in relation to robust watermarking schemes.

(a) Original Image.

(b) Legitimate State with Rotation (c) Illegitimate State with Rotation
by -20◦ .
by -20◦ .

(d) Original after “Normalization”. (e) Legitimate State after “Normal- (f) Illegitimate State after “Normalization”.
ization”.

Figure 3. Image “Tree” under Varying Channel States (Last Three Images are Results of using “Image Normalization”).

Let I(m, n) denotes digital image of size M × N . Its geometric moments Mpq and central moments µpq ,
p, q = 0, 1, 2, ... are defined, respectively, as
Mpq

=

N
M X
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where, the intensity centroid (m, n) for the image is defined as:


M10 M01
(m, n) =
,
M00 M00

(4)

The normalization procedure we used ensures that the normalized image meets a set of predefined moment
criteria[11]. This normalization procedure consists of the following steps for a given image I(m, n).


1 0
and the vector
1. Center the image I(m, n): This is achieved by setting in equation 1 the matrix A =
0 1
 
m
d=
, where (m, n) is intensity centroid as defined in equation 4. This step is to achieve translation
n
invariance by setting the center of the normalized image at the density center of the affine transformed
image. Let I1 (m, n) denote the resulting centered image.


1 β
, so that the
2. Apply a shearing transform to I1 (m, n) in the x direction with the matrix Am =
0 1
(2)

resulting image, denoted by I2 (m, n), achieves µ30 = 0, where the superscript is used to denote geometric
moments corresponding to I2 (m, n). This step and the next one eliminate shearing in the x and y directions,
respectively.


1 0
3. Apply a shearing transform to I2 (m, n) in the y direction with the matrix An =
, so that the
γ 1
(3)

resulting image, denoted by I3 (m, n), achieves µ11 = 0.

α
4. Scale I3 (m, n) in both x and y directions with the matrix As =
0
(4)


0
so that the resulting image, denoted
δ
(4)

by I4 (m, n), achieves 1) a prescribed standard size and 2) µ50 > 0 and µ05 > 0. This step eliminates the
scaling distortions by forcing the normalized image to a standard size.
The proof that the above normalization procedure is invariant to affine transformation, that is, it will yield
the same normalized image for a given image I(m, n) undergoing any affine geometric transformation, and details
about how to determine the transforms Am , An and As are given in [11].

3.2. Channel with Contrast and Brightness Enhancement
A global affine contrast and brightness adjustment operation can be modeled as y = ax + b + z, where a and b are
contrast and brightness parameters respectively and z is noise introduced by compression and reconstruction.
Figure 5 shows the effect of the channel (Figure 4) on the image “Tree” (8 bits/pixel, 512 × 512 resolution). In
the legitimate state, the channel output is first contrast and brightness adjusted with a = 1.2 and b = -20, and
then JPEG compressed and reconstructed at PSNR 30dB or higher. In the illegitimate state, a text banner is
additionally overlaid on the reconstructed image.
Our proposed system uses the same model as in [4] except for an additional “normalization” step at the
encoder and decoder before taking the random projection. The “normalization” function has the objective of
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Figure 4. Two-state Lossy Channel with Affine Intensity Transformation.

(a) Original Image.

(b) Legitimate State with a=1.2, (c) Illegitimate State with a=1.2,
b=-20.
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(d) Original after “Normalization”. (e) Legitimate State after “Normal- (f) Illegitimate State after “Normalization”.
ization”.

Figure 5. Image “Tree” under Varying Channel States (Last Three Images are Result of using the Proposed “Image
Normalization”).

removing effects of any linear transformation applied on the image, before sending the image to random projection
block. Let the original image input to the encoder or decoder and it’s contrast and brightness adjusted version
be denoted by Io and Itx respectively. Let Φ(.) denote the “normalization” function, then Φ(.) is chosen in such
a way that following holds:
Φ(Io ) = Φ(Itx ) i.e. Φ(aI + b) = Φ(I)
(5)
Since contrast and brightness adjustments involve rounding off and truncating the pixel values outside the
range [0, 255], it is not possible to achieve the ideal situation described by equation 5. The “Normalization”
function aims to minimize the norm of the difference, ||Φ(aI + b) − Φ(I)||. It is clear from Figure 6 that the pixel
intensities at the middle of the range [0, 255] are not affected by truncation. Therefore, their statistics such as

median can be used for “normalization”.
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Figure 6. Contrast and Brightness Adjustment Curve.

Let I (k) denotes the k th order statistics of pixel values in image I. Then, for the image having total K
pixels (K = M × N ), I (1) and I (K) will be minimum and maximum values of I, respectively. Then the intensity
“normalization” used in the proposed scheme can be described by following:


I − I (αK)
(6)
Φ(I) = 255
I ((1−α)K) − I (αK)
The values in Φ(I) are then rounded and truncated to integers in the range [0, 255]. Varying the value of α
results in trade-off between robustness and discrimination capability of the resulting “normalized” image. By
increasing the value of α from values close to 0 to values close to 1, discrimination capability decreases while
robustness increases. In this study we have empirically chosen α = 0.05.

4. EXPERIMENTAL RESULTS
This section describes the details of experiments conducted to examine the efficacy of the proposed algorithm
for image authentication under varying channel conditions. Experiments are conducted on five images, “Lena,”
“Baboon,” “Barbara,” “Peppers” and “Tree,” all are 512 × 512 at 8-bit gray resolution and the original images
on the server are stored in JPEG format with quality factor Q = 100. The block diagram of channel is as
shown in Figures 2 and 4. Four different sets of experiments are conducted for different legitimate states of the
channel. In the illegitimate state the channel additionally overlays a text banner (of sizes varying from 80 × 25 to
160 × 50, black or white color text depending upon the background gray level) at a random location. In present
implementation three most significant bit planes of the random projection are used. The Slepian-Wolf bit stream
S(X) is the output of a Slepian-Wolf encoder[5] based on turbo codes[9, 10].
The channel state varies from JPEG quality factor Q over the interval [95, 40]; image rotation over the interval
[−20◦ , 20◦ ]; image resize along x and y direction independently over ratios [0.4, 2]; shearing parameter over the
interval [−0.5, 0.5] and brightness and contrast adjustment parameters (a,b) on {(1.2, −20), (1.1, −10), (1, 0),
(0.9, 10), (0.8, 20)}. Figure 7 shows variation of the gap between maximum least bitrate for correctly decoding
legitimate state and minimum least bitrate for correctly decoding illegitimate state, with different number of
bit planes of quantization of X, for the system using “geometric image normalization”. These maximum and
minimum bitrates are found over various states of the channel. In all the cases the random image projection X
′
is quantized to 8 bit planes and than varying number of bit planes are used for comparing X and X . In rest of
the experiments first three bit planes are used for quantization of X.
Figure 8(a) shows difference in minimum rate for decoding legitimate and illegitimate side information for
channel under various levels of JPEG compression. Similarly, Figures 8(b), 8(c) and 8(d) show the difference in
minimum rate for decoding legitimate and illegitimate side information for channel under various conditions of
image rotation, resize and shearing along horizontal or vertical direction, respectively. In experiments on
 shearing
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0
1 0
. In Figure 8(d), x-axis shows the values of shearing parameter β. It is clear
and vector d =
A=
0
β 1
from Figures 8(b), 8(c) and 8(d), that the system using proposed image “normalization” uses almost the same
rate for successfully decoding the legitimate images undergoing various geometric affine transformations as used
for legitimate image without geometric distortions. Furthermore, this rate is much below the rate required for
decoding illegitimate images. Hence, the image authentication system with proposed “image normalization” can
successfully distinguish between legitimate and illegitimate images even when the channel applies affine geometric
distortions.


For channel under various levels of affine contrast and brightness adjustments, minimum rate for decoding
legitimate and illegitimate side information is estimated for three different decoders (Figure 8(e)). First is
the fixed decoder[4] which is unaware of contrast and brightness adjustment. It always uses a = 1 and b =
0. Second is the image authentication system using proposed intensity “normalized” at encoder and decoder
and third is a oracle decoder that knows the contrast and brightness adjustment parameters a and b. Note
that for the channel state of varying quality of JPEG compression with a and b remaining fixed at a = 1
and b = 0, the fixed decoder is same as oracle decoder. Figure 8(e) shows the minimum rate needed by
different decoders for decoding legitimate and illegitimate side informations corresponding to the “Lena” image.
The system using intensity “normalization” uses almost the same rate for successfully decoding the legitimate
images undergoing contrast and brightness adjustment with different parameters as used for legitimate image
without any contrast and brightness adjustment. Furthermore, this rate is much below the rate required for
decoding illegitimate images. Hence, the image authentication system with proposed “image normalization” can
successfully distinguish between legitimate and illegitimate images even when the channel applies contrast and
brightness adjustment. Similar results are obtained from the experiments conducted on other images, with slight
differences in upper and lower bounds on minimum rate for decoding legitimate and illegitimate side information
for various channel states.

5. CONCLUSION
This paper investigated the robustness of the scheme for image authentication described in [4] and proposed
several improvements. We obtained a robust algorithm for image authentication and recovery using distributed
source coding. It is clear from the results in Figure 8 that the proposed scheme gives almost the same performance

−3

−3

x 10

x 10
8
Rate (bits per pixel of original image)

Rate (bits per pixel of original image)

8
7
6
5

Fixed decoder for legitimate state
Normalized decoder for legitimate state
Fixed decoder for illegitimate state
Normalized decoder for illegitimate state

4
3
2
1
0

7
6
Normalized decoder for legitimate state
Normalized decoder for illegitimate state

5
4
3
2
1

27

30

33
34
35
36
37
38
39
Channel State (Reconstruction PSNR (dB))

0

44

−40

(a) Effect of JPEG Compression.
−3

30

40

−3

x 10
8

7
6
Normalized decoder for legitimate state
Normalized decoder for illegitimate state

4
3
2
1

Rate (bits per pixel of original image)

8
Rate (bits per pixel of original image)

−20
−10
0
10
20
Channel State (Angle of rotation)

(b) Effect of Image Rotation.

x 10

5

−30

7
6
Normalized decoder for legitimate state
Normalized decoder for illegitimate state

5
4
3
2
1

0
0
0.5
1
1.5
2
2.5
3
3.5
4
4.5
Channel State (Resize Parameter, product of resize ratios along x and y directions)

(c) Effect of Image Resize.

0

−0.5

0
0.5
Channel State (shearing paramater along x or y direction)

(d) Effect of Shearing along Horizontal or Vertical Direction.

−3

2.6

x 10

2.4

Rate (bits per pixel of original image)

2.2
2
Fixed decoder for legitimate state
Normalized decoder for legitimate state
Oracle decoder for legitimate state
Fixed decoder for illegitimate state
Normalized decoder for illegitimate state
Oracle decoder for illegitimate state

1.8
1.6
1.4
1.2
1
0.8
0.6

44

39

38

37
36
35
34
33
(a=0.8,b=20) (a=0.9,b=10)
(a=1,b=0)
(a=1.1,b=−10) (a=1.2,b=−20)
Channel State (Reconstruction PSNR (dB) or Contrast and Brightness Parameters)

(e) Effect of Contrast and Brightness Adjustment for System using Proposed “Intensity
Normalization”.

Figure 8. Minimum Rate for Decoding Legitimate and Illegitimate Side Information using Different Decoders (for
“Lena”).

as an oracle decoder or a decoder using the EM algorithm for parameter estimation[7], using methods that have
much less computational complexity.
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