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Abstract: As result of the growing use of digital cameras, methods to identify an image's origin quickly, reliably, and inexpensively are 
needed. By designing and implementing methods for mitigating or "attacking" forensic features in the images, the robustness of various 
forensic identification techniques have been analyzed. The objective of this research was to see if drastically modified images could still 
be identified using a camera’s defects in the form of a reference noise pattern. Experimental data has been gathered using several 
digital cameras and has been placed in an image database to organize and manage the gathered experimental data. Various types of 
filters, including blurring, weighted blurring, sharpening, median, histogram equalization, and pseudo-random noise filters, have been 
programmed and implemented on the various images. These images have then been used to see if the image's source camera is still 
identifiable after attacking the image. A reference pattern is being found by averaging the noise pattern found in multiple pictures 
obtained from the same camera. This intrinsic signature of the camera can be used to correlate with a noise pattern of an image with an 
unknown origin. If the patterns are similar, and the correlation is above a certain threshold, the camera containing that particular 
reference pattern is the source camera. All images’ source camera were identified correctly, and except for a few exceptions, most 
correlation values for attacked images were lower, and therefore had less similar noise patterns than the original images’.
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Image Image                      Noise Image

Methods:
•Blurring , weighted blurring, 
sharpening, histogram equalization 
and pseudo-random noise filters were 
programmed with C. Refer to figures 
4.2-4.6. 

•40 color images, coming from 4 
different source cameras were 
“attacked” using these 5 filters to 
create a resultant 240 images. 

•The noise patterns of these 240 
images were  found by the use of a 
denoising filter with a filter parameter 
(σ) of 5. Refer to figure 1.3. 

•These noise patterns were compared 
to 4 camera reference noise patterns, 
which were created by taking an 
average of the noise patterns of 240 
images coming from each camera. 

•A correlation value was found by a 
method demonstrated in figure 3.  

Introduction:
•In film photography, small scratches on negatives are one of the many ways to identify an 
image captured on an analog camera (Lukas, et al, 2005). 

• Forensic tools that help establish the origin, and authenticity of digital images are essential to a 
forensic examiner. These tools can prove to be vital whenever questions of digital image 
integrity are raised (Lukas, et al, 2005).

•A camera’s noise that does not vary from frame to frame can be used as a “watermark” for an 
image (Lukas, et al, 2005). 

•Photo response non-uniformity noise (PRNU) was used in this experimentation. PRNU is image 
dependant, some areas of noise may be largely suppressed

Results, Discussion and Future Work:
•All images’ source camera was correctly identified.

•Most correlation values for attacked images were 
lower, and therefore their noise patterns were less 
similar than those of the original image. 

•The gathered results suggest that correlation 
values will always be larger between an image 
noise pattern and it’s source camera’s noise 
reference pattern than a reference pattern from a 
camera other than it’s source camera no matter 
what filter has been implemented on the image.

•In the future this work with digital cameras will be 
extrapolated to find a similar method to identify a 
source scanner.

due to a pixel in the image being ≈ 0 (Lukas, et al, 2005).

•The noise component of an image is subtracted from the 
original image by the use of a denoising filter (Fσ).

•The value of σ determines the strength of the filter. The filter 
extracts Gaussian noise with a variance of σ2.

• The filter parameter (σ) found in (Lukas, et al, 2005) to have 
the best performance is 5

Figure 4.1 is from (Delp, 2006b);  Figures 4.2-4.6 are modified versions of Figure 4.1 by Katie Bouman 

Fig 1.1 (top left) Original Image; Fig 1.2 (top right) Noise Pattern with σ of 15; Fig 1.3 
(bottom left) Noise Pattern with σ of 5; Fig 1.4 (bottom right) Noise Pattern with σ of 2 

Images 1.2-1.4 have been contrast enhanced by 100% Image From Nitin Khanna

Fig 3 Demonstration on How to Find a Correlation Value Between 
Two Noise Patterns
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