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ABSTRACT 1 INTRODUCTION

The past decades have witnessed significant progress towards im-
proving the accuracy of predictions powered by complex machine
learning models. Despite much success, the lack of model inter-
pretability prevents the usage of these techniques in life-critical
systems such as medical diagnosis and self-driving systems. Re-
cently, the interpretability issue has received much attention, and
one critical task is to explain why a predictive model makes a spe-
cific decision. We refer to this task as outcome interpretation. Many
outcome interpretation methods have been developed to produce
human-understandable interpretations by utilizing intermediate
results of the machine learning models, such as gradients and model
parameters.

Although the effectiveness of outcome interpretation approaches
has been shown in a benign environment, their robustness against
data poisoning attacks (i.e., attacks at the training phase) has not
been studied. As the first work towards this direction, we aim to
answer an important question: Can training-phase adversarial sam-
ples manipulate the outcome interpretation of target samples? To
answer this question, we propose a data poisoning attack frame-
work named IMF (Interpretation Manipulation Framework), which
can manipulate the interpretations of target samples produced by
representative outcome interpretation methods. Extensive evalua-
tions verify the effectiveness and efficiency of the proposed attack
strategies on two real-world datasets.
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The past decade has witnessed the astonishing predictive power
of machine learning models, especially with the development of
complex models such as deep learning models. Their success has
been demonstrated in a variety of real-world tasks, such as: image
classification [12, 13, 37], object detection [18, 19] and machine
translation [1, 21, 36]. Despite much success, the lack of model
interpretability prevents the usage of these techniques in life-critical
systems such as medical diagnosis and self-driving systems. Even
when a model can learn complex patterns in data that enable highly
accurate predictions, these predictions may not be useful without
proper interpretations.

Input Sample

Interpreter

Interpretation Result

Figure 1: Workflow of an Outcome Interpretation Approach.
The input sample (a dog) is fed into the machine learning
model to get the prediction result. The interpreter utilizes
the intermediate results produced by the machine learning
model to interpret the decision. In this example, the inter-
preter highlights the dog’s head. Such an interpretation re-
sult indicates that the dog’s head is the most important re-
gion in the image.

Therefore, recently lots of efforts have been devoted to devel-
oping effective approaches that reveal the working mechanism of
predictive models. Existing work can be roughly categorized into
intrinsic model interpretation [5, 11, 17] and outcome interpreta-
tion [9, 20, 20, 25, 30, 44]. The former tries to provide explanations
about the model structure that allows users to understand the logic
of the model, while the latter reveals the reasons why a particular
outcome prediction is made based on the model. In this paper, we
focus on the outcome interpretation. The general workflow of out-
come interpretation is demonstrated in Figure 1. Given a specific
decision made by a predictive model, an outcome interpretation
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approach seeks a human-understandable interpretation for the deci-
sion. Let us consider the case that an input sample (i.e., an image) is
fed into a predictive model to receive the prediction of its class (i.e.,
dog). The interpreter utilizes the intermediate results produced by
the predictive model to estimate the importance degrees of the fea-
tures (raw features or intermediate features) on the final prediction
result. In this example, the most important features are the pixels
that form the dog’s head in the image. This interpretation result
indicates that the dog’s head is the most important region that leads
to the predicted class (i.e., dog) according to the predictive model.

Although these approaches can generate meaningful outcome
interpretations, they also open up new possibilities for adversaries
to conduct attacks. Attacks towards the interpretation results are
feasible because they rely on the intermediate results from its corre-
sponding predictive model, which can be manipulated by injecting
carefully crafted poisoning samples into the training set. As a result,
the interpretation result of a targeted test sample may be reshaped.
Needless to say, such attacks can lead to unaffordable consequences
as a wrong interpretation result may mislead end users’ decisions.
Especially when the victim model and the interpretation approaches
are adopted in life-critical applications, such as medical diagnoses,
such attacks may result in severe damages. Consider the scenario
that a predictive model is trained to diagnose the disease based on
medical images. The model provides medical specialists its predic-
tion, and the interpreter generates an interpretation of the result,
e.g., the location of the lesion, to support the diagnosis results.
When the attack is conducted, the location of the highlighted re-
gion can be shifted, and a normal region may be marked as a critical
disease-related area. As a result, the medical specialist may trust
the manipulated interpretation result and further conduct incorrect
treatments.

Unfortunately, to the best of our knowledge, there is very little
research effort investigating the vulnerabilities of outcome inter-
preters facing data poisoning attacks. We acknowledge that there
are some existing works [35, 39, 42] studying the vulnerability
of outcome interpretation approaches. Still, all of them focused
on strategies for evasion attacks, which are conducted during the
testing phase. In contrast, data poisoning attacks are enabled in
the training phase by modifying the training set. As they occur at
different phases, the attack mechanisms of evasion and data poi-
soning attacks are quite different. Typically, the attack approaches
designed for evasion settings cannot be directly used to launch data
poisoning attacks.

In this paper, we perform the first systematic investigation of the
potential vulnerability of existing outcome interpretation methods
facing sophisticated data poisoning attacks. The proposed attack
framework IMF (Interpretation Manipulation Framework) poisons
the training set of the target model by perturbing and injecting some
specific samples to manipulate the interpretation results of targeted
samples. The proposed framework formulates the poisoning attack
as a bi-level optimization problem, which intends to use the crafted
poisoning samples to encircle the target sample in the feature space
and “drag” the interpretation of the target sample towards the result
that the attacker desires. The upper-level problem evaluates the
soundness of the current crafted poisoning sample, while the lower-
level problem updates model parameters given these poisoning
samples. To solve this bi-level optimization problem, we propose
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an efficient iterative learning algorithm that alternates between
poisoning sample generation and model parameter estimation in
each iteration. We evaluate the effectiveness of the proposed IMF in
two real-world applications against two different types of outcome
interpreters. Experimental results demonstrate that the poisoning
attack method proposed in this paper can successfully reshape the
interpretations of target samples, which are generated by existing
outcome interpreters.
The contributions of this paper are summarized as follows:

o We identify the potential vulnerability of existing outcome
interpretation methods facing sophisticated data poisoning
attacks.

e We design a general poisoning attack framework IMF to
generate highly effective poisoning samples against existing
outcome interpretation approaches efficiently.

e We conduct extensive experiments against two representa-
tive interpretation approaches in two real-world applications
to demonstrate the advantages of IMF.

The rest of the paper is organized as follows. Section 2 provides
areview of related work. In Section 3, we introduce the background
knowledge and detail the threat model. Then we describe the pro-
posed framework IMF in Section 4. In Section 5, we conduct a
series of experiments and case studies on real-world datasets. We
conclude the paper in Section 6.

2 RELATED WORK

In this section, we survey the related work from three aspects:
outcome interpretation methods, the data poisoning attack meth-
ods against machine learning models, and the adversarial attacks
against interpretation methods.

Outcome Interpretation Methods: Outcome interpretation
methods aim to identify the contribution of each feature in the in-
puts and further explain why the machine learning models make a
specific decision. Outcome interpretation methods can be classified
as model-agnostic methods and model-specific methods. Model-
agnostic methods treat the targeted machine learning models as
black-boxes and generate interpretations without accessing the
intermediate representations or model parameters. The most rep-
resentative series of model-agnostic interpretation approaches are
based on local approximation [25, 26]. These approaches typically
learn simple and interpretable white-box models (e.g., linear models
or decision trees) to approximate the targeted machine learning
model. The importance of each feature is then obtained from the
parameters of the interpretable white-box model.

Apart from model-agnostic interpretation methods, there are
also interpretation methods that closely couple with specific ma-
chine learning models. These methods treat machine learning
models as white-boxes and utilize information like intermediate
layers’ outputs or learned model parameters to derive interpre-
tations. For instance, back-propagation-guided interpretation ap-
proaches [30, 33, 34] use the gradient of model output with respect
to the input features to estimate the influence of each input fea-
ture on generating the current prediction. Representation-guided
interpretations [28, 44] utilize the high-level feature map and the
final fully connect layer to compute the importance of different
regions in the feature map given specific classification predictions.
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Mask-based approaches [7, 9] generate interpretations via mask per-
turbations and gradient descent optimization. These methods learn
a perturbation mask over input features via solving an optimization
problem. In this paper, we focus on analyzing the vulnerability of
back-propagation-guided approaches and representation-guided ap-
proaches and leave vulnerability assessment of the other approaches
as our future work.

Data Poisoning Attacks against Machine Learning Mod-
els: Data poisoning attacks against machine learning models have
become an important research topic in the field of adversarial ma-
chine learning. This type of attack takes place during the train-
ing stage of machine learning models. The attacker tries to con-
taminate the training data by injecting well-designed samples
to force a nefarious model on the learner. Data poisoning at-
tacks [2, 4, 10, 16, 23, 24, 29, 40, 41] have been studied against
a wide range of learning systems. The first work in this field [2]
investigates the vulnerability of support vector machine (SVM),
where an attacker progressively injects malicious data points to the
training set to maximize the classification error. Later, Mei et al. [23]
generalize these attacks against SVM into a bi-level optimization
framework against general offline learners with a convex objective
function. Recently, [16, 24] propose poisoning attack strategies for
neural networks. Chen et al. [4] propose targeted backdoor attacks,
which cause the classifier to fail on test examples with specific
patterns. Gu et al. [10] train a network using mislabeled images
tagged with a special pattern, causing the classifier to learn the
association between the pattern and the class label. All the existing
works has been focused on manipulating the classification results
of specific target samples. Unlike these works, we focus on a more
challenging task, i.e., manipulating the interpretations of specific
target samples.

Adversarial Attack against Model Interpretation: Attack-
ing the model interpretation as a new topic is not intensively
studied. To the best of our knowledge, there are only limited
works [35, 39, 42] investigating this specific problem. Zhang et
al. [42] propose an attack approach named ADV?, which is built
upon the classic PGD [22] framework, to craft adversarial samples
that can conduct evasion attacks against four outcome interpre-
tation methods. Subramanya et al. [35] propose an optimization
problem to craft the adversarial patch and paste the patch on the
clean image. The patch suppresses Grad-CAM activation at the
location of the patch. Warnecke et al. [39] first introduce criteria
to evaluate interpretation methods designed for computer security
applications and then use these criteria to assess their robustness
of these interpretation methods.

Witness of these adversarial threats, recent literature proposes
multiple approaches [3, 27, 31] to enhance the robustness of in-
terpretation methods. For instance, [31] tackles the robustness is-
sues by maximizing the alignment between the input image and
its saliency map using soft-margin triplet loss. [3] discovers that
saliency explanations provided by Bayesian Neural Networks are
more stable under adversarial contexts. [27] obtains robust interpre-
tations by simply aggregating results from multiple interpretation
methods. The major difference between these pieces of literature
and this paper is that these methods focus on the context of test-
phase (evasion) attacks, but the method proposed in this paper is
designed for training-phase (data poisoning) attacks. To the best of
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our knowledge, there is only one parallel work [8] discussing the
robustness of interpretation methods when facing training-phase
attacks. [8] proposes to add backdoor triggers into some specific
categories of training samples to manipulate the interpret results of
the corresponding categories, while our work injects extra training
samples to precisely control the interpretation of some particular
test samples. Our problem settings and methodologies are funda-
mentally different.

3 BACKGROUND & THREAT MODEL

In this section, we first formulate the outcome interpretation task
and briefly introduce several representative approaches. After that,
we describe the threat model, which specifies the attack goal, attack
approach, and attacker’s capability.

3.1 Background

To facilitate the discussions, we would like to introduce some con-
cepts that are used in the rest of this paper.

The outcome interpretation task involves an input sample X, a
machine learning model f(X;©) parameterized by © and an out-
come interpreter G(X; f; ©), which is coupled with f and also use
the parameters of f(X;©). In this paper, we focus on the machine
learning models for classification tasks, in which the classifier takes
the sample X as input and outputs a class c. The probability of
assigning sample X to class c is denoted as f.(X;©). With these
notations and concepts, we formulate the outcome interpretation
task as follows:

Definition 3.1 (Outcome Interpretation Task). Outcome interpreter
provides a human-understandable interpretation of the classifier’s
prediction for a specific sample. In this paper, we assume such inter-
pretations are given in the form of saliency maps. The interpreter G
generates an attribution map m = G(X;; f; ©), with its i-th element
m(i] quantifying the importance of X’s i-th feature with respect to
the model prediction f(X;®). Some interpreters can also output
the interpretation with respect to a specific class ¢, we denote these
interpreters as G.(X; f; ©).

In this paper, we consider two major types of outcome inter-
preters: back-propagation-guided interpreters and representation-
guided interpreters.

Back-Propagation-Guided Interpreters. Back-propagation-
guided interpreters utilize the gradient (or its variants) of the model
prediction with respect to the input feature of a given sample to
evaluate the importance of each input feature. The intuition be-
hind this category of methods is that a larger gradient magnitude
indicates a higher relevance of the feature to the prediction. In this
section, we consider gradient saliency (GRAD) [30] as the represen-
tative methods of this category. GRAD utilizes the model prediction
(probability) f¢(X) for a given input X and a given class c to derive
the interpretation map, i.e.:

GFRAD(x; f;0) =

9fe(X)
ax | 1)

Representation-Guided Interpreters. Representation-guided
interpreters leverage the feature maps at intermediate layers of
DNNss to generate attribution maps. We consider class activation
mapping (CAM) [44] as a representative interpreter of this class.
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For image data, we use ag[i, j] to denote the activation value at the
spatial position (i, j) of channel k in the last convolutional layer.
The global average pooling of the k-th channel is defined as:

m

n
=1 j=1

where m and n denote the width and length of Aj. Let wy . be the
parameter of the connection between the k-th input and the c-th
output of the final linear layer, CAM is defined as:

GEAM(X; £ 0)[i, j] = Z Wi, car i,
k

@)

ag[i, jl.

®)

where GCCAM (X; f50)[i, j] denotes the CAM value at position [i, j].
For general multivariate data, we just replace the 2-D activation
matrix with a 1-D vector, which also denotes the activation value
of features in the final feature layer.

3.2 Threat Model

We have briefly described the representative approaches for the
outcome interpretation task. Now let us detail the threat model of
the poisoning attack against these approaches.

Attack Goal: The goal of the attacker is to manipulate the spe-
cific targeted samples’ interpretation results but at the same time
keep the classification performance.

Attack Approach: To achieve the attack goal, we consider the
most general scenario in which the attackers can add poisoning
samples (including modifications and injections) into the training
set of a specific machine learning system.

Knowledge of Attackers: Here, we follow the white-box set-
ting, in which the attacker has the knowledge of the architecture
and parameters of both the targeted interpreter and the correspond-
ing machine learning model. These are common settings of existing
work investigating data poisoning attacks. We also assume the
number of training samples the attacker can poison is small. Given
the general threat model, the problem we investigate in this paper
can be formally defined as follows:

Definition 3.2 (Problem Definition). Consider a machine learning
model f(X; ©) parameterized by © for the classification task, which
takes a sample X as input and outputs the extracted feature. The
extracted feature is followed by a softmax layer to produce a logit
label yy. The goal of interpretation poisoning is to craft training-
stage poisoning samples to manipulate the outcome interpretation
of the targeted sample T, without much degrading the classification
performance. In the rest of this paper, we use G to denote the
attacker’s desired interpretation result! for the targeted sample T.

4 POISONING ATTACK

In this section, we describe the proposed Interpretation
Manipulation Framework (IMF) for crafting training-stage poison-
ing samples to manipulate the outcome interpretations of targeted
test samples. We formulate the interpretation manipulation problem
as a bi-level optimization problem. Under this general framework,
we introduce effective and efficient solutions, and discuss important
issues to make the framework practical.

!Note: the desired interpretation may only involve part of the features instead of all
the features.
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Figure 2: An Illustration of the Clean Samples, Poisoning
Samples and the Targeted Sample.

4.1 IMF for Crafting Poisoning Samples

The IMF proposed in this paper follows the feature “encirclement
strategy, which exploits the imperfections in the feature extraction
layers of the deep models. In brief, we propose to inject multiple
poisoning samples into the training set of the classifier to encircle
the targeted test sample in the feature space closely. Thus, the in-
jected poisoning samples will have large influences on the targeted
sample and indirectly force the targeted sample to have desired in-
terpretations. An overview of such a poisoning attack is illustrated

2

in Figure 2.

Concretely, we first pick base samples which are typically (1)
samples with the same class label as the targeted test sample T in the
training set; and (2) the targeted test sample itself. Then we conduct
perturbations on these base samples to craft poisoning samples.
We choose to craft poisoning samples via slightly modifying base
samples because it is challenging to generate realistic samples like
images from scratch. Formally, we define the following optimization
objective to craft the poisoning sample:

= G|? + Ll|P-T|* + 1L(T.c.0). (4

min [[G(T; £:©)
where T is the targeted test sample. G denotes the desired inter-
pretation of T specified by the attacker. P is the poisoning sample,
c is the classification label of T. G.(T; f; ©) denotes the targeted
interpretation which may utilize the intermediate results of f and
therefore can also be treated as parameterized by 0. L is the loss
function of the classifier. 11, A3 are coefficients. The ideas behind
each term within Eq. (4) are as follows. The first term forces the
interpretation of the targeted sample to be close to that specified
by the attacker, and the second term forces the poisoning sample
to be close to the targeted sample to enlarge its influence on the
targeted sample. The third term lets the label of the targeted sample
remain unchanged so that the poisoning samples do not ruin the
classification result.

However, there is a major limitation in Eq. (4). The poisoning
samples are obtained based on the current classifier f(P;®), which
however, needs to be retrained on the contaminated data. After
retraining, the model parameters of © will also be changed. With
the model parameters being changed, the poisoning samples crafted
via Eq. (4) may no longer be able to achieve the desired interpreta-
tion G. To tackle this issue, we propose to jointly optimize model
parameters and craft poisoning samples via solving the following
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bi-level optimization problem:
min ||Ge(T; £0) = GII* + AlIP =TI + Z.L(T, ¢, ©)

. )
s.t. O = argménL(XC UXp,Ye UYy;0),

where £ denotes the loss function parameterized by ©. X, Xp, Y,
Y), stand for the set of clean training samples, poisoning samples,
and their labels, respectively. For simplicity, in the rest of this paper,
we denote the upper-level and the lower-level objective function
as L,q, and Lirqin, respectively. Eq. (5) merely show the case of
crafting a single poisoning sample, but it is straightforward to it
generalize to a craft a set of poisoning samples.

Eq. (5) jointly considers the poisoning sample crafting as well as
the model parameters optimization. Nevertheless, bi-level optimiza-
tion problems like Eq. (5) are generally hard to solve, especially
when both the upper-level and lower-level problems involve com-
plex non-convex terms introduced by deep neural networks. In
the rest of this section, we present efficient approximate general
solutions of Eq. (5).

4.2 Learning of IMF

As one can see, the upper-level and the lower-level optimization
problem are tightly coupled through the crafted poisoning sam-
ples, and the estimated model parameters ©. Given the fact that
the lower-level problem usually involves a complex deep neural
network classifier, evaluating the exact gradient of X, and © can
be prohibitively costly. To make things worse, since the scale and
the optimal regions of the upper-level and lower-level problem
are different, alternative training these two problems directly may
cause severe fluctuations on Xp and ©. Motivated by [14, 32, 38, 43],
we resort to iterative learning algorithm to solve Eq. (5). The learn-
ing algorithm consists of three steps in each poisoning sample craft
iteration.

Step 1: First, we derive the ideal parameter update that can de-
crease the adversarial objective function L .4, (i.e., the upper-level
of Eq. (5)). Such an update will push the learned model towards
the attack goal. Mathematically, the fastest direction of decreasing
L 440 1s opposite to its partial derivative w.r.t the model parameters.
Thus, considering the adversarial objective, the update of model
parameters can be estimated as:

0 00— aVg Log, (X" UXS ¥ UY:007Y), (6)

where ©") is the parameter in the r-th iteration.

Step 2: In the second step, we craft the poisoning samples that
can manipulate the model parameters towards the desired direction,
i.e., Eq. (6). From the view of optimization, if we want the learning
algorithm to update the model parameter from O~V to ©("*), the
following condition should be satisfied:

Lirain(Xe UXp + 8x, Yo U Yy;0(7) o

< Lirain(Xe UXp + 6x, Y U Yp§®(r71)),
where X¢, Xp, Y¢, and Y}, are mini-batches of samples. §x is the
update of X, of the current step. The intuition behind condition
Eq. (7) is straightforward: the poisoning samples should favor the
updated parameters (i.e., 0")) over the original ones (i.e., olr-1),
Otherwise, the parameters will not be shifted.
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Based on condition Eq. (7), we approximate its both sides via
first-order Taylor expansion at X:

Lirain(Xe U Xp, Ye U Yy 07))

0Lyrain(Xc U Xp, Yc U YP;@)(”))
x X,

i .a(r-1) ®)
< 'Ltram(Xc U Xp, Y. U Yp, (e} )
5 0 Lirain(Xc U Xp, Yc U Yp;@("*l))
X 0Xp ’
which can be further reorganized as:
0 Lrain(Xc U Xp, Yo UYp; (_)(r*))
x 0Xp
0 Lirain(Xc U Xp, Y. U Yp;(»)("—l))
B X, )

< Lirain(Xe U Xp, Ye U Yp;@(rfl))
= Lirain(Xe U Xp, Ye U yp;@(r*)).

Obviously, the less the left-hand side of Eq. (9), the larger chance
that condition Eq. (7) satisfies. Thus, the optimal Xl(,r) should move

from Xl(,r_l) along the direction:

0 Lirain(Xc U Xp, Y. U Yp; @)(’*))

6 =
X 0Xp W)
8 Lirain(Xe U Xp, Ye U Yp;007D)
+ 9
0Xp
and we can update Xp as:
X[()r) — XI(JF—I) + YSX' (11)

Step 3: In the final step, we update the model parameter for a
single step using the lower-level objective function and the current
mini-batch.

Through these three steps, we can alternatively update the poi-
soning samples and the model parameters until they converge.

4.3 Ensemble Mechanism for Robust Poisoning
Samples Crafting

When victims train their deep models on the contaminated dataset,
the randomnesses in the training process, such as parameter ini-
tialization and mini-batch orders, may hurt the effectiveness of the
poisoning samples. Hence, using a single network for poisoning
samples crafting may cause the crafted samples to over-fit to a
specific optimization trajectory and hurt the “generalization ability”
of these samples. Motivated by [14, 43], we revise the three-step
learning algorithm described in Section 4.2 by ensembling the inter-
mediate optimization results of a collection of differently initialized
models, to alleviate the issues mentioned above.

Particularly, in Step 1, we introduce K differently initialized
models, with the k-th model parameterized as ©y. Thus, Eq. (6)
becomes:

0" — 6 V-aVe, Lax{uxy vy 00 ™). (12)
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Figure 3: An Illustration of the Mechanism that Poisoning Samples Shift the Model Parameters.

Then in Step 2, we calculate §x by averaging the optimal di-
rections derived using the parameters of K differently initialized

models, i.e.,
LS (
k=1

0 Lirain(Xec UXp, YU Yp§@§:_1))
0Xp '

Such a direction ensemble method can significantly improve the
generalization ability of poisoning samples empirically. Finally, in
Step 3, we update the parameters of each model for a single step
using the current mini-batch via:

9 Ligain(Xe U Xp, Yo U Y,:0™)

Sx

(13)

G)E:) — 95:_1) — aVg LigainX” UX;:)’ LV Yi(vr); egcr_l))' (14)

The learning algorithm with model ensembles is outlined in
Algorithm 1.

4.4 Summary

In this section, we formulate a bi-level optimization problem Eq. (5)
to craft poisoning samples for interpretation manipulation. The
optimization objective perturbs base samples so that the perturbed
samples locate around the targeted sample in feature space and
makes the interpreter produce an interpretation close to the at-
tacker’s expectation. In this way, the targeted sample is encircled in
the feature space, and its interpretation is reshaped as desired. To
solve the bi-level problem, we propose an algorithm that iteratively
updates the model parameters and crafts new poisoning samples.
In the algorithm, we adopt the lookforward strategy to reduce the
value fluctuation of parameters and poisoning samples among iter-
ations. We also propose to ensemble multiple differently initialized
models to improve the robustness of poisoning sample crafting.

5 EXPERIMENTS

In this section, we conduct a series of experiments to evaluate the
effectiveness of the proposed attack approach. We first describe the
dataset and experiment setups in Section 5.1 and 5.2, respectively.
Then we present experiment results and case studies in Section 5.3.

5.1 Datasets

We evaluate the effectiveness of the proposed IMF on two real-world
datasets. The task on both datasets are classification.
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Algorithm 1: Algorithm of Solving Eq. (5) and Crafting
Poisoning Samples

Input :Training set (X,Y) of size N, targeted sample T,
poisoning budget n < N, number of crafting
epochs E.
Output: Crafted poisoning sample X,.
1 Pre-train the models on the clean training set;
2 Initialize the poisoning samples. We denote the set of clean
samples and poisoning samples as X and X, respectively;
3 for epoch=1,--- ,E do

4 forr =1,---,R crafting iterations do

5 for eachk = 1,--- , K models do

6 Cache current model parameter G(r_l);

7 Update model parameter with the r-th batch via
Eq. (12);

8 end

9 Use the model parameter 0" to craft the poisoning

sample XI(Jr) via Eq. (11) ;
Project poisoning sample XI(;) to feasible region:
Xj(,r) — Proj(X;,r), €);
for eachk = 1,--- ,K models do
Restore parameter 01 for the k-th model ;

10

11
12
13 Update the parameters of the k-th model with

the current (i.e., r-th) mini-batch via Eq. (14) ;

14 end

15 end
16 end

17 return X, ;

¢ Stanford Dogs Dataset [15]. The Stanford Dogs dataset
contains images of 120 breeds of dogs from around the world.
The dataset consists of 20,580 images categorized into 120
classes. All the images are center-cropped to 224 X 224 pixels.
Osteoporotic Fracture Dataset [6] This is the dataset re-
leased by UCSF for osteopathic study. This dataset consists
of medical records on 9,703 women aged 65 years and older.
These medical records are in the form of multivariate nu-
merical features.
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In this section, we randomly divide these datasets into training,
validation, and test sets using 90/5/5 split. The poisoning samples
crafted by the attack approach are injected into the training sets to
manipulate the interpretations of certain targeted samples, which
are randomly selected from the test set. In this paper, the number
of targeted samples for each dataset is 10. It is worth emphasizing
that the test set in this paper is merely used as a pool to pick targeted
samples and has nothing to do with the attack outcome evaluation.

5.2 Experimental Settings

5.2.1 Classifiers. The datasets used in this paper consist of an im-
age dataset, i.e., Stanford Dogs, and a multivariate numerical dataset,
i.e., Osteoporotic Fracture. We adopt different classifiers for these
two types of datasets. For the image dataset, we the representative
ResNet-13 [12] as the classifier. Instead of training from scratch
on the datasets used in this paper, we adopt the model weights
pre-trained on the ImageNet dataset and finetune for our task. This
finetune approach is commonly used in the computer vision domain.
For the multivariate numerical dataset, we adopt a two-layer DNN,
which is composed of two fully connected layers, as the classifier.

5.2.2  Targeted Interpretation Methods. We adopt GRAD [30] and
CAM [44], the representatives of back-propagation based and repre-
sentation based interpretation methods. The details of these meth-
ods are already mentioned in Section 3. We adopt their open-source
implementation from the original authors. The parameters of tar-
geted methods are set according to their papers’ suggestions.

5.2.3  Attack Settings. Our implementation is based on Pytorch.
For the proposed attack framework, the step size « is set to 0.001
and the parameter € in Algorithm 1 is set to € = 0.1. The number of
poisoning samples required for different targeted samples may vary,
but typically below 10% of the total training samples. In practice,
such insignificant perturbation thresholds will not make poisoning
samples look artificial for both datasets.

5.24 Comparison Method. As there are no existing studies on the
vulnerability of model interpretations against data poisoning attack,
we compare the proposed IMF framework mechanism with WM
(watermarking) attack. In the WM attack, we craft the poisoning
image by taking a weighted combination between (1) the targeted
test sample, and (2) the Top-10 training samples gg,,;, whose inter-
pretations are closest to the attacker’s desired interpretation.

5.3 Attack Effectiveness

According to the threat model defined in Section 3, the poisoning
attack proposed in this paper aims at manipulating the interpre-
tation of the targeted sample with the classification result of the
sample unchanged.

5.3.1 Quantitative Evaluations. Since the interpreters discussed in
this paper focus on quantifying the importance of features in the
targeted sample and the importance scores are continuous values,
we consider to use two metrics to measure the effectiveness of in-
terpretation manipulations. ? Specifically, given a targeted sample
t, we first propose to use averaged L; distance between the manip-
ulated interpretation and the attacker’s desired interpretation for

2Note: We discretize the results of GRAD to make the results comparable with CAM.
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evaluation. We normalize all the interpretations to [0, 1] by dividing
them by the number of dimensions. The smaller L; distance, the
better the attack effectiveness is.

Moreover, apart from the L; distance, the manipulated interpre-
tation and the attacker’s desired interpretation should highlight a
similar subset of features. Therefore, we propose to binarize the
manipulated interpretation and the attacker’s desired interpreta-
tion, and use the Jaccard similarity between them as the evaluation
metric. Formally, we define Norm(x) as a normalization function
which shifts the scale of x into [0, 1]. Then the Jaccard similarity
between the manipulated interpretation and the attacker’s desired
interpretation is given as:

INorm(Gaay(t)) N Norm(Geg:(1))|

Jaccard := INorm(Gago(t)) U Norm(Grge (£)|”

The larger the Jaccard similarity, the better attack effectiveness is.

Table 1: L; score and Jaccard score of the manipulated inter-
pretation with respect to the attacker’s desired interpreta-
tions on Stanford Dogs dataset.

L1 Jaccard
GRAD CAM GRAD CAM
WM 0.79 0.71 0.05 0.07
IMF 0.57 0.42 0.22 0.31

In Table 1 and Table 2, we report the L; distance and Jaccard
similarity of the manipulated interpretation with respect to the at-
tacker’s desired interpretations on both datasets. As can be seen, our
proposed IMF gets more than 20% lower L; scores than the baseline
method for all the interpreters. This phenomenon indicates that the
poisoning samples crafted by IMF can make the interpretations of
the targeted samples closer to the attacker’s desired interpretations.
Moreover, we also observe that the Jaccard scores of the proposed
IMF is also higher than those of the baseline. This means that the
interpretations manipulated by IMF highlight a more similar subset
of features than the interpretations manipulated by WM. From our
view, the reason that WM suffers worse performance is that WM is
designed for classification poisoning attacks and cannot be used to
manipulate the interpretations.

Table 2: L; score and Jaccard score of the manipulated inter-
pretation with respect to the attacker’s desired interpreta-
tions on Osteoporotic Fracture dataset.

L1 Jaccard
GRAD CAM GRAD CAM
WM 0.87 0.79 0.03 0.17
IMF 0.65 0.50 0.08 0.40

5.3.2  Visualization Evaluation. Apart from the quantitative results
above, we also visualize (1) the normal interpretations and (2) the
manipulated interpretations of a test image from the Stanford Dogs
dataset in Figure 4 as a case study. In Figure 4, for both GRAD and
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Targeted Image

Poisoning Sample
against CAM

Poisoning Sample
against GRAD
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Manipulated CAM
Interpretation

Benign CAM
Interpretation

Benign GRAD
Interpretation

Manipulated GRAD
Interpretation

Figure 4: An example of the manipulated interpretations on Stanford Dogs Dataset. (Better be viewed with color).

CAM interpreters, the important regions that lead to the classifica-
tion results are highlighted as warm-colored areas. Our attack goal
is to let the interpreters highlight the mid-left area of the image.
In practice, such an attack goal can potentially mislead the end-
users to believe that the mid-left area partially contributes to the
prediction results.

From these visualization results, we can observe that the interpre-
tations are shifted towards the desired interpretation. The highlight
region is expanded, which means that the interpreter treats larger
areas as important ones in terms of generating the classification
results. Moreover, we also include one of the poisoning samples that
we injected into the training set to manipulate the interpretation
results. The poisoning samples look natural and similar to normal
samples. Thus, these samples can be well camouflaged as benign
samples and cannot be easily noticed at a glimpse.

5.3.3 Convergence Study. As presented in Section 4.2, the pro-
posed learning algorithm (i.e., Algorithm 1) is an iterative procedure.
Here we experimentally study the convergence property of the pro-
posed algorithm. We report the changes of both the upper-level and
the lower-level learning objectives on the Stanford Dogs dataset,
ie, Lirain and L,4,, and plot it with respect to the number of
epoches in Figure 5. We can observe that the value of both objective
functions becomes stable within dozens of epoches (i.e., about 15
epoches for upper-level and 20 epoches for lower-level). This phe-
nomenon shows that the proposed learning algorithm converges
nicely in practice.

6 CONCLUSIONS

In this paper, we presented the first systematic study on the vul-
nerability of post-hoc outcome interpretations against data poison-
ing attacks. We proposed a bi-level optimization-based framework
named IMF to generate adversarial poisoning samples for a variety
of interpretation methods. The poisoning samples crafted by IMF
encircle and shift the target sample in the feature space. As a result,
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Figure 5: Convergence Study of the Proposed Learning Algo-
rithm

the interpretation result of the target sample is manipulated as
the attacker desires while keep the prediction performance. Nev-
ertheless, solving the proposed bi-level optimization problem is
challenging due to the computational bottleneck in the lower-level
problem. To tackle the challenge, we proposed an efficient iterative
learning algorithm and derived specific solutions against multiple
representative interpretation methods. To evaluate the effectiveness
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of the proposed framework, we conducted experiments on two real-
world datasets against three representative interpretation models.
Experimental results and case studies demonstrate the effectiveness
of the proposed attack framework.
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