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Abstract In this paper, we present one of the first and
most extensive characterizations of closed community-
based P2P systems. Such systems are organic groups of
peer-to-peer (P2P) clients, which can be joined only by
users belonging to a certain network (e.g., connected
to a given Internet Service Provider (ISP)). A number
of factors motivate the growth of these communities,
such as quality of content, anonymity of transfers, and
the potential for better performance that enhances user
experience. Our study is conducted in two contrasting
environments—a campus network and a national ISP—
located in different continents. In both cases, large-
scale closed communities have been found to be the
predominant P2P systems in use. We shed light both on
the factors motivating the growth of such communities,
and present results characterizing the extensiveness of
their usage, the performance achievable by the sys-
tems, and the implications of such communities for
network providers. While our findings are interesting
in their own right, they also offer important lessons for
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ongoing research that seeks to localize traffic within
ISP boundaries. In particular, our results suggest that
(i) in ISPs with heterogeneous access technologies, the
performance benefits to users on localizing P2P traffic
is largely dependent on the degree of seed-like behavior
of peers behind high-bandwidth access technologies;
and (ii) while localization can reduce the traffic on
Internet peering links, it has the potential to cause a sig-
nificant increase in traffic on internal links of providers,
potentially requiring upgrades of network links.

Keywords Peer-to-peer networks · Internet
measurements

1 Introduction

The last decade has seen a rapid growth in pop-
ularity of peer-to-peer (P2P) systems, spanning di-
verse applications such as content distribution (e.g.,
BitTorrent, eMule, Gnutella), video streaming (e.g.,
PPLive,Coolstreaming), and audio conferencing (e.g.,
Skype). A vast majority of these systems are Internet-
scale, and open to any user on the Internet. Indeed,
the open nature of these systems is viewed as a key
strength of P2P systems in enabling inexpensive and
rapid deployment of services over the Internet.

In this paper, we raise the attention of the research
community to the prevalence of closed communities of
P2P users, and present an extensive characterization of
such communities. Membership in such communities
is restricted by imposing requirements on users that
join the system. We focus on an important class of
closed communities, where the primary criterion for
admitting users is that they must be connected to the
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same network (e.g., same ISP). While several research
efforts have extensively characterized the performance
and traffic characteristics of open and Internet-scale
P2P systems (henceforth referred to as generic P2P
systems), e.g., [12, 13, 22, 24], the study of closed and
network-specific P2P systems (henceforth referred to as
P2P communities) has received limited attention.

In this work, we characterize two communities, that
we had the chance to monitor. The communities cor-
responded to two very contrasting networks. The first
community has been created and used by customers
in a large nation-wide ISP in Europe. The ISP offers
customers Internet access, using both ADSL (1 Mbps
Uplink and 20 Mbps downlink) and FTTH (10 Mbps
uplink and downlink) technology. The community ob-
served in this network is based on the standard eMule
P2P application [11], which has been modified by users
to avoid problems caused by the assignment of private
IP addresses to hosts inside the ISP network. We refer
to this community as ISP-Community in this paper.
The second community has been found inside a large
university campus with hosts having high speed Eth-
ernet connectivity. In this network, users modified the
standard DirectConnect (DC) P2P application [1], so
that only peers that run on hosts inside the campus can
actually join the community. We refer to this commu-
nity as Campus-Community in this paper.

Our main contributions are as follow:

• We show that P2P communities are extremely pop-
ular (e.g., generating more than 60% of total traffic
for the ISP) and large-scale (e.g., comprising hun-
dreds of thousands of users in the ISP network).
The usage of the communities far exceeds usage
of other more generic P2P systems—for e.g., in
the campus network over 90% of the peers down-
load over 90% of all P2P data using Campus-
Community.

• We compare the performance of users of the P2P
communities with users of more generic P2P sys-
tems. Our results show the performance benefits
are largely determined by the access technologies
of the users, and the degree of seed-like behavior
shown by users behind high-speed access technolo-
gies. For instance, users of Campus-Community en-
joy several orders of magnitude better performance
than users of generic P2P systems in the campus
network thanks to the high bandwidth provided
by the campus LAN. In contrast, in the ISP net-
work, the throughput of ISP-Community connec-
tions with senders behind ADSL links shows no
particular improvement compared to generic P2P
systems. However, the users of ISP-Community do

see an improvement which may be attributed to a
small fraction of senders behind FTTH links.

• We develop techniques to enable network
providers understand how the growth of P2P
communities impacts network capacity planning,
and how projected changes in access technologies
of users may affect these results. Our techniques
center around a model we develop for the inter-
PoP traffic of P2P communities. In contrast to prior
work on traffic matrix estimation (for e.g., [3, 29])
which is agnostic to individual applications, our
focus is on developing an application-specific traffic
matrix model. Through simulations conducted
using the model, we show that (i) while ISP-
Community does reduce traffic on peering points
as expected, more surprisingly, it results in a
substantial increase in the traffic carried on internal
network links (e.g., more than 60% of backbone
links carry more traffic when ISP-Community is
present); and (ii) this trend is exacerbated as more
users move to high-bandwidth access technologies.

P2P communities must be distinguished from recent
research proposals that have proposed mechanisms to
ensure traffic of P2P systems is localized to ISP bound-
aries [8, 27]. Unlike these works, closed P2P commu-
nities have grown organically among users, and are
already extensively deployed. Localization of traffic is
not an explicit goal that spurred the growth of these
communities, yet may occur as a prominent side-effect
of the communities being closed to clients belonging
to particular networks. That said, our results have im-
portant implications for research on localization of P2P
traffic within ISP boundaries and indicate that benefits
of localization should not be taken for granted. We
discuss this in greater detail in Section 8.

2 Peer-to-peer communities

In this paper, we present an analysis of P2P commu-
nities in two different networks, (i) a nation-wide ISP
in Europe; and (ii) a large-scale campus network in
North America. We present more information about
the networks and the associated P2P communities in
this section.

2.1 P2P community in an ISP network

We describe a P2P community found in a nation-wide
ISP in Europe. The ISP offers customers Internet ac-
cess, using both ADSL (up to 1 Mbps Uplink and 20
Mbps downlink capacity) and FTTH (10 Mbps uplink
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Fig. 1 ISP setup and trace
collection
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and downlink capacity) technology. Hosts in each city
are aggregated into Points-of-Presence (PoPs), which
are then connected via the ISP backbone. Typically,
hosts in the ISP are given a private IP address. As
shown in Fig. 1, plain connectivity is guaranteed to
hosts inside the ISP network despite the use of private
IP addresses. Whenever hosts with private addresses
communicate with hosts in the external Internet, the
data communication involves traversal of an ISP-wide
NAT.

P2P systems typically have mechanisms in place to
detect peers behind NAT and to limit their perfor-
mance. This motivated a community of ISP users to
modify eMule, a well known file sharing system, so that
peers in the ISP could communicate with each other
even though they have private addresses. The custom
version of the eMule client was developed by ISP
customers starting from 2003. The modification simply
hardwires information about private IP addresses used
within the ISP, and permits clients to send data to these
addresses. We note that the default eMule system is
associated with a DHT-based overlay known as Kad.
The customized version of eMule (which we refer to as
ISP-Community) builds a separate DHT overlay local
to the peers in the ISP. This is achieved by modifying
the message format of the original Internet-wide Kad
overlay to ensure that the ISP-Community messages
can only be processed by peers running the modified
version.

Besides avoiding the NAT issue, ISP-Community
offers other advantages. First, it is desirable to down-
load content from other users connected to the same
ISP since hosts within the ISP are interconnected
through higher capacity backbone links. Second, a large
percentage of hosts in the ISP are connected by FTTH,

and their upload capacity is significantly higher than
upload capacities of hosts connected to other ADSL
providers. Third, given that all the peers in the com-
munity are in the same European country, the content
that is available matches the interest and language
preferences of users in the community. Finally, we note
that ISP-Community clients could still use the global
eMule system if content is not located within the local
network. But this event is rare, as we will show in
Section 4.2.

2.2 P2P community in a campus network

The second network we analyze is a large university
campus in North America with tens of thousands of
end hosts in its network, interconnected by a high
capacity backbone LAN. Users in the campus network
are offered Fast Ethernet connections (100 Mbps). In
contrast to the ISP network, hosts in the campus receive
public IP addresses, guaranteeing plain connectivity.

Motivated by the high bandwidth provided to clients
in the campus network, students deployed a modified
version of DC [1]. DC is a well known application for
content sharing and chat, and we refer to the modified
version as Campus-Community. In the traditional DC
system, peers connect to a central hub for most of the
system operations. However, in Campus-Community,
there is no central hub, but a set of hub clients to
avoid a single a point of failure. A hub client runs
together with the DC application at each peer. When
a peer is searching for content, a gnutella-like flooding
algorithm is performed, in which peers forward the
query to all their neighbors, until all peers receive the
query. All peers that are sharing the content will reply
back.
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To enforce a closed membership, Campus-
Community peers have been modified to only accept
and initiate connections to other peers in the IP address
range of the campus. As a side-effect, the Campus-
Community traffic is therefore highly localized to the
campus network. In addition, we found that Campus-
Community is the most popular P2P application in
the campus. We identified over a thousand Campus-
Community peers which contribute to a large fraction
of the campus traffic.

3 Evaluation goals and methodology

In this section we present our goals and methodology.

3.1 Goals

The aim of this paper is to characterize and compare
the closed network-specific P2P community systems
against generic, open and Internet-wide P2P systems.
To accomplish this, in this paper we seek answers for
the following questions:

– How extensive is the use of P2P communities?
– How does the performance seen by users with P2P

communities compare to performance seen with
generic P2P systems?

– How does the Internet access technology of clients
impact the performance of users of the P2P com-
munity?

– What are the implications of the growth of P2P
communities in terms of traffic on network links for
network providers?

We answer these questions with a combination of
measurements and simulations. The network measure-
ments help us characterize application performance,
user behavior, and provide realistic traffic information
to guide our simulations. The simulations enable us to
study the implications of the communities on network
providers. Based on actual traffic data derived from
our measurements, we devise a methodology to infer
the volume of P2P traffic each link of the network has
to carry. We defer further details on the simulation
to Section 7 and focus on the methodology for the
measurement study for the rest of the section.

3.2 Trace collection tool

Traces are collected with Tstat [17], a passive sniffer
with advanced traffic classification capabilities. Start-
ing from packet level traces collected in operational
networks, Tstat groups packets into flows which are

classified by application using a combination of Deep
Packet Inspection and statistical classifiers, specifically
targeting both plain and obfuscated P2P traffic. Tstat
has been found to perform well in [20].

For each flow, Tstat collects various per-flow sta-
tistics such as bytes exchanged in each direction, flow
duration and Round Trip Time (RTT) of packets. We
refer the reader to [17, 18, 26] for more details.

3.3 Datasets

Our analysis is conducted on the following datasets:

ISP Network Traces have been collected from two
PoPs in a nation-wide ISP in Europe. A high-end PC
running Tstat was used to analyze in real time all the
packets going to and coming from all the hosts in
the monitored PoPs, and produced a flow level log
that has then been post-processed. The two PoPs are
different in the type of Internet access technology of
their hosted customers. In the first PoP, which we call
ISP-FTTH, all customers are connected through FTTH
links while in the second PoP, which we call ISP-ADSL,
all customers are connected through ADSL links. For
the ISP-FTTH PoP analysis, we focus on a one week
trace collected during December 2008, with about 2,200
active customers in the PoP contacting over 4 million
hosts. For the ISP-ADSL PoP analysis, we focus on a
one day trace collected during April 2009, with about
20,000 active customers in the PoP contacting over 2
million hosts.

For these datasets, we label clients according to their
access technology to the network. This information has
been encoded by the ISP on the IP address of clients
and is easily obtainable from the traces. In addition, we
associate clients with the ISP PoP were they reside. This
information has been provided by the ISP operators.

Campus Network The trace has been collected at the
edge of some campus dormitories, using a methodology
similar to the ISP setting. We report results from a 13 h
trace of a weekday in April 2009, during which there
were about 2,000 distinct active hosts in the monitored
dormitories. These hosts contact more than a million
other hosts.

3.4 Comparing P2P communities with generic P2P
systems

Our measurement studies compare the performance
of closed P2P communities with generic Internet-scale
P2P systems observed in the same network, and at
the same time. We compare the Campus-Community
and ISP-Community systems to two other regular, well



Peer-to-Peer Netw. Appl.

Table 1 Traffic summary for
the one-week ISP-FTTH
trace

Systems Peers Peers Total data Per peer data
monitored contacted exchanged exchanged

ISP-Community 858 497.4 K 9141 GB 10.65 GB
ISP-Generic 470 317.7 K 683 GB 1.45 GB

known and open P2P applications: (i) the traditional
eMule [11] application, which we refer to as the ISP-
Generic; and (ii) the BitTorrent [7] application, which
we refer to as Campus-Generic. Both ISP-Generic and
Campus-Generic are the second most popular P2P file
sharing systems after the P2P community applications
in the respective traces. We note that our comparisons
in the campus setting are based on two different un-
derlying systems (the Campus-Community system is
based on DC while the Campus-Generic is based on
BitTorrent). While ideally, the comparisons are best
performed using the same underlying system, this is
infeasible since the campus network does not have a
closed P2P community and a generic variant both based
on the same underlying system. Thus, our comparisons
in the campus network case could be impacted by other
differences in the underlying systems involved, besides
the open/closed nature of the systems. However, we
believe the impact of these differences is relatively
minor for most of the results, and the comparisons do
provide important insights in the context of our study.

4 Characterizing community usage

In this section, we begin by characterizing the extent
to which P2P communities are used in the monitored
networks. Then, we consider the degree to which users
rely on the P2P communities to access content.

4.1 Prevalence of communities

Tables 1, 2 and 3 summarize general statistics for the
ISP and campus traces. For all tables, the first column
shows for the various systems, the number of peers
identified inside the monitored PoPs in the ISP and the
dormitories in the campus. The second column shows
the total number of external peers that are contacted
by the monitored hosts. The third column gives the
total data exchanged by peers, while the fourth column
provides the average data exchanged per peer.

First, notice in Table 1 that, for the one week
ISP-FTTH trace, the ISP-Community population in
the monitored PoP is almost twice as large as the
ISP-Generic population, with 858 ISP-Community
peers versus 470 ISP-Generic peers. In addition, ISP-
Community peers exchange over 13 times more data
than ISP-Generic peers, and each peer exchanges
over 7 times more traffic when using ISP-Community.
Table 2 shows similar results for the one-day ISP-
ADSL trace. However, notice that the difference in
the total data exchanged between ISP-Community and
ISP-Generic is not as large as in the ISP-FTTH trace.
This is because ADSL peers cannot upload as much
data as FTTH peers due to their limited upstream
capacity. As we will see later, the higher upload ca-
pacity of FTTH peers plays a key role and justifies the
success of ISP-Community. Finally, note that the total
number of distinct ISP-Community peers found when
combining the two traces, amounts to around 600,000
peers.

Table 3 shows similar results for the 13-hour Campus
trace: the Campus-Community population in the PoP is
1.4 times larger than the Campus-Generic population.
Besides, Campus-Community peers exchange 60 times
more data than Campus-Generic peers in total, and
each peer exchanges 16 times more data when using the
Campus-Community.

Figure 2 shows the fraction of inbound and out-
bound traffic observed at the monitoring point which
may be attributed to the P2P communities. There are
three groups of bars, corresponding to the campus, and
ISP scenarios. The fraction due to the communities is
computed for each hour of the trace and the 50th and
90th percentile of these values is shown. The results
show that throughout the duration of the trace, close
to 90% of the outbound traffic may be attributed to
the P2P communities for the Campus and ISP-FTTH
settings. In the case of ISP-ADSL, the P2P community
outbound traffic is reduced to around 60% of the total
outbound traffic. This is because of the limited upload
capacity of ADSL customers. On the other hand, the

Table 2 Traffic summary for
the one-day ISP-ADSL trace

Systems Peers Peers Total data Per peer data
monitored contacted exchanged exchanged

ISP-Community 7074 325.1 K 6669 GB 0.94 GB
ISP-Generic 2351 829.4 K 1021 GB 0.43 GB
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Table 3 Traffic summary for
the 13-hour campus trace

Systems Peers Peers Total data Per peer data
monitored contacted exchanged exchanged

Campus-Community 270 1.82 K 970 GB 4.61 GB
Campus-Generic 196 1.006 M 14.65 GB 0.28GB

fraction of inbound traffic, while slightly lower due to
the higher fraction of HTTP traffic, is still over 60%
in the three settings. The results clearly illustrate the
overwhelming popularity of the P2P communities.

4.2 User reliance on communities

We were interested in measuring the extent to which
users rely on the community to obtain the content they
require. To evaluate this, we measure the community
usage ratio U(p, τ ), of peer p during time interval τ

by considering the ratio of bytes p downloads from
other peers using the community to the total bytes
downloaded using any P2P system (including the com-
munity). We selected τ to be 1 hour long. Intuitively,
this metric quantifies the extent to which a peer has
to back up to an Internet-wide generic P2P system
to retrieve content which cannot be found in the P2P
community.

Figure 3 shows the mean U(p, τ ) per client. The plot
reports two bars for each of Campus-Community and
ISP-Community. Each bar shows the fraction of clients
with mean U(p, τ ) greater than 80% (and 90%) for the
community they are part of. In general, U(p, τ ) is high.
In particular, for ISP-Community, 70% of the peers
download more than 90% of the data from the commu-
nity. For Campus-Community, the fraction of clients is
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even larger, e.g., more than 90% of the peers download
more than 90% of data from the P2P community. This
suggests that the P2P community is self-sustaining and
peers usually locate content within the community.

5 User and system performance

In this section, we study the performance seen by users
with the P2P communities, and compare this to the
performance of the generic P2P systems. The most
direct metric to evaluate user performance is the file
transfer completion time. However our dataset does
not allow us to gather this information since our probes
do not perform parsing and interpretation of applica-
tion header. Instead, we evaluate the download and
upload rates and the delay per connection and per host,
which are metrics clearly related to the overall user
performance.

5.1 Throughput

In this section, we investigate to what extent users
achieve better throughput if they use the P2P com-
munity. We then consider various factors that could
affect the performance of users, such as their access
technology.
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Figure 4 presents results for users’ performance con-
sidering the per host download rate D(h), which is the
average download rate across all TCP connections initi-
ated or received by a host.1 Again, the median and 90th
percentile of the distribution among hosts is reported.
We observe that for the campus setting, the median
improvement in download rate of the P2P community
over the generic system is a factor of 740. However, the
improvement is only a factor of 6 and 4 for the ISP-
FTTH and ISP-ADSL settings respectively.

Impact of access technology We further study the ISP
setting to understand the impact that heterogeneity in
access technology of users has on the download perfor-
mance. To provide appropriate context, Table 4 shows
the breakdown of ISP users by access technology. For
each trace, the first column shows the total number of
external contacted peers. The second and third columns
detail the total number of such peers connected by
FTTH or ADSL links respectively. The fourth column
shows peers for which we do not have access technology
information. Neglecting the latter group, we notice that
for both traces, there is a ratio of 1:5 between high
speed FTTH links and slower and more congested
ADSL links, which reflects the provider technology
penetration.

Figure 5 shows the Cumulative Distribution Func-
tion (CDF) of the per-connection download bitrate for
different types of sources contacted by ISP-Community
clients in the ISP-ADSL trace. The curves labeled
ADSL Sources and FTTH Sources refer to sources
located inside the ISP connected by a particular access

1To avoid connections carrying only control messages, we con-
sider connections with more than 50KB downloaded.

Table 4 Access technology of ISP-Community peers

Trace Total FTTH ADSL Unknown

ISP-FTTH 497.4 K 80.8 K 356.4 K 59 K
ISP-ADSL 325.1 K 52.8 K 270.8 K 1013

technology. The third curve labeled as Internet Sources
corresponds to ISP-Generic clients, and is shown for
comparison purposes. This curve refers to connections
served by sources outside the ISP for which no informa-
tion about the peer access technology is available. The
key observation from this graph is that the performance
benefits of using ISP-Community is due to the high ca-
pacity FTTH sources which clearly enable much higher
download rates. The 50th (90th) percentile of the down-
load bitrate from FTTH sources is 120 Kbps (591 Kbps)
compared to 23 Kbps (64 Kbps) for Internet sources,
an improvement of five to nine times. Interestingly,
only the top 20 percentile of connections involving
ADSL sources perform better than connections involv-
ing Internet sources, and even here the difference in
performance is minor. The same observations hold for
connections from the ISP-FTTH trace. In particular,
when FTTH clients download from FTTH sources, the
median throughput is 10 times higher than when they
download from both ADSL and Internet sources.

Degree of seed-like behavior in communities We next
investigate the extent to which users in the P2P com-
munity contribute more data than they receive and
how this depends on the access technology of the user.
We consider the ratio of bytes sent and bytes received
per client in the whole dataset, which we call R(p),
where p is a peer. Notice that a value less than one

 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  0.5  1  1.5  2

C
D

F

Downlink Bitrate [Mbps]

ADSL Sources
FTTH Sources

Internet Sources

Fig. 5 Download rates from the ISP-ADSL trace, distinguishing
the access technology of the source



Peer-to-Peer Netw. Appl.

represents clients that are mostly receiving (also called
leechers) and a value larger than one represents clients
that are mostly sending (or seeds); a value close to 1
represent clients that both send and receive data in
similar amounts.

Figure 6 shows the CDF of R(p) in ISP-Community
for the ISP-FTTH and the ISP-ADSL traces. We
clearly see that ISP-Community users behind an FTTH
link have a more seed-like behavior. For instance, the
median R(p) for FTTH clients is 2.05 which shows that
half of the clients send twice as much as they receive.
In contrast, the median R(p) for ADSL clients is 0.56
which implies a leecher-like behavior.

Implications These results combined indicate that
much of the performance improvement seen by ISP-
Community clients over ISP-Generic clients stems from
the fact that a small portion of the users in the ISP are
connected by a high-speed FTTH technology, and these
users contribute much more data than they receive.
In addition, these results have broader significance for
research on localizing P2P traffic within ISP bound-
aries [8, 27]. While most research in this area has taken
for granted that localizing traffic benefits users and
ISPs, our results suggest that in ISPs with heteroge-
neous access technologies, the performance benefits to
users on localizing P2P traffic could depend on the
degree of seed-like behavior or peers behind high-
bandwidth access technologies. We elaborate further
on these implications in Section 8.

5.2 Delay

An intuitive way to evaluate the effectiveness of P2P
localization is by measuring the delay of localized con-
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nections. One would expect that connections in the
community system will exhibit a lower RTT than con-
nections in the generic system. Figure 7 shows the per
connection average RTT for the three vantage points.
We observe that while the difference in RTT between
Campus-Community and Campus-Generic is promi-
nent, it is less noticeable between ISP-Community and
ISP-Generic. To understand this better, we consider the
impact of ISP clients behind ADSL lines on the RTT of
connections. We observe that the distribution of RTT
for ISP-Community connections to peers behind ADSL
access links is comparable to ISP-Generic flows, while
a significant improvement is noticeable for sources be-
hind FTTH access links (which have a ten times higher
upload capacity). This implies that congestion in the
upstream direction of ADSL clients is causing queueing
delays which subsequently increases RTTs.

A second reason for the lack of RTT improvements
between ISP-Community and ISP-Generic is that many
clients in ISP-Generic tend to access content within
the same small European country. For instance, in our
ISP-ADSL dataset, we found that 52% of connections
leaving the ISP were destined to the same country
and 81% to Europe. More generally, this is because
users in the same geographic region tend to be inter-
ested in the same content, due to common language
and culture [9]. We also note that Campus-Community
users are mostly English speaking users and thus
the content tends to be more spread throughout the
world.

Implications One could expect that localization of
P2P traffic would reduce RTT and increase throughput
of connections. But, our results show that these benefits
may be limited by the access bandwidth of users inside
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the ISP and user demographics. Our observations agree
with findings by other researchers [9].

6 Traffic matrix for P2P communities

In Section 5, we have focused on the extent to which
user performance is improved when P2P communities
are used. We next consider the impact that P2P com-
munities have on network providers. We focus our
study on the ISP network given it is a larger and more
interesting setting, but a similar methodology could also
be employed for the campus network. In this section,
we present an approach to infer the application-specific
traffic matrix due to ISP-Community. Each cell of the
matrix corresponds to the volume of traffic related to
ISP-Community between a pair of PoPs in the ISP.
Inference is required because we have direct measure-
ments available only at two PoPs. We then employ
this traffic matrix in Section 7 to study the load in-
duced by ISP-Community on links of the ISP network,
and examine how the load may change under vari-
ous “what-if” scenarios (e.g., upgrade to higher access
technology).

Traffic matrix estimation is a well studied prob-
lem [3, 29]. However, past work has primarily focused
on the estimation of the overall traffic matrix. In con-
trast, we explicitly target the estimation of the subset of
traffic due to the P2P community, and specifically due
to ISP-Community.

We leverage on the Simple Gravity Model [29],
according to which the amount of flow exchanged
between two objects is proportional to their “size”.
We consider the network PoPs as objects, whose size is
determined by their peer population. Then, the traffic
Tsent(s, d) sent from PoP s to PoP d is simply defined by:

Tsent(s, d) = Tsent(s) ∗ population(d)
n∑

k=1

population(k)

(1)

where Tsent(s) is the total P2P traffic sent by users in
PoP s, and population(d) is the population of PoP d. n
is the total number of PoPs present in the topology. The
model assumes that the fraction of traffic from s to d is
simply proportional to the relative population of d. We
believe this assumption is reasonable if (i) content is
uniformly available in each PoP; and (ii) peer selection
follows a uniform probability. The first point can be
justified, since in ISP-Community all users belong to
an ISP within the same country and therefore content
can be located anywhere in the network. The second
point was verified to be the case in ISP-Community,

since the modified version of the software selects peers
with uniform probability (i.e. no tit-for-tat policy is in
place). In a more general scenario, where P2P systems
may preferentially select nodes in certain PoPs (e.g.,
PoPs with lower latencies), a “friction factor” may be
introduced in the model. We leave this generalization
for future work.

6.1 Validation

We now describe our methodology to validate the
model and present our results. To validate Eq. 1, we
will estimate the traffic sent from the ISP-FTTH PoP
and the ISP-ADSL PoP to all other PoPs in the ISP
network and will compare the estimates to the actual
traffic volumes obtained from our traces.

To use Eq. 1, we require to know Tsent(s) and
the number of ISP-Community peers in each PoP,
population(d). While the former can be directly ob-
tained from our traces, we assume the latter is simply
the total number of ISP-Community peers in each PoP
which contact our monitored ISP-Community peers
through UDP control messages. This information can
also be obtained directly from our traces. We believe
this assumption is reasonable because: (i) Kad UDP
control messages are sent to a larger number of peers
compared to TCP data messages; and (ii) since Kad
maps hosts to a DHT network at random, control
messages are sent to any destination in the ISP with
equal likelihood. To further confirm the validity of
our methodology, we found that our monitored ISP-
Community peers were contacted using UDP control
messages by 497.4 K unique peers in the ISP-FTTH
trace and 325.1 K unique peers in the ISP-ADSL trace.
This is a very representative subset of the total ISP-
Community population in the ISP. In addition, we no-
ticed that the fraction of the population remains con-
stant for every PoP across our traces and over different
periods of time within a single trace. Hence, it may be
enough to know the fraction of users per PoP rather
than the actual total population of users.

Now that we have a way to obtain Tsent(s) and
population(d), we can use Eq. 1 to predict the amount
of traffic sent to any other PoP in the network from
the ISP-FTTH PoP and the ISP-ADSL PoP. To further
show the validity of our model, when we consider the
ISP-FTTH PoP as the source PoP, the population is
estimated using the ISP-ADSL dataset and when we
consider the ISP-ADSL PoP as the source PoP, the
population is estimated using the ISP-FTTH dataset.

Figures 8 and 9 show the amount of traffic sent to any
other PoP in the network considering the ISP-FTTH
and ISP-ADSL PoPs as the source PoP respectively.
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Fig. 8 Comparison of output from the gravity model and the real data for the ISP-FTTH trace

There is one set of bars for each of the destination PoPs
and the destination PoPs have been sorted in descend-
ing order of traffic volume received. The solid (red) bar
represents the model prediction, T(s, d), and the dotted
(green) bar represents the actual data measured from

the trace, T̂(s, d). We observe that the model closely
follows the real data in both cases.

To better quantify how close the output of the model
is to the real data, we have calculated the relative error
of the predictions, defined as T(s,d)−T̂(s,d)

T̂(s,d)
. Figure 10
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Fig. 9 Comparison of output from the gravity model and the real data for the ISP-ADSL trace
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shows the CDF of the relative error for the ISP-FTTH
and the ISP-ADSL traces. For around 90% of the PoPs,
the error is smaller than 20% for both traces, which is
an acceptable error margin.

These results confirm that a simple gravity model can
be used to predict the traffic matrix of ISP-Community.

7 Impact of communities on the network

In Section 6, we developed an approach to estimate the
traffic matrix specific to ISP-Community. In this sec-
tion, we use the estimated traffic matrix to compute the
amount of ISP-Community traffic carried by individual
network links. We also compute the difference in traffic
on individual links under various “what-if” scenarios.
In particular: (i) we consider a hypothetical scenario in
which all clients currently using ISP-Community switch
to using ISP-Generic. The purpose of this scenario is to
shed light on how localizing traffic within the ISP im-
pacts the capacity planning decisions of the ISP; and (ii)
we evaluate how an upgrade of the access technology
of customers may impact the network. We consider a
scenario in which all customers in the ISP are upgraded
to an FTTH access technology.

To conduct our analysis, we require knowledge of
the ISP topology, the routing algorithm, and the traffic
matrix corresponding to each scenario. In the rest of
this section, we elaborate on our approach to modeling
each of these aspects, and present simulation results.

7.1 Modeling approach

Topology and routing We model the topology based
on the actual ISP network through discussions with

the operator. In particular, nodes in the topology rep-
resent both the PoPs to which customers are con-
nected, and the ISP backbone routers. Four types of
links are present in the modeled topology: (i) PoP-to-
PoP links directly connecting two PoPs in the same
city, (ii) PoP-to-backbone links connecting a PoP to a
backbone router, (iii) backbone links connecting two
backbone routers typically between two cities and (iv)
peering links that connect some backbone routers to
the Internet. Traffic is routed on the topology using the
standard shortest path algorithm, commonly employed
in networks today, including the ISP that we consider.

Traf f ic Matrix estimation from the dataset In Section 6
we have shown that the ISP-Community traffic ex-
changed by PoPs follows a simple gravity model. We
leverage this to generate different traffic matrices to
model possible scenarios. Besides the knowledge of
the population of peers per PoP, Eq. 1 relies on the
availability of the total traffic sent Tsent(s) by a given
PoP s, which we can directly measure for only two PoPs.
Following the gravity model assumption, we model
Tsent(s) as directly proportional to the population of
peers in PoP s.

More in detail, let n f (s) and na(s) be the number of
FTTH and ADSL users in PoP s. Let t̂ f (s) and t̂a(s)
be the average amount of traffic that an FTTH and
ADSL user in s generates during a given time inter-
val respectively. Assuming that users corresponding to
each PoP generate the same amount of average traffic,
t̂ f (s) = t̂ f ∀s and t̂a(s) = t̂a ∀s.

t̂ f and t̂a can then be estimated by considering the
ISP-FTTH and ISP-ADSL datasets. Finally, the total
volume of traffic sent from PoP s is simply proportional
to the mix of access technology peers in the PoP, i.e.,

Tsent(s) = n f (s)t̂ f + na(s)t̂a (2)

Equation 2 is then used to derive the ISP-
Community traffic matrix T.

7.2 Predicting traffic matrix changes

We now consider traffic matrices that P2P systems
generate in different scenarios. We first consider the
hypothetical scenario in which users in an ISP switch
from ISP-Community to ISP-Generic. We also consider
scenarios in which the ISP upgrades the access link of
peers.

Users switch from ISP-Community to ISP-Generic To
evaluate this, we must construct the ISP-Generic traffic
matrix T ′. This is the scenario in which all the commu-
nity traffic is directed to the Internet peering node z.
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We assume that the volume of traffic received by
internal peers in this scenario is the same as in the
current scenario, i.e., users are willing to download
the same amount of data. More formally, T ′

send(z, d) =∑
s �=z Tsend(s, d) and T ′

send(s, d) = 0 ∀d �= z.
In addition, we assume that the amount of traffic

each PoP sends to z is the same as currently observed in
the ISP-Generic system. We believe this is reasonable
because independent of the upload capacity of peers
inside the ISP, once connections leave the network,
their throughput is likely to be limited by the destina-
tion access link or by some congested or rate limited
intermediate link. More formally, T ′

send(s, z) = T ′
send(s),

where T ′
send(s) is computed as in Eq. 2 considering the

ISP-Generic dataset to estimate t̂a and t̂ f .

Technology upgrade To consider the technology up-
grade from the current ADSL and FTTH mix to an all-
FTTH scenario, we assume that all ADSL clients send
and receive ISP-Community traffic at the FTTH rate.
Therefore T ′′

send(s) = na(s)t̂ f + n f (s)t̂ f and the traffic
matrix T ′′ is computed as in Eq. 1.

Finally, we consider a scenario in which users switch
to the ISP-Generic system, while access technology is
upgraded to FTTH. This allows us to compare the
traffic on individual network links with ISP-Generic
and ISP-Community, in an upgraded access technology
setting. The traffic matrix is then obtained similarly to
T ′, but t̂a = t̂ f are estimated as in T ′′.

7.3 Results

Figure 11 shows the CDF of the volume of P2P com-
munity related traffic that traverses each ISP link. Four
types of links are considered in the figure: backbone,
backbone-to-PoP, PoP-to-PoP and peering. For ease of
presentation we call GenericOnly to the scenario where
only ISP-Generic is present in the ISP, CurrentTech
to today’s mix of access technologies in the ISP and
AllFTTH to the technology upgrade to an all-FTTH
scenario. There are four lines, one for each combina-
tion of ISP-Community or GenericOnly for the P2P
system in the network, and CurrentTech or AllFTTH
for the access technology of clients. Logarithmic x-
scale is used to better highlight the differences. We
draw several observations from this plot. First, as ex-
pected, the usage of ISP-Community greatly reduces
the traffic at peering links. However, more surprisingly,
over 90% of the links carry a larger amount of traffic
in the presence of ISP-Community as compared to the
GenericOnly scenario. For instance, the median of ISP-
Community-CurrentTech is 4.6 times larger than the
median of GenericOnly-CurrentTech. Second, notice
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Fig. 11 CDF of volume of traffic related to P2P communities,
seen by all links in the ISP topology, for the ISP-Community and
GenericOnly, varying the access technology of peers

that ISP-Community makes use of more links in the
network. While in the GenericOnly scenarios, 30% of
the links are unused (mostly PoP-to-PoP links), in the
CurrentTech scenarios, more than 95% of the links are
being used and most of them are carrying more than
100GB per day. Third, when all peers are upgraded
to FTTH, the traffic on links increases by almost an
order of magnitude when comparing ISP-Community-
CurrentTech and ISP-Community-AllFTTH. This is
due to the higher upload capacity of peers. Hence,
enhancing the capacity of ISP peers to get the full
benefits of localization can probably hurt the network.

To get more insight into this, Fig. 12 shows
the difference in volume per link comparing the
GenericOnly-CurrentTech and ISP-Community-
CurrentTech scenarios. A negative value corresponds
to an increase of link load when ISP-Community is
used, while a positive value indicates an increase in
link load with ISP-Generic. Results are separately
reported for each class of links, i.e., backbone (top left
plot), backbone-to-PoP (top right plot), PoP-to-PoP
(bottom left plot) and peering links (bottom right plot)
respectively. We draw several observations. First, we
notice that more than 60% of backbone links see an
increase in the volume of traffic they have to carry in
the ISP-Community scenario, with some links seeing as
much as 2 ∗ 104 GB of additional traffic each day. We
make a similar observation for backbone-to-PoP links
and for PoP-to-PoP links. However, for the latter, the
increase in traffic is not as large in the ISP-Community
scenario since those links interconnect PoPs which may
exchange small amounts of data. Finally, as expected,
ISP-Community is able to reduce the traffic at the
peering links. We note that on average, peering links
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Fig. 12 Difference in traffic
per link considering the
ISP-Community-CurrentTech
and GenericOnly-
CurrentTech scenarios. There
is one plot for each link type
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have to transport 36.5TB less traffic per day, or 1.5TB
less traffic each hour in the ISP-Community scenario.

Implications Overall, these results show that the ex-
tensive use of the P2P community has very significant
implications for network providers in terms of traffic
that individual links carry. While the use of the P2P
community reduces traffic at peering points, it greatly
increases traffic on interior links of the network, and
consequently has important implications for capacity
planning algorithms of the network provider.

8 Discussion and implications

We discus key aspects of our work and implications
below:

Implications for P2P traf f ic localization Our charac-
terization of closed P2P communities offer important
lessons for research on localizing traffic of generic P2P
systems within ISP boundaries [2, 6, 8, 10, 14, 16, 23,
25, 27]. While a majority of research in this area has
taken the benefits of localization on users and ISPs for
granted, our results support recent works [9, 19] which
argue that a more critical examination is essential.

First, our results suggest that the benefits of local-
ization could depend on the access bandwidth of peers

inside the ISP, as pointed out by recent works [9, 19].
For instance, while the throughput of connections of
Campus-Community is significantly improved due to
the high bandwidth campus LAN, the improvement
in throughput of ISP-Community connections is lim-
ited by the fact that 80% of the users are behind
an ADSL link. Further, the RTT of ISP-Community
connections does not show significant improvement
compared to ISP-Generic due to both the access tech-
nology of users, as well the fact that most users of ISP-
Generic tend to access content from the same European
country.

Second, going beyond [9, 19], our results suggest that
in ISPs with heterogeneous access technologies, the
performance benefit to users on localizing P2P traffic
could depend on the degree of seed-like behavior of
peers behind high-bandwidth access links. For instance,
the performance with ISP-Community is better than
with ISP-Generic primarily due to a small number of
users behind high-bandwidth FTTH connections, which
contribute much more data than they receive. These
observations also imply that in ISPs with heterogeneous
access technologies, not all stake-holders can simulta-
neously win when P2P traffic is localized. In particular,
(i) if high-bandwidth users show seed-like behavior,
then the ISP and users behind low-bandwidth access
technologies benefit on localization (through reduced
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transit traffic and improved performance), at the ex-
pense of high-bandwidth users; and (ii) alternately,
localization benefits the ISP alone, and does not help
improve the performance of users (in particular, users
behind low-bandwidth access technologies). This sit-
uation can potentially be offset through new models
for charging for access, where ISPs can incentivize
seed-like behavior of high-bandwidth users by reducing
charges on them.

Finally, our simulation results show that use of ISP-
Community rather than ISP-Generic does result in low-
ered traffic on peering links for the ISP as expected.
However, more interestingly, over 90% of internal links
of the ISP network see higher traffic, with some links
seeing as much as 2 ∗ 104 GB of additional traffic each
day. This increase may potentially require internal link
upgrades to avoid impairing user performance. These
results suggest that coarse-grained schemes for localiz-
ing P2P traffic like ISP-Community (where peers within
an ISP are selected at random), may potentially cause
significant shifts in ISP traffic patterns. Developing
techniques to predict such shifts is an interesting area
of future research and we have taken a first step in
this direction. Studying the effect of traffic shifts with
more fine-grained localization schemes (for e.g., [23])
is another direction for future work.

Implications for traf f ic studies suggesting decline of P2P
traf f ic in the Internet Recent work has suggested that
P2P traffic is on the decline [15]. However, this finding
is based on analysis of inter-AS traffic data, and traffic
internal to ISP networks is not considered. In our traces
however, private communities account for 60–90% of
all traffic. This indicates that traffic related to such
private communities should be taken into consideration
before making conclusive statements about the decline
of P2P traffic.

Generality of our work In this paper, we have charac-
terized P2P communities in two networks. We believe
our work is an important start in creating an awareness
and understanding of such communities, an area that
has received little attention to date. Analyzing a wider
range of communities is a challenge given that this
requires knowledge of which networks contain P2P
communities, and involves traffic collection inside each
of the networks. Obtaining access to traffic data from
additional networks that contain P2P communities, and
analyzing P2P communities in a broader range of net-
works is an important area for future research, and a
subject of our ongoing investigations.

9 Related work

We have already extensively discussed how our work
relates to work on P2P traffic localization in Section 8.

There has been awareness in the research commu-
nity about the presence of darknets [4, 5, 21, 28].
While darknets are related to our work in that they
are also typically closed P2P communities, they share
important differences from the types of communities
we consider. Darknets are motivated by the primary
goal of anonymized sharing of content. In contrast, P2P
communities are motivated by other factors such as
ensuring good application performance and ensuring
hosts with private addresses in the same ISP may com-
municate. Further, we focus on communities localized
to particular networks, while darknets could extend
across the Internet. A notable recent work [28] char-
acterized operational BitTorrent darknets, focusing the
analysis on identifying the type of content being shared
and the level of collaboration between peers. In con-
trast, our focus is on P2P communities, performance
seen by users of the community and the impact of the
community traffic patterns on the service provider.

Our own prior work (self citation) has pointed out
the presence of the closed community in the ISP setting.
However, the focus of that work was on detecting
undesirable traffic patterns of a range of P2P systems,
including the P2P community. In contrast, our focus
in this work is on characterizing the performance and
network localization of these systems and simulations
to study implications on network providers. Further, we
consider a completely new campus network community
in this paper.

Models for traffic matrix estimation (for e.g., [3, 29])
have been widely studied. Our efforts are distinguished
in that we focus on developing an application-specific
traffic matrix model that only considers traffic due to
the P2P community application.

10 Conclusions

In this paper, we have raised the awareness of the
research community to the prevalence of closed P2P
communities, and have presented one of the first and
most extensive characterizations of such communities.
P2P communities are the most popular P2P systems
used and generate most of the traffic in the networks we
considered. For instance, we identified about 600,000
unique peers in ISP-Community, that exchange 50
times more traffic than ISP-Generic and accounts for
60% to 90% of all the traffic observed in our traces.
While as expected, users of P2P communities see better
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performance than users of generic P2P systems, we
have shown that the extent of benefits is could be
determined by the access technologies of the users, and
the degree of seed-like behavior shown by users behind
high-speed access technologies. We have developed
techniques to enable network providers understand
how the growth of P2P communities impacts network
capacity planning. and how projected changes in access
technologies of users may affect these results. Using the
techniques, we show that while use of the communities
does lower traffic on peering links compared to the use
of generic P2P systems, it could greatly increase traffic
on internal network links. Our characterization of P2P
communities while interesting in its own right, offers
important lessons for research on localizing P2P traffic
within ISP boundaries. Our future work includes stud-
ies of a wider range of P2P communities, and exploring
refinements to the P2P community traffic models that
can result in greater accuracy.
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