Experimental investigation of security
issues in OCDMA: a code-switching scheme
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Spectrally phase coded OCDMA with a modulation format based on
switching between two codes is demonstrated. The code switching
data modulation format enhances security compared to on-off keying
by eliminating a vulnerability to eavesdropping based on a simple
energy detector.

Introduction: Optical code-division multiple-access (OCDMA) is
receiving increasing attention with several groups pushing to realise
~Gbit/s multi-user demonstrations [1-8]. Among other possible
advantages provided by OCDMA, its potential for enhanced informa-
tion security is frequently mentioned. This is plausible at first glance
considering the OCDMA encoded signal manifests itself as noise-like
waveforms that may not be accessible to an eavesdropper without
knowledge of the applied code; however, this argument is worth
deeper thought. Our group has previously demonstrated there is no
security at all in OCDMA for a single-user system employing on-off
keying (OOK) [1]. This is due to the fact that, for an OOK system,
although the encoded waveform is noise-like on an ultrafast time
scale, it can be detected using a simple energy detector without any
knowledge of the spectral code. For example, the energy detector
could be a standard receiver bandwidth limited to the bit rate which is
unable to resolve the fine structure of the noise-like waveforms but
integrates the energy in a bit period. Fig. 1 confirms this argument in a
10 Gbit/s spectrally phase coded system. Fig. la shows the properly
decoded waveforms seen by an authorised user, which are recovered
back to a short pulse as desired (intensity cross-correlation). When
detected by a 20 GHz photodiode, a clear eye diagram is observed as
expected. Fig. 15 shows the encoded noise-like waveform (intensity
cross-correlation), which is distinct from a short pulse on an ultrafast
time scale. However, using the 20 GHz photodiode, a similarly clear
eye diagram is still observed, which could be detected by an eaves-
dropper with no knowledge of the code. This clearly shows that there
is no security at all for such OOK single-user OCDMA systems. On
the other hand, even in a multi-user network environment, there are
typically still fibre links where only a single user exists and which are
therefore vulnerable as pointed out by a recent systematic theoretical
study on security issues in OCDMA [9, 10]. In [9, 10], a code-
switching scheme is proposed, which may provide enhanced security
in OCDMA. In this Letter, we experimentally demonstrate for the first
time to our knowledge this code-switching scheme for spectrally
phase coded OCDMA.
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Fig. 1 Vulnerability illustration for OCDMA system

a For authorised user, properly decoded short pulse shows clear eye diagram

b For malicious eavesdropper, encoded noise-like waveform still shows clear eye
diagram

Pulses measured by intensity cross-correlation. Eye diagrams measured using
20 GHz bandwidth photodiode at 1.5 pm and sampling scope

Experiments and results: A schematic diagram of the code-switching
scheme is shown in Fig. 2. An actively modelocked fibre laser followed
by a dispersion decreasing fibre soliton compressor producing nearly
transform-limited ~0.4 ps pulses at ~10 GHz centred near 1542 nm is
used as the pulse source. A coupler is used to generate two arms in a
complementary modulator geometry to achieve code-switching. Each
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arm is equipped with an intensity modulator employing OOK and
driven by the same 10 Gbit/s PRBS 2*' — 1 data stream, but data and
data bar are assigned to the two arms, respectively. The data-modulated
ultra-short pulses are input into fibre coupled Fourier transform pulse
shapers [11] which incorporate 128 element liquid crystal modulator
arrays to spectrally phase code the spectrum of the source laser. Two
different codes (here length 31 M-sequence codes) are applied to the
two arms to realise code switching. To achieve high quality code-
switching, care is taken to match the average power and fibre length in
each arm. After combining the two arms, bits ‘1’ and ‘0’ are occupied
by two distinct but equal energy noise-like waveforms encoded
according to code 1 and code 2, respectively. The receiver consists of
a fibre coupled Fourier transform pulse shaper used to decode the
authorised user, a highly sensitive fibre pigtailed periodically-poled
lithium niobate (PPLN) waveguide chip to perform the second-harmo-
nic generation (SHG) nonlinear discrimination function [1, 2, 12], and
a photodiode operating at the SHG wavelength of 0.77 um adapted
from 10 Gbit/s Ethernet. The measured SHG efficiency of PPLN is
3.1%/mW for continuous wave (CW) and 170%/pJ for ultra-short
pulses. Dispersion compensating fibre is used to compensate for the
dispersion of the fibre link. For the purposes of this demonstration it is
assumed that an eavesdropper could tap into the fibre link somewhere
after the complementary modulator but before the decoder.
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Fig. 2 Code-switching experimental setup

For an eavesdropper using an energy detector, here a 20 GHz
bandwidth photodiode at 1.5 um, the eye diagram is clear for single
arm (traditional single user OCDMA) and there is no security at all, as
shown in Fig. 1b. Fig. 3a shows the detected waveforms for the code-
switching scheme observed by an eavesdropper also using a simple
energy detector. There is no eye diagram at all since both bits ‘1’ and
‘0’ are occupied by encoded waveforms, which demonstrates the ability
to enhance security through the code-switching scheme. As a result, the
information is concealed by the code-switching scheme to resist a
simple interception from a malicious eavesdropper.

Fig. 3 Eye diagrams

a For eavesdropper after complementary modulator (there is no eye)

b For authorised user

¢ For authorised user with 2.5 Gbit/s modulated interference user using OOK
d For authorised user with unmodulated interference user

On the other hand, it is important to show that the code-switching
scheme still works for the authorised user using conventional OCDMA
detection: decoded by a decoder, discriminated by the PPLN, and detected
by the photodiode at 0.77 um [1, 2]. For the code-switching scheme, the
decoder is set as code 1. After the decoder, bit ‘1’ is properly decoded back
to a short pulse to drive the PPLN to high SHG yield; while bit ‘0’ is
improperly decoded, remaining a noise-like waveform, and the SHG yield
is suppressed. As a result, a clear eye diagram is observed as shown in
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Fig. 3b. To go one step further, Fig. 3¢ shows the authorised user eye
diagram when an interference user modulated at 2.5 Gbit/s with OOK is
added after the complementary modulator and prior to the EDFA. Fig. 3d
shows the authorised user eye diagram when an unmodulated interference
user is added — to emulate an interference user also with a code-switching
scheme since all bits of the unmodulated interference user are occupied by
noise-like waveforms after the decoder. Note that a slot-level timing
co-ordination scheme is applied to separate the authorised user and
interference user by ~50ps to avoid beat noise caused by their
interaction [1, 2]. The clear eye diagrams in Figs. 3b—d demonstrate
that the code-switching scheme still works for the authorised user using
conventional OCDMA detection and the interference user is well
suppressed.

Conclusions: For the first time to our knowledge, we have demon-
strated spectrally phase coded O-CDMA with a modulation format
based on switching between two codes. As suggested in [9, 10], the
code switching data modulation format enhances security compared
to on-off keying by eliminating the vulnerability to eavesdropping
based on a simple energy detector. We note, however, that our work
does not preclude the possibility of vulnerability to eavesdropping
strategies that exploit other structures in the coding and signalling
scheme. Investigation into other such eavesdropping vulnerabilities is
a subject of our ongoing work.
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