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ABSTRACT

Bachega, Leonardo R. Ph.D., Purdue University, August 20%&alysis, Detection and
Classification of Signals Using Scalar and Vector SparseiMatansforms. Major Pro-
fessor: Charles A. Bouman.

Several pattern recognition problems require accuratestimgglof signals with high di-
mensionalityp, often from a limited number of samples, We present high-dimensional
signal analysis techniques based on the Sparse Matrixforam§SMT). The recently pro-
posed SMT successfully models high-dimensional signalsrious application domains
whenn is small, including the case with < p. The resulting decorrelating transform is
sparse, full rank, and inexpensive to apply, typically igqg only O(p) computation.

Our main contribution is the vector SMT, a novel method faarsp matrix transform
computation in distributed environments such as in wietEnsor networks (WSNs). We
envision a scenario where each sensor generates a vegbot.otbgether, all sensor out-
puts form ap-dimensional aggregated vectar, The vector SMT algorithm then performs
distributed decorrelation of by applying pair-wise transforms to pairs of sensor outputs
(i.e., subvectors af) until x is fully decorrelated. Simulations with multi-view cameret-
works show that the vector SMT effectively decorrelatesrthétiple camera views with
low total communication between sensors. Because our me&thables joint processing
of multiple views, we observe significant improvements toraaly detection accuracy in
artificial and real data sets compared to when the views aepsed independently.

Another important contribution is the graphical-SMT algfom, a new, fast design
method for sparse matrix transforms, suited for signalé witderlying graphical struc-
ture such as images and networks. Finally, we develop an B4&d, sparse framework
for hypotheses testing and apply it to classification andvalp detection using human

faces and hyperspectral image data sets.



1. INTRODUCTION

Modern age is marked by the constant and ubiquitous pramtucti data. The advent of
computer systems and inexpensive capturing devices sulibited cameras, smart phones
and scanners, just to mention a few, made it possible fonallst anyone to publish data
recorded from a wide variety of human activities. In additio traditional datasets such as
data from conducted polls, scientific experiments, mediodlclinical trials, now we have
data available from a myriad of new sources unimaginableugplecof years ago. New
images posted by Facebook users, YouTube videos togethertextual data from web
sites such as Wikipedia, are a few examples of these newesoafdata.

In an age when creating data is so common, making sense opér&gamount. The
science of “learning from data” has played key role in manidéie Traditional exam-
ples can be found in medicine (identification of risk factfmsseveral types of cancer, or
the prediction of heart attacks from patient data), myit@dentification of hidden targets
from hyperspectral data), surveillance (face detectiahracognition), just to mention a
few. Recently, increasing attention has been given to théais of data collected in wire-
less sensor and camera networks [1-3]. As sensing techaslbgcome widely available,
many monitoring applications deploying a large number ofses have emerged [1, 2, 4].
In these networks, a large number of sensors produce copioosints of data. Because
these sensors usually operate under contrained battergr@owl narrow communication
bandwidth, this data deluge imposes serious challengé®tevdy these data is communi-
cated and processed.

Numerous methods to make sense of data have emerged in tHewwagcades, com-
bining techniques of statistical analysis with computgoathms. Together these methods
have produced the entire fieldshfchine LearningandPattern Recognitiofb—8]. In the

core of these fields are methods for spectral analysis, titmteand classification of data.



Learning the covariance structure of the data is a fundaahst&p for the accuracy of these
methods.

Unfortunately, when the datasets are high-dimensiorglthe number of dimensions,
p is very large, one often does not have the privilege of haemgugh number of training
samplesp available for good estimates of the data covariance streicMore, specifically,
in order to form a good unbiased estimate of the covarianmeneeds, to be substantially
larger thanp. As a result, classical methods often perform poorly in thig p scenario
(if they work at all). Thiscurse of dimensionalitgresents a real challenge since, as argued
in [9], then < p scenario is rather the common one in most applications.

Various methods have been proposed to get around this coludsmensionality when
it comes to covariance estimation and provide full rank cewece estimates in scenarios
whenn < p. These methods impose some sort of regularizing const@iatfull-rank
covariance estimate, usually at the expense of introduszange (hopefully small) bias to
the estimate.

Shrinkage methods [10-12] are widely used, and work by esing the covariance
matrix as a combination of the rank-deficient sample comagaand a positive definite
target such as the identity matrix or the diagonal of the daropvariance. The intuition
behind these methods is that a combination of an estimaabiotrer-fits the data (i.e, the
rank-deficient sample covariance) with an estimator thdeufits the data will produce a
more accurate final estimate. The right combination is ntyntetermined using cross-
validation. Shrinkage covariance estimation has been tasenbdel high-dimensional sig-
nal such as hyperspectral images [13], and stock price tldtalp [15], shrinkage is used
for covariance estimation for a matched filter in the hypecsfal image domain. In [16] a
regularized linear discriminant analysis (LDA) methodyieg) on shrinkage estimation is
proposed and has been applied to datasets from severalmmai

Lasso-based methods [17] constrain the covariance onvigssa to be sparse by impos-
ing a L1-norm constraint over the columns of the matrix. @thethods, known as Sparse

Principal Component Analysis (S-PCA) impose the L1-normst@int to the eigenvectors



of the covariance matrix [18, 19]. A theoretical justificatifor the lasso-based methods is
provided in [20].

Finally, banding and thresholding have also been used tairokparse estimates of
large covariance matrices [21,22].

The Sparse Matrix Transform (SMT) [23, 24] estimates themigecomposition of a
high-dimensional signal by assuming that the eigen-teanstion can be represented as a
sparse matrix transform, i.e., as a SMT, and then maximitiagsaussian likelihood over
the sample set of sizeunder this SMT constraint. The SMT is formed by a finite praduc
of Givens rotations [25], so it decomposes the eigen-decoaitipn into a product of very
sparse transformations.

The SMT eigen-decomposition assumption has two major ddgas. First, the ap-
proach can improve the accuracy of the estimated transfarmfixed quantity of data [26].
Second, the eigen-decomposition then has the form of an 8Mi€h is very fast to apply,
i.e. iIsO(p). These characteristics of the SMT make it very attractivbdaleployed to
the covariance learning for detection and classificatiohigh-dimensional data with the
potential of yielding to faster and more accurate methods.

A naive implementation of the SMT design apporach requi?és’) computation to
design the sparse transform from the observed training datale applying the SMT is
always fast, designing it can therefore be burdensome wi®wiery large.

Our first constribution is an algorithm for the SMT designeadGraphical-SMT that
takes advantage of underlying graphical structure of theealad designs the eigen-transform
with average empirical complexit§)(plogp), as opposed to thé(p3) complexity ob-
served in the original SMT design method proposed in [24Y simow how this algo-
rithm performs the eigen-analysis of high-dimensionabhdaged to estimate the data’s
high-dimensional covariance.

Second, we develop SMT-based methods for classificationdatettion of high-di-
mensional random signal. These methods rely on the SMT &estimation of the high-
dimensional covariance structure of the data. Becauseeofitte properties of the SMT

mentioned above, these resulting classification and detestethods can operate directly



over high-dimensional data at a low computational cost evh#ing more accurate than
competing methods.

Finally, our most important contribution is tlvector SMT, a novel method for sparse
matrix transform computation in distributed environmesush as in wireless sensor net-
works (WSNs). This vector SMT generalizes the concept ofsgpaatrix transform to
decorrelation of sequences of vector pairs instead of coatel pairs. We envision a sce-
nario where each sensor generates a vector output. Togatheensor outputs form a
p-dimensional aggregated vectar, The vector SMT algorithm then performs distributed
decorrelation ofk by applying pair-wise transforms to pairs of sensor outLes, sub-
vectors ofx) until x is fully decorrelated. Being able to select the most coteelgair of
vectors at a given time is central to our method. We introdheeconcept of @orrelation
score a generalization of the correlation coefficient betweenm tandom variables to pairs
of random vectors. This correlation score is closely relatethe mutual information be-
tween a pair of random vectors [27], and the concept of tatabtation [28]. We show that
for a pair of scalar random variables, this correlation sdsrequal to the absolute value
of the correlation coefficient. We also propose a principey of incorporating commu-
nication energy constraints when selecting a pair of cateel vector outputs in a WSN
based on Lagrange multipliers. Simulations with multiwieamera networks show that
the vector SMT effectively decorrelates the multiple ceengews with low total commu-
nication between sensors. Because our method enablepjoagssing of multiple views,
we observe significant improvements to anomaly detectienracy in artificial and real
data sets compared to when the views are processed indepignde

The rest of this document is organized as follows:

e In Chapter 2, we describe the Sparse Matrix Transform (SMB)gh together with
a new algorithm, here referred as tgephical-SMT, that explores the underly-
ing graphical structure of the dataset and designs theespranrssform with average
complexityO(plogp) [24]. We also show how to use the SMT to perform the eigen-
analysis of the data. In particular, we show results withce fdataset and how the

SMT is used to produce the so-callEdyenfaces



e In Chapter 3, we show how the SMT enables two tasks centraidiolgms in ma-
chine learning and pattern recognition: detection andsdiaation of high-dimen-
sional signals [29, 30]. We show results suggesting that-B&sled methods perform
well even in a scenario when the number of training samplesish smaller than the
number of dimensions of the dataset, hex p. Several results using hyperspectral

and facial image datasets are presented,;

¢ In Chapter 4, we address two issues related to anomaly aetéchyperspectral im-
ages. Our first contribution is to formulate and employ a rAegrvolume approach
for evaluating local anomaly detectors. Our mean-log+v@wapproach allows for
an effective evaluation of a detector’s accuracy withogureng labeled testing data
or an overly-specific definition of an anomaly. The secondrifaution is to inves-
tigate the use of the Sparse Matrix Transform (SMT) to moldellbcal covariance
structure of hyperspectral images, used in local, slidimgdaw methods. Our re-
sults suggest that RX-style detectors using the SMT cavesigstimates perform
favorably compared to other methods even (indeed, espgdrathe regime of very

small window sizes.

¢ In Chapter 5, we propose tivector SMTa new decorrelating transform suitable for
performing distributed anomaly detection in wireless sem&tworks (WSN). Here,
we assume that each sensor in the network performs vect@sumesaents, instead
of a scalar ones. The vector SMT decorrelates a sequencérsfopaector sensor
measurements, until the vectors from all sensors are coetpléecorrelated. We
perform simulations with a network of cameras, where eanfreta records an image
of the monitored environment from its particular viewpoifesults show that the
proposed transform effectively decorrelates image measemts from the multiple
cameras in the network while maintaining the communicatiost low. Because
it enables joint processing of the multiple images, our métprovides significant
improvements to anomaly detection accuracy when comparéuet baseline case

where we process the camera views independently.



2. FAST SIGNAL ANALYSIS AND DECOMPOSITION ON
GRAPHS USING THE SPARSE MATRIX TRANSFORM

2.1 Introduction

Decorrelation and analysis of high dimensional signal®&geeat importance in a wide
variety of applications [9]. For example, whitening filtensd block transforms such as the
DCT are widely used to approximately decorrelate statprségnals in time and space
for applications such as image and audio source coding.elsitpnal being processed is
not stationary, then techniques such as eigen-image ard-signal analysis can be used
to decompose high-dimensional signals into approximadelyorrelated components for
applications such as anomaly detection [31] or face rec¢iogni32]. However, one disad-
vantage of eigen-signal analysis or equivalently Karhulbegve decomposition methods
is that they require a knowledge of the high dimensionalaligicovariance. Since a signal
of dimensionp has an associated covariance matrix of dimengforthe amount of data
required to estimate this covariance tends to grow geows. More specifically, in order
to form a good unbiased estimate of the covariance, one rtbedsumber of observed
vectors;n, to be substantially larger then their dimensipf9]. In practice, one often does
not have this luxury.

Recently, methods have been proposed which allow high difoeal eigen-signal anal-
ysis even when the number of observations is much less tleaditirension of the signal.
These approaches estimate the eigen-decomponsition ¢andiated covariance) by im-
posing some type of regularizing constraint [11,17, 18, 33]

In particular, the method of [23] estimates the eigen-dgmmsition of a high dimen-
sional signal by assuming that the eigen-transformation b represented as a sparse
matrix transform (SMT). The SMT is formed by a finite produtGivens rotations, so it

decomposes the eigen-decomposition into a product of yamse transformations.



The SMT eigen-decomposition assumption has two major ddgas. First, the ap-
proach can improve the accuracy of the estimated transfarmfixed quantity of data [26].
Second, the eigen-decomposition then has the form of an 8Mith is very fast to apply,
i.e. isO(p). However, one limitation of this approach is that it reqsitgp?) to design the
SMT from the observed training data. While applying the Sialivays fast, designing it
can therefore be burdensome wheis very large.

In this chapter, we present an SMT eigen-decomposition ogethited for application
to signals that live on graphs, i.e. signglsvherei € {1,--- , p} indexes nodes in a graph.
This SMT eigen-decomposition method has two major advastager the more generic
method presented in [23]. First, the resulting SMT can besnagcurately estimated due to
the graphical constraint. Second, the computation requirdesign the SMT from training
data is dramatically reduced from an average observed &xitybf p? to plog p.

In practice, many forms of data have a natural graphicatsira which can be ex-
ploited to make the SMT design fast. For example, in imagesameassume that neigh-
boring pixels are connected in a graph structure to make S&&lgd practical for large
images. We show that the resulting sparse transform candeefaseigen-image analysis
in applications such as face recognition, and demonstnatettresults in a more accurate

fit (as measured via the cross-validated log-likelihoodyéal face image data.

2.2 SMT Estimation and Design

The SMT design consists of estimating the full set of eigetoss and associated eigen-
values for a generagltdimensional signal. More specifically, the objective igsbimate the
orthonormal matrix’ and diagonal matriX such that the signal covariance can be decom-
posed as? = FAE!, and to compute this estimate fromindependent training vectors,

Y = [y1,--+,ys]. Thisis done by assuming the samples are i.i.d. Gaussialonanec-



tors and computing the constrained maximum log-likelin(ddl) estimates ofF’ andA.

In [23], we show that these constrained ML estimates arendwye

~ . . . t
E = arg Join {‘dlag(E SE)‘} (2.1)
A = diag(F'SE), (2.2)

whereS = %YYt is the sample covariance matrix, afig is the set of allowed orthonor-
mal transforms.

If n > pandQ is the set of all orthonormal transforms, then the solutm(2t1) and
(2.2) is the diagonalization of the sample covariance A&L" = S. However, the sample
covariance is a poor estimate of the covariance whenp.

In order to improve the accuracy of the covariance estinvagewill impose the con-
straint that) be the set of sparse matrix transforms (SMT) of orleMore specifically,

we will assume that the eigen-transformation has the form
K
E=]]BE=E - Ex, (2.3)
k=1

where eaclt;, is an orthonormal transform known as a Givens rotation,/dnsithe model

order parameter. Each Givens rotation operates on justdéexamates(iy, ji), SO
E,=1+ @(’Lk,]k, Hk) , Wwhere

cos(Op) —1 ifi=j=ir0ori=j=j

sin(6y) if i =14 andj = jj,

[@]ij = . : (2.4)
— &n(@k) if i = ]k andj = 1

| 0 otherwise
Figure 2.1(a) illustrates the structure of the SMT. Inugly, each Givens rotatior),,
plays the same role as the butterflies of a fast Fourier toams(FFT). In fact, the SMT is
a generalization of both the FFT and the orthonormal wavedesform. However, since
both the ordering of the coordinate paifsy, jx), and the values of the rotation angles,
0, are unconstrained, the SMT can model a much wider rangeo$fiormations. It is

often useful to express the order of the SMTHas= rp, wherer is the average number of
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Fig. 2.1. Diagram of the (a) SMT transform (b) SMT transforithvgraphical
structure.

rotations per coordinate. Typicallyis small < 5), so that the computation to apply the

SMT to a vector of data is very low, i.@r + 1 floating-point operations per coordinate.
The optimization of (2.1) is non-convex, so we use a greedyrapation approach in

which we select each rotatiott;;, in sequence to minimize the cost. The greedy SMT

design approach leads to the following very intuitive aitjon.

Initialize S « 1YY! andF « 1.

Fork=1t0 K,
1. Search for the two most correlated coordinates,
2
(ik, ji) < arg I{}EB( (Tgﬂ) . (2.5)
2. Compute the Givens rotatiohy, that decorrelates the coordinates with the rotation
angle
0, = %tan_l (—2Sin> Sirin — Sicin) - (2.6)

3. Perform the updates

S « E'SE, (2.7)

A A

E «— E-E, (2.8)

The computation of the SMT design algorithm is dominatedhsy time required to
search for the most correlated coordinate pairs in (2.5)s $&arch requires that the cor-

relation between alb(p — 1)/2 combinations of coordinates be checked. Assuming that
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r andn are constant, this means the the SMT design algorithm resQifp®) operations,

and can be computationally expensive wipas large.

2.3 Fast SMT Design for Graphical Data

The general SMT design algorithm of Section 2.2 does nottcanghe search for the
coordinategiy, jx). However, in many applications, such as social networksisyagdes,
the signal data have a natural graphical structure in wheghiboring coordinates (i.e,
those connected by an edge) are the ones expected to batzmralMe constrain the search
for the pair(ix, j.) described above to these neighboring coordinates. Thistrezont to
neighboring coordinates has two potential advantagesmnitoth reduce the computation
of the SMT design and also improve the estimaté’of

Figure 2.1(b) illustrates this approach to SMT design faphical data. For each value
of k, the figure shows that the coordinates have a graph strygtitheeach node pointing
to a set of nodes:. * Then Givens rotations are constrained to be between rigdesuch
that eitheri € 95 or j € 0i. Of course, once a rotation is applied to a pair of coordsate
the neighborhood relations between nodes of the graph reugtdated while maintaining
the constraint that the maximum fan-out of the graph is bednly |0:| < M, where
generallyM < p. 2

Using this graphical constraint, we have the following aitpon for greedy SMT de-

sign.

For all¢, initialize the list of neighbor#i, and forv; € 9: compute the correlatiod’;.
Fork=1to K,

1. Search for the two most correlated neighboring coordmat

(ir, ji) < arg max (max Ci,j) : (2.9)

1<i<p \ j€oi

1Here we do not assume that the neighborhood relationshymrisgtric, so this is a directed graph.

2However, the fan-in may exceed this bound, i.e. the{geti € 95} may be large for some nodes in the
graph.
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2. Compute the Givens rotatiohy, that decorrelates the coordinates with the rotation

angle
1 B n n n
i = 5 tan 1 <_22Yilejkl,ZY§kl — Z%ﬂz) . (2.10)
=1 =1 =1
3. Merge the neighborhoods anddj

4. Prune the neighborhoods such that

, M most correlated coordinate
Ol «— (2.13)
between;, and;j € 9iy,

, M most correlated coordinate
OJy . (2.14)
betweerny, andi € 9y,

5. Perform the updates

Y « E-Y (2.15)

~ A

E «— E-E. (2.16)

6. Update any correlationg); ; that can be affected by the rotation on coordinates

(iks Ji)-

The computation of this algorithm is now dominated by thedeaf step 1, and the
correlation update of step 6. A naive implementation,ltesn an SMT design algorithm
with complexity O(p?) whenr, n, and M are fixed. This is because the design of each
rotation, ), requires a search over all edges in the graph, whi¢h g p).

However, a careful implementation with a red-black seareé tan make the search of
step 1 ordetog p average complexity. In this case, step 6 only requires tlatepof any
coordinates which are either in the fan-out of the nofigs;j.} or in the fan-in of these

nodes. In practice, the sum of the fan-out and fan-in to adinate is, on average, of order
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=== QO(p log p) fit
£ FastSMT
— O(p®) fit
[ ] Original SMT
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Fig. 2.2. Execution time of both the original and the fastallpms as the
dimensionality increases, and= 1.0, M = 8, n = 40 remain fixed.

M. However, in a worst-case scenario the fan-in to any nodeeo§taph is only bounded
by p.

So in summary, when, n, andM are fixed, the empirically observed complexity of the
graph based SMT design is experimentally measured tddgep. However, the theoretical

worse-case complexity i9(p?).

2.4 Experimental Results

Figure 2.2 compares the computation of the fast SMT desiggrfphical data, with
the one of the original SMT. Notice that the running time tog fast SMT design requires
dramatically less computation than the original methoglaescomes large, and that the two
algorithms fit the proposed complexity pf andp log p quite closely over a large range of

p-
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Table 2.1
Comparison of the maximum expected cross-validation ilkegjthood values
for all methods studied using face images (witt644). The SMT with\/ = 8
has the largest log-likelihood, which is 92.37 greater tthemvalue produced
by the PCA+Shrinkage method.

method log-likelihood A Tmaz
(Kmaz)
PCA+Shrinkage -2885.71 0 -
SMT -2805.81 79.88 | 1.41(910)
fast SMT(M = 8) -2793.33 | 92.37 | 1.57(1010)
fast SMT(M = 32) | -2802.36 | 83.34 | 1.41(910)
diagonal -3213.10 | -327.40 -

We applied the fast SMT algorithm to a face image dataset #0rdifferent subjects
from theORL Face Databasp4], with the images re-scaled 88 x 23 pixels (p = 644).
Table 2.1 shows the results of the cross-validated averagidikelinood values of the
face dataset split in 10 ways(10 fold cross-validation)doth SMT algorithms and the
PCA+Shrinkage method. It also shows the difference of th& 3dg-likelihood values
from the value obtained using PCA+Shrinkage, and the numb8MT rotations needed
to obtain the stated log-likelihood value. As the resultggast, the fast SMT method
produces the highest average log-likelihood value.

Figure 2.3 shows the results of the SMT eigen-decomposimhied to a small subset
of 20 face images from the ORL database. Figure 2.3(a) shxavs@es of the images used
in this experiment. Figure 2.3(b) and Figure 2.3(c) show#sallts of the estimated eigen-
vectors respectively estimated with the SMT and the PCAthasgen-decompositions.
Notice that the SMT decomposition produces a full set of eifgees as opposed to only
20 eigen-faces produced by PCA. Unlike PCA, the SMT eigeagies capture local spatial
structure of the faces resembling their anatomical parts.b@lieve such a structure may

yield to higher discriminative power than the PCA-baseddguosition.
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Fig. 2.3. Experimental results for eigen-faces: (a) Exawnmf faces in the
dataset used in our experiments; (b) The first 40 eigen-faoes the SMT
decomposition; (c) Eigen-faces from PCA decomposition.

2.5 Conclusions

We have introduced a fast algorithm for the design of SMTysialtransformations on

graphical data. This approach has three major advantayjisresults in a more accurate
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estimate of the decorrelating transformation for somecigipiata cases, particularly when
n < p; 2) The resulting decorrelating SMT transformation is comagionally very efficient
to implement, i.e. it requires onlgrp floating-point operations for adimensional vector;
3) When the observed data has a graphical structure, theé®MAedesign algorithm can

be practically implemented withlog p computation.
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3. HYPOTHESIS TESTING IN HIGH-DIMENSIONAL SPACE
WITH THE SPARSE MATRIX TRANSFORM

3.1 Introduction

Statistical hypothesis testing is widely used in signatpssing and machine learning.
According to the semindlleyman-Pearsolemma [35], when deciding between two alter-
native hypotheses, the test with most discrimination pavegrends on one’s knowledge of
the ratio between the likelihoods under both hypotheseaslzrefore, the knowledge of
the data covariance matrices under both hypotheses. Itigerdle true covariances are
not known and we need to rely on estimates from availablgaitrgisets.

However, when the data dimensionaljtys large, the number of training samples,
available to estimate the covariances involved in theilikeald ratio test is small compared
to p, making conventional covariance estimates to behave ypoéd argued in [9], this
n < p scenario is rather common. Nevertheless, even if one hasgéreamples to obtain
accurate covariance matrix estimates, whésnlarge, the amount of computation required
to compute their eigen-decomposition and the memory sgapered to store them would
both be prohibitive, limiting the practical applicationsich tests.

The Sparse Matrix Transform (SMT) [23, 24] is capable of ssgstully modeling the
covariance structure of high dimensional data in the seendrenn < p, and requiring
low computational cost when applied. In this chapter weshgate the SMT deployment
to estimate the covariance matrices involved in log-liketid ratio for hypothesis testing.
We look at three different flavors of hypothesis testing: ¢had filtering, power detection
and classification.

Results in detection involving hyperspectral images awé f@cognition suggest that
the accuracy of detectors and classifiers relying on SMTtiebthan of competing meth-

ods when few training samples are available, while the cdatjoun associated with its ap-
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plication is significantly lower. In the case when the trugartances are known, a sparse
representation of the covariances by the SMT can reduceotih@utation required for the

likelihood ratio test while yielding to similar accuracyttee exact method.

3.2 The Sparse Matrix Transform (SMT)

The essence of our method is to use SMTs to provide full-ratiknates of they x p
covariance matrices used in the detection and classific&meworks discussed in Sec-

tion 3.3.

3.2.1 Design of the SMT transform

The SMT design consists of estimating the full set of eigetos and associated eigen-
values for a generagldimensional signal. More specifically, the objective igsbimate the
orthonormal matrix’ and diagonal matrix such that the signal covariance can be decom-
posed ask = FAFE!, and to compute this estimate fromindependent training vectors,
Y = [y1,---,ya). Thisis done by assuming the samples are i.i.d. Gaussiaomanwec-
tors and computing the constrained maximum log-likelin(ddl) estimates ofE’ andA.

In [23], we show that these constrained ML estimates arendiye

E = arg min {|diag(E"SE)|} (3.1)
A = diag(F'SE) , (3.2)

whereS = %YYt is the sample covariance matrix, afig is the set of allowed orthonor-
mal transforms.

If n > pandQy is the set of all orthonormal transforms, then the solutm(8t1) and
(3.2) is the diagonalization of the sample covariance/i&F! = S. However, the sample

covariance is a poor estimate of the covariance whenp.
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In order to improve the accuracy of the covariance estinvagewill impose the con-
straint that) be the set of sparse matrix transforms (SMT) of orleMore specifically,

we will assume that the eigen-transformation has the form
K
E=][E=E - Ex, (3.3)
k=1

where eaclt, is a planar rotation over sontg,, j.) coordinate pair by an angle, and K’
is the model order parameter.

Intuitively, each Givens rotationi;, plays the same role as the butterflies of a fast
Fourier transform (FFT). In fact, the SMT is a generalizatad both the FFT and the or-
thonormal wavelet transform. However, since both the andeof the coordinate pairs,
(ix, jr), and the values of the rotation anglés, are unconstrained, the SMT can model a
much wider range of transformations. It is often useful tpress the order of the SMT as
K = rp, wherer is the average number of rotations per coordinate, beingaip very
small:» < 5. The optimization of (3.1) is non-convex, so we use a gregdiyrozation ap-
proach in which we select each rotatidt),, in sequence to minimize the cost. The greedy
optimization can be done fast if a graphical constraint camiposed to the data [24]. The
parameter can be estimated using cross-validation over the traingg28, 24] or using

the minimum length description criterion proposed in [36].

3.2.2 Application of the SMT transform

Typically, r is small  5), so that the computation to apply the SMT to a vector of data
is very low, i.e,2r + 1 floating-point operations per coordinate. Therefore, we aaply

the SMT decorrelating transform tedimensional random vectors in onl9r + 1)p steps.
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3.3 Hypothesis Testing

Let x be ap-dimensional random vector drawn from a multivariate ndrdistribution.

One seeks to decide between the hypotheses

Ho: x~N(ua, Ra)
Hy: x~N(up, Rp) ,

(3.4)

where’H, andH; are referred as theull and alternative hypotheses respectively. The

Neyman-Pearsolemma [35] states that the log-likelihood ratio test

p(x; Hl)}
l(x) =lo = 3.5
maximizes the probability of detectign(,;H;) for a fixed probability of false alarm

p(H1; Ho), which is controled by the threshoid

Below, we discuss how the log-likelihood ratio test in (3sh)sed to test alternative hy-
potheses in the context of three common problems in sigoabssing, involving detection

and classification of random signals.

3.3.1 Matched Filter

Lett € R? be a deterministic signal buried in additive random clutter A (0, R).
The random vectoX is measured and one wants to make a decision on whether tia sig
t is present (i.ex = t + w), or the measurement contains only clutter (kez w), by
testing the hypotheses

Ho: x~N(0,R)
Hi: x~N(,R).

(3.6)

In this case, the log-likelihood ratio test in (3.5) has thenf of an inner producti(x) =
q'x = 1/, where the vectoq 2 Rt is called amatched filterand its detection capability

is measured directly by the signal-to-clutter statistig]{2

(g (d')r (d't)?
SOR = (g7 ~ ¢E (XXTJq  q'Rq " 3.7)
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3.3.2 Power Detector

Let thep-dimensional random vecterbe drawn from a multivariate normal distribu-
tion with the same mean under both hypotheses but differevdr@ances. The general

hypotheses in (3.4) become

Ho: x~N(0,Ra)
Hl DX v N(O, RB) .
For instance, the hypothesis test in (3.8) also corresptmtise problem of anomalous

(3.8)

change detection in multispectral imagery modeled by GansBstributions [37].
We can compute the generalized eigen-decomposition [6fitagonalizes botl® , and

Rp simultaneously, allowing us to decorrelate the vestander both hypotheses using
X=FELA\ " PEx (3.9)
whereE 4, andA 4 are the eigenvectors and eigenvaltigs/en by
Ry = EsAAEY |
andA; andE; are the eigenvalues and eigenvectors of the mﬁgbgiven by
S5 A\ —1/2 ¢ —1/2 - At

The linear transformation of (3.9) is equivalent to the Erdinear discriminant (FLD) that
is used to maximize the ratio of the between class to wittasskcatter [6, 38, 39].
In this new space, the hypotheses in (3.8) are written ingeir and become
Ho: X~ N(0,1)
Hi: X~ N(0,Ap).

Sincex andx are related by an invertible linear transformation, thellglihood ratio of

(3.10)

(3.5) can be shown to be

I(x) = log{ingl)} (3.11)

§Ho)
P 1 p B
- _ Z <— — 1) P2+ Zlog \gi (3.12)
i=1 ABi i=1

Al eigenvalues in\ 4 are assumed here to be non-zero
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where) ; is theith diagonal element cﬁB andz; is theith coordinate of the vectox.

3.3.3 Classification

Letyo andyq, - - - , yc all be p-dimensional random vectors, and assume that eattrve
is formed byy, = x; + wy, wherex;, ~ N(0, R,) is an unknown p-dimensional signal,
andw; ~ N(0, R,,) is additive p-dimensional noise. Our objective is to clysthie vector
Y, as a member of the clagse {1,---,K} if the pair of vectorsy, andy, constitute
a match, i.e, they both originated from the same sigagl= x,. Therefore, under the
hypothesis of a match, the differendg, = yi. — yo ~ N(0,2R,,). Alternatively, under
the hypothesis that, andy; arenota match we have thaky, ~ N(0,2(R, + Ry)). In

summary, the probability density of the random vecdigr, is given by

Ho: Ayp ~N(0,2(R, + Ry,)) if xo # xp

(3.13)
Hy: Ayr ~N(0,2R,) if xg =xy .
The maximum likelihood selection éfis given by
- P(AYE; Hl)] }
k = argmax< log | ——————%1 ¢ . 3.14
o { g [p(AYkQHO) 3.14)

Following the same lines of Section 3.3.2, we can computgémeralized eigen-decom-
position of bothk, and R,,, thus allowing the computation @iy, from Ay,, which is
decorrelated under both hypotheses. As a result, the hgpeshin (3.13) are equivalent to
Ho: A¥e ~N(0,2(A, + 1)) if xo # x5,
Hy: Ayp ~ N(0,21) if xo =xz .

(3.15)

The selection of: in (3.14) can be written in terms of the coordinates/of, and the

diagonal elements of,, resulting in the expression

ko= arg max {log [IM] }
k p(Ayx; Ho)

» -
o

= argmin a AN 3.16

gmi {;(HAm) ym} (3.16)

where)\,; is theith diagonal element aof, and Ay, is theith coordinate of the vector
AT,
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3.3.4 Hypothesis Testing using SMT

In Section 3.3.2, the generalized eigendecomposition @fcthvariance matrices 4
andRj; is a key step for the computation of the log-likelihood t&s12). We use the SMT
to perform the generalized eigendecompositioRaf= F4A4EY andﬁB = EBKBEE,
with r; andr,, rotations per coordinate respectively. We apply the SMTHercomputation

of the following steps:

1. Compute’ = AAfl/Qng, requiring(2r, + 1)p floating-point operations. At the end,
we may choose to clip a fraction of thhadimensions and keep ontyp of them, with
a € [0,1].

2. Computex = ng’, requiring(2r, + 1)ap operations.
3. Compute the sum in (3.12), equiring a totakai floating-point operations.

The steps above amount to a total[@fr; + ars) + 3a + 1]p, i.e, O(p) floating-point
operations, where € [0, 1]. These same steps are used to compute the generalized eigen-

decomposition of?, andR,, in Section 3.3.3, and the log-likelihood ratio used in (3.16

3.4 Experimental Results
3.4.1 Face Recognition

The SMT classification developed in Section 3.3.3 is appletthe task oface recog-
nition. We evaluate the SMT-based face recognition with the FEREST grotocol and
dataset [40], and compare it against the LDA face recognitiethod [39], a conceptually
similar method but that relies on dimensionality reductioimandle the high-dimensional
face data. We also compare with a regularized version of LBiAgishrinkage covariance
estimation. The FERET protocol splits the data into tsjoint sets: thetraining set,
with face images of 221 individuals/ three different frdntaages per individual, and the
gallery set, with face images of 160 individuals/ four differentrftal images per individ-

ual. After training the classifier with images of ttraining set, we simulate the recognition
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process by randomly picking one image from tiadlery set and searching it against the
whole gallery. The system returns all candidates sorteti&)ikelihood of being a match.
If the searched individual appears among thedigely matches in a fractiorf of all the
searches, we say the rapkecognition rate iy.

Figure 3.1 compares the recognition rates of several fkassieach using a different
method for covariance estimation. The SMT is used both aaralatone method for the
covariance estimation, referred as SMT, as well as thelshgimtarget, referred as S-SMT.
Both SMT-based methods are compared with shrinkage towlardity (S-1) and the LDA
face recognition method [39]. The Shrinkage/SMT (S-SMTjqgrens best among all com-
pared methods. The SMT and Shrinkage/ldentity (S-1) methedhibit almost identical
accuracies. Finally, all regularized methods comparedrane accurate than the LDA.

As discussed in the Section 3.3.4, the computational cestcested with the appli-
cation of the SMT iO(p), compared ta)(p?) required to apply the S-SMT and the S-I
methods. Therefore, the SMT can be deployed in an envirohwigéim limited computa-
tional resources delivering competitive accuracy to the ohthe computationally expen-

sive shrinkage estimation.

3.4.2 Hyperspectral Image Processing

We use hyperspectral data to measure the performance ofdtehed filter and the
power detector described in Sections 3.3.1 and 3.3.2 regplgc

Figure 3.2 shows the area under the ROC curve for the powectdetpresented in
Section 3.3.2 using several methods. The true covariaigeend Rz are known. In such
scenario, the accuracy of the SMT-based method approdehemé of the exact general-
ized eigen-decomposition with only a small number of Givertations per coordinate.

Figure 3.3 shows the detection capability of the matchest filtesented in Section 3.3.1
measured by th6é CRR = SCR/SCR, statistic, whereSC R, is the value of the ratio
in (3.7) for the true covarianc&. Therefore, normally we expe&C'RR < 1. When

SCRR = 1, the detection accuracy is equivalent of the one in the tsilndhat the true
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FERET (p=1755)
0.9 ‘ ‘ ‘

0.85

0.8

0.75

0.7

Recognition Rate

0.65

0.6

0.55

—A-S-SMT|

0 10 20 30 40 50 60
Rank

Fig. 3.1. Face recognition rates for ranks 1-60 using difieclassifiers, SMT,
LDA, Shrinkage/ldentity (S-1), and Shrinkage/SMT (S-SMirained with 221
individuals / 3 images per individual.
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Hyperspectral (p=30)
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Fig. 3.2. Area under the ROC curve for the SMT as the numberie¢rs
rotations varies. Only a few SMT’s Givens rotations are ssagy to get most
of the detection accuracy given by the exact generalizeghetigcomposition
of the true covariance matrices.

covarianceR of the clutter is known. We varied the number of training skesp used
to estimateR. The results are averages over 10 trials, each using aadiffsignalt and
n different training samples. Notice that the SMT-based aets perform substantially
better than the ones using shrinkage and sample covariaticetes when the training set

is small.

3.5 Conclusions

We presented a framework for hypothesis testing in highedisional space using the
SMT to model the covariance structure of the high-dimeradidata. Results show that the
SMT methods for detection and classification can have adgastover other methods in

the following important aspects. First, the log likelihaadio test remains robust when few
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Fig. 3.3. SCRR for hyper-spectral image AVIRIS-FLA usingesal differ-

ent estimators: Sample covariance, SMT, Shrinkage /Ige(®-1), Shrink-

age/SMT (S-SMT), graphical-SMT (gc-SMT), and Shrinkagapdpical-SMT
(S-gc-SMT). Average of 10 trials (each with different sighand different set
of n samples).
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training samples are available to train the covarianceioestinvolved. Second, it operates
directly in high-dimensional data at a low computationastcorFinally, the SMT can be

used to improve the accuracy of shrinkage estimation whisrc@mputationally feasible.
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4. EVALUATING AND IMPROVING LOCAL HYPERSPECTRAL
ANOMALY DETECTORS

4.1 Introduction

Anomaly detection promises the impossible: it is targeed@bn without knowing
anything about the target. In the context of hyperspectnalgery, the anomalous pixels
are those that are unusual with respect to the other pixe¢slatal or global context.
A number of anomaly detectors have been developed for hypetrsl datasets, many of
which are surveyed by Steet. al.[41], and more recently by Matteaddt. al.[42]

Local detectors form an important class of algorithms. Teyk using a statistical
model of the background pixels in the local neighborhoochefgixel under test. In gen-
eral, only the pixels within a sliding window are used to mstie properties of the local
context. To the extent that the background statistical gmigs are non-stationary across
the image, this local statistical characterization haspittential to improve the detection
accuracy. One problem with these local methods is that timebeu of training samples
(pixels), n, needed for a good estimate of the covariance must be atdsdatge as the
data dimensionality (number of spectral bangs)nd preferably should be several times
larger thamp. [43, 44] Thisn > p requirement rules out small window sizes. The poten-
tial increase in detection accuracy due to the local charaettion of the background (in a
small window) is compromised by the lack of adequate trgisi@mples needed to estimate
the covariance.

Another way to address the covariance estimation probleto ise the Sparse Ma-
trix Transform (SMT). The SMT provides full rank estimatddarge covariance matrices
even when the number of training sampteis smaller than the data dimensionality{45]
We have recently shown that the SMT improves the accuracglobal” anomaly detec-

tors. [36] In this chapter, we suggest that RX-style detsctsing the SMT covariance
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estimates perform favorably compared to other methods ievehe regime of very small
window sizes.

The rest of this chapter is organized as follows: Sectionfdr@ulates the anomaly
detection task and reviews the most commonly used covariastimation methods used
in anomaly detection; Section 4.3 describes the SMT coweeig@stimation and how the
SMT estimates yield highly accurate detectors even wherl smradow sizes are used;
Section 4.4 introduces the mean-log-volume as a measur@dtcbn accuracy and show
how it can be used to select the window size that maximizeslébection accuracy; Sec-
tion 4.5 presents our main experimental results. Finalgcti®n 4.6 presents the main

conclusions.

4.2 Hyperspectral Anomaly Detection

Hyperspectral anomaly detection consists in finding piggions (objects) in the hy-
perspectral image with pixels that differ substantiallynfrthe background,e., the pixels
in the regions surrounding these objects.

In general, there is no precise definition of what constgateanomaly. A common way
of defining anomalies is to say thabomalies are not concentrated6] Here we assume
that anomalous samples are drawn from a broad, uniformtaistsn with a much larger
support than the distribution of typical €., not anomalous) samples. This assumption

allows us to describe anomaly detection in terms of a binEgsification problem.

4.2.1 Anomaly Detection as Binary Classification

Let x be ap-dimensional random vector. We want to classifgistypicalif it is drawn
from a multivariate Gaussian distributiof(, R), or asanomalousf it is drawn from a
uniform distributioni/ (z) = ¢, wherec is some constant. Formally, we have the following

hypotheses:
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Ho: x~N(u, R)
Hl X Z/{,
whereH, andH; are referred as theull andalternativehypotheses respectively. Accord-

4.1)

ing to theNeyman-Pearsolemma [35], optimal classifier has the form of a log-likeldab

ratio test

I(x) = log {Zg gz;} . (4.2)

that maximizes the probability of detectigii7{,; ) for a fixed probability of false alarm,
p(H1; Ho), which is controlled by the thresholgl

The log-likelihood ratio test in (4.2) can be written as

p(x; Hl)
l(x) =lo
( ) s {p(x; Ho)
P 1
=logc+ §log27r+ §log|R|
1
+ i(x — )R (x—p) =1y (4.3)

We can incorporate the constant terms in (4.3) together jyitito a new threshold,

} = log ¢ — log p(x; Ho)

such that the significance test in (4.3) is equivalent to¢ise t

Dr(x) = V/(x — p) R (x — p) 2 1. (4.4)

The statisticDg(x) is interpreted as the Mahalanobis distance between thelsamp
and the meamn of the background distribution. If such distance exceedshieshold;,
we labelx as amanomaly

In practice, one does not know the true parameteasd R of the background pixel
distribution A/ (i, R). In order to compute the statistioz(x) in (4.4), the practitioner
needs first to compute good estimateand R of ;. and R respectively, from the samples

(pixels) available.

4.2.2 Sliding Window-based Detection

The RX detection algorithm [47, 48] uses a sliding windowteeed at the pixek, as

illustrated in Figure 4.1. The window pixels are used to catefthe covariance estimafe
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of the background. As argued in [42] the pixels closest Wwithin the Guard windoware
left out of the estimation to avoid contaminating the estenaith potentially anomalous
pixels. The dimension of the guard window is chosen accgrtiirthe expected maximum
size of an anomalous object. An interesting variation ofRixedetector (not investigated
here) uses a third window arourglarger than the guard window but smaller than the outer
window, to estimate the mean [42] The motivation is that a good estimate of the mean
requires fewer pixels than a good estimate of the covariance

The pixels within the outer window are used as the traininglgiin the estimation of
the covariance matrix2. The choice of the window size is a compromise between two
factors: (i) The window should be small enough that it coeen®mogeneous region of the
background, therefore, being accurately modeled by theivatibte GaussiaV'(y, R);
(i) The window should be large enough that the number oflpiwathin the outer window
is enough to produce reliable estimates of the covaridiceAt leastp + 1 pixels are

required for non-singular sample covariance estimates.

4.2.3 Covariance Estimation Methods

In this section, we discuss some of the methods used to d@stiima covariance ma-

trix R.

Sample Covariance

Let X = [xy,---,X,| be the set of i.i.d. p-dimensional Gaussian random vectors

drawn fromN (0, R). The sample covariancgis given by

S = lXXt.
n

which is the unconstrained maximum likelihood estimat&of35]
Whenn < p, the sample covariancg is singular, with rank: andoverfitsthe data.
As argued in [42, 43], in the case of hyperspectral data, itsisally desirable to have

n > 10p so thatS is a reliable estimate of. But even whem is small andS is by
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| Outer window

- Guard window

N Pixel x

Fig. 4.1. Square sliding window used in the RX detection algm. The
pixels in the outer window are used to compute the covariastenater of

the background surrounding the pixel The pixels within the inner window
(referred as thguard windowy are not used in the covariance computation to
avoid that potential anomalous pixels contaminate thenesé 3.
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itself unreliable, the sample covariance is still usefuhasarting point for the regularized

shrinkage estimates reviewed below as well as the SMT iotred in Section 4.3.

Diagonal

Because it is the inverse &f that is used in (4.4), it is important that the estimatéof
be full-rank. A simple way to obtain a full-rank estimate Bfwith a small number of
samplesn (especially whem < p) is to treat all thep dimensions as uncorrelated and

simply estimate the variances for each of thaordinates. This results in the estimator
D = diag(9),

which is generally of full-rank and can be well estimatedrewéth smalln. However,D
tends tounderfitthe the data since the assumptions that the coordinatesenerelated is

typically unrealistic.

Shrinkage

The shrinkage estimation is a very popular method of regittey estimates of large
covariance matrices. [14, 16, 49] It is based on the comionaif the sample covariance
matrix S that overfitsthe data with another estimat®r (called the shrinkage target) that
underfitsthe data:

~

R=(1—-a)S+aT, (4.5)

wherea € [0, 1]. The choice of the value that maximizes the likelihood of the estimate
Ris typically done through a cross-validation procedure.

The most common variation of the shrinkage method [14, 16344/ as the shrinkage
target, wheres? is the average variance across all fhdimensions and is thep x p

identity matrix. The covariance estimator is given by

R=(1-0a)S+ac’l. (4.6)
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A variation of (4.5) proposed by Hoffbeck and Landgrebe [d8&sD = diag(S) as
the shrinkage target, resulting in the following shrinkagémator

~

R=(1-a«a)S+aD. 4.7)

The authors in [49] also propose a computationally efficleate-one-out cross-val-
idation (LOOC) scheme to estimatein (4.7). An even more computationally efficient

approximation is described in [50].

Quasilocal Covariance

This method proposed by Caefet: al.[51] considers the eigen-decomposition of the
covariance matrit = FAFE', and makes the observation that the eigenvalues in thexmatri
A are more likely to change across different image locatiohgenthe eigenvectors i
remain mostly pointed to the same directions across theeaniage.

The observation above suggests that one can obtain a gkstivabée of the eigenvec-
tor matrix £ using all the pixels in the image, and then can adjust thengeajees inA
locally by computing the variances independently in eaclatiion using only pixels that
are within the sliding window. Since the number of pixelshe entire image, we typically
haven > p, and so the sample covarian§ewill provide a full-rank global estimate and
its eigenvectorsEglobal can be used as the estimategsoacross all positions of the sliding
window. Finally, the estimate of the matrix is estimated locally at each position of the
sliding window, by computing variances in each of the glatigenvector directions. This

approach results in thguasilocalestimator of covariance:

A A Pt
R = EglobalAlocalEglobal'

4.3 The Sparse Matrix Transform (SMT)

The Sparse Matrix Transform (SMT) [36,45] can be used toipefull-rank estimates
of the covariance matrik used in the detection framework in Section 4.2. The methed de

composes the true covarianBanto the productz = FAE!, whereFE is the orthonormal
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matrix containing the eigenvectors &fand A is a diagonal matrix containing the eigen-
values ofR. The SMT then provides the estimatBsand A with the diagonal elements of

A being strictly positive.

4.3.1 SMT Covariance Estimation

Given a training set with independenp-dimensional i.i.d random vectors drawn from
the multivariate Gaussiai' (0, R), and organized into the data matdx= [x1,- - -, X,].

The Gaussian likelihood of observing the datés given by
|R‘—n/2

I(X;R) = W

exp {—%trace(R_lS)} (4.8)

whereS = %th is the sample covariance, a sufficient statistic for thelitio®d of the
dataX. The joint maximization of (4.8) with respect #© and A results in the maximum

likelihood (ML) estimates

E = argérelg}({}diag(EtSE)‘} (4.9)
A = diag(F'SE) , (4.10)

where() is the set of allowed orthonormal transforms.

If n > p, and the sef), includes all orthonormal transforms, then the solutior4t8)
and (4.10) is given by the sample covarianice; EAE" = S. However, as discussed in
Section 4.2, when < p, the sample covariancé,overfits the data and is a poor estimate
of the true covariancé.

In order to regularize the covariance estimate, we imposeadhstraint tha® , be the
set of sparse matrix transforms (SMT) or order More specifically, we will assume that

the eigen-transformation has the form
K
Ex=[[Ev=Ei- Ex € Qx, (4.11)
k=1

for a model ordef. EachFE), is aGivens rotatior{45] over som€iy, j,) coordinate pair
by an anglé,,
Ek =1 + @(Zkvjk’a ek)v
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where

cos(O)—1 ifi=j=1ip0ri=75=7

sin(6y) if i = i, andj = jj,

[@]ij = . ’ (4.12)
— &n(@k) if i = ,]k andj = 1

0 otherwise
and K is the model order parameter.

The optimization of (4.9) is non-convex, so we use a greedyropation approach to
design each rotatiotfy, in sequence to minimize the cost [45]: L%t 1 = Ef Sk 2F%_1.
At the kth step of the greedy optimization, we select the pair of dmates(iy, ji) such
that

(Sk—l)zzj )
Sk—l)ii(Sk—l)jj 7
i.e, the most correlated pair of coordinates, and choose the ang
_ —2(Sk—1)irjs )
0. = = tan 1 ( kJk
£ (Sk=1)inir — (Sk=1)jiin
that completely decorrelates theandj, dimensions. This greedy optimization procedure

(i, jr) = arg; ; max (<

can be done fast if a graphical constraint can be imposecttddta. [24]

Finally, for an SMT of orders’, we have the estimates

Ex = Ey---Eg (4.13)
Ax = diag(ELSE), (4.14)
with the covariance estimate given by

Rsyr = ExA Bl . (4.15)

4.3.2 SMT Model Order

The model order parametér can be estimated using cross-validation [24,45], a Wishart
Criterion [36], or the minimum description length (MDL) apach derived in [36]. We
used the MDL criterion for the experiments in this chapteccérding to the MDL crite-

rion, we select the smallest value Bfsuch that the following inequality is satisfied:

Sr12 _ _
max([[#)gl—exp( logn 510gp)7

i \[Skli[Sklj; n
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whereSy = E!. SEy.
It is often useful to express the order of the SMTHs= rp, wherer is the average
number of rotations per coordinate, being typically veryairtr < 5) for several previ-

ously studied datasets.

4.3.3 Shrinkage SMT

The SMT covariance estimate in (4.15) can be used as a sharneget, alternative to

the ones described in Section 4.2.3, resulting in the fallgehrinkage-SMT estimate:

R: (]. —Q)S+QRSMT .

4.4 Ellipsoid Mean Log-Volume

In this section, we develop tHglipsoid Mean Log-Volumea novel metric to evaluate
the accuracy of anomaly detection algorithms that makectietedecisions based on a
Mahalanobis statistic such &%; in (4.4). Different versions of these detectors use difiere
techniques to estimate the covariance yielding differetéction accuracies depending on
how well the covariance estimafeapproximates the true background covariafice

Traditionally, receiver operating characteristics (R@@)ves have been widely used to
evaluate anomaly detectors. The ROC approach requiresshatples labeled agpical
and samples labeled asomalousn order to estimate the both tipeobability of detection
and theprobability of false alarnmused in the ROC analysis. Unfortunately, anomalies are
rare events and it is often difficult to have enough data Ebealksanomalousn order to
estimate the probability of detection required in the RO&lysis.

The approach developed here seeks to characterize howheabstimates of the back-
ground modeli(e., i and R) fit the training (typical) pixel data, overcoming the liraiion
of the ROC analysis described above. More specifically, vaeduawe the volume of the

hyper-ellipsoid within the region

(x— )R (x—p) <7, (4.16)
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wheren controls the probability of false alarm, as described mesiy. Such a volume is
evaluated by the following expression:

V(R,n) = % nP. (4.17)
Smaller values oV ( R, ) indicate smaller probabilities that an anomalous datatpeinld
fall within the hyper-ellipsoid region of (4.16). Based dmstobservation, the core idea
in our approach is to use the value 6fR,n) as a proxy for the probability of missed
detection. Therefore, for a fixed probability of false alarsmaller values o/ (R, )
indicate more accurate detection. Because the direct catipu of V' (R, n) tends to be
numerically unstable, often leading to numerical overflowlarge values op, in practice
we work withlog V' (R, ) as our measure of accuracy.

This approach has been used before in global anomaly dmd&6, 52, 53], but we
are extending it here to local sliding window-based anonaigiection. These detectors
produce a different local estimate of the background cavae at each location of the
sliding window across the image. We suggest measuringtiteteaccuracy in terms of the
expected log-volume of the hyper-ellipsoitfJog V(f%, n)] across the whole hyperspectral
image, where each different estimatés computed for each position of the sliding window

using local training data pixels.

4.5 Experiments

All experiments in this section were performed usingBliadrad hyperspectral dataset,
a HyMap image of Cooke City, MT &f00 x 280 pixels, [54] each with 126 hyperspectral
bands. Figure 4.2 displays a RGB rendering of this dataset.

In all experiments, a sliding window like the one describeéigure 4.1 moves across
the image and, at each position it estimates the covari&rfoem the samples of the outer
window using several covariance estimation methods posWodiscussed. Such covari-
ance is used to compufey in (4.4) for each pixel within the guard window. The radius
7 is adjusted globally so that a fraction of the points coroesjing to a fixed probabil-

ity of false alarm is left out of the ellipsoid region. Finalve compute the expected value



Fig. 4.2. RGB rendering of th&)0 x 280 pixel Blindrad hyperspectral dataset,
captured using a HyMap sensor witP6 channels.
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Fig. 4.3. Coverage plots with the expected ellipsoid logeevs. probability
of false alarm for various outer window sizes.

Ellog V (R, n)] over all window positions and take that as the measure of ahotetection
performance.

Figure 4.3 shows theoverage plotsvith the expected log-volume of ellipsous. the
probability of false alarm for different window sizes. Thgderspectral bands of the dataset
were rotated to th€uasilocalcoordinate system by the matr&élobal (see Sec. 4.2.3).
These “ROC-like” curves suggest that the regularized ndttaye more accurate, espe-
cially when small window sizes are used. When large windaessare used, the unregu-
larized sample covariance has its performance similardaggularized methods.

Figure 4.4 compares the performance of several detectdrstinthe original and the

guasilocal coordinate systems at two different fixed falsenarates. The diagonal co-
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Fig. 4.4. Expected ellipsoid log-volunws. the dimension of the sliding win-
dow fixed probabilities of false alarm in both the origina) &nd (b), and the
guasilocal, (c) and (d), coordinate systems.

variance estimate performs poorly in the original coortiegFigures 4.4(a) and 4.4(b)),
but remains a competitive method in the quasilocal cootds@igures 4.4(c) and 4.4(d));
in fact, the diagonal estimator in quasilocal coordinagsepist the quasilocal covariance
estimator suggested by Caefdr al. [51]. The Shrinkage-SMT estimates are among the
best methods in both spaces, though in the quasilocal sBadekage-Diagonal detectors
perform just as well. When the window size used to estimatetvariance matrix grows

large, we observe the increase in the expected ellipsotsidbgme;i.e.,the degradation of
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the detection accuracy for all the methods. This degradagidue to the distribution of the
background pixels being non-stationary across the imalgetefore, the estimate of the co-
variance using large windows tends to yield poor estimatdsen small window sizes are
used, the training pixels are more likely to come from a hoemegpus region with Gaus-
sian distribution. Nevertheless, this is a regime where petimates of the covariance are
due to the limited number of training samples, as observétkicurves for detectors using
the sample covariance. On the other hand, the results sugéshe regularized methods
perform best with smaller window sizes. Finally, the prig@tier can use the curves in Fig-
ure 4.4 as a criterion to select the window size that prodtieemost accurate detector for

a chosen covariance estimation method.

4.6 Conclusions

In this chapter we have shown how to use the expected lognebf ellipsoid to mea-
sure local detector accuracy. This measure was used to cemifi@rent detectors as well
as a to provide a criterion for selecting the optimal sizehef $liding window. We have
also shown how to use the SMT to produce regularized cowiastimates to be used
in detection. While Shrinkage-SMT often produces good Itesour results show that
Shrinkage-Diagonal performs just as well when combined thie quasilocal method pro-
posed in [51]. In the future, we plan to address how to pustctivariance methods to

work with even smaller window sizes.
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5. DISTRIBUTED SIGNAL DECORRELATION AND DETECTION
IN WIRELESS SENSOR NETWORKS USING THE SPARSE
MATRIX TRANSFORM

5.1 Introduction

In recent years, there has been significant interest in taeotisensor networks for
distributed monitoring in many applications [1, 4]. In pantar, networks with camera
sensors have gained significant popularity [2, 3]. Consillerscenario where all cam-
eras collectively monitor the same environment. Each camagisters an image of the
environment from its specific viewpoint and encodes it inteeator output. As the num-
ber of deployed cameras grows, so does the combined dateaggohérom all cameras.
Because these cameras usually operate under limitedypbpteer and narrow communi-
cation bandwidth, this data deluge created in large netsvionposes serious challenges to
the way data is communicated and processed.

Event detection and more specifically anomaly detectiomapertant applications for
many sensor networks [55]. In general, the vector outpai® fall sensors in a network
can be concatenated to form a singldimensional vectox, and then the goal of anomaly
detection is to determine i corresponds to a typical or anomalous event. Figure 5.4-illu
trates this scenario for a network of cameras. The vectgusifrom different cameras in
the network are likely to be correlated, particularly whiea tameras capture overlapping
portions of the scene; so for best detection accuracy, ¥ecoould be decorrelated as part
of the detection process.

One possible approach to decorrelatis to have all cameras send their vector outputs
to a single sink node. This approach has several problenasibedt puts a disproportional
and unscalable burden on the sink and on the communicati&s leading to it. One

possible solution is to design a more powerful sink node .oduohately, having a powerful
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sink node is not a suitable solution for the many applicatithvat require nodes to operate
in an ad hoc manner [56, 57], re-arranging themselves dysadiyi

Alternatively, each sensor can compute the likelihood sfviéctor measurement in-
dependently and send a single (scalar) likelihood valud¢osink, which then combines
the likelihoods computed by each sensors and makes a deteetcision. While requiring
minimal communication energy, this approach does not momte¢lations between camera
outputs, potentially leading to poor detection accuracy.

Because of the limitations above, there is a need for digiidbalgorithms which can
decorrelate vector camera outputs without use of a cerdBink, while keeping the com-
munication among sensors low. Several methods to compstiébdited Karhunen-Loéve
transform (KLT) and principal components analysis (PCA¥@msor networks have been
proposed. Distributed PCA algorithms are proposed in [38] [9]. Both methods op-
erate on scalar sensor outputs, and in order to constraimeooication in the network,
they assume that sensor outputs are conditionally indegmeégiven the outputs of neigh-
boring sensors. A distributed KLT algorithm is proposed60-463] to compress/encode
vector sensor outputs with the subsequent goal of recantistguthe aggregated output at
the sink node with minimum mean-square error. Distributecbdrelation using a wavelet
transform with lifting has been studied for sensor netwarkth a linear topology [64],
two-dimensional networks [65], and networks with tree togy [66]. While assuming
specific network topologies and correlation models foracaénsor outputs, these meth-
ods focus mainly on efficient data gathering and routing wéemsor measurements are
correlated. Also, these methods do not take into considartiiat sensors far apart in the
network can generate highly correlated outputs, as in the wéden two cameras pointing
to the same event, and therefore producing correlated tsjtpan be several hops apart
from each other, as argued in [67].

Multiple efforts have been made in distributed detectiosithe early 1980s (see [68]
for a survey). Most of the approaches rely on encoding sca&asor outputs efficiently
to cope with low communication bandwidth and transmittingaded outputs to a fusion

center in charge of making final detection decisions. Mooemdy, detection of volume
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anomalies in networks have been studied in [69—-71]. Thepeoaphes focus on scalar
measurements in network links and rely on centralized dedagssing for anomaly de-
tection. Several methods for video anomaly detection haes Iproposed (see [72] for a
survey). The method in [71] uses multi-view images of a highwystem to detect traf-
fic anomalies, with each view monitoring a different roadrsegt or intersection. The
processing of the multiple views is non-distributed and iethod does not model any
correlations between views.

Accurate anomaly detection requires decorrelation of thekground signal. In or-
der to decorrelate the background, we need an accurateagstwh its covariance ma-
trix. Several methods to estimate covariances of high-dsiomal signals have been pro-
posed recentlyq, 11, 12,17, 45, 49]. Among these methods, the Sparse Matamxsform
(SMT) [45], here referred as scalar SMT, has been shown tdfeetige, providing full-
rank covariance estimates of high-dimensional signals eteen the numbet of training
samples used to compute the estimates is much smaller teadlirttensiorp of a data
sample, i.en < p. Furthermore, the decorrelating transform designed bysti& algo-
rithm consists of a product @d(p) Givens rotations, and therefore, it is computationally
inexpensive to apply. The scalar SMT has been used in detestid classification of high-
dimensional signals [29, 30, 36]. Because it involves ordyrnywise operations between
coordinate pairs, it is well suited to distributed decatien [73]. However, this existing
method is only well suited for decorrelation of scalar semsdputs.

In this chapter, we propose the vector sparse matrix tramsf@ector SMT), a novel
algorithm suited for distributed signal decorrelation @msor networks where each sensor
outputs a vector. It generalizes the concept of the scaksspmatrix transform in [45]
to decorrelation of vectors. This novel algorithm operatespairs of sensor outputs, and
it has the interpretation of maximizing the constrained likglihood of x. In particular,
the vector SMT decorrelating transform is defined as an adhuoal transformation con-
strained to be formed by a product of pairwise transforms/éeh pairs of vector sensor
outputs. We design this transform using a greedy optinomaif the likelihood function of

x. Once this transform is designed, the associated pairveesforms are applied to sensor
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outputs distributed over the network, without the need abaegxful central sink node. The

total number of pairwise transforms is a model order param&ly constraining the value

of this model order parameter to be small, our method impasgmrsity constraint to the

data. When this sparsity constraint holds for the data bgingessed, the vector SMT can
substantially improve the accuracy of the resulting degtating transform even when a
limited number of training samples is available.

Being able to perform distributed decorrelation while agngg limited communica-
tion energy is an important characteristic of our method.r @imary way of limiting
energy consumption is to select the model order paramelige gach that the total energy
required for distributed decorrelation is less than a $jgectbudget. Another approach to
limit energy consumption is based on constrained likelthoptimization using Lagrange
multipliers. Because sensor pairs that are far apart candgbdylcorrelated, the uncon-
strained greedy optimization of the likelihood winay result in pairwise transforms be-
tween sensors that are far apart, requiring prohibitivelart®of energy. To limit energy
consumption in such a scenario, we constrain the greedynigatiion of the likelihood
function by adding to it a linear penalization term that mledke energy required by the
associated decorrelating transform. As a result, duriegdésign of decorrelating trans-
formation, our method selects sensor pairs based on thel@iion between their outputs
while penalizing the ones that are several hops apart angredgigh energy consumption
for their pairwise transforms.

We introduce the new concept of a correlation score, a measworrelation between
two vectors. This correlation score generalizes the canakporrelation coefficient to
pairs of random vectors. In fact, we show that the corretaicore between two scalar
random variables is the absolute value of their correlatmetficient. We use this correla-
tion score to select pairs of most correlated sensor outhutag the design of the vector
SMT decorrelating transform, as part of the greedy optitroreof the likelihood ofx. We
remark that this concept is closely related to the conceptsudual information between

two random vectors [27], and their total correlation [28].
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To validate our method, we describe experiments using sitedidata, artificially gen-
erated multi-camera image data of 3D spheres, and real-narttera data of a courtyard.
We use the vector SMT to decorrelate the data from multipteezas in a simulated net-
work for the purpose of anomaly detection. We compare ouhateagainst centralized
and independent approaches for processing the sensort@uithe centralized approach
relies on a sink node to decorrelate all sensor outputs andres a large amount of en-
ergy to communicate all sensor data. The independent agpreties on each sensor to
compute its partial likelihood of its output independetittym the others and communicate
the resulting value to the sink that makes the final deted®mision. While minimizing
communication energy, this independent approach leadsaodetection accuracy since it
does not take into account correlations between sensoutsut@ur results show that the
vector SMT decorrelation enables consistently more ate@@omaly detection across the
experiments while keeping the communication energy reguior distributed decorrela-
tion low.

The rest of this chapter is organized as follows: SectiordBszribes the main concepts
of the scalar SMT. Section 5.3 introduces the vector SMTrélgn, designed to perform
distributed decorrelation of vector sensor outputs in @asenetwork. Section 5.4 shows
how to use the vector SMT to enable distributed detectionseresor network. Section 5.5
shows simulation results of detection using multi-cameeavs of objects. Finally, the

main conclusions and future work are discussed in Secti®n 5.

5.2 The Scalar Sparse Matrix Transform

Let x be ap-dimensional random vector from a multivariate, Gaussiatrigution,
N (0, R). Moreover, the covariance matrik, can be decomposed infd= FAE", where
A is a diagonal matrix and’ is orthonormal. The Sparse Matrix Transform (SMT) [45]

models the orthonormal matriX as the product of’ sparse matriced;x, so that

K
E=][Bi=E - Ex. (5.1)
k=1
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vector X

\ 4

AL | L h-dimensional
E‘ !? camera i vector output

cameraj

A 4

A 4

Fig. 5.1. A camera network where each camera captures areiofape en-
vironment from one viewpoint and encodes the image into @ovemutput.
The aggregated outputs from all cameras form the high-dsineal vectorx.
Cameras and; have overlapping views. Because outputs from cameras with
overlapping views tend to be correlated, so does the aggegactorx.
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In (5.1), each sparse matri¥,, known as a Givens rotation, is a planar rotation over a

coordinate paifiy, ji) parametrized by an angfg, i.e,
Ey = I+ O(ix, ji, Ok) (5.2)

where

cos(Op) —1 ifi=j=ir0ori=j=j

[@]ij = . ' (5.3)
— 81n(9k) if i = ,]k andj = 1

0 otherwise
This SMT model assumes that Givens rotations in (5.1) are sufficient to decorrelate the
vectorx. Each matrix,E, operates on a single coordinate pairs@fplaying a role anal-
ogous to the decorrelating “butterfly” in the fast Fourieafisform (FFT). Because both
the ordering of coordinate paifg;, jx), and the values of rotation anglés are uncon-
strained, the SMT can model a larger class of signal coveesithan the FFT. In fact, the
scalar SMT is a generalization of both the FFT and the orthbabwavelet transform.
Figures 5.2(b) and (c) make a visual comparison of both thiedffel the Scalar SMT. The
SMT rotations can operate on pairs of coordinates in anyrowdle in the FFT case, the
butterflies are constrained to a well defined sequence wébifsprotation angles.

The scalar SMT design consists in learning the product ih) (om a set ofn in-
dependent and identically distributed training vectots= [x;,-- - ,x,], from N (0, R).

Assuming that? = FAE?, the maximum likelihood estimates éfandA are given by

E = argglelsi)r}{{}diag(EtSE)‘} (5.4)
A = diag(F'SE) , (5.5)

whereS = %XXH and(Q is the set of allowed orthonormal transforms. With the SMT
model assumption, the orthonormal transform&jnare in the form of (5.1), and the total
number of planar rotationgy is the model order parameter.

When performing an unconstrained minimization of (5.4) Bgvweing the setQx to
contain all orthonormal transforms, whert> p, the minimizer is the orthonormal matrix

that diagonalizes of the sample covariance, Fe\F* = S. However,S is a poor estimate
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of R whenn < p. As shown in [45], the greedy optimization of (5.5) under toastraint
that the allowed transforms are in the form of (5.1) yieldsunate estimates even when
n < p.

The constraint in (5.1) is non-convex with no obvious clogath solution. In [45],
we use a greedy optimization approach in which we select &@aams rotation F,, inde-
pendently, in sequence to minimize the cost in (5.4). Theehodder parametek can
be estimated using cross-validation over the training 28t 4] or using the minimum
description length (MDL) [36].

Typically, the average number of rotations per coordinatgy is small < 5), so that
the computation to apply the SMT to a vector of data is very, ia@y2(K /p) + 1 floating-
point operations per coordinate. Finally, wh&nh= (12’) the SMT factorization of? is

equal to its exact diagonalization, a process known as Gi@d.

5.3 Distributed Decorrelation with the Vector Sparse Matrix Transform

The vector Sparse Matrix Transform (vector SMT) is the cdreus approach for dis-
tributed decorrelation of vector sensor outputs in senstwarks. Our goal is to decorre-
late thep-dimensional vectox aggregated from outputs of all sensors, where each sensor
outputs a sub-vector of after sensing the environment. The vector SMT operates on
by decorrelating a sequence of pairs of its sub-vectorss ¥é&ctor SMT generalizes the
concept of the scalar SMT in Section 5.2 to the decorrelaifgrairs of vectors instead of

pairs of coordinates.

5.3.1 The Vector SMT Model

Let thep-dimensional vectox be partitioned intd. sub-vectors,
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where each sub-vectar!!) is anh-dimensional vector output from a sensoe 1,--- , L
in a sensor network. A vector SMT is an orthonormat p transform, T, written as the

product of M orthonormal, sparse matrices,

T=1]7Tn, (5.6)

where each pairwise transforffi,, € R”*?, is a block-wise sparse, orthonormal matrix that
operates exclusively on ti¥-dimensional subspace of the sub-vector péir), xU), as
illustrated in Figure 5.2(a). The decorrelating transfasrithen formed by the product of
the M pairwise transforms, wher® is a model order parameter.

EachT,, is a generalization of a Givens rotation in (5.2) to a tramsfthat operates on
pairs of sub-vectors instead of coordinates. Similarlg,ubctor SMT in (5.6) generalizes
the concept of the scalar SMT in Section 5.2: it decorrelatieigh-dimensional vector by
decorrelating its pairs of sub-vectors instead of pairsoirdinates. Figures 5.2(b) and (d)
compare both the vector and the scalar SMTs approachesicaliphin the scalar SMT,
each Givens rotatioty,, plays the role of a “decorrelating butterfly” (Figure 5.2()at
together decorrelate. In the vector SMT, each orthonormal matfl¥, corresponds to
series of decorrelating butterflies that operate excllysime coordinates of a single pair of
sub-vectors ok. Finally, the sequence in (5.6), illustrated in Figure 8)2@ecorrelated/
pairs of sub-vectors of, until the decorrelated vectaris obtained.

In a sensor network, we compute the distributed decoroelaif x by distributing the
application of transform§;,, from the product (5.6) across multiple sensors. Before the
decorrelation, each sub-vectdf) of x is the output of a sensarand is stored locally in
that sensor. Applying eadh, to sub-vectors(=), xUm) requires point-to-point communi-
cation of oneh-dimensional sub-vector between sensgrandj,,, consuming an amount
of energy,£(h, i, jm), proportional to some measure of the distance between Hese
sors. After applyindl},, the resulting decorrelated sub-vectgfs) andx~) are cached

at the sensor used to compute this pairwise decorrelatimgdiag communicating one
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dimensional vectoxk, changing only the components associated with the sub-

vectorsx() xUm) (shaded). (b) scalar SMT decorrelation= E'x. Each
E,. plays the role of a decorrelating “butterfly”, operating osiagle pair of
coordinates. (c) 8-point FFT, seen as a particular caseecfdallar SMT where
the butterflies are constrained in their ordering and rotadingles. (d) Vector
SMT decorrelationg = T'x, with eachT,, decorrelating a sub-vector pair
of x instead of a single coordinate palif,, is an instance of the scalar SMT
with decorrelating butterflies operating only on coordasavf a single pair of
sub-vectors.
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sub-vector back to its originating sensor. Finally, th@tobmmunication energy required

for the entire decorrelation is given by

M
g(haila"'aiMajla"'va Zghzmajm (57)
m=1

5.3.2 The Design of the Vector SMT

We design the vector SMT decorrelating transform from trjrdata, using the max-
imum likelihood estimation of the data covariance matrietK = [x, - ,x,] € RP*™,
be ap x n matrix where each column; is ap-dimensional zero mean Gaussian random
vector with covariance?. In general, a covariance can decomposeft as TAT*, where
A is the diagonal eigenvalue matrix afidis an orthonormal matrix. In this case, the log

likelihood of X given theT andA is given by

log pray(X) = —gtrace[diag(TtST)A_l] — T%p log(27) — glog IA], (5.8)
where
S = lXXt ) (5.9)
n

When constraining’ to be of the product form of (5.6), the joint maximum likeldob

estimates\ and7 are given by

T = arg min {‘diag(TtST)‘} (5.10)
TzH%:le
A = diag(T'ST) . (5.11)

Because the minimization in (5.10) has a non-convex canstriés global minimizer is
difficult to find. Therefore, we use a greedy procedure thatgies each new,,, m =
1,---, M independently while keeping the others fixed. We start bymget; = S and

X; = X, and iterate over the following steps:
= o . . t
T, = arg Jnin {‘dlag(TmSme)‘} (5.12)

Smp1 = TSmT (5.13)
X1 = Th X, (5.14)
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where() is the set of all allowed pairwise transforms. Becalliseoperates exclusively
on x() andxU=), once the paifi,,, j,.) is selected, the design @f, involves only the
components oK,,, associated with these sub-vectors. ]Xéi”) andeﬂbm) beh x n sub-
matrices ofX,, associated with the sub-vector péir,, j,.). Their associate@h x 2h

sample covariance is then given by

(im)
S(i'm 7j7n) — l Xm [X(i7rL )t X(j’m)t:| . (5 15)

The minimization in (5.12) for a fixed subvector p&ir,, j,.) can be recast in terms of
Slim.im) and the2h x 2h orthonormal matrixz,

E,, =arg min {\diag(EtS,gim’jm)E)\} , (5.16)

E€Qapxan

where Q.2 1S the set of all valid2h x 2h orthonormal transforms. In practice, the
optimization of £ is precisely the same problem as the scalar SMT design piessen

Section 5.2. Oncé’,, is selected, we partition it into four x h blocks,

B4V | EL?

En, = )
E@Y | ER?

and then we obtain the transforff, using Kronecker producb as

Tm — J(im,im) ® Er(nl,71) _|_ J(imyjm) ® E(lyz)

+ JUmim) @ B2 4 jUmim) @ @D (5.17)
+ Ipxp - (J(ime) + J(Jm’Jm)> & Ihxh
whereJ ) is aL x L matrix given by

[J(U)} 1 ifi =diandj’ = (5.18)
0 otherwise ' '

Figure 5.3(a) illustrates the relationship between2hex 2h orthonormal transforn#,,,,
and the block sparse,x p orthonormal transforri;,,. The four blocks off,,, are inserted

in the appropriate block locations to form the larger, blsplarse matri¥;,. The overall
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change in the log likelihood in (5.8) due to applyihg to X,, and maximized with respect
to A(T},) is given by (see Appendix A)

Alog D(1,. A(T)) (Xm) = log D1, A(T)) (Xpn) — log D1 Ay (Xom)
n |diag (T S, Thn)|

2 7% |diag(S,,)

1o |88 S )
277 |diag(Si™)|

_ " —F?
= 2log(1 F ),

TmJIm

(5.19)

where we introduce the concept of a “correlation scof¢”,; , defined by

nyJm !

| ldiag(E, 5 E,)|

b (i)
|diag(Sm™"™")|

myjm -
In Appendix B, we show that the correlation score generalize concept of the correlation
coefficient to pairs of random vectors and derive its maimpprtes. The pair of sub-

vectors with the largest value @; produces the largest increase in the log likelihood

in (5.19). Therefore, we use the maximum valuefof; as the criterion for selecting
the pair(i,,, j,,) during the design of, in (5.12). Finally, the algorithm in Figure 5.3(b)

summarizes this greedy procedure to design the vector SMT.

5.3.3 The Vector SMT Design with Communication Energy Constints

We extend the vector SMT design in Section 5.3.2 to accounthf® communication
energy required for distributed decorrelation in a senstwark. When eacfi;,, operates
on x() andxU=) in a sensor network, it requires an amoudth, i,,, j,,) of energy for
communication. In a scenario with a constrained energy éuydglecting sensois, and

jm based on the largest; can be prohibitive if these sensors are several hops apart

in the network. Our approach to this problem is to perform ast@ined optimization

of (5.8) based on Lagrange multipliers. We augment theilikeld in (5.8) with a linear
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(b)

Fig. 5.3. (a) Mapping from theh x 2h matrix F, result of the optimization
in (5.16), to thep x p block sparse matri%;, associated with théi,,, j..)
sub-vector pair. (b) The vector SMT design algorithm.
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penalization term associated with the total communicagioergy required for distributed

decorrelation. The augmented log likelihood is given by

M
L0 (X) = log per,a)(X) — p Z E(hyim, Jm) - (5.20)
m=1

The parameter has units of log likelihood/energy, and controls the weigien to the
communication energy when maximizing the likelihood. Whes 0, the design becomes
the unconstrained vector SMT design in Section 5.3.2. WherapplyT,, to X,, and
maximize (5.20) with respect t&(Tm), the overall change in the augmented likelihood is

given by

AL(Tm,A(Tm))(Xm) = E(Tm,f\(Tm))O{m) _E(I,A(I))<Xm)

n |diag(T% S, T o
-z m — uE(h 21

_ _g log (1 — F;?rnjrn) — ug(h, Zmajm)

Therefore, when designirifj,, with energy constraints, we select the pair of sub-vectors
(im, jm) With the smallest value oflL — F72, . )e€timim)/n i e, the paif(iy,, j.) that
simultaneously maximizes the correlation coefficignt,;,, and minimizes the communi-
cation energy penalty,€(h, i.,, jm,) in order to increase the augmented log likelihood in

(5.21) by the largest amount.
5.3.4 Model Order Identification

Let M, be a vector SMT model with decorrelating transfafim= Hiff:l T.,,. Here,
we discuss three alternatives for selecting the model qgralemeter)\/.

Fixed Maximum Energy

We select)M such that the total energy required for the distributed detation, 7'x
does not exceed some fixed threshéidi.e., >-2_ E(h,im, jm) < E. This threshold,
& is fixed based on a pre-established maximum energy budgeteallfor the distributed

decorrelation.
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Cross-Validation

We partition thep x n data sample matriX into IC, p x n;, matricesX), X =
Xy| - [Xx)], and defineX ;) as a matrix containing the samplesnthat are not in
X. Foreacht = 1,---, K, we designM,, from X, and compute its log likelihood
over Xy, i.e., log pu,, (X X)) We selectM so that it maximizes the average cross-

validated log likelihood [7],

L(My) = Z 1og paty (X | X)) - (5.22)

Minimum Description Length (MDL) Criterion

Based on the MDL principle [74-76], we selett such that the modeM ,,; has the
shortest encoding, among all models, of both its paramatetshe sample matrix{. The

total description length oM ,; in nats is given by

1
—MK log(pn) + 2M K log(2h) + 2M log(L) , (5.23)

gM = _1ngMM(X) + 9

where —log pq,, (X) nats are used to encodg %MK log(pn) nats are used to encode
the M K real-valued angles of the Givens rotations across)alpairwise transforms,
2M K log(2h) nats are used for th&/ K rotation coordinate pairs, and finalB)/ log(L)
nats are used for the indices of sub-vector pairs of/fth@airwise transforms. Our goal
is then to selecil/ such that it minimized,, in (5.23). Initially, /,, decreases witld/
because it is dominated by the likelihood tefiog p,, (X). However, whenV/ is large,
the other terms dominatg, causing it to increase add increases. Therefore, we seléct
that minimized,, by picking the first value of\/ such that
lysr — Ly = —log Pty (X) + 1Klog(pn) + 2K log(2h) + 2log(L)
Py (X) 2

1
+ §Klog(pn) + 2K log(2h) + 2log(L) > 0.

= —= log(l — F?

TmsJm )
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This condition leads to this new stop condition for the maiogd of the algorithm in Fig-
ure 5.3(b),

(5.24)

K log(pn) + 4K log(2h) + 41og(L) } ‘

Fz‘z im 2 I —exp {
moHJm n

It is easy to generalizé,, in (5.23) to the case where each pairwise transfdfjphas a

different number of Givens rotationk;,,, resulting in

M M
enera 1
5551 D= log paty, (X)+§ Z K, log(pn)+2 Z K, log(2h)+2M log(L) . (5.25)
m=1 m=1
Finally, whens{ e — (") > 0 is satisfied, the new stop condition for the loop in

Figure 5.3(b) is given by

Kiny1log(pn) + 4 K41 log(2h) + 4log(L) }

n

F? .21 —exp { (5.26)

5.4 Anomaly Detection

We use the vector SMT to compute the covariance estifiatéthep-dimensional vec-
tor, x for the purpose of performing anomaly detection using thgman-Pearson frame-
work [35]. Here, we first formulate the anomaly detectionlgheon, and then describe the

ellipsoid volume measure of detection accuracy [52] usederexperimental section.

5.4.1 Problem Formulation

Let thep-dimensional vectox be an aggregated measurement fronLakensors in the
network. We presume thatis typical (hon-anomalous) if it is sampled from a multizae
Gaussian distribution\V (0, R) or anomalous if it is sampled from a uniform distribution

U(x) = ¢, for some constant[46, 77]. Formally, we have the following hypotheses,

Ho: x~N(0,R)
Hli XNZ/{,

(5.27)
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where’H, and’H; are the null and alternative hypotheses respectively. Alieg to the
Neyman-Pearson lemma [35], the optimal classifier has time & the log likelihood ratio
test,
p(x; H1) }
I'(x) =logd ————= » = logc — logp(x; H
(x) =log {p(x; Ho) g g p(x; Ho)

1 1
—logc+ g log 2 + 7 log | R + 5x'R™'x 2 Ty . (5.28)

This likelihood ratio test maximizes the probability of detion, p(H;; ;) for a fixed
probability of false alarmy(H;; H,), which controlled by the threshold,. We incorporate

all the constant terms into a new threshojti,such that the test in (5.28) becomes
Dr(x) =x'R™'x = n*. (5.29)

If we further assume that = T'AT*, whereT andA are orthonormal and diagonal ma-
trices respectively, the test in (5.28) can be written as ighted sum ofp uncorrelated

coordinates,

P =2

~ ~ xi

Da(@) =) 3z (5.30)
i=1 ?

wherex = T'x, and)\; = [A];; (1 < i < p). Finally, because the sum in (5.30) involves
only independent terms, it can be evaluated distributedigss a sensor network while

requiring minimum communication.

5.4.2 Ellipsoid Volume as a Measure of Detection Accuracy

The ellipsoid volume approach [36,52,53] measures anodethction accuracy with-
out requiring labeled anomalous samples. Because anaaataare and loosely defined
events, we often lack enough test samples labeled as anasitalestimate the probability
of detectionp(H;; H,) required for ROC analysis [35]. Instead of relying on anamual
samples, the ellipsoid volume approach seeks to measwgetidet accuracy by character-

izing how well a covariance estimat®, models the typical data samples. It evaluates the
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volume of the region within the ellipsoid! R~'x < n? for a certain probability of false
alarm controlled by). Such a volume is evaluated by

R 7P/2

V(Rv 77) = T

g VAL (5.31)

We useV(f%, n) as a proxy for the probability of missed detection. Smallglugs of
V(f%, n) indicate smaller chances of an anomalous sample lying mittis ellipsoid, and
therefore being wrongly classified as typical. Therefoog,d fixed probability of false

alarm, smaller values df(f%, n) indicate higher detection accuracy.

5.5 Experimental Results

We provide experimental results using simulated and re@ taquantify the effec-
tiveness of our proposed method. In all experiments, wenasstommunications occur
between sensors connected in a hierarchical network withrpitree topology, and that
communication of one scalar value between adjacent sensessone unit of energy. We
compare the vector SMT decorrelation with two other appneador processing the sen-
sor outputs, a centralized and an independent one. In theteed approach, all sensors
communicate theik-dimensional vector outputs to the root of the tree. Thisrapgh is
very communication intensive, but once all the data is edlgttocated, any decorrelation
algorithm can be used to decorrelate We choose the scalar SMT algorithm because it
has been shown to provide accurate decorrelation fromdanitaining data since it ap-
proximates the maximum likelihood estimate. In the indeleen approach, each sensor
computes a partial likelihood of its output independentigf aommunicates it to the root of
the tree. The root sensor adds the partial likelihoods fribseasors and makes a detection
decision without decorrelating the sensor outputs. Thgsiires the least communication
among all approaches compared. Figure 5.4(a) summariess #pproaches in terms of
their main computation and communication characteristigaally, Figure 5.4(b) shows
the event detection simulation steps by a camera networkvaral of our experiments.

Each camera sensor records an image and encodeslitsensional vector output using



62

Processing/Decorrelation Methods

Method Algorithm Communication Decorrelation

(V¥2d) uonoeuixy <]
X ainieaq 7 98ew

Vector SMT  Vector SMT Between pairs of sub-vector pairs

(distributed) nodes / caching in network uoBYBal—
Centralized Scalar SMT Vector outputs to coordinate pairs le— (¥2d) uonoex <—D<]
X ainyeaq 7 98ew|
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Fig. 5.4. The experimental setup: (a) Summary of the sewamatoaches to
sensor output decorrelation compared and their main piepe(b) Steps for
decorrelation and anomaly detection used in our experiaheesults. Each
sensor encodes its output asfadimensional vector using PCA. Experiments
with artificial data replace the sensor vector outputs witificially generated
random vector data. The outputs are processed in the netvefoke a detec-
tion decision is made.
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Fig. 5.5. Generation of a data sample,aggregated from correlatek-

dimensional sensor output$”, i = 1,---,L. (&) First we draw eack®
independently from theV'(0, R) distribution, with[R],, = p"~*l. Then, we
permute individual coordinates gfacross alk:”), i = 1, - - - , L to spread cor-

relations among all sensor outputs. (b) Ea¢h is the output of a sensar
connected to other sensors in a hierarchical network withrlyitree topology.

principal component analysis (PCA). We process the outysitsy one of the approaches

in Figure 5.4(a) before making a detection decision.

5.5.1 Simulation experiments using artificial model data

In these experiments, we study how the vector SMT model acgurhanges with (i)
different choices of decorrelating transforms used as #ievse transform between two
sensor outputs, and (ii) different values of the energy taitg parametery used in the
constrained design in Section 5.3.3. We simulate a netwattk iv= 31 sensors, where
each sensaroutputs a vector® with h = 25 dimensions. These sensor vector outputs are
correlated. Figure 5.5 shows how we generate a data samatgregated from correlated
sensoroutputs”, i = 1,-- -, 31. First, we draw eack independently, from th&/(0, R)
distribution, with theh x h covariance matrix|R],, = p"~*|, wherep = 0.7. Then we
permute individual coordinates afacross allk(, i = 1,--- 31, to spread correlations
among all sensor outputs. Finally, each is the output of a sensarinterconnected in a

hierarchical network with binary tree topology.
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Figure 5.6 shows the vector SMT model accurasycommunication energy required
for decorrelation for three different choices of pairwisgnsforms: scalar SMT with fixed
number of Givens rotations, scalar SMT with MDL criteriongaPCA (eigenvector matrix
from the exact diagonalization of the pairwise sample davae). We measure accuracy
by the average log-likelihood of the vector SMT model ouer= 300 testing samples
(Figure 5.6(a)), and the ellipsoid log-volume coverir§s of the testing samples, i.e., for
1% false alarm rate (Figure 5.6(b)). In general the model amyuimproves to an optimal
level and then starts to decrease as more energy is spenpavthise transforms. This
decrease in accuracy happens because vector SMT modebs haitie number of pairwise
transforms tend to overfit the training data. For scalar SWOL pairwise transforms, the
MDL criterion adjusts the number of Givens rotations forleaew pairwise transform
according to an estimate of the correlation still presenhendata [45], helping to prevent
overfitting. Because it is overall the most accurate, théas@MT-MDL is our pairwise
transform of choice during all other experiments in thisptba

Figure 5.7 shows model accuraeg. communication energy for three choices of the
energy constraint parameter The accuracy is measured by average model log-likelihood
(Figure 5.7(a)) and ellipsoid log-volume coveri#@j of the testing samples (Figure 5.7(b)).
The parameter selects the trade-off between model accuracy and energguogstion.
For a small fixed energy value, the vector SMT with largestalue produces the most
accurate model. For large values of energy, the constraieetdr SMT accuracy tends to
level out at sub-optimal values while the unconstrainedore8SMT has the highest accu-

racy.

5.5.2 Simulation experiments using artificial moving sphez images

In this experiment, we apply the vector SMT to decorrelate simultaneous camera
views for anomaly detection. We generate artificial imades3b sphere placed at random
positions along two straight diagonal lines over a pland|westrated in Figures 5.8(a) and

(b). We refer to sphere positions along the line in Figurgd.&s typical ones, while
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Fig. 5.6. Vector SMT model accura®g. communication energy consumption
using 100 training data samples from AR(1) model. Comparison of difife:
vector SMT pairwise transforms for a range of communicagaergies us-
ing 100 training data samples from AR(1) model: (a) average logliitood
over300 test samples; (b) ellipsoid log-volume coverio@s of the test sam-
ples (% false alarm rate). The choice of scalar SMT MDL produces #st b
increase in accuracy, measured by both metrics.
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L =31, h=25
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Fig. 5.7. Comparison of vector SMT energy constraint patamelues for a
range of communication energies usiry training data samples from AR(1)
model: (a) average log-likelihood ovaf0 test samples; (b) ellipsoid log-
volume coverind9% of the test sampled {; false alarm rate). Vector SMT
models with largey: are the most accurate for fixed small energy values. For
large energy values, the constrained models tend to exdubHoptimal accu-
racies compared to the unconstrained vector SMT.
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referring to positions along the mirrored diagonal line igu¥e 5.8(b) as anomalous ones.
Two camerasf = 2) monitor the sphere locations in the 3D region. Figure 5.8(ows
the top (X-Y) view captured by camera 1, while Figure 5.8¢)wss the side (X-Z) view
captured by camera 2. Note that it is impossible to tell aoosafrom typical sphere
positions by looking at the views in Figures 5.8(c) and (®)asately. Instead, one needs
to process both views together to extract useful discrintimaformation. Each camera
outputs a vector ok = 10 dimensions with its largest PCA components. The joint outpu
from both cameras form a sample. We 188 typical samples to train the detectors using
vector SMT decorrelation and independent processing ofidves. During testing, we use
200 samples, disjoint from the training set, with0 typical, and anothetr00 anomalous
samples.

Figures 5.8(e) and (f) compare the detection accuracy umititgindependent process-
ing and vector SMT to decorrelate the joint camera outputgh Bhe ROC analysis (Fig-
ure 5.8(e)) and ellipsoid log-volume coverage plot (Figug%f)) suggest that when the two
views are processed independently, the detector canniglissh anomalous from typical
samples. However, when the vector SMT decorrelates botirsyitne anomaly detection
is very accurate.

Figure 5.9 shows sets with five eigen-images associatedthdttargest eigenvalues
for both the independent (Figure 5.9(a)) and the vector SMgufe 5.9(b)) processing
approaches. In the independent processing case, eachimigge is associated with a
single camera view. On the other hand, the vector SMT pratggsoduces eigen-images,

each modeling both camera views jointly.

5.5.3 Simulation experiments using artificial 3D sphere clad images

In this experiment, we monitor clouds of spheres using tevalvmultaneous camera
views for the purpose of anomaly detection. We artificialgngrate sphere clouds ran-
domly positioned in the 3D space, each contain¥igspheres. There are two types of

clouds according to the sphere position distribution: ypi¢al: the sphere positions are
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Fig. 5.8. Simulated 3D space with bouncing sphere: the splades random
positions along the line indicated by the double arrow (p)dgl behavior; (b)
anomalous behavior. The camera views: (c) top (X-Y dimersio(d) side
(X-Z dimensions). The detection accuracies using indepeigrocessing and
vector SMT joint processing: (e) ROC curve; (f) “coveragetpwith log-
volume of ellipsoidvs. probability of false alarm. Because there are only two
camera views, centralized and vector SMT processing metadequivalent.
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(@) (b)

Fig. 5.9. Eigen-image pairs of the moving sphere experimerted accord-
ing to their corresponding eigenvalues in decreasing ditéérto-right): (a)
when the camera views are processed independently, eaatvegjor models
a single view; (b) when the camera views are processedyaisihg the vector
SMT, each eigenvector models both views together.
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generated from tha/(0, I3.3) distribution, but only positions with distance from the-ori
gin exceeding a fixed threshold are selected, so that théingsaloud is hollow; and (ii)
anomalous: the random positions for the spheres are drasmtfie \/(0, /3,3) distribu-
tion without further selection so that the resulting closidénse. We monitor the same 3D
cloud usingL = 12 different cameras from different viewpoints, and each caneacodes
its output using PCA to a vector éf = 10 dimensions. Figure 5.10 shows the twelve
camera views for both a typical cloud sample (Figure 5.30éa)d for an anomalous one
(Figure 5.10(b)). Each data sample is formed by aggreg#ti@egwelve camera outputs.
We generaté00 typical samples to train the detectors, and ano2hértest samples, with
100 typical, and100 anomalous.

Figure 5.11 shows anomaly detection accuracy based on Ralgsan(Figure 5.11(a)),
and log-volume of ellipsoid (Figure 5.11(b)). Among all inetls compared, detection us-
ing independent processing is the least accurate, whikethetcentralized processing using
scalar SMT and the distributed processing using vector Sdd ko high detection accu-
racies. Intuitively, as the views in Figure 5.10 suggess, difficult to distinguish between
typical and anomalous samples by processing each view emdigotly. Instead, the infor-
mation that helps distinguishing an anomalous cloud froentyipical ones is contained in
the joint view of the camera images.

Figure 5.11(c) shows the ellipsoid log-volume 6% false alarm rate's. the commu-
nication energy for the different approaches comparedcepgaddent processing is the least
accurate while requiring the minimum energy among all appghes. The centralized ap-
proach very accurate, but it requires significant commuiunanergy. In the vector SMT
decorrelation, each pairwise decorrelation increasedetection accuracy while consum-
ing more energy. There is a trade-off between detectionracgwand energy consumption,
and one can choose the number of pairwise transforms to &aglgd on the desired ac-
curacy and available energy budget. Finally, detectionasenaccurate when using vector
SMT decorrelation compared to the scalar SMT one for the sameegy consumption.

This difference in accuracy is due to the inherent condticfithe vector SMT decorrelat-
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() (b)

Fig. 5.10. The twelve camera views of a 3D sphere cloud sanfg)ea typ-
ical sample (hollow cloud); (b) an anomalous sample (detme&l§. The im-
ages suggest the difficulty to discriminate anomalous frgpical samples by
looking at each view independently. Instead, the discraminnformation is
contained in the joint camera views.
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Fig. 5.11. Anomaly detection accuracy using the spheredcttata: (a) ROC
analysis; (b) log-volume of ellipsoids. probability of false alarm. Vector
SMT decorrelation yields to the most accurate detectionlte$or all false
alarm rates. (c) log-volume of ellipsoid fdaf false alarm rate, i.e99%
coverage/s.communication energy.
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Fig. 5.12. The courtyard dataset from the UCR Videoweb Aoty
Dataset [78]: eight cameras, with ids 1 to 8 from left to righbnitor a court-
yard from different viewpoints. Several activities in trauctyard are captured
simultaneously by several cameras.

ing pairs of vectors, which tends to produce better modessdistribution when a limited

number of training samples is available.

5.5.4 Simulation experiments using real multi-camera imags

Figure 5.12 showd. = 8 camera views of a courtyard, constructed from video se-
guences from the UCR Videoweb Activities Dataset [78]. Eeamera records a video
sequence of approximately2 min, with 30 frames/sec, generating a total@00 frames.
The sequences are synchronized, so that multiple camepageavents simultaneously.
We subsamplé in 3 frames from ther600-frame sequence, and ug8e0 of the selected
samples to to compute the encoding PCA transforms for eactereaview. The final
courtyard dataset hag34 samples ofp = 160 dimensions, with each view encoded in a
sub-vector ofi = 20 dimensions.

Table 5.1 shows correlation score values for all view pd#airs of highly correlated
views, capturing mostly the same events (as with camerasl Bamreceive higher score
values than weakly correlated view pairs. The events cagthy camera 8 are unrelated,
and therefore uncorrelated, to the events captured by Hee oameras, resulting in small
correlation score values.

Figure 5.13 shows the eigen-images associated with theldogest eigenvalues for

both the independent and vector SMT approaches. In the émdlgmt processing case
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Table 5.1
Correlation score values for all pairs of views in the coartydataset. The
correlation score measures the correlation of camera taub@iween pairs of
camera views. Pairs of cameras capturing the same eventban@ously have
the highest correlation scores.

1 2 3 4 5 6 7 8

1.0000 0.7206 0.5941 0.6637 0.6103 0.7373 0.7246 0.0000
- 1.0000 0.5999 0.6646 0.5897 0.7032 0.7559 0.0000
- - 1.0000 0.6054 0.4909 0.5855 0.6216 0.0000
- - - 1.0000 0.5697 0.6601 0.6837 0.0000

- - - 1.0000 0.5982 0.6028 0.0000

- - - - - 1.0000 0.7237 0.0000

- - - - - - 1.0000 0.0000

- - - - - - - 1.0000

0 N oo o0~ W N PP
1
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Fig. 5.13. Eigen-images from camera views of the courtyatdskt. (a) inde-
pendent processing of camera views: each eigen-imagespords to a single
view and does not contain correlation information amongtiplel views; (b)
joint processing modeled by the vector SMT: each eigen-evatains joint
information of all correlated views.

(Figure 5.13(a)), each eigen-image corresponds to a stagteera view, containing no
information regarding the relationship between diffengatvs. On the other hand, the vec-
tor SMT eigen-images (Figure 5.13(b)) contain joint infation of the correlated views.
Since camera view 8 is not correlated with any other viewpésinot appear together with
others in the same eigen-image.

Figure 5.14 compares the accuracy of all approaches mebbyrthe log-volume of
the ellipsoid covering test samples. We split the samplesdriraining set, witt300 sam-
ples, and a test set, witht34 samples. Figure 5.14(a) shows the ellipsoid log-volume
computed for all false alarm rates. The vector SMT is the mostirate approach, with
its volumes being the smallest across all false alarm rafbs. vector SMT volumes are
also smaller than the scalar SMT volumes. As discussed itidd€ee.5.3, the vector SMT
is more accurate than the scalar SMT because of the natute @fnstrained decorrelat-
ing transform when trained with a small training set. Figbrg4(b) shows results of the
same experiment as in Figure 5.14(a) with the vector SMT rmorker selected so that
the distributed decorrelation consumes oblys of the energy required for the central-

ized approach. Figure 5.14(c) shows the ellipsoid log+v@dor a fixed false alarm rate
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Fig. 5.14. Detection accuracy measured by the ellipsoieviiigme for the
courtyard data set. Coverage plots showing the log-volusagrobability of
false alarm: (a) model ordel/ = 7, matching the energy of centralized pro-
cessing, (b) model ordel/ = 4, matching50% of the energy consumed for
the centralized processing; (c) log-volurge communication energy for fixed
probability of false alarmpPr4 = 0.008. When the communication energy
is equal to the level required to execute the scalar SMT ahaaleed node,
the vector SMT has better detection accuracy. When the etevgl is50%

of the level required by the centralized approach, the ve8kdT has similar
accuracy.

(0.8%) vs. communication energy. We observe the same trends observbe isphere
cloud experiment in Section 5.5.3. The independent apprbas low accuracy while re-
quiring low communication energy. The centralized dedati@n is highly accurate, but it
requires large amounts of communication energy. The v&MNF increases the detection
accuracy after each pairwise transform. Finally, the wveStdT approach has similar ac-
curacy to the centralized approach for all false alarm nateke requiring significantly less
communication energy.

Figure 5.15 shows ROC curves for detection of anomalous lesmgpenerated by-fold
increase in the largest component of the vector output afglescamera view. We us¥)0
typical samples to learn the decorrelating transform, asidguthe remaining samples for
testing. Figures 5.15(a), (b), and (c) show the ROC curvethfocases with the anomaly
generated in camera views 6, and8 respectively. Because viewsand6 are correlated

with other views (see Table 5.1), detection of anomalieh@se views is accurate when
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Fig. 5.15. Detection accuracy of anomalies artificially gqeted by a 4-fold
increase of the largest eigenvalue of a single view: (a) dg{b) view 6; (C)
view 8. The detection accuracy increases with decorrelation wieanoma-
lies are in camera views that are highly correlated with othews. When
the anomaly is inserted in a uncorrelated view, decorgratiethods do not
increase the detection accuracy.

we decorrelate the views using the vector and scalar SMToappes, and very inaccurate
when we process the views independently. Because&iswncorrelated with other views,
decorrelation does not help improve detection accuracyairappproaches are inaccurate.

Figure 5.16 shows the ROC curves for detection of what wetlsalfOcean’s Eleven”
anomaly. This anomaly is generated by swapping images ofghesviews between two
samples captured at different instants. We refer to it a®ttean’s Eleven anomaly because
of the resemblance with the anomaly created to trick theesllamce cameras during the
casino robbery in the Ocean’s Eleven film [79]. Figures J),§p), and (c) show the ROC
curves for detection of anomalies in vie®'s5, and& respectively. Because viewsand6
are correlated with other views, detection is accurate wirenlecorrelate the views with
scalar and vector SMTs, and very inaccurate when we probesgie¢ws independently.
Because view is uncorrelated with the other views, decorrelation dodshefp improve
detection accuracy and all approaches are inaccurate.

Figure 5.17 shows the typical and anomalous samples usedareriment to detect
suspicious (anomalous) human activity captured simuttasiy by multiple cameras. We

select200 samples where a group of people coalesce at the center obthityard and
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Fig. 5.16. ROC analysis of the Ocean’s Eleven anomaly, géeety swap-
ping images of a single camera view between samples: (a)rearev2, and

(b) camera views, which are highly correlated with other views; (c) camera
view 8, which is uncorrelated with other views.



Fig. 5.17. Samples used in the experiment detecting peaogliescing in the
middle of the courtyard: (a) Typical samples; (b) Anomalsasples, with
images of people coalescing.

label them as anomalous, while selecting anotttgr samples where the group do not
coalesce and label them as typical. We use anaibietypical samples to train the vector
SMT. Figure 5.18 shows the ROC curves for detection of peopédescing in the middle
of the courtyard. The vector SMT decorrelation in this ekpent consumeg§0% of the
communication energy required for the scalar SMT. Detedsosery accurate when using
vector and scalar SMTs for view decorrelation, and inadewdnen processing the views
independently, specially for low probabilities of falsarh. Similarly to the detection of
dense clouds (see Section 5.5.3), it is difficult to deteoppecoalescing when processing
camera views independently. Instead, one needs to to aoribiel views jointly for good

detection accuracy.

5.6 Conclusions

We have proposed a novel method for decorrelation of vecearsmrements distributed
across sensor networks. The new method is based on the aoedtmaximum likeli-
hood estimation of the joint covariance of the measuremdingeneralizes the concept of
the previously proposed sparse matrix transform to therdeledion of vectors. We have
demonstrated the effectiveness of the new approach usthgabtificial and real data sets.

In addition to providing accurate decorrelating transferand enabling accurate anomaly
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Fig. 5.18. ROC analysis comparing the detection accura@nwetecting peo-
ple coalescing in the middle of the courtyard. Detectiomgsiector and scalar
SMTs are highly accurate for small probabilities of falsarad. In this exper-
iment the vector SMT consumes approximatély, of the communication
energy required for the scalar SMT.
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detection, our method offers advantages in terms operdtstgbutedly, under communi-
cation energy constraints. In future work, we plan to prevaddistributed algorithm to

design the decorrelating transform in network.
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A. CHANGE IN LIKELIHOOD DUE TO THE DECORRELATING
TRANSFORM, T'

Let X be ap x n matrix with n p-dimensional samples with covarianBe Assuming the
covariance can be decomposed ifte=- TAT", whereA is diagonal and” is orthonormal,

the Gaussian log likelihood df is given by
log pir.)(X) = —traceldiag(T"ST)A™'] — 7 log(2m | (A1)

whereS = %XXt is the sample covariance. The maximum likelihood estimate given
Tis

AT) = diag(T*ST) .

The log likelihood in (A.1) maximized with respect fois given by

np np n .
IOgP('LA(T))(X) =—5 % log(27m) — 3 log |diag(T"ST)| . (A.2)

Similarly, forT" = I, wherel is thep x p identity,

np np n .
log i iy (X) = 5 "5 log(2m) — 5 log |diag(S)| - (A.3)

Therefore, the change in likelihood duetas given by the difference between (A.2) and
(A.3):

Alog Per A(Ty) (X) = log Per ATy) (X) — log Pr,Any) (X)
~n o |diag(T"ST)|

21 diag(9)| (A4)
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B. THE CORRELATION SCORE

The correlation score is a measure of correlation betweenveetors. This correlation
score is used in Section 5.3.2 to select the most correlaieadpsensor vector output for

decorrelation.

Definition B.0.1 Letx andy be two vectors with covariances, and R, respectively, and

joint covarianceR,,. The vector correlation coefficient betweeandy is

/ | Ray|
Foy=4/1— ——F.
! | Ra|| Ry |

Proposition B.0.1 Let x andy be p-dimensional Gaussian random vectors. The mutual

information® 7(x, y) betweernx andy in terms of their vector correlation coefficient is

1
I(x;y) = ~3 log (1—F2)) .

Proof

I(xy) = h(x)+h(y) = h(xy) (B.1)

= S logl(2ne)? R + 5 log[(2ne | By
—% log[(2¢)?| Ry, ] (B.2)

_ 1, [IRdR)

= gloe [ (&3
= —%log[l—Fﬁy] (B.4)
|

Proposition B.0.2 Let x and y be both unidimensional (scalar) Guassian random vari-

ables with covariances? and o, respectively, and correlation coefficient,. Then,

Fay = [payl-

Total correlationis a related concept [28], generalizing the concept of mutdiarmation to multiple ran-
dom variables.
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Proof We have thatR,| = o2 and|R,| = ;.

. .. . . . . U;p P:cyUny
The covariance of the joint distribution efandy is R,, =
Pry0z0y o)
|ny|
F,, = 1-— (B.5)
! | Be|| Ry

0-20-2 _ p2 0-20-2

_ r-y ry- "y
= \/ 1-— gy (B.6)

z7y

- J1-0-22) (B.7)
= \/P%, (B.8)
= |Pry‘ (B.9)
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