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ABSTRACT

Bachega, Leonardo R. Ph.D., Purdue University, August 2013. Analysis, Detection and
Classification of Signals Using Scalar and Vector Sparse Matrix Transforms. Major Pro-
fessor: Charles A. Bouman.

Several pattern recognition problems require accurate modeling of signals with high di-

mensionality,p, often from a limited number of samples,n. We present high-dimensional

signal analysis techniques based on the Sparse Matrix Transform (SMT). The recently pro-

posed SMT successfully models high-dimensional signals invarious application domains

whenn is small, including the case withn < p. The resulting decorrelating transform is

sparse, full rank, and inexpensive to apply, typically requiring only O(p) computation.

Our main contribution is the vector SMT, a novel method for sparse matrix transform

computation in distributed environments such as in wireless sensor networks (WSNs). We

envision a scenario where each sensor generates a vector output. Together, all sensor out-

puts form ap-dimensional aggregated vector,x. The vector SMT algorithm then performs

distributed decorrelation ofx by applying pair-wise transforms to pairs of sensor outputs

(i.e., subvectors ofx) until x is fully decorrelated. Simulations with multi-view cameranet-

works show that the vector SMT effectively decorrelates themultiple camera views with

low total communication between sensors. Because our method enables joint processing

of multiple views, we observe significant improvements to anomaly detection accuracy in

artificial and real data sets compared to when the views are processed independently.

Another important contribution is the graphical-SMT algorithm, a new, fast design

method for sparse matrix transforms, suited for signals with underlying graphical struc-

ture such as images and networks. Finally, we develop an SMT-based, sparse framework

for hypotheses testing and apply it to classification and anomaly detection using human

faces and hyperspectral image data sets.
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1. INTRODUCTION

Modern age is marked by the constant and ubiquitous production of data. The advent of

computer systems and inexpensive capturing devices such asdigital cameras, smart phones

and scanners, just to mention a few, made it possible for virtually anyone to publish data

recorded from a wide variety of human activities. In addition to traditional datasets such as

data from conducted polls, scientific experiments, medicaland clinical trials, now we have

data available from a myriad of new sources unimaginable a couple of years ago. New

images posted by Facebook users, YouTube videos together with textual data from web

sites such as Wikipedia, are a few examples of these new sources of data.

In an age when creating data is so common, making sense of it isparamount. The

science of “learning from data” has played key role in many fields. Traditional exam-

ples can be found in medicine (identification of risk factorsfor several types of cancer, or

the prediction of heart attacks from patient data), military (identification of hidden targets

from hyperspectral data), surveillance (face detection and recognition), just to mention a

few. Recently, increasing attention has been given to the analysis of data collected in wire-

less sensor and camera networks [1–3]. As sensing technologies become widely available,

many monitoring applications deploying a large number of sensors have emerged [1, 2, 4].

In these networks, a large number of sensors produce copiousamounts of data. Because

these sensors usually operate under contrained battery power and narrow communication

bandwidth, this data deluge imposes serious challenges to the way these data is communi-

cated and processed.

Numerous methods to make sense of data have emerged in the past few decades, com-

bining techniques of statistical analysis with computer algorithms. Together these methods

have produced the entire fields ofMachine LearningandPattern Recognition[5–8]. In the

core of these fields are methods for spectral analysis, detection, and classification of data.
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Learning the covariance structure of the data is a fundamental step for the accuracy of these

methods.

Unfortunately, when the datasets are high-dimensional, i.e, the number of dimensions,

p is very large, one often does not have the privilege of havingenough number of training

samples,n available for good estimates of the data covariance structure. More, specifically,

in order to form a good unbiased estimate of the covariance, one needsn, to be substantially

larger thanp. As a result, classical methods often perform poorly in thisn ≪ p scenario

(if they work at all). Thiscurse of dimensionalitypresents a real challenge since, as argued

in [9], then≪ p scenario is rather the common one in most applications.

Various methods have been proposed to get around this courseof dimensionality when

it comes to covariance estimation and provide full rank covariance estimates in scenarios

whenn ≪ p. These methods impose some sort of regularizing constraintto a full-rank

covariance estimate, usually at the expense of introducingsome (hopefully small) bias to

the estimate.

Shrinkage methods [10–12] are widely used, and work by estimating the covariance

matrix as a combination of the rank-deficient sample covariance and a positive definite

target such as the identity matrix or the diagonal of the sample covariance. The intuition

behind these methods is that a combination of an estimator that over-fits the data (i.e, the

rank-deficient sample covariance) with an estimator that under-fits the data will produce a

more accurate final estimate. The right combination is normally determined using cross-

validation. Shrinkage covariance estimation has been usedto model high-dimensional sig-

nal such as hyperspectral images [13], and stock price data [14]. In [15], shrinkage is used

for covariance estimation for a matched filter in the hyperspectral image domain. In [16] a

regularized linear discriminant analysis (LDA) method relying on shrinkage estimation is

proposed and has been applied to datasets from several domains.

Lasso-based methods [17] constrain the covariance or its inverse to be sparse by impos-

ing a L1-norm constraint over the columns of the matrix. Other methods, known as Sparse

Principal Component Analysis (S-PCA) impose the L1-norm constraint to the eigenvectors
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of the covariance matrix [18,19]. A theoretical justification for the lasso-based methods is

provided in [20].

Finally, banding and thresholding have also been used to obtain sparse estimates of

large covariance matrices [21,22].

The Sparse Matrix Transform (SMT) [23, 24] estimates the eigen-decomposition of a

high-dimensional signal by assuming that the eigen-transformation can be represented as a

sparse matrix transform, i.e., as a SMT, and then maximizingthe Gaussian likelihood over

the sample set of sizen under this SMT constraint. The SMT is formed by a finite product

of Givens rotations [25], so it decomposes the eigen-decomposition into a product of very

sparse transformations.

The SMT eigen-decomposition assumption has two major advantages. First, the ap-

proach can improve the accuracy of the estimated transform for a fixed quantity of data [26].

Second, the eigen-decomposition then has the form of an SMT,which is very fast to apply,

i.e. is O(p). These characteristics of the SMT make it very attractive tobe deployed to

the covariance learning for detection and classification ofhigh-dimensional data with the

potential of yielding to faster and more accurate methods.

A naı̈ve implementation of the SMT design apporach requiresO(p3) computation to

design the sparse transform from the observed training data. While applying the SMT is

always fast, designing it can therefore be burdensome whenp is very large.

Our first constribution is an algorithm for the SMT design called Graphical-SMT that

takes advantage of underlying graphical structure of the data and designs the eigen-transform

with average empirical complexityO(p log p), as opposed to theO(p3) complexity ob-

served in the original SMT design method proposed in [24], and show how this algo-

rithm performs the eigen-analysis of high-dimensional data used to estimate the data’s

high-dimensional covariance.

Second, we develop SMT-based methods for classification anddetection of high-di-

mensional random signal. These methods rely on the SMT for the estimation of the high-

dimensional covariance structure of the data. Because of the nice properties of the SMT

mentioned above, these resulting classification and detection methods can operate directly
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over high-dimensional data at a low computational cost while being more accurate than

competing methods.

Finally, our most important contribution is thevector SMT, a novel method for sparse

matrix transform computation in distributed environmentssuch as in wireless sensor net-

works (WSNs). This vector SMT generalizes the concept of sparse matrix transform to

decorrelation of sequences of vector pairs instead of coordinate pairs. We envision a sce-

nario where each sensor generates a vector output. Together, all sensor outputs form a

p-dimensional aggregated vector,x. The vector SMT algorithm then performs distributed

decorrelation ofx by applying pair-wise transforms to pairs of sensor outputs(i.e., sub-

vectors ofx) until x is fully decorrelated. Being able to select the most correlated pair of

vectors at a given time is central to our method. We introducethe concept of acorrelation

score, a generalization of the correlation coefficient between two random variables to pairs

of random vectors. This correlation score is closely related to the mutual information be-

tween a pair of random vectors [27], and the concept of total correlation [28]. We show that

for a pair of scalar random variables, this correlation score is equal to the absolute value

of the correlation coefficient. We also propose a principledway of incorporating commu-

nication energy constraints when selecting a pair of correlated vector outputs in a WSN

based on Lagrange multipliers. Simulations with multi-view camera networks show that

the vector SMT effectively decorrelates the multiple camera views with low total commu-

nication between sensors. Because our method enables jointprocessing of multiple views,

we observe significant improvements to anomaly detection accuracy in artificial and real

data sets compared to when the views are processed independently.

The rest of this document is organized as follows:

• In Chapter 2, we describe the Sparse Matrix Transform (SMT) design together with

a new algorithm, here referred as thegraphical-SMT, that explores the underly-

ing graphical structure of the dataset and designs the sparse transform with average

complexityO(p log p) [24]. We also show how to use the SMT to perform the eigen-

analysis of the data. In particular, we show results with a face dataset and how the

SMT is used to produce the so-calledEigenfaces;
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• In Chapter 3, we show how the SMT enables two tasks central to problems in ma-

chine learning and pattern recognition: detection and classification of high-dimen-

sional signals [29,30]. We show results suggesting that SMT-based methods perform

well even in a scenario when the number of training samples ismuch smaller than the

number of dimensions of the dataset, i.e,n≪ p. Several results using hyperspectral

and facial image datasets are presented;

• In Chapter 4, we address two issues related to anomaly detection in hyperspectral im-

ages. Our first contribution is to formulate and employ a mean-log-volume approach

for evaluating local anomaly detectors. Our mean-log-volume approach allows for

an effective evaluation of a detector’s accuracy without requiring labeled testing data

or an overly-specific definition of an anomaly. The second contribution is to inves-

tigate the use of the Sparse Matrix Transform (SMT) to model the local covariance

structure of hyperspectral images, used in local, sliding window methods. Our re-

sults suggest that RX-style detectors using the SMT covariance estimates perform

favorably compared to other methods even (indeed, especially) in the regime of very

small window sizes.

• In Chapter 5, we propose thevector SMT, a new decorrelating transform suitable for

performing distributed anomaly detection in wireless sensor networks (WSN). Here,

we assume that each sensor in the network performs vector measurements, instead

of a scalar ones. The vector SMT decorrelates a sequence of pairs of vector sensor

measurements, until the vectors from all sensors are completely decorrelated. We

perform simulations with a network of cameras, where each camera records an image

of the monitored environment from its particular viewpoint. Results show that the

proposed transform effectively decorrelates image measurements from the multiple

cameras in the network while maintaining the communicationcost low. Because

it enables joint processing of the multiple images, our method provides significant

improvements to anomaly detection accuracy when compared to the baseline case

where we process the camera views independently.
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2. FAST SIGNAL ANALYSIS AND DECOMPOSITION ON

GRAPHS USING THE SPARSE MATRIX TRANSFORM

2.1 Introduction

Decorrelation and analysis of high dimensional signals areof great importance in a wide

variety of applications [9]. For example, whitening filtersand block transforms such as the

DCT are widely used to approximately decorrelate stationary signals in time and space

for applications such as image and audio source coding. If the signal being processed is

not stationary, then techniques such as eigen-image and eigen-signal analysis can be used

to decompose high-dimensional signals into approximatelydecorrelated components for

applications such as anomaly detection [31] or face recognition [32]. However, one disad-

vantage of eigen-signal analysis or equivalently Karhunen-Loève decomposition methods

is that they require a knowledge of the high dimensional signal’s covariance. Since a signal

of dimensionp has an associated covariance matrix of dimensionp2, the amount of data

required to estimate this covariance tends to grow asp grows. More specifically, in order

to form a good unbiased estimate of the covariance, one needsthe number of observed

vectors,n, to be substantially larger then their dimension,p [9]. In practice, one often does

not have this luxury.

Recently, methods have been proposed which allow high dimensional eigen-signal anal-

ysis even when the number of observations is much less than the dimension of the signal.

These approaches estimate the eigen-decomponsition (and associated covariance) by im-

posing some type of regularizing constraint [11,17,18,33].

In particular, the method of [23] estimates the eigen-decomposition of a high dimen-

sional signal by assuming that the eigen-transformation can be represented as a sparse

matrix transform (SMT). The SMT is formed by a finite product of Givens rotations, so it

decomposes the eigen-decomposition into a product of very sparse transformations.
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The SMT eigen-decomposition assumption has two major advantages. First, the ap-

proach can improve the accuracy of the estimated transform for a fixed quantity of data [26].

Second, the eigen-decomposition then has the form of an SMT,which is very fast to apply,

i.e. isO(p). However, one limitation of this approach is that it requiresO(p3) to design the

SMT from the observed training data. While applying the SMT is always fast, designing it

can therefore be burdensome whenp is very large.

In this chapter, we present an SMT eigen-decomposition method suited for application

to signals that live on graphs, i.e. signalsyi wherei ∈ {1, · · · , p} indexes nodes in a graph.

This SMT eigen-decomposition method has two major advantages over the more generic

method presented in [23]. First, the resulting SMT can be more accurately estimated due to

the graphical constraint. Second, the computation required to design the SMT from training

data is dramatically reduced from an average observed complexity of p3 to p log p.

In practice, many forms of data have a natural graphical structure which can be ex-

ploited to make the SMT design fast. For example, in images wecan assume that neigh-

boring pixels are connected in a graph structure to make SMT design practical for large

images. We show that the resulting sparse transform can be used for eigen-image analysis

in applications such as face recognition, and demonstrate that it results in a more accurate

fit (as measured via the cross-validated log-likelihood) for real face image data.

2.2 SMT Estimation and Design

The SMT design consists of estimating the full set of eigenvectors and associated eigen-

values for a generalp-dimensional signal. More specifically, the objective is toestimate the

orthonormal matrixE and diagonal matrixΛ such that the signal covariance can be decom-

posed asR = EΛEt, and to compute this estimate fromn independent training vectors,

Y = [y1, · · · , yn]. This is done by assuming the samples are i.i.d. Gaussian random vec-
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tors and computing the constrained maximum log-likelihood(ML) estimates ofE andΛ.

In [23], we show that these constrained ML estimates are given by

Ê = arg min
E∈ΩK

{∣∣diag(EtSE)
∣∣} (2.1)

Λ̂ = diag(ÊtSÊ) , (2.2)

whereS = 1
n
YYt is the sample covariance matrix, andΩK is the set of allowed orthonor-

mal transforms.

If n > p andΩK is the set of all orthonormal transforms, then the solution to (2.1) and

(2.2) is the diagonalization of the sample covariance, i.e.ÊΛ̂Êt = S. However, the sample

covariance is a poor estimate of the covariance whenn < p.

In order to improve the accuracy of the covariance estimate,we will impose the con-

straint thatΩK be the set of sparse matrix transforms (SMT) of orderK. More specifically,

we will assume that the eigen-transformation has the form

E =

K∏

k=1

Ek = E1 · · ·EK , (2.3)

where eachEk is an orthonormal transform known as a Givens rotation, andK is the model

order parameter. Each Givens rotation operates on just two coordinates,(ik, jk), so

Ek = I + Θ(ik, jk, θk) , where

[Θ]ij =






cos(θk)− 1 if i = j = ik or i = j = jk

sin(θk) if i = ik andj = jk

− sin(θk) if i = jk andj = ik

0 otherwise

. (2.4)

Figure 2.1(a) illustrates the structure of the SMT. Intuitively, each Givens rotation,Ek,

plays the same role as the butterflies of a fast Fourier transform (FFT). In fact, the SMT is

a generalization of both the FFT and the orthonormal wavelettransform. However, since

both the ordering of the coordinate pairs,(ik, jk), and the values of the rotation angles,

θk, are unconstrained, the SMT can model a much wider range of transformations. It is

often useful to express the order of the SMT asK = rp, wherer is the average number of
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Fig. 2.1. Diagram of the (a) SMT transform (b) SMT transform with graphical
structure.

rotations per coordinate. Typicallyr is small (< 5), so that the computation to apply the

SMT to a vector of data is very low, i.e.2r + 1 floating-point operations per coordinate.

The optimization of (2.1) is non-convex, so we use a greedy optimization approach in

which we select each rotation,Ek, in sequence to minimize the cost. The greedy SMT

design approach leads to the following very intuitive algorithm.

Initialize S ← 1
n
YYt andÊ ← I.

Fork = 1 to K,

1. Search for the two most correlated coordinates,

(ik, jk)← arg max
(i,j)

(
S2

ij

SiiSjj

)
. (2.5)

2. Compute the Givens rotation,Ek, that decorrelates the coordinates with the rotation

angle

θk =
1

2
tan−1 (−2Sikjk

, Sikik − Sjkjk
) . (2.6)

3. Perform the updates

S ← Et
kSEk (2.7)

Ê ← Ê · Ek (2.8)

The computation of the SMT design algorithm is dominated by the time required to

search for the most correlated coordinate pairs in (2.5). This search requires that the cor-

relation between allp(p − 1)/2 combinations of coordinates be checked. Assuming that
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r andn are constant, this means the the SMT design algorithm requiresO(p3) operations,

and can be computationally expensive whenp is large.

2.3 Fast SMT Design for Graphical Data

The general SMT design algorithm of Section 2.2 does not constrain the search for the

coordinates(ik, jk). However, in many applications, such as social networks andimages,

the signal data have a natural graphical structure in which neighboring coordinates (i.e,

those connected by an edge) are the ones expected to be correlated. We constrain the search

for the pair(ik, jk) described above to these neighboring coordinates. This constraint to

neighboring coordinates has two potential advantages: it can both reduce the computation

of the SMT design and also improve the estimate ofE.

Figure 2.1(b) illustrates this approach to SMT design for graphical data. For each value

of k, the figure shows that the coordinates have a graph structure, with each nodei pointing

to a set of nodes∂i. 1 Then Givens rotations are constrained to be between nodes(i, j) such

that eitheri ∈ ∂j or j ∈ ∂i. Of course, once a rotation is applied to a pair of coordinates,

the neighborhood relations between nodes of the graph must be updated while maintaining

the constraint that the maximum fan-out of the graph is bounded by |∂i| < M , where

generallyM ≪ p. 2

Using this graphical constraint, we have the following algorithm for greedy SMT de-

sign.

For all i, initialize the list of neighbors∂i, and for∀j ∈ ∂i compute the correlationCij .

Fork = 1 to K,

1. Search for the two most correlated neighboring coordinates,

(ik, jk)← arg max
1≤i≤p

(
max
j∈∂i

Ci,j

)
. (2.9)

1Here we do not assume that the neighborhood relationship is symmetric, so this is a directed graph.
2However, the fan-in may exceed this bound, i.e. the set{j : i ∈ ∂j} may be large for some nodes in the
graph.
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2. Compute the Givens rotation,Ek, that decorrelates the coordinates with the rotation

angle

θk =
1

2
tan

−1

(
−2

n∑

l=1

YiklYjkl,

n∑

l=1

Y
2
ikl −

n∑

l=1

Y
2
jkl

)
. (2.10)

3. Merge the neighborhoods∂i and∂j

∂ik ← ∂ik ∪ ∂jk (2.11)

∂jk ← ∂ik ∪ ∂jk . (2.12)

4. Prune the neighborhoods such that

∂ik ←





M most correlated coordinates

betweenik andj ∈ ∂ik



 (2.13)

∂jk ←





M most correlated coordinates

betweenjk andi ∈ ∂jk




 . (2.14)

5. Perform the updates

Y ← Et
k · Y (2.15)

Ê ← Ê ·Ek . (2.16)

6. Update any correlations,Ci,j that can be affected by the rotation on coordinates

(ik, jk).

The computation of this algorithm is now dominated by the search of step 1, and the

correlation update of step 6. A naı̈ve implementation, results in an SMT design algorithm

with complexityO(p2) whenr, n, andM are fixed. This is because the design of each

rotation,Ek, requires a search over all edges in the graph, which isO(Mp).

However, a careful implementation with a red-black search tree can make the search of

step 1 orderlog p average complexity. In this case, step 6 only requires the update of any

coordinates which are either in the fan-out of the nodes{ik, jk} or in the fan-in of these

nodes. In practice, the sum of the fan-out and fan-in to a coordinate is, on average, of order
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Fig. 2.2. Execution time of both the original and the fast algorithms as the
dimensionality increases, andr = 1.0, M = 8, n = 40 remain fixed.

M . However, in a worst-case scenario the fan-in to any node of the graph is only bounded

by p.

So in summary, whenr, n, andM are fixed, the empirically observed complexity of the

graph based SMT design is experimentally measured to bep log p. However, the theoretical

worse-case complexity isO(p2).

2.4 Experimental Results

Figure 2.2 compares the computation of the fast SMT design for graphical data, with

the one of the original SMT. Notice that the running time for the fast SMT design requires

dramatically less computation than the original method asp becomes large, and that the two

algorithms fit the proposed complexity ofp3 andp log p quite closely over a large range of

p.
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Table 2.1
Comparison of the maximum expected cross-validation log-likelihood values
for all methods studied using face images (withp=644). The SMT withM = 8
has the largest log-likelihood, which is 92.37 greater thanthe value produced
by the PCA+Shrinkage method.

method log-likelihood ∆ rmax

(Kmax)

PCA+Shrinkage -2885.71 0 -

SMT -2805.81 79.88 1.41(910)

fast SMT(M = 8) -2793.33 92.37 1.57(1010)

fast SMT(M = 32) -2802.36 83.34 1.41(910)

diagonal -3213.10 -327.40 -

We applied the fast SMT algorithm to a face image dataset from40 different subjects

from theORL Face Database[34], with the images re-scaled to28× 23 pixels (p = 644).

Table 2.1 shows the results of the cross-validated average log-likelihood values of the

face dataset split in 10 ways(10 fold cross-validation) forboth SMT algorithms and the

PCA+Shrinkage method. It also shows the difference of the SMT log-likelihood values

from the value obtained using PCA+Shrinkage, and the numberof SMT rotations needed

to obtain the stated log-likelihood value. As the results suggest, the fast SMT method

produces the highest average log-likelihood value.

Figure 2.3 shows the results of the SMT eigen-decompositionapplied to a small subset

of 20 face images from the ORL database. Figure 2.3(a) shows examples of the images used

in this experiment. Figure 2.3(b) and Figure 2.3(c) show theresults of the estimated eigen-

vectors respectively estimated with the SMT and the PCA-based eigen-decompositions.

Notice that the SMT decomposition produces a full set of eigen-faces as opposed to only

20 eigen-faces produced by PCA. Unlike PCA, the SMT eigen-images capture local spatial

structure of the faces resembling their anatomical parts. We believe such a structure may

yield to higher discriminative power than the PCA-based decomposition.
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(a)

(b)

(c)

Fig. 2.3. Experimental results for eigen-faces: (a) Examples of faces in the
dataset used in our experiments; (b) The first 40 eigen-facesfrom the SMT
decomposition; (c) Eigen-faces from PCA decomposition.

2.5 Conclusions

We have introduced a fast algorithm for the design of SMT analysis transformations on

graphical data. This approach has three major advantages: 1) It results in a more accurate
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estimate of the decorrelating transformation for some typical data cases, particularly when

n < p; 2) The resulting decorrelating SMT transformation is computationally very efficient

to implement, i.e. it requires only2rp floating-point operations for ap dimensional vector;

3) When the observed data has a graphical structure, then theSMT design algorithm can

be practically implemented withp log p computation.
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3. HYPOTHESIS TESTING IN HIGH-DIMENSIONAL SPACE

WITH THE SPARSE MATRIX TRANSFORM

3.1 Introduction

Statistical hypothesis testing is widely used in signal processing and machine learning.

According to the seminalNeyman-Pearsonlemma [35], when deciding between two alter-

native hypotheses, the test with most discrimination powerdepends on one’s knowledge of

the ratio between the likelihoods under both hypotheses, and therefore, the knowledge of

the data covariance matrices under both hypotheses. In practice the true covariances are

not known and we need to rely on estimates from available training sets.

However, when the data dimensionalityp is large, the number of training samples,n

available to estimate the covariances involved in the likelihood ratio test is small compared

to p, making conventional covariance estimates to behave poorly. As argued in [9], this

n≪ p scenario is rather common. Nevertheless, even if one had enough samples to obtain

accurate covariance matrix estimates, whenp is large, the amount of computation required

to compute their eigen-decomposition and the memory space required to store them would

both be prohibitive, limiting the practical application ofsuch tests.

The Sparse Matrix Transform (SMT) [23, 24] is capable of successfully modeling the

covariance structure of high dimensional data in the scenario whenn ≪ p, and requiring

low computational cost when applied. In this chapter we investigate the SMT deployment

to estimate the covariance matrices involved in log-likelihood ratio for hypothesis testing.

We look at three different flavors of hypothesis testing: matched filtering, power detection

and classification.

Results in detection involving hyperspectral images and face recognition suggest that

the accuracy of detectors and classifiers relying on SMT is better than of competing meth-

ods when few training samples are available, while the computation associated with its ap-
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plication is significantly lower. In the case when the true covariances are known, a sparse

representation of the covariances by the SMT can reduce the computation required for the

likelihood ratio test while yielding to similar accuracy tothe exact method.

3.2 The Sparse Matrix Transform (SMT)

The essence of our method is to use SMTs to provide full-rank estimates of thep × p

covariance matrices used in the detection and classification frameworks discussed in Sec-

tion 3.3.

3.2.1 Design of the SMT transform

The SMT design consists of estimating the full set of eigenvectors and associated eigen-

values for a generalp-dimensional signal. More specifically, the objective is toestimate the

orthonormal matrixE and diagonal matrixΛ such that the signal covariance can be decom-

posed asR = EΛEt, and to compute this estimate fromn independent training vectors,

Y = [y1, · · · , yn]. This is done by assuming the samples are i.i.d. Gaussian random vec-

tors and computing the constrained maximum log-likelihood(ML) estimates ofE andΛ.

In [23], we show that these constrained ML estimates are given by

Ê = arg min
E∈ΩK

{∣∣diag(EtSE)
∣∣} (3.1)

Λ̂ = diag(ÊtSÊ) , (3.2)

whereS = 1
n
YYt is the sample covariance matrix, andΩK is the set of allowed orthonor-

mal transforms.

If n > p andΩK is the set of all orthonormal transforms, then the solution to (3.1) and

(3.2) is the diagonalization of the sample covariance, i.e,ÊΛ̂Êt = S. However, the sample

covariance is a poor estimate of the covariance whenn < p.
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In order to improve the accuracy of the covariance estimate,we will impose the con-

straint thatΩK be the set of sparse matrix transforms (SMT) of orderK. More specifically,

we will assume that the eigen-transformation has the form

E =

K∏

k=1

Ek = E1 · · ·EK , (3.3)

where eachEk is a planar rotation over some(ik, jk) coordinate pair by an angleθk, andK

is the model order parameter.

Intuitively, each Givens rotation,Ek, plays the same role as the butterflies of a fast

Fourier transform (FFT). In fact, the SMT is a generalization of both the FFT and the or-

thonormal wavelet transform. However, since both the ordering of the coordinate pairs,

(ik, jk), and the values of the rotation angles,θk, are unconstrained, the SMT can model a

much wider range of transformations. It is often useful to express the order of the SMT as

K = rp, wherer is the average number of rotations per coordinate, being typically very

small:r < 5. The optimization of (3.1) is non-convex, so we use a greedy optimization ap-

proach in which we select each rotation,Ek, in sequence to minimize the cost. The greedy

optimization can be done fast if a graphical constraint can be imposed to the data [24]. The

parameterr can be estimated using cross-validation over the training set [23, 24] or using

the minimum length description criterion proposed in [36].

3.2.2 Application of the SMT transform

Typically, r is small (< 5), so that the computation to apply the SMT to a vector of data

is very low, i.e,2r + 1 floating-point operations per coordinate. Therefore, we can apply

the SMT decorrelating transform top-dimensional random vectors in only(2r + 1)p steps.
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3.3 Hypothesis Testing

Let x be ap-dimensional random vector drawn from a multivariate normal distribution.

One seeks to decide between the hypotheses

H0 : x ∼ N (µA, RA)

H1 : x ∼ N (µB, RB) ,
(3.4)

whereH0 andH1 are referred as thenull andalternativehypotheses respectively. The

Neyman-Pearsonlemma [35] states that the log-likelihood ratio test

l(x) = log

{
p(x;H1)

p(x;H0)

}
≷ η (3.5)

maximizes the probability of detectionp(H1;H1) for a fixed probability of false alarm

p(H1;H0), which is controled by the thresholdη.

Below, we discuss how the log-likelihood ratio test in (3.5)is used to test alternative hy-

potheses in the context of three common problems in signal processing, involving detection

and classification of random signals.

3.3.1 Matched Filter

Let t ∈ R
p be a deterministic signal buried in additive random clutterw ∼ N (0, R).

The random vectorX is measured and one wants to make a decision on whether the signal

t is present (i.e,x = t + w), or the measurement contains only clutter (i.e,x = w), by

testing the hypotheses

H0 : x ∼ N (0, R)

H1 : x ∼ N (t, R) .
(3.6)

In this case, the log-likelihood ratio test in (3.5) has the form of an inner product:l(x) =

qtx ≷ η′, where the vectorq
△
= R−1t is called amatched filter, and its detection capability

is measured directly by the signal-to-clutter statistic [26]:

SCR =
(qtt)2

E {(qtx)2}
=

(qtt)2

qtE {XXt} q
=

(qtt)2

qtRq
. (3.7)
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3.3.2 Power Detector

Let thep-dimensional random vectorx be drawn from a multivariate normal distribu-

tion with the same mean under both hypotheses but different covariances. The general

hypotheses in (3.4) become

H0 : x ∼ N (0, RA)

H1 : x ∼ N (0, RB) .
(3.8)

For instance, the hypothesis test in (3.8) also correspondsto the problem of anomalous

change detection in multispectral imagery modeled by Gaussian distributions [37].

We can compute the generalized eigen-decomposition [6] that diagonalizes bothRA and

RB simultaneously, allowing us to decorrelate the vectorx under both hypotheses using

x̃ = Ẽt
BΛ

−1/2
A Et

Ax , (3.9)

whereEA andΛA are the eigenvectors and eigenvalues1 given by

RA = EAΛAEt
A ,

andΛ̃B andẼB are the eigenvalues and eigenvectors of the matrixR̃B given by

R̃B
△
= Λ

−1/2
A Et

ARBEAΛ
−1/2
A = ẼBΛ̃BẼt

B .

The linear transformation of (3.9) is equivalent to the Fisher linear discriminant (FLD) that

is used to maximize the ratio of the between class to within class scatter [6,38,39].

In this new space, the hypotheses in (3.8) are written in terms of x̃ and become

H0 : x̃ ∼ N (0, I)

H1 : x̃ ∼ N (0, Λ̃B) .
(3.10)

Sincex andx̃ are related by an invertible linear transformation, the log-likelihood ratio of

(3.5) can be shown to be

l(x) = log

{
p(x;H1)

p(x;H0)

}
(3.11)

= −

p∑

i=1

(
1

λ̃Bi

− 1

)
x̃2

i +

p∑

i=1

log λ̃Bi , (3.12)

1All eigenvalues inΛA are assumed here to be non-zero
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whereλ̃Bi is theith diagonal element of̃ΛB andx̃i is theith coordinate of the vector̃x.

3.3.3 Classification

Lety0 andy1, · · · , yK all be p-dimensional random vectors, and assume that each vector

is formed byyk = xk + wk, wherexk ∼ N (0, Rx) is an unknown p-dimensional signal,

andwk ∼ N (0, Rw) is additive p-dimensional noise. Our objective is to classify the vector

Y0 as a member of the classk ∈ {1, · · · ,K} if the pair of vectorsy0 andyk constitute

a match, i.e, they both originated from the same signal:x0 = xk. Therefore, under the

hypothesis of a match, the difference∆yk = yk − y0 ∼ N (0, 2Rw). Alternatively, under

the hypothesis thaty0 andyk arenot a match we have that∆yk ∼ N (0, 2(Rx + Rw)). In

summary, the probability density of the random vector∆yk is given by

H0 : ∆yk ∼ N (0, 2(Rx + Rw)) if x0 6= xk

H1 : ∆yk ∼ N (0, 2Rw) if x0 = xk .
(3.13)

The maximum likelihood selection of̂k is given by

k̂ = arg max
k

{
log

[
p(∆yk;H1)

p(∆yk;H0)

]}
. (3.14)

Following the same lines of Section 3.3.2, we can compute thegeneralized eigen-decom-

position of bothRx andRw, thus allowing the computation of∆ỹk from ∆yk, which is

decorrelated under both hypotheses. As a result, the hypotheses in (3.13) are equivalent to

H0 : ∆ỹk ∼ N (0, 2(Λ̃x + I)) if x0 6= xk

H1 : ∆ỹk ∼ N (0, 2I) if x0 = xk .
(3.15)

The selection of̂k in (3.14) can be written in terms of the coordinates of∆ỹk and the

diagonal elements of̃Λx, resulting in the expression

k̂ = arg max
k

{
log

[
p(∆yk;H1)

p(∆yk;H0)

]}

= arg min
k

{
p∑

i=1

(
λ̃xi

1 + λ̃xi

)
∆ỹ2

ki

}
, (3.16)

whereλ̃xi is the ith diagonal element of̃Λx and∆ỹki is the ith coordinate of the vector

∆ỹk.
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3.3.4 Hypothesis Testing using SMT

In Section 3.3.2, the generalized eigendecomposition of the covariance matricesRA

andR̃B is a key step for the computation of the log-likelihood test (3.12). We use the SMT

to perform the generalized eigendecomposition ofRA = EAΛAEt
A andR̃B = ẼBΛ̃BẼt

B,

with r1 andr2 rotations per coordinate respectively. We apply the SMT forthe computation

of the following steps:

1. Computex′ = Λ
−1/2
A Et

Ax, requiring(2r1 +1)p floating-point operations. At the end,

we may choose to clip a fraction of thep dimensions and keep onlyαp of them, with

α ∈ [0, 1].

2. Computẽx = Ẽt
Bx′, requiring(2r2 + 1)αp operations.

3. Compute the sum in (3.12), equiring a total of2αp floating-point operations.

The steps above amount to a total of[2(r1 + αr2) + 3α + 1]p, i.e, O(p) floating-point

operations, whereα ∈ [0, 1]. These same steps are used to compute the generalized eigen-

decomposition ofRx andRw in Section 3.3.3, and the log-likelihood ratio used in (3.16).

3.4 Experimental Results

3.4.1 Face Recognition

The SMT classification developed in Section 3.3.3 is appliedto the task offace recog-

nition. We evaluate the SMT-based face recognition with the FERET test protocol and

dataset [40], and compare it against the LDA face recognition method [39], a conceptually

similar method but that relies on dimensionality reductionto handle the high-dimensional

face data. We also compare with a regularized version of LDA using shrinkage covariance

estimation. The FERET protocol splits the data into twodisjoint sets: thetraining set,

with face images of 221 individuals/ three different frontal images per individual, and the

gallery set, with face images of 160 individuals/ four different frontal images per individ-

ual. After training the classifier with images of thetrainingset, we simulate the recognition
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process by randomly picking one image from thegallery set and searching it against the

whole gallery. The system returns all candidates sorted by the likelihood of being a match.

If the searched individual appears among the topρ likely matches in a fractionf of all the

searches, we say the rank-ρ recognition rate isf .

Figure 3.1 compares the recognition rates of several classifiers, each using a different

method for covariance estimation. The SMT is used both as a standalone method for the

covariance estimation, referred as SMT, as well as the shrinkage target, referred as S-SMT.

Both SMT-based methods are compared with shrinkage toward identity (S-I) and the LDA

face recognition method [39]. The Shrinkage/SMT (S-SMT) performs best among all com-

pared methods. The SMT and Shrinkage/Identity (S-I) methods exhibit almost identical

accuracies. Finally, all regularized methods compared aremore accurate than the LDA.

As discussed in the Section 3.3.4, the computational cost associated with the appli-

cation of the SMT isO(p), compared toO(p2) required to apply the S-SMT and the S-I

methods. Therefore, the SMT can be deployed in an environment with limited computa-

tional resources delivering competitive accuracy to the one of the computationally expen-

sive shrinkage estimation.

3.4.2 Hyperspectral Image Processing

We use hyperspectral data to measure the performance of the matched filter and the

power detector described in Sections 3.3.1 and 3.3.2 respectively.

Figure 3.2 shows the area under the ROC curve for the power detector presented in

Section 3.3.2 using several methods. The true covariancesRA andRB are known. In such

scenario, the accuracy of the SMT-based method approaches the one of the exact general-

ized eigen-decomposition with only a small number of Givensrotations per coordinate.

Figure 3.3 shows the detection capability of the matched filter presented in Section 3.3.1

measured by theSCRR = SCR/SCR0 statistic, whereSCR0 is the value of the ratio

in (3.7) for the true covarianceR. Therefore, normally we expectSCRR < 1. When

SCRR = 1, the detection accuracy is equivalent of the one in the situation that the true
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of the detection accuracy given by the exact generalized eigen-decomposition
of the true covariance matrices.

covarianceR of the clutter is known. We varied the number of training samples n used

to estimateR̂. The results are averages over 10 trials, each using a different signalt and

n different training samples. Notice that the SMT-based detectors perform substantially

better than the ones using shrinkage and sample covariance estimates when the training set

is small.

3.5 Conclusions

We presented a framework for hypothesis testing in high-dimensional space using the

SMT to model the covariance structure of the high-dimensional data. Results show that the

SMT methods for detection and classification can have advantages over other methods in

the following important aspects. First, the log likelihoodratio test remains robust when few
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training samples are available to train the covariance matrices involved. Second, it operates

directly in high-dimensional data at a low computational cost. Finally, the SMT can be

used to improve the accuracy of shrinkage estimation when itis computationally feasible.
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4. EVALUATING AND IMPROVING LOCAL HYPERSPECTRAL

ANOMALY DETECTORS

4.1 Introduction

Anomaly detection promises the impossible: it is target detection without knowing

anything about the target. In the context of hyperspectral imagery, the anomalous pixels

are those that are unusual with respect to the other pixels ina local or global context.

A number of anomaly detectors have been developed for hyperspectral datasets, many of

which are surveyed by Steinet. al.[41], and more recently by Matteoliet. al.[42]

Local detectors form an important class of algorithms. Theywork using a statistical

model of the background pixels in the local neighborhood of the pixel under test. In gen-

eral, only the pixels within a sliding window are used to estimate properties of the local

context. To the extent that the background statistical properties are non-stationary across

the image, this local statistical characterization has thepotential to improve the detection

accuracy. One problem with these local methods is that the number of training samples

(pixels),n, needed for a good estimate of the covariance must be at leastas large as the

data dimensionality (number of spectral bands),p, and preferably should be several times

larger thanp. [43, 44] Thisn ≫ p requirement rules out small window sizes. The poten-

tial increase in detection accuracy due to the local characterization of the background (in a

small window) is compromised by the lack of adequate training samples needed to estimate

the covariance.

Another way to address the covariance estimation problem isto use the Sparse Ma-

trix Transform (SMT). The SMT provides full rank estimates of large covariance matrices

even when the number of training samplesn is smaller than the data dimensionalityp. [45]

We have recently shown that the SMT improves the accuracy of “global” anomaly detec-

tors. [36] In this chapter, we suggest that RX-style detectors using the SMT covariance
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estimates perform favorably compared to other methods, even in the regime of very small

window sizes.

The rest of this chapter is organized as follows: Section 4.2formulates the anomaly

detection task and reviews the most commonly used covariance estimation methods used

in anomaly detection; Section 4.3 describes the SMT covariance estimation and how the

SMT estimates yield highly accurate detectors even when small window sizes are used;

Section 4.4 introduces the mean-log-volume as a measure of detection accuracy and show

how it can be used to select the window size that maximizes thedetection accuracy; Sec-

tion 4.5 presents our main experimental results. Finally, Section 4.6 presents the main

conclusions.

4.2 Hyperspectral Anomaly Detection

Hyperspectral anomaly detection consists in finding pixel regions (objects) in the hy-

perspectral image with pixels that differ substantially from the background,i.e., the pixels

in the regions surrounding these objects.

In general, there is no precise definition of what constitutes an anomaly. A common way

of defining anomalies is to say thatanomalies are not concentrated. [46] Here we assume

that anomalous samples are drawn from a broad, uniform distribution with a much larger

support than the distribution of typical (i.e., not anomalous) samples. This assumption

allows us to describe anomaly detection in terms of a binary classification problem.

4.2.1 Anomaly Detection as Binary Classification

Let x be ap-dimensional random vector. We want to classifyx astypical if it is drawn

from a multivariate Gaussian distributionN (µ, R), or asanomalousif it is drawn from a

uniform distributionU(x) = c, wherec is some constant. Formally, we have the following

hypotheses:
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H0 : x ∼ N (µ, R)

H1 : x ∼ U ,
(4.1)

whereH0 andH1 are referred as thenull andalternativehypotheses respectively. Accord-

ing to theNeyman-Pearsonlemma [35], optimal classifier has the form of a log-likelihood

ratio test

l(x) = log

{
p(x;H1)

p(x;H0)

}
≷ l0, (4.2)

that maximizes the probability of detection,p(H1;H1) for a fixed probability of false alarm,

p(H1;H0), which is controlled by the thresholdl0.

The log-likelihood ratio test in (4.2) can be written as

l(x) = log

{
p(x;H1)

p(x;H0)

}
= log c− log p(x;H0)

= log c +
p

2
log 2π +

1

2
log |R|

+
1

2
(x− µ)tR−1(x− µ) ≷ l0 (4.3)

We can incorporate the constant terms in (4.3) together withl0 into a new threshold,η,

such that the significance test in (4.3) is equivalent to the test

DR(x) =
√

(x− µ)tR−1(x− µ) ≷ η. (4.4)

The statisticDR(x) is interpreted as the Mahalanobis distance between the sample x

and the meanµ of the background distribution. If such distance exceeds the thresholdη,

we labelx as ananomaly.

In practice, one does not know the true parametersµ andR of the background pixel

distributionN (µ, R). In order to compute the statisticDR(x) in (4.4), the practitioner

needs first to compute good estimatesµ̂ andR̂ of µ andR respectively, from the samples

(pixels) available.

4.2.2 Sliding Window-based Detection

The RX detection algorithm [47, 48] uses a sliding window centered at the pixelx, as

illustrated in Figure 4.1. The window pixels are used to compute the covariance estimatêR
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of the background. As argued in [42] the pixels closest tox within theGuard windoware

left out of the estimation to avoid contaminating the estimate with potentially anomalous

pixels. The dimension of the guard window is chosen according to the expected maximum

size of an anomalous object. An interesting variation of theRX detector (not investigated

here) uses a third window aroundx, larger than the guard window but smaller than the outer

window, to estimate the meanµ. [42] The motivation is that a good estimate of the mean

requires fewer pixels than a good estimate of the covariance.

The pixels within the outer window are used as the training pixels in the estimation of

the covariance matrixR. The choice of the window size is a compromise between two

factors: (i) The window should be small enough that it coversa homogeneous region of the

background, therefore, being accurately modeled by the multivariate GaussianN (µ, R);

(ii) The window should be large enough that the number of pixels within the outer window

is enough to produce reliable estimates of the covarianceR. At leastp + 1 pixels are

required for non-singular sample covariance estimates.

4.2.3 Covariance Estimation Methods

In this section, we discuss some of the methods used to estimate the covariance ma-

trix R.

Sample Covariance

Let X = [x1, · · · , xn] be the set ofn i.i.d. p-dimensional Gaussian random vectors

drawn fromN (0, R). The sample covarianceS is given by

S =
1

n
XXt.

which is the unconstrained maximum likelihood estimate ofR. [35]

Whenn < p, the sample covarianceS is singular, with rankn andoverfitsthe data.

As argued in [42, 43], in the case of hyperspectral data, it isusually desirable to have

n ≥ 10p so thatS is a reliable estimate ofR. But even whenn is small andS is by



32

Outer window

Guard window

Pixel x

Fig. 4.1. Square sliding window used in the RX detection algorithm. The
pixels in the outer window are used to compute the covarianceestimateR̂ of
the background surrounding the pixelx. The pixels within the inner window
(referred as theguard window) are not used in the covariance computation to
avoid that potential anomalous pixels contaminate the estimateR̂.
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itself unreliable, the sample covariance is still useful asa starting point for the regularized

shrinkage estimates reviewed below as well as the SMT introduced in Section 4.3.

Diagonal

Because it is the inverse ofR that is used in (4.4), it is important that the estimate ofR

be full-rank. A simple way to obtain a full-rank estimate ofR with a small number of

samplesn (especially whenn < p) is to treat all thep dimensions as uncorrelated and

simply estimate the variances for each of thep coordinates. This results in the estimator

D = diag(S),

which is generally of full-rank and can be well estimated even with smalln. However,D

tends tounderfitthe the data since the assumptions that the coordinates are uncorrelated is

typically unrealistic.

Shrinkage

The shrinkage estimation is a very popular method of regularizing estimates of large

covariance matrices. [14, 16, 49] It is based on the combination of the sample covariance

matrix S that overfitsthe data with another estimatorT (called the shrinkage target) that

underfitsthe data:

R̂ = (1− α)S + αT, (4.5)

whereα ∈ [0, 1]. The choice of the valueα that maximizes the likelihood of the estimate

R̂ is typically done through a cross-validation procedure.

The most common variation of the shrinkage method [14,16] usesσ2I as the shrinkage

target, whereσ2 is the average variance across all thep dimensions andI is thep × p

identity matrix. The covariance estimator is given by

R̂ = (1− α)S + ασ2I. (4.6)
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A variation of (4.5) proposed by Hoffbeck and Landgrebe [49]usesD = diag(S) as

the shrinkage target, resulting in the following shrinkageestimator

R̂ = (1− α)S + αD. (4.7)

The authors in [49] also propose a computationally efficientleave-one-out cross-val-

idation (LOOC) scheme to estimateα in (4.7). An even more computationally efficient

approximation is described in [50].

Quasilocal Covariance

This method proposed by Caeferet. al. [51] considers the eigen-decomposition of the

covariance matrixR = EΛEt, and makes the observation that the eigenvalues in the matrix

Λ are more likely to change across different image locations while the eigenvectors inE

remain mostly pointed to the same directions across the entire image.

The observation above suggests that one can obtain a global estimate of the eigenvec-

tor matrix E using all the pixels in the image, and then can adjust the eigenvalues inΛ

locally by computing the variances independently in each direction using only pixels that

are within the sliding window. Since the number of pixels in the entire image, we typically

haven ≫ p, and so the sample covarianceS will provide a full-rank global estimate and

its eigenvectors,̂Eglobal can be used as the estimates ofE across all positions of the sliding

window. Finally, the estimate of the matrixΛ is estimated locally at each position of the

sliding window, by computing variances in each of the globaleigenvector directions. This

approach results in thequasilocalestimator of covariance:

R̂ = ÊglobalΛ̂localÊ
t
global.

4.3 The Sparse Matrix Transform (SMT)

The Sparse Matrix Transform (SMT) [36,45] can be used to provide full-rank estimates

of the covariance matrixR used in the detection framework in Section 4.2. The method de-

composes the true covarianceR into the productR = EΛEt, whereE is the orthonormal
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matrix containing the eigenvectors ofR andΛ is a diagonal matrix containing the eigen-

values ofR. The SMT then provides the estimatesÊ andΛ̂ with the diagonal elements of

Λ̂ being strictly positive.

4.3.1 SMT Covariance Estimation

Given a training set withn independentp-dimensional i.i.d random vectors drawn from

the multivariate GaussianN (0, R), and organized into the data matrixX = [x1, · · · , xn].

The Gaussian likelihood of observing the dataX is given by

l(X; R) =
|R|−n/2

(2π)np/2
exp

{
−

1

2
trace(R−1S)

}
(4.8)

whereS = 1
n
XXt is the sample covariance, a sufficient statistic for the likelihood of the

dataX. The joint maximization of (4.8) with respect toE andΛ results in the maximum

likelihood (ML) estimates

Ê = arg min
E∈ΩK

{∣∣diag(EtSE)
∣∣} (4.9)

Λ̂ = diag(ÊtSÊ) , (4.10)

whereΩK is the set of allowed orthonormal transforms.

If n > p, and the setΩK includes all orthonormal transforms, then the solution to (4.9)

and (4.10) is given by the sample covariance;i.e, ÊΛ̂Êt = S. However, as discussed in

Section 4.2, whenn < p, the sample covariance,S overfits the data and is a poor estimate

of the true covarianceR.

In order to regularize the covariance estimate, we impose the constraint thatΩK be the

set of sparse matrix transforms (SMT) or orderK. More specifically, we will assume that

the eigen-transformation has the form

EK =

K∏

k=1

Ek = E1 · · ·EK ∈ ΩK , (4.11)

for a model orderK. EachEk is aGivens rotation[45] over some(ik, jk) coordinate pair

by an angleθk,

Ek = I + Θ(ik, jk, θk),
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where

[Θ]ij =





cos(θk)− 1 if i = j = ik or i = j = jk

sin(θk) if i = ik andj = jk

− sin(θk) if i = jk andj = ik

0 otherwise

, (4.12)

andK is the model order parameter.

The optimization of (4.9) is non-convex, so we use a greedy optimization approach to

design each rotation,Ek, in sequence to minimize the cost [45]: LetSk−1 = Et
k−1Sk−2Ek−1.

At the kth step of the greedy optimization, we select the pair of coordinates(ik, jk) such

that

(ik, jk) = argi,j max

(
(Sk−1)

2
ij

(Sk−1)ii(Sk−1)jj

)
,

i.e, the most correlated pair of coordinates, and choose the angle

θk =
1

2
tan−1

(
−2(Sk−1)ikjk

(Sk−1)ikik − (Sk−1)jkjk

)

that completely decorrelates theik andjk dimensions. This greedy optimization procedure

can be done fast if a graphical constraint can be imposed to the data. [24]

Finally, for an SMT of orderK, we have the estimates

ÊK = E1 · · ·EK (4.13)

Λ̂K = diag(Êt
KSÊK) , (4.14)

with the covariance estimate given by

R̂SMT = ÊKΛ̂KÊt
K . (4.15)

4.3.2 SMT Model Order

The model order parameterK can be estimated using cross-validation [24,45], a Wishart

Criterion [36], or the minimum description length (MDL) approach derived in [36]. We

used the MDL criterion for the experiments in this chapter. According to the MDL crite-

rion, we select the smallest value ofK such that the following inequality is satisfied:

max
ij

(
[SK ]2ij

[SK ]ii[SK ]jj

)
≤ 1− exp

(
− log n− 5 log p

n

)
,
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whereSK = Êt
KSÊK .

It is often useful to express the order of the SMT asK = rp, wherer is the average

number of rotations per coordinate, being typically very small (r < 5) for several previ-

ously studied datasets.

4.3.3 Shrinkage SMT

The SMT covariance estimate in (4.15) can be used as a shrinkage target, alternative to

the ones described in Section 4.2.3, resulting in the following Shrinkage-SMT estimate:

R̂ = (1− α)S + αR̂SMT .

4.4 Ellipsoid Mean Log-Volume

In this section, we develop theEllipsoid Mean Log-Volume, a novel metric to evaluate

the accuracy of anomaly detection algorithms that make detection decisions based on a

Mahalanobis statistic such asDR in (4.4). Different versions of these detectors use different

techniques to estimate the covariance yielding different detection accuracies depending on

how well the covariance estimatêR approximates the true background covarianceR.

Traditionally, receiver operating characteristics (ROC)curves have been widely used to

evaluate anomaly detectors. The ROC approach requires bothsamples labeled astypical

and samples labeled asanomalousin order to estimate the both theprobability of detection

and theprobability of false alarmused in the ROC analysis. Unfortunately, anomalies are

rare events and it is often difficult to have enough data labeled asanomalousin order to

estimate the probability of detection required in the ROC analysis.

The approach developed here seeks to characterize how well the estimates of the back-

ground model (i.e., µ̂ andR̂) fit the training (typical) pixel data, overcoming the limitation

of the ROC analysis described above. More specifically, we evaluate the volume of the

hyper-ellipsoid within the region

(x− µ̂)tR̂−1(x− µ̂) ≤ η2, (4.16)
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whereη controls the probability of false alarm, as described previously. Such a volume is

evaluated by the following expression:

V (R, η) =
πp/2

√
|R|

Γ(1 + p/2)
ηp. (4.17)

Smaller values ofV (R, η) indicate smaller probabilities that an anomalous data point would

fall within the hyper-ellipsoid region of (4.16). Based on this observation, the core idea

in our approach is to use the value ofV (R, η) as a proxy for the probability of missed

detection. Therefore, for a fixed probability of false alarm, smaller values ofV (R, η)

indicate more accurate detection. Because the direct computation ofV (R, η) tends to be

numerically unstable, often leading to numerical overflow for large values ofp, in practice

we work withlog V (R, η) as our measure of accuracy.

This approach has been used before in global anomaly detection [36, 52, 53], but we

are extending it here to local sliding window-based anomalydetection. These detectors

produce a different local estimate of the background covariance at each location of the

sliding window across the image. We suggest measuring detection accuracy in terms of the

expected log-volume of the hyper-ellipsoid,E[log V (R̂, η)] across the whole hyperspectral

image, where each different estimateR̂ is computed for each position of the sliding window

using local training data pixels.

4.5 Experiments

All experiments in this section were performed using theBlindradhyperspectral dataset,

a HyMap image of Cooke City, MT of800× 280 pixels, [54] each with 126 hyperspectral

bands. Figure 4.2 displays a RGB rendering of this dataset.

In all experiments, a sliding window like the one described in Figure 4.1 moves across

the image and, at each position it estimates the covarianceR from the samples of the outer

window using several covariance estimation methods previously discussed. Such covari-

ance is used to computeDR in (4.4) for each pixel within the guard window. The radius

η is adjusted globally so that a fraction of the points corresponding to a fixed probabil-

ity of false alarm is left out of the ellipsoid region. Finally we compute the expected value
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Fig. 4.2. RGB rendering of the800×280 pixel Blindradhyperspectral dataset,
captured using a HyMap sensor with126 channels.
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Fig. 4.3. Coverage plots with the expected ellipsoid log-volumevs.probability
of false alarm for various outer window sizes.

E[log V (R̂, η)] over all window positions and take that as the measure of anomaly detection

performance.

Figure 4.3 shows thecoverage plotswith the expected log-volume of ellipsoidvs. the

probability of false alarm for different window sizes. The hyperspectral bands of the dataset

were rotated to theQuasilocalcoordinate system by the matrix̂Et
global (see Sec. 4.2.3).

These “ROC-like” curves suggest that the regularized methods are more accurate, espe-

cially when small window sizes are used. When large window sizes are used, the unregu-

larized sample covariance has its performance similar to the regularized methods.

Figure 4.4 compares the performance of several detectors inboth the original and the

quasilocal coordinate systems at two different fixed false alarm rates. The diagonal co-
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Fig. 4.4. Expected ellipsoid log-volumevs. the dimension of the sliding win-
dow fixed probabilities of false alarm in both the original, (a) and (b), and the
quasilocal, (c) and (d), coordinate systems.

variance estimate performs poorly in the original coordinates (Figures 4.4(a) and 4.4(b)),

but remains a competitive method in the quasilocal coordinates (Figures 4.4(c) and 4.4(d));

in fact, the diagonal estimator in quasilocal coordinates is just the quasilocal covariance

estimator suggested by Caeferet. al. [51]. The Shrinkage-SMT estimates are among the

best methods in both spaces, though in the quasilocal space,Shrinkage-Diagonal detectors

perform just as well. When the window size used to estimate the covariance matrix grows

large, we observe the increase in the expected ellipsoid log-volume;i.e.,the degradation of
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the detection accuracy for all the methods. This degradation is due to the distribution of the

background pixels being non-stationary across the image. Therefore, the estimate of the co-

variance using large windows tends to yield poor estimates.When small window sizes are

used, the training pixels are more likely to come from a homogeneous region with Gaus-

sian distribution. Nevertheless, this is a regime where poor estimates of the covariance are

due to the limited number of training samples, as observed inthe curves for detectors using

the sample covariance. On the other hand, the results suggest that the regularized methods

perform best with smaller window sizes. Finally, the practitioner can use the curves in Fig-

ure 4.4 as a criterion to select the window size that producesthe most accurate detector for

a chosen covariance estimation method.

4.6 Conclusions

In this chapter we have shown how to use the expected log-volume of ellipsoid to mea-

sure local detector accuracy. This measure was used to compare different detectors as well

as a to provide a criterion for selecting the optimal size of the sliding window. We have

also shown how to use the SMT to produce regularized covariance estimates to be used

in detection. While Shrinkage-SMT often produces good results, our results show that

Shrinkage-Diagonal performs just as well when combined with the quasilocal method pro-

posed in [51]. In the future, we plan to address how to push thecovariance methods to

work with even smaller window sizes.
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5. DISTRIBUTED SIGNAL DECORRELATION AND DETECTION

IN WIRELESS SENSOR NETWORKS USING THE SPARSE

MATRIX TRANSFORM

5.1 Introduction

In recent years, there has been significant interest in the use of sensor networks for

distributed monitoring in many applications [1, 4]. In particular, networks with camera

sensors have gained significant popularity [2, 3]. Considerthe scenario where all cam-

eras collectively monitor the same environment. Each camera registers an image of the

environment from its specific viewpoint and encodes it into avector output. As the num-

ber of deployed cameras grows, so does the combined data generated from all cameras.

Because these cameras usually operate under limited battery power and narrow communi-

cation bandwidth, this data deluge created in large networks imposes serious challenges to

the way data is communicated and processed.

Event detection and more specifically anomaly detection areimportant applications for

many sensor networks [55]. In general, the vector outputs from all sensors in a network

can be concatenated to form a singlep-dimensional vectorx, and then the goal of anomaly

detection is to determine ifx corresponds to a typical or anomalous event. Figure 5.1 illus-

trates this scenario for a network of cameras. The vector outputs from different cameras in

the network are likely to be correlated, particularly when the cameras capture overlapping

portions of the scene; so for best detection accuracy, vector x should be decorrelated as part

of the detection process.

One possible approach to decorrelatex is to have all cameras send their vector outputs

to a single sink node. This approach has several problems because it puts a disproportional

and unscalable burden on the sink and on the communication links leading to it. One

possible solution is to design a more powerful sink node. Unfortunately, having a powerful
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sink node is not a suitable solution for the many applications that require nodes to operate

in an ad hoc manner [56,57], re-arranging themselves dynamically.

Alternatively, each sensor can compute the likelihood of its vector measurement in-

dependently and send a single (scalar) likelihood value to the sink, which then combines

the likelihoods computed by each sensors and makes a detection decision. While requiring

minimal communication energy, this approach does not modelcorrelations between camera

outputs, potentially leading to poor detection accuracy.

Because of the limitations above, there is a need for distributed algorithms which can

decorrelate vector camera outputs without use of a centralized sink, while keeping the com-

munication among sensors low. Several methods to compute distributed Karhunen-Loéve

transform (KLT) and principal components analysis (PCA) insensor networks have been

proposed. Distributed PCA algorithms are proposed in [58] and [59]. Both methods op-

erate on scalar sensor outputs, and in order to constrain communication in the network,

they assume that sensor outputs are conditionally independent given the outputs of neigh-

boring sensors. A distributed KLT algorithm is proposed in [60–63] to compress/encode

vector sensor outputs with the subsequent goal of reconstructing the aggregated output at

the sink node with minimum mean-square error. Distributed decorrelation using a wavelet

transform with lifting has been studied for sensor networkswith a linear topology [64],

two-dimensional networks [65], and networks with tree topology [66]. While assuming

specific network topologies and correlation models for scalar sensor outputs, these meth-

ods focus mainly on efficient data gathering and routing whensensor measurements are

correlated. Also, these methods do not take into consideration that sensors far apart in the

network can generate highly correlated outputs, as in the case when two cameras pointing

to the same event, and therefore producing correlated outputs, can be several hops apart

from each other, as argued in [67].

Multiple efforts have been made in distributed detection since the early 1980s (see [68]

for a survey). Most of the approaches rely on encoding scalarsensor outputs efficiently

to cope with low communication bandwidth and transmitting encoded outputs to a fusion

center in charge of making final detection decisions. More recently, detection of volume
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anomalies in networks have been studied in [69–71]. These approaches focus on scalar

measurements in network links and rely on centralized data processing for anomaly de-

tection. Several methods for video anomaly detection have been proposed (see [72] for a

survey). The method in [71] uses multi-view images of a highway system to detect traf-

fic anomalies, with each view monitoring a different road segment or intersection. The

processing of the multiple views is non-distributed and themethod does not model any

correlations between views.

Accurate anomaly detection requires decorrelation of the background signal. In or-

der to decorrelate the background, we need an accurate estimate of its covariance ma-

trix. Several methods to estimate covariances of high-dimensional signals have been pro-

posed recently [?, 11, 12, 17, 45, 49]. Among these methods, the Sparse Matrix Transform

(SMT) [45], here referred as scalar SMT, has been shown to be effective, providing full-

rank covariance estimates of high-dimensional signals even when the numbern of training

samples used to compute the estimates is much smaller than the dimensionp of a data

sample, i.e,n ≪ p. Furthermore, the decorrelating transform designed by theSMT algo-

rithm consists of a product ofO(p) Givens rotations, and therefore, it is computationally

inexpensive to apply. The scalar SMT has been used in detection and classification of high-

dimensional signals [29, 30, 36]. Because it involves only pairwise operations between

coordinate pairs, it is well suited to distributed decorrelation [73]. However, this existing

method is only well suited for decorrelation of scalar sensor outputs.

In this chapter, we propose the vector sparse matrix transform (vector SMT), a novel

algorithm suited for distributed signal decorrelation in sensor networks where each sensor

outputs a vector. It generalizes the concept of the scalar sparse matrix transform in [45]

to decorrelation of vectors. This novel algorithm operateson pairs of sensor outputs, and

it has the interpretation of maximizing the constrained loglikelihood of x. In particular,

the vector SMT decorrelating transform is defined as an orthonormal transformation con-

strained to be formed by a product of pairwise transforms between pairs of vector sensor

outputs. We design this transform using a greedy optimization of the likelihood function of

x. Once this transform is designed, the associated pairwise transforms are applied to sensor



46

outputs distributed over the network, without the need of a powerful central sink node. The

total number of pairwise transforms is a model order parameter. By constraining the value

of this model order parameter to be small, our method imposesa sparsity constraint to the

data. When this sparsity constraint holds for the data beingprocessed, the vector SMT can

substantially improve the accuracy of the resulting decorrelating transform even when a

limited number of training samples is available.

Being able to perform distributed decorrelation while consuming limited communica-

tion energy is an important characteristic of our method. Our primary way of limiting

energy consumption is to select the model order parameter value such that the total energy

required for distributed decorrelation is less than a specified budget. Another approach to

limit energy consumption is based on constrained likelihood optimization using Lagrange

multipliers. Because sensor pairs that are far apart can be highly correlated, the uncon-

strained greedy optimization of the likelihood ofx may result in pairwise transforms be-

tween sensors that are far apart, requiring prohibitive amounts of energy. To limit energy

consumption in such a scenario, we constrain the greedy optimization of the likelihood

function by adding to it a linear penalization term that models the energy required by the

associated decorrelating transform. As a result, during the design of decorrelating trans-

formation, our method selects sensor pairs based on the correlation between their outputs

while penalizing the ones that are several hops apart and require high energy consumption

for their pairwise transforms.

We introduce the new concept of a correlation score, a measure of correlation between

two vectors. This correlation score generalizes the concept of correlation coefficient to

pairs of random vectors. In fact, we show that the correlation score between two scalar

random variables is the absolute value of their correlationcoefficient. We use this correla-

tion score to select pairs of most correlated sensor outputsduring the design of the vector

SMT decorrelating transform, as part of the greedy optimization of the likelihood ofx. We

remark that this concept is closely related to the concepts of mutual information between

two random vectors [27], and their total correlation [28].
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To validate our method, we describe experiments using simulated data, artificially gen-

erated multi-camera image data of 3D spheres, and real multi-camera data of a courtyard.

We use the vector SMT to decorrelate the data from multiple cameras in a simulated net-

work for the purpose of anomaly detection. We compare our method against centralized

and independent approaches for processing the sensor outputs. The centralized approach

relies on a sink node to decorrelate all sensor outputs and requires a large amount of en-

ergy to communicate all sensor data. The independent approach relies on each sensor to

compute its partial likelihood of its output independentlyfrom the others and communicate

the resulting value to the sink that makes the final detectiondecision. While minimizing

communication energy, this independent approach leads to poor detection accuracy since it

does not take into account correlations between sensor outputs. Our results show that the

vector SMT decorrelation enables consistently more accurate anomaly detection across the

experiments while keeping the communication energy required for distributed decorrela-

tion low.

The rest of this chapter is organized as follows: Section 5.2describes the main concepts

of the scalar SMT. Section 5.3 introduces the vector SMT algorithm, designed to perform

distributed decorrelation of vector sensor outputs in a sensor network. Section 5.4 shows

how to use the vector SMT to enable distributed detection in asensor network. Section 5.5

shows simulation results of detection using multi-camera views of objects. Finally, the

main conclusions and future work are discussed in Section 5.6.

5.2 The Scalar Sparse Matrix Transform

Let x be ap-dimensional random vector from a multivariate, Gaussian distribution,

N (0, R). Moreover, the covariance matrix,R can be decomposed intoR = EΛEt, where

Λ is a diagonal matrix andE is orthonormal. The Sparse Matrix Transform (SMT) [45]

models the orthonormal matrixE as the product ofK sparse matrices,EK , so that

E =
K∏

k=1

Ek = E1 · · ·EK . (5.1)
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Fig. 5.1. A camera network where each camera captures an image of the en-
vironment from one viewpoint and encodes the image into a vector output.
The aggregated outputs from all cameras form the high-dimensional vector,x.
Camerasi andj have overlapping views. Because outputs from cameras with
overlapping views tend to be correlated, so does the aggregated vectorx.
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In (5.1), each sparse matrixEk, known as a Givens rotation, is a planar rotation over a

coordinate pair(ik, jk) parametrized by an angleθk, i.e,

Ek = I + Θ(ik, jk, θk) , (5.2)

where

[Θ]ij =





cos(θk)− 1 if i = j = ik or i = j = jk

sin(θk) if i = ik andj = jk

− sin(θk) if i = jk andj = ik

0 otherwise

. (5.3)

This SMT model assumes thatK Givens rotations in (5.1) are sufficient to decorrelate the

vectorx. Each matrix,Ek operates on a single coordinate pair ofx, playing a role anal-

ogous to the decorrelating “butterfly” in the fast Fourier Transform (FFT). Because both

the ordering of coordinate pairs(ik, jk), and the values of rotation anglesθk are uncon-

strained, the SMT can model a larger class of signal covariances than the FFT. In fact, the

scalar SMT is a generalization of both the FFT and the orthonormal wavelet transform.

Figures 5.2(b) and (c) make a visual comparison of both the FFT and the Scalar SMT. The

SMT rotations can operate on pairs of coordinates in any order, while in the FFT case, the

butterflies are constrained to a well defined sequence with specific rotation angles.

The scalar SMT design consists in learning the product in (5.1) from a set ofn in-

dependent and identically distributed training vectors,X = [x1, · · · , xn], from N (0, R).

Assuming thatR = EΛEt, the maximum likelihood estimates ofE andΛ are given by

Ê = arg min
E∈ΩK

{∣∣diag(EtSE)
∣∣} (5.4)

Λ̂ = diag(ÊtSÊ) , (5.5)

whereS = 1
n
XXt, andΩK is the set of allowed orthonormal transforms. With the SMT

model assumption, the orthonormal transforms inΩK are in the form of (5.1), and the total

number of planar rotations,K is the model order parameter.

When performing an unconstrained minimization of (5.4) by allowing the setΩK to

contain all orthonormal transforms, whenn > p, the minimizer is the orthonormal matrix

that diagonalizes of the sample covariance, i.e.,ÊΛ̂Êt = S. However,S is a poor estimate
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of R whenn < p. As shown in [45], the greedy optimization of (5.5) under theconstraint

that the allowed transforms are in the form of (5.1) yields accurate estimates even when

n≪ p.

The constraint in (5.1) is non-convex with no obvious closedform solution. In [45],

we use a greedy optimization approach in which we select eachGivens rotation,Ek, inde-

pendently, in sequence to minimize the cost in (5.4). The model order parameterK can

be estimated using cross-validation over the training set [23, 24] or using the minimum

description length (MDL) [36].

Typically, the average number of rotations per coordinate,K/p is small (< 5), so that

the computation to apply the SMT to a vector of data is very low, i.e,2(K/p) + 1 floating-

point operations per coordinate. Finally, whenK =
(

p
2

)
, the SMT factorization ofR is

equal to its exact diagonalization, a process known as Givens QR.

5.3 Distributed Decorrelation with the Vector Sparse Matrix Transform

The vector Sparse Matrix Transform (vector SMT) is the core of our approach for dis-

tributed decorrelation of vector sensor outputs in sensor networks. Our goal is to decorre-

late thep-dimensional vectorx aggregated from outputs of all sensors, where each sensor

outputs a sub-vector ofx after sensing the environment. The vector SMT operates onx

by decorrelating a sequence of pairs of its sub-vectors. This vector SMT generalizes the

concept of the scalar SMT in Section 5.2 to the decorrelationof pairs of vectors instead of

pairs of coordinates.

5.3.1 The Vector SMT Model

Let thep-dimensional vectorx be partitioned intoL sub-vectors,

x =




x(1)

...

x(L)


 ,
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where each sub-vector,x(i) is anh-dimensional vector output from a sensori = 1, · · · , L

in a sensor network. A vector SMT is an orthonormalp × p transform,T , written as the

product ofM orthonormal, sparse matrices,

T =

M∏

m=1

Tm , (5.6)

where each pairwise transform,Tm ∈ R
p×p, is a block-wise sparse, orthonormal matrix that

operates exclusively on the2h-dimensional subspace of the sub-vector pairx(im), x(jm), as

illustrated in Figure 5.2(a). The decorrelating transformis then formed by the product of

theM pairwise transforms, whereM is a model order parameter.

EachTm is a generalization of a Givens rotation in (5.2) to a transform that operates on

pairs of sub-vectors instead of coordinates. Similarly, the vector SMT in (5.6) generalizes

the concept of the scalar SMT in Section 5.2: it decorrelatesa high-dimensional vector by

decorrelating its pairs of sub-vectors instead of pairs of coordinates. Figures 5.2(b) and (d)

compare both the vector and the scalar SMTs approaches graphically. In the scalar SMT,

each Givens rotationEk plays the role of a “decorrelating butterfly” (Figure 5.2(b)) that

together decorrelatex. In the vector SMT, each orthonormal matrixTm corresponds to

series of decorrelating butterflies that operate exclusively on coordinates of a single pair of

sub-vectors ofx. Finally, the sequence in (5.6), illustrated in Figure 5.2(d), decorrelatesM

pairs of sub-vectors ofx, until the decorrelated vector̃x is obtained.

In a sensor network, we compute the distributed decorrelation of x by distributing the

application of transformsTm from the product (5.6) across multiple sensors. Before the

decorrelation, each sub-vectorx(i) of x is the output of a sensori and is stored locally in

that sensor. Applying eachTm to sub-vectorsx(im), x(jm) requires point-to-point communi-

cation of oneh-dimensional sub-vector between sensorsim andjm, consuming an amount

of energy,E(h, im, jm), proportional to some measure of the distance between thesesen-

sors. After applyingTm, the resulting decorrelated sub-vectorsx̃(im) andx̃(jm) are cached

at the sensor used to compute this pairwise decorrelation, avoiding communicating one
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Fig. 5.2. (a) In the product̃x = T t
mx, the transformTm operates over thep-

dimensional vectorx, changing only the components associated with the sub-
vectorsx(im), x(jm) (shaded). (b) scalar SMT decorrelation,x̃ = Etx. Each
Ek plays the role of a decorrelating “butterfly”, operating on asingle pair of
coordinates. (c) 8-point FFT, seen as a particular case of the scalar SMT where
the butterflies are constrained in their ordering and rotation angles. (d) Vector
SMT decorrelation,̃x = T tx, with eachTm decorrelating a sub-vector pair
of x instead of a single coordinate pair.Tm is an instance of the scalar SMT
with decorrelating butterflies operating only on coordinates of a single pair of
sub-vectors.



53

sub-vector back to its originating sensor. Finally, the total communication energy required

for the entire decorrelation is given by

E(h, i1, · · · , iM , j1, · · · , jM) =
M∑

m=1

E(h, im, jm). (5.7)

5.3.2 The Design of the Vector SMT

We design the vector SMT decorrelating transform from training data, using the max-

imum likelihood estimation of the data covariance matrix. Let X = [x1, · · · , xn] ∈ R
p×n,

be ap × n matrix where each column,xi is ap-dimensional zero mean Gaussian random

vector with covarianceR. In general, a covariance can decomposed asR = TΛT t, where

Λ is the diagonal eigenvalue matrix andT is an orthonormal matrix. In this case, the log

likelihood ofX given theT andΛ is given by

log p(T,Λ)(X) = −
n

2
trace[diag(T tST )Λ−1]−

np

2
log(2π)−

n

2
log |Λ| , (5.8)

where

S =
1

n
XXt . (5.9)

When constrainingT to be of the product form of (5.6), the joint maximum likelihood

estimateŝΛ andT̂ are given by

T̂ = arg min
T=

QM
m=1 Tm

{∣∣diag(T tST )
∣∣} (5.10)

Λ̂ = diag(T̂ tST̂ ) . (5.11)

Because the minimization in (5.10) has a non-convex constraint, its global minimizer is

difficult to find. Therefore, we use a greedy procedure that designs each newTm, m =

1, · · · , M independently while keeping the others fixed. We start by setting S1 = S and

X1 = X, and iterate over the following steps:

T̂m = arg min
Tm∈Ω

{∣∣diag(T t
mSmTm)

∣∣} (5.12)

Sm+1 = T̂ t
mSmT̂m (5.13)

Xm+1 = T̂ t
mXm , (5.14)
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whereΩ is the set of all allowed pairwise transforms. BecauseTm operates exclusively

on x(im) andx(jm), once the pair(im, jm) is selected, the design ofTm involves only the

components ofXm associated with these sub-vectors. LetX
(im)
m andX

(jm)
m beh × n sub-

matrices ofXm associated with the sub-vector pair(im, jm). Their associated2h × 2h

sample covariance is then given by

S(im,jm)
m =

1

n


 X

(im)
m

X
(jm)
m


 [X(im)t

m |X(jm)t
m

]
. (5.15)

The minimization in (5.12) for a fixed subvector pair(im, jm) can be recast in terms of

S(im,jm), and the2h× 2h orthonormal matrixE,

Em = arg min
E∈Ω2h×2h

{
|diag(EtS(im,jm)

m E)|
}

, (5.16)

whereΩ2h×2h is the set of all valid2h × 2h orthonormal transforms. In practice, the

optimization ofE is precisely the same problem as the scalar SMT design presented in

Section 5.2. OnceEm is selected, we partition it into fourh× h blocks,

Em =



 E
(1,1)
m E

(1,2)
m

E
(2,1)
m E

(2,2)
m



 ,

and then we obtain the transformTm using Kronecker product⊗ as

Tm = J (im,im) ⊗E(1,1)
m + J (im,jm) ⊗E(1,2)

m

+ J (jm,im) ⊗ E(2,2)
m + J (jm,jm) ⊗E(2,1)

m , (5.17)

+ Ip×p − (J (im,im) + J (jm,jm))⊗ Ih×h

whereJ (i,j) is aL× L matrix given by

[
J (i,j)

]
i′j′

=





1 if i′ = i andj′ = j

0 otherwise
. (5.18)

Figure 5.3(a) illustrates the relationship between the2h × 2h orthonormal transformEm,

and the block sparse,p× p orthonormal transformTm. The four blocks ofEm are inserted

in the appropriate block locations to form the larger, blocksparse matrixTm. The overall
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change in the log likelihood in (5.8) due to applyingTm to Xm and maximized with respect

to Λ̂(Tm) is given by (see Appendix A)

∆ log p(Tm,Λ̂(Tm))(Xm) = log p(Tm,Λ̂(Tm))(Xm)− log p(I,Λ̂(I))(Xm)

= −
n

2
log
|diag(T t

mSmTm)|

|diag(Sm)|

= −
n

2
log
|diag(Et

mS
(im,jm)
m Em)|

|diag(S
(im,jm)
m )|

(5.19)

= −
n

2
log
(
1− F 2

imjm

)
,

where we introduce the concept of a “correlation score”,Fim,jm
, defined by

Fim,jm
=

√√√√1−
|diag(Et

mS
(im,jm)
m Em)|

|diag(S
(im,jm)
m )|

.

In Appendix B, we show that the correlation score generalizes the concept of the correlation

coefficient to pairs of random vectors and derive its main properties. The pair of sub-

vectors with the largest value ofFimjm
produces the largest increase in the log likelihood

in (5.19). Therefore, we use the maximum value ofFimjm
as the criterion for selecting

the pair(im, jm) during the design of̂Tm in (5.12). Finally, the algorithm in Figure 5.3(b)

summarizes this greedy procedure to design the vector SMT.

5.3.3 The Vector SMT Design with Communication Energy Constraints

We extend the vector SMT design in Section 5.3.2 to account for the communication

energy required for distributed decorrelation in a sensor network. When eachTm operates

on x(im) andx(jm) in a sensor network, it requires an amount,E(h, im, jm) of energy for

communication. In a scenario with a constrained energy budget, selecting sensorsim and

jm based on the largestFimjm
can be prohibitive if these sensors are several hops apart

in the network. Our approach to this problem is to perform a constrained optimization

of (5.8) based on Lagrange multipliers. We augment the likelihood in (5.8) with a linear
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im 
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Em 

Tm 
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(1,1) 

1 

1 

1 

1 

Em
(1,2) 

Em
(2,1) Em
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(a)

//Initialization

forall 1 ≤ i ≤ L and1 ≤ j ≤ L do

S(i,j) ← 1
n

2

4

X(i)

X(j)

3

5

h

X(i)t|X(j)t
i

E ← ComputeScalarSMT (S(i,j))

Fij ←

„

1−
|diag(EtS(i,j)E)|

|diag(S(i,j))|

« 1
2

end

//Main Loop

for m = 1, · · · , M do
(im, jm)← arg max Fij

Em ← ComputeScalarSMT (S(im,jm))

Tm ←

MapToPairwiseTransform(Em, im, jm)

Update matrixFij

S
(i,j)
m ← Et

mS(im,jm)Em

end

(b)

Fig. 5.3. (a) Mapping from the2h× 2h matrix E, result of the optimization
in (5.16), to thep × p block sparse matrixTm associated with the(im, jm)
sub-vector pair. (b) The vector SMT design algorithm.
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penalization term associated with the total communicationenergy required for distributed

decorrelation. The augmented log likelihood is given by

L(T,Λ)(X) = log p(T,Λ)(X)− µ
M∑

m=1

E(h, im, jm) . (5.20)

The parameterµ has units of log likelihood/energy, and controls the weightgiven to the

communication energy when maximizing the likelihood. Whenµ = 0, the design becomes

the unconstrained vector SMT design in Section 5.3.2. When we applyTm to Xm and

maximize (5.20) with respect tôΛ(Tm), the overall change in the augmented likelihood is

given by

∆L(Tm,Λ̂(Tm))(Xm) = L(Tm,Λ̂(Tm))(Xm)− L(I,Λ̂(I))(Xm)

= −
n

2
log

{
|diag(T t

mSmTm)|

|diag(Sm)|

}
− µE(h, im, jm) (5.21)

= −
n

2
log
(
1− F 2

imjm

)
− µE(h, im, jm)

Therefore, when designinĝTm with energy constraints, we select the pair of sub-vectors

(im, jm) with the smallest value of(1 − F 2
im,jm

)e2µE(h,im,jm)/n , i.e., the pair(im, jm) that

simultaneously maximizes the correlation coefficient,Fimjm
and minimizes the communi-

cation energy penalty,µE(h, im, jm) in order to increase the augmented log likelihood in

(5.21) by the largest amount.

5.3.4 Model Order Identification

LetMM be a vector SMT model with decorrelating transformT =
∏M

m=1 Tm. Here,

we discuss three alternatives for selecting the model orderparameter,M .

Fixed Maximum Energy

We selectM such that the total energy required for the distributed decorrelation,T tx

does not exceed some fixed thresholdE0, i.e.,
∑M

m=1 E(h, im, jm) ≤ E0. This threshold,

E0 is fixed based on a pre-established maximum energy budget allowed for the distributed

decorrelation.
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Cross-Validation

We partition thep × n data sample matrixX into K, p × nk matricesX(k), X =

[X(1)| · · · |X(K)], and defineX̄(k) as a matrix containing the samples inX that are not in

X(k). For eachk = 1, · · · ,K, we designMM from X̄(k), and compute its log likelihood

over Xk, i.e., log pMM
(X(k)|X̄(k)). We selectM so that it maximizes the average cross-

validated log likelihood [7],

L(MM) =
1

K

K∑

i=1

log pMM
(X(k)|X̄(k)) . (5.22)

Minimum Description Length (MDL) Criterion

Based on the MDL principle [74–76], we selectM such that the modelMM has the

shortest encoding, among all models, of both its parametersand the sample matrix,X. The

total description length ofMM in nats is given by

ℓM = − log pMM
(X) +

1

2
MK log(pn) + 2MK log(2h) + 2M log(L) , (5.23)

where− log pMM
(X) nats are used to encodeX, 1

2
MK log(pn) nats are used to encode

the MK real-valued angles of the Givens rotations across allM pairwise transforms,

2MK log(2h) nats are used for theMK rotation coordinate pairs, and finally,2M log(L)

nats are used for the indices of sub-vector pairs of theM pairwise transforms. Our goal

is then to selectM such that it minimizesℓM in (5.23). Initially, ℓM decreases withM

because it is dominated by the likelihood term,log pMM
(X). However, whenM is large,

the other terms dominateℓM causing it to increase asM increases. Therefore, we selectM

that minimizesℓM by picking the first value ofM such that

ℓM+1 − ℓM = − log
pMM+1

(X)

pMM
(X)

+
1

2
K log(pn) + 2K log(2h) + 2 log(L)

= −
n

2
log(1− F 2

im,jm
) +

1

2
K log(pn) + 2K log(2h) + 2 log(L) ≥ 0 .
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This condition leads to this new stop condition for the main loop of the algorithm in Fig-

ure 5.3(b),

F 2
im,jm

≥ 1− exp

{
K log(pn) + 4K log(2h) + 4 log(L)

n

}
. (5.24)

It is easy to generalizeℓM in (5.23) to the case where each pairwise transform,Tm has a

different number of Givens rotations,Km, resulting in

ℓ
(general)
M = − log pMM

(X)+
1

2

M∑

m=1

Km log(pn)+2
M∑

m=1

Km log(2h)+2M log(L) . (5.25)

Finally, whenℓ
(general)
M+1 − ℓ

(general)
M ≥ 0 is satisfied, the new stop condition for the loop in

Figure 5.3(b) is given by

F 2
im,jm

≥ 1− exp

{
Km+1 log(pn) + 4Km+1 log(2h) + 4 log(L)

n

}
. (5.26)

5.4 Anomaly Detection

We use the vector SMT to compute the covariance estimate,R̂ of thep-dimensional vec-

tor, x for the purpose of performing anomaly detection using the Neyman-Pearson frame-

work [35]. Here, we first formulate the anomaly detection problem, and then describe the

ellipsoid volume measure of detection accuracy [52] used inthe experimental section.

5.4.1 Problem Formulation

Let thep-dimensional vectorx be an aggregated measurement from allL sensors in the

network. We presume thatx is typical (non-anomalous) if it is sampled from a multivariate

Gaussian distribution,N (0, R) or anomalous if it is sampled from a uniform distribution

U(x) = c, for some constantc [46,77]. Formally, we have the following hypotheses,

H0 : x ∼ N (0, R)

H1 : x ∼ U ,
(5.27)
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whereH0 andH1 are the null and alternative hypotheses respectively. According to the

Neyman-Pearson lemma [35], the optimal classifier has the form of the log likelihood ratio

test,

Γ(x) = log

{
p(x;H1)

p(x;H0)

}
= log c− log p(x;H0)

= log c +
p

2
log 2π +

1

2
log |R|+

1

2
xtR−1x ≷ Γ0 . (5.28)

This likelihood ratio test maximizes the probability of detection, p(H1;H1) for a fixed

probability of false alarm,p(H1;H0), which controlled by the thresholdΓ0. We incorporate

all the constant terms into a new threshold,η2, such that the test in (5.28) becomes

DR(x) = xtR−1x ≷ η2. (5.29)

If we further assume thatR = TΛT t, whereT andΛ are orthonormal and diagonal ma-

trices respectively, the test in (5.28) can be written as a weighted sum ofp uncorrelated

coordinates,

D̃Λ(x̃) =

p∑

i=1

x̃2
i

λi
≷ η2 (5.30)

wherex̃ = T tx, andλi ≡ [Λ]ii (1 ≤ i ≤ p). Finally, because the sum in (5.30) involves

only independent terms, it can be evaluated distributedly across a sensor network while

requiring minimum communication.

5.4.2 Ellipsoid Volume as a Measure of Detection Accuracy

The ellipsoid volume approach [36,52,53] measures anomalydetection accuracy with-

out requiring labeled anomalous samples. Because anomalies are rare and loosely defined

events, we often lack enough test samples labeled as anomalous to estimate the probability

of detection,p(H1;H0) required for ROC analysis [35]. Instead of relying on anomalous

samples, the ellipsoid volume approach seeks to measure detection accuracy by character-

izing how well a covariance estimate,R̂ models the typical data samples. It evaluates the
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volume of the region within the ellipsoid,xtR̂−1x ≤ η2 for a certain probability of false

alarm controlled byη. Such a volume is evaluated by

V (R̂, η) =
πp/2

Γ(1 + p/2)
ηp

√
|R̂| . (5.31)

We useV (R̂, η) as a proxy for the probability of missed detection. Smaller values of

V (R̂, η) indicate smaller chances of an anomalous sample lying within this ellipsoid, and

therefore being wrongly classified as typical. Therefore, for a fixed probability of false

alarm, smaller values ofV (R̂, η) indicate higher detection accuracy.

5.5 Experimental Results

We provide experimental results using simulated and real data to quantify the effec-

tiveness of our proposed method. In all experiments, we assume communications occur

between sensors connected in a hierarchical network with binary tree topology, and that

communication of one scalar value between adjacent sensorsuses one unit of energy. We

compare the vector SMT decorrelation with two other approaches for processing the sen-

sor outputs, a centralized and an independent one. In the centralized approach, all sensors

communicate theirh-dimensional vector outputs to the root of the tree. This approach is

very communication intensive, but once all the data is centrally located, any decorrelation

algorithm can be used to decorrelatex. We choose the scalar SMT algorithm because it

has been shown to provide accurate decorrelation from limited training data since it ap-

proximates the maximum likelihood estimate. In the independent approach, each sensor

computes a partial likelihood of its output independently and communicates it to the root of

the tree. The root sensor adds the partial likelihoods from all sensors and makes a detection

decision without decorrelating the sensor outputs. This requires the least communication

among all approaches compared. Figure 5.4(a) summarizes these approaches in terms of

their main computation and communication characteristics. Finally, Figure 5.4(b) shows

the event detection simulation steps by a camera network in several of our experiments.

Each camera sensor records an image and encodes itsh-dimensional vector output using
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Processing/Decorrelation Methods
Method Algorithm Communication Decorrelation

Vector SMT Vector SMT Between pairs of sub-vector pairs

(distributed) nodes / caching in network

Centralized Scalar SMT Vector outputs to coordinate pairs

centralized node at single node

Independent None Partial likelihoods –

to centralized node

(a)
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Fig. 5.4. The experimental setup: (a) Summary of the severalapproaches to
sensor output decorrelation compared and their main properties. (b) Steps for
decorrelation and anomaly detection used in our experimental results. Each
sensor encodes its output as anh-dimensional vector using PCA. Experiments
with artificial data replace the sensor vector outputs with artificially generated
random vector data. The outputs are processed in the networkbefore a detec-
tion decision is made.
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Fig. 5.5. Generation of a data sample,x aggregated from correlatedh-
dimensional sensor outputsx(i), i = 1, · · · , L. (a) First we draw eachx(i)

independently from theN (0, R) distribution, with[R]rs = ρ|r−s|. Then, we
permute individual coordinates ofx across allx(i), i = 1, · · · , L to spread cor-
relations among all sensor outputs. (b) Eachx(i) is the output of a sensori
connected to other sensors in a hierarchical network with binary tree topology.

principal component analysis (PCA). We process the outputsusing one of the approaches

in Figure 5.4(a) before making a detection decision.

5.5.1 Simulation experiments using artificial model data

In these experiments, we study how the vector SMT model accuracy changes with (i)

different choices of decorrelating transforms used as the pairwise transform between two

sensor outputs, and (ii) different values of the energy constraint parameter,µ used in the

constrained design in Section 5.3.3. We simulate a network with L = 31 sensors, where

each sensori outputs a vector,x(i) with h = 25 dimensions. These sensor vector outputs are

correlated. Figure 5.5 shows how we generate a data samplex, aggregated from correlated

sensor outputsx(i), i = 1, · · · , 31. First, we draw eachx(i) independently, from theN (0, R)

distribution, with theh × h covariance matrix,[R]rs = ρ|r−s|, whereρ = 0.7. Then we

permute individual coordinates ofx across allx(i), i = 1, · · · , 31, to spread correlations

among all sensor outputs. Finally, eachx(i) is the output of a sensori interconnected in a

hierarchical network with binary tree topology.
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Figure 5.6 shows the vector SMT model accuracyvs. communication energy required

for decorrelation for three different choices of pairwise transforms: scalar SMT with fixed

number of Givens rotations, scalar SMT with MDL criterion, and PCA (eigenvector matrix

from the exact diagonalization of the pairwise sample covariance). We measure accuracy

by the average log-likelihood of the vector SMT model overn = 300 testing samples

(Figure 5.6(a)), and the ellipsoid log-volume covering99% of the testing samples, i.e., for

1% false alarm rate (Figure 5.6(b)). In general the model accuracy improves to an optimal

level and then starts to decrease as more energy is spent withpairwise transforms. This

decrease in accuracy happens because vector SMT models witha large number of pairwise

transforms tend to overfit the training data. For scalar SMT-MDL pairwise transforms, the

MDL criterion adjusts the number of Givens rotations for each new pairwise transform

according to an estimate of the correlation still present inthe data [45], helping to prevent

overfitting. Because it is overall the most accurate, the scalar SMT-MDL is our pairwise

transform of choice during all other experiments in this chapter.

Figure 5.7 shows model accuracyvs. communication energy for three choices of the

energy constraint parameterµ. The accuracy is measured by average model log-likelihood

(Figure 5.7(a)) and ellipsoid log-volume covering99% of the testing samples (Figure 5.7(b)).

The parameterµ selects the trade-off between model accuracy and energy consumption.

For a small fixed energy value, the vector SMT with largestµ value produces the most

accurate model. For large values of energy, the constrainedvector SMT accuracy tends to

level out at sub-optimal values while the unconstrained vector SMT has the highest accu-

racy.

5.5.2 Simulation experiments using artificial moving sphere images

In this experiment, we apply the vector SMT to decorrelate two simultaneous camera

views for anomaly detection. We generate artificial images of a 3D sphere placed at random

positions along two straight diagonal lines over a plane, asillustrated in Figures 5.8(a) and

(b). We refer to sphere positions along the line in Figure 5.8(a) as typical ones, while
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Fig. 5.6. Vector SMT model accuracyvs.communication energy consumption
using100 training data samples from AR(1) model. Comparison of different
vector SMT pairwise transforms for a range of communicationenergies us-
ing 100 training data samples from AR(1) model: (a) average log-likelihood
over300 test samples; (b) ellipsoid log-volume covering99% of the test sam-
ples (1% false alarm rate). The choice of scalar SMT MDL produces the best
increase in accuracy, measured by both metrics.
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Fig. 5.7. Comparison of vector SMT energy constraint parameter values for a
range of communication energies using100 training data samples from AR(1)
model: (a) average log-likelihood over300 test samples; (b) ellipsoid log-
volume covering99% of the test samples (1% false alarm rate). Vector SMT
models with largerµ are the most accurate for fixed small energy values. For
large energy values, the constrained models tend to exhibitsub-optimal accu-
racies compared to the unconstrained vector SMT.
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referring to positions along the mirrored diagonal line in Figure 5.8(b) as anomalous ones.

Two cameras (L = 2) monitor the sphere locations in the 3D region. Figure 5.8(c) shows

the top (X-Y) view captured by camera 1, while Figure 5.8(d) shows the side (X-Z) view

captured by camera 2. Note that it is impossible to tell anomalous from typical sphere

positions by looking at the views in Figures 5.8(c) and (d) separately. Instead, one needs

to process both views together to extract useful discriminant information. Each camera

outputs a vector ofh = 10 dimensions with its largest PCA components. The joint output

from both cameras form a sample. We use100 typical samples to train the detectors using

vector SMT decorrelation and independent processing of theviews. During testing, we use

200 samples, disjoint from the training set, with100 typical, and another100 anomalous

samples.

Figures 5.8(e) and (f) compare the detection accuracy usingboth independent process-

ing and vector SMT to decorrelate the joint camera outputs. Both the ROC analysis (Fig-

ure 5.8(e)) and ellipsoid log-volume coverage plot (Figure5.8(f)) suggest that when the two

views are processed independently, the detector cannot distinguish anomalous from typical

samples. However, when the vector SMT decorrelates both views, the anomaly detection

is very accurate.

Figure 5.9 shows sets with five eigen-images associated withthe largest eigenvalues

for both the independent (Figure 5.9(a)) and the vector SMT (Figure 5.9(b)) processing

approaches. In the independent processing case, each eigen-image is associated with a

single camera view. On the other hand, the vector SMT processing produces eigen-images,

each modeling both camera views jointly.

5.5.3 Simulation experiments using artificial 3D sphere cloud images

In this experiment, we monitor clouds of spheres using twelve simultaneous camera

views for the purpose of anomaly detection. We artificially generate sphere clouds ran-

domly positioned in the 3D space, each containing30 spheres. There are two types of

clouds according to the sphere position distribution: (i) typical: the sphere positions are
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Fig. 5.8. Simulated 3D space with bouncing sphere: the sphere takes random
positions along the line indicated by the double arrow (a) typical behavior; (b)
anomalous behavior. The camera views: (c) top (X-Y dimensions); (d) side
(X-Z dimensions). The detection accuracies using independent processing and
vector SMT joint processing: (e) ROC curve; (f) “coverage plot” with log-
volume of ellipsoidvs. probability of false alarm. Because there are only two
camera views, centralized and vector SMT processing methods are equivalent.
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(a) (b)

Fig. 5.9. Eigen-image pairs of the moving sphere experimentsorted accord-
ing to their corresponding eigenvalues in decreasing order(left-to-right): (a)
when the camera views are processed independently, each eigenvector models
a single view; (b) when the camera views are processed jointly using the vector
SMT, each eigenvector models both views together.
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generated from theN (0, I3×3) distribution, but only positions with distance from the ori-

gin exceeding a fixed threshold are selected, so that the resulting cloud is hollow; and (ii)

anomalous: the random positions for the spheres are drawn from theN (0, I3×3) distribu-

tion without further selection so that the resulting cloud is dense. We monitor the same 3D

cloud usingL = 12 different cameras from different viewpoints, and each camera encodes

its output using PCA to a vector ofh = 10 dimensions. Figure 5.10 shows the twelve

camera views for both a typical cloud sample (Figure 5.10(a)), and for an anomalous one

(Figure 5.10(b)). Each data sample is formed by aggregatingthe twelve camera outputs.

We generate100 typical samples to train the detectors, and another200 test samples, with

100 typical, and100 anomalous.

Figure 5.11 shows anomaly detection accuracy based on ROC analysis (Figure 5.11(a)),

and log-volume of ellipsoid (Figure 5.11(b)). Among all methods compared, detection us-

ing independent processing is the least accurate, while both the centralized processing using

scalar SMT and the distributed processing using vector SMT lead to high detection accu-

racies. Intuitively, as the views in Figure 5.10 suggest, itis difficult to distinguish between

typical and anomalous samples by processing each view independently. Instead, the infor-

mation that helps distinguishing an anomalous cloud from the typical ones is contained in

the joint view of the camera images.

Figure 5.11(c) shows the ellipsoid log-volume for1% false alarm ratevs. the commu-

nication energy for the different approaches compared. Independent processing is the least

accurate while requiring the minimum energy among all approaches. The centralized ap-

proach very accurate, but it requires significant communication energy. In the vector SMT

decorrelation, each pairwise decorrelation increases thedetection accuracy while consum-

ing more energy. There is a trade-off between detection accuracy and energy consumption,

and one can choose the number of pairwise transforms to applybased on the desired ac-

curacy and available energy budget. Finally, detection is more accurate when using vector

SMT decorrelation compared to the scalar SMT one for the sameenergy consumption.

This difference in accuracy is due to the inherent constraint of the vector SMT decorrelat-
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(a) (b)

Fig. 5.10. The twelve camera views of a 3D sphere cloud sample: (a) a typ-
ical sample (hollow cloud); (b) an anomalous sample (dense cloud). The im-
ages suggest the difficulty to discriminate anomalous from typical samples by
looking at each view independently. Instead, the discriminant information is
contained in the joint camera views.
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Fig. 5.11. Anomaly detection accuracy using the sphere cloud data: (a) ROC
analysis; (b) log-volume of ellipsoidvs. probability of false alarm. Vector
SMT decorrelation yields to the most accurate detection results for all false
alarm rates. (c) log-volume of ellipsoid for1% false alarm rate, i.e.,99%
coveragevs.communication energy.
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Fig. 5.12. The courtyard dataset from the UCR Videoweb Activities
Dataset [78]: eight cameras, with ids 1 to 8 from left to right, monitor a court-
yard from different viewpoints. Several activities in the courtyard are captured
simultaneously by several cameras.

ing pairs of vectors, which tends to produce better models ofa distribution when a limited

number of training samples is available.

5.5.4 Simulation experiments using real multi-camera images

Figure 5.12 showsL = 8 camera views of a courtyard, constructed from video se-

quences from the UCR Videoweb Activities Dataset [78]. Eachcamera records a video

sequence of approximately4.2 min, with 30 frames/sec, generating a total of7600 frames.

The sequences are synchronized, so that multiple cameras capture events simultaneously.

We subsample1 in 3 frames from the7600-frame sequence, and use800 of the selected

samples to to compute the encoding PCA transforms for each camera view. The final

courtyard dataset has1734 samples ofp = 160 dimensions, with each view encoded in a

sub-vector ofh = 20 dimensions.

Table 5.1 shows correlation score values for all view pairs.Pairs of highly correlated

views, capturing mostly the same events (as with cameras 1 and 6), receive higher score

values than weakly correlated view pairs. The events captured by camera 8 are unrelated,

and therefore uncorrelated, to the events captured by the other cameras, resulting in small

correlation score values.

Figure 5.13 shows the eigen-images associated with the fourlargest eigenvalues for

both the independent and vector SMT approaches. In the independent processing case
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Table 5.1
Correlation score values for all pairs of views in the courtyard dataset. The
correlation score measures the correlation of camera outputs between pairs of
camera views. Pairs of cameras capturing the same events simultaneously have
the highest correlation scores.

1 2 3 4 5 6 7 8

1 1.0000 0.7206 0.5941 0.6637 0.6103 0.7373 0.7246 0.0000

2 - 1.0000 0.5999 0.6646 0.5897 0.7032 0.7559 0.0000

3 - - 1.0000 0.6054 0.4909 0.5855 0.6216 0.0000

4 - - - 1.0000 0.5697 0.6601 0.6837 0.0000

5 - - - - 1.0000 0.5982 0.6028 0.0000

6 - - - - - 1.0000 0.7237 0.0000

7 - - - - - - 1.0000 0.0000

8 - - - - - - - 1.0000
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(a) (b)

Fig. 5.13. Eigen-images from camera views of the courtyard dataset. (a) inde-
pendent processing of camera views: each eigen-image corresponds to a single
view and does not contain correlation information among multiple views; (b)
joint processing modeled by the vector SMT: each eigen-image contains joint
information of all correlated views.

(Figure 5.13(a)), each eigen-image corresponds to a singlecamera view, containing no

information regarding the relationship between differentviews. On the other hand, the vec-

tor SMT eigen-images (Figure 5.13(b)) contain joint information of the correlated views.

Since camera view 8 is not correlated with any other view, it does not appear together with

others in the same eigen-image.

Figure 5.14 compares the accuracy of all approaches measured by the log-volume of

the ellipsoid covering test samples. We split the samples into a training set, with300 sam-

ples, and a test set, with1434 samples. Figure 5.14(a) shows the ellipsoid log-volume

computed for all false alarm rates. The vector SMT is the mostaccurate approach, with

its volumes being the smallest across all false alarm rates.The vector SMT volumes are

also smaller than the scalar SMT volumes. As discussed in Section 5.5.3, the vector SMT

is more accurate than the scalar SMT because of the nature of its constrained decorrelat-

ing transform when trained with a small training set. Figure5.14(b) shows results of the

same experiment as in Figure 5.14(a) with the vector SMT model order selected so that

the distributed decorrelation consumes only50% of the energy required for the central-

ized approach. Figure 5.14(c) shows the ellipsoid log-volume for a fixed false alarm rate
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Fig. 5.14. Detection accuracy measured by the ellipsoid log-volume for the
courtyard data set. Coverage plots showing the log-volumevs. probability of
false alarm: (a) model order,M = 7, matching the energy of centralized pro-
cessing, (b) model order,M = 4, matching50% of the energy consumed for
the centralized processing; (c) log-volumevs.communication energy for fixed
probability of false alarm,PFA = 0.008. When the communication energy
is equal to the level required to execute the scalar SMT at a centralized node,
the vector SMT has better detection accuracy. When the energy level is50%
of the level required by the centralized approach, the vector SMT has similar
accuracy.

(0.8%) vs. communication energy. We observe the same trends observed in the sphere

cloud experiment in Section 5.5.3. The independent approach has low accuracy while re-

quiring low communication energy. The centralized decorrelation is highly accurate, but it

requires large amounts of communication energy. The vectorSMT increases the detection

accuracy after each pairwise transform. Finally, the vector SMT approach has similar ac-

curacy to the centralized approach for all false alarm rateswhile requiring significantly less

communication energy.

Figure 5.15 shows ROC curves for detection of anomalous samples generated by4-fold

increase in the largest component of the vector output of a single camera view. We use200

typical samples to learn the decorrelating transform, and using the remaining samples for

testing. Figures 5.15(a), (b), and (c) show the ROC curves for the cases with the anomaly

generated in camera views2, 6, and8 respectively. Because views2 and6 are correlated

with other views (see Table 5.1), detection of anomalies in these views is accurate when
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Fig. 5.15. Detection accuracy of anomalies artificially generated by a 4-fold
increase of the largest eigenvalue of a single view: (a) view2; (b) view 6; (c)
view 8. The detection accuracy increases with decorrelation whenthe anoma-
lies are in camera views that are highly correlated with other views. When
the anomaly is inserted in a uncorrelated view, decorrelation methods do not
increase the detection accuracy.

we decorrelate the views using the vector and scalar SMT approaches, and very inaccurate

when we process the views independently. Because view8 is uncorrelated with other views,

decorrelation does not help improve detection accuracy andall approaches are inaccurate.

Figure 5.16 shows the ROC curves for detection of what we callthe “Ocean’s Eleven”

anomaly. This anomaly is generated by swapping images of a single views between two

samples captured at different instants. We refer to it as theOcean’s Eleven anomaly because

of the resemblance with the anomaly created to trick the surveillance cameras during the

casino robbery in the Ocean’s Eleven film [79]. Figures 5.16(a), (b), and (c) show the ROC

curves for detection of anomalies in views2, 6, and8 respectively. Because views2 and6

are correlated with other views, detection is accurate whenwe decorrelate the views with

scalar and vector SMTs, and very inaccurate when we process the views independently.

Because view8 is uncorrelated with the other views, decorrelation does not help improve

detection accuracy and all approaches are inaccurate.

Figure 5.17 shows the typical and anomalous samples used in an experiment to detect

suspicious (anomalous) human activity captured simultaneously by multiple cameras. We

select200 samples where a group of people coalesce at the center of the courtyard and
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Fig. 5.16. ROC analysis of the Ocean’s Eleven anomaly, generated by swap-
ping images of a single camera view between samples: (a) camera view2, and
(b) camera view6, which are highly correlated with other views; (c) camera
view 8, which is uncorrelated with other views.
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(a) (b)

Fig. 5.17. Samples used in the experiment detecting people coalescing in the
middle of the courtyard: (a) Typical samples; (b) Anomaloussamples, with
images of people coalescing.

label them as anomalous, while selecting another200 samples where the group do not

coalesce and label them as typical. We use another300 typical samples to train the vector

SMT. Figure 5.18 shows the ROC curves for detection of peoplecoalescing in the middle

of the courtyard. The vector SMT decorrelation in this experiment consumes60% of the

communication energy required for the scalar SMT. Detection is very accurate when using

vector and scalar SMTs for view decorrelation, and inaccurate when processing the views

independently, specially for low probabilities of false alarm. Similarly to the detection of

dense clouds (see Section 5.5.3), it is difficult to detect people coalescing when processing

camera views independently. Instead, one needs to to consider the views jointly for good

detection accuracy.

5.6 Conclusions

We have proposed a novel method for decorrelation of vector measurements distributed

across sensor networks. The new method is based on the constrained maximum likeli-

hood estimation of the joint covariance of the measurements. It generalizes the concept of

the previously proposed sparse matrix transform to the decorrelation of vectors. We have

demonstrated the effectiveness of the new approach using both artificial and real data sets.

In addition to providing accurate decorrelating transforms and enabling accurate anomaly
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Fig. 5.18. ROC analysis comparing the detection accuracy when detecting peo-
ple coalescing in the middle of the courtyard. Detection using vector and scalar
SMTs are highly accurate for small probabilities of false alarm. In this exper-
iment the vector SMT consumes approximately60% of the communication
energy required for the scalar SMT.
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detection, our method offers advantages in terms operatingdistributedly, under communi-

cation energy constraints. In future work, we plan to provide a distributed algorithm to

design the decorrelating transform in network.
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A. CHANGE IN LIKELIHOOD DUE TO THE DECORRELATING

TRANSFORM, T

Let X be ap × n matrix with n p-dimensional samples with covarianceR. Assuming the

covariance can be decomposed intoR = TΛT t, whereΛ is diagonal andT is orthonormal,

the Gaussian log likelihood ofX is given by

log p(T,Λ)(X) = −
n

2
trace[diag(T tST )Λ−1]−

n

2
log(2π)p|Λ| , (A.1)

whereS = 1
n
XXt is the sample covariance. The maximum likelihood estimate of Λ given

T is

Λ̂(T ) = diag(T̂ tST̂ ) .

The log likelihood in (A.1) maximized with respect toΛ is given by

log p(T,Λ̂(T ))(X) = −
np

2
−

np

2
log(2π)−

n

2
log |diag(T tST )| . (A.2)

Similarly, for T = I, whereI is thep× p identity,

log p(T,Λ̂(I))(X) = −
np

2
−

np

2
log(2π)−

n

2
log |diag(S)| . (A.3)

Therefore, the change in likelihood due toT is given by the difference between (A.2) and

(A.3):

∆ log p(T,Λ̂(T ))(X) = log p(T,Λ̂(T ))(X)− log p(I,Λ̂(I))(X)

= −
n

2
log
|diag(T tST )|

|diag(S)|
. (A.4)
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B. THE CORRELATION SCORE

The correlation score is a measure of correlation between two vectors. This correlation

score is used in Section 5.3.2 to select the most correlated pair of sensor vector output for

decorrelation.

Definition B.0.1 Letx andy be two vectors with covariancesRx andRy respectively, and

joint covarianceRxy. The vector correlation coefficient betweenx andy is

Fxy =

√
1−

|Rxy|

|Rx||Ry|
.

Proposition B.0.1 Let x and y be p-dimensional Gaussian random vectors. The mutual

information1 I(x, y) betweenx andy in terms of their vector correlation coefficient is

I(x; y) = −
1

2
log
(
1− F 2

xy

)
.

Proof

I(x; y) = h(x) + h(y)− h(x, y) (B.1)

=
1

2
log[(2πe)p|Rx|] +

1

2
log[(2πe)p|Ry|]

−
1

2
log[(2πe)2p|Rxy|] (B.2)

=
1

2
log

[
|Rx||Ry|

|Rxy|

]
(B.3)

= −
1

2
log[1− F 2

xy] (B.4)

Proposition B.0.2 Let x and y be both unidimensional (scalar) Guassian random vari-

ables with covariancesσ2
x and σ2

y , respectively, and correlation coefficientρxy. Then,

Fxy = |ρxy|.

1Total correlationis a related concept [28], generalizing the concept of mutual information to multiple ran-
dom variables.
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Proof We have that|Rx| = σ2
x and|Ry| = σ2

y.

The covariance of the joint distribution ofx andy is Rxy =



 σ2
x ρxyσxσy

ρxyσxσy σ2
y



 .

Fxy =

√
1−

|Rxy|

|Rx||Ry|
(B.5)

=

√
1−

σ2
xσ

2
y − ρ2

xyσ
2
xσ

2
y

σ2
xσ

2
y

(B.6)

=
√

1− (1− ρ2
xy) (B.7)

=
√

ρ2
xy (B.8)

= |ρxy| (B.9)
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