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ABSTRACT

Um, Hwa Young Ph.D., Purdue University, August, 2006. Selective Video Encryp-
tion of Distributed Video Coded Bitstreams and Multicast Security over Wireless
Networks. Major Professor: Edward J. Delp.

Here we discuss two security problems, video data encryption and multicast secu-

rity, in wireless networks.

Selective encryption is a technique that is used to minimize computational com-

plexity or enable system functionality by only encrypting a portion of a compressed

bitstream while still achieving reasonable security. For selective encryption to work,

we need to rely not only on the beneficial effects of redundancy reduction, but also on

the characteristics of the compression algorithm to concentrate important data rep-

resenting the source in a relatively small fraction of the compressed bitstream. These

important elements of the compressed data become candidates for selective encryp-

tion. In this thesis, we combine encryption and distributed video source coding to

consider the choices of which types of bits are most effective for selective encryption of

a video sequence that has been compressed using a distributed source coding method

based on LDPC and Turbo codes. Instead of encrypting the entire video stream bit

by bit, we encrypt only the highly sensitive bits. By combining the compression and

encryption tasks and thus reducing the number of bits encrypted, we can achieve a

reduction in system complexity.

Secure multicast protocols are difficult to implement efficiently due to the dy-

namic nature of the multicast group and scarcity of bandwidth at the receiving and

transmitting ends. Mobility is one of the most distinct features to be considered in

a wireless network. Moving users onto the key tree causes extra key management re-

sources even though they are still in service. To take care of frequent handoff between
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wireless access networks, it is necessary to reduce the number of rekeying messages

and the size of the messages. In this dissertation, we design a key management tree

such that neighbors on the key tree are also physical neighbors on the cellular net-

work. By tracking the user location, we localize the delivery of rekeying messages to

the users who need them. This lessens the amount of traffic in wireless and wired

intervals of the network. The group key management scheme uses a pre-positioned

secret sharing scheme.



1

1. INTRODUCTION

As the technology and popularity of wireless systems such as 3G [1], cdma2000 [2],

wireless local area network (WLAN) [3], and Portable Internet (WiBro, WiMAX) [4]

grow, there has been considerable progress in the area of multimedia streaming over

wireless networks in the last few years. Video and data communication is becoming

an increasingly important part of the wireless information infrastructure. Here we will

discuss video encryption and multicast security problems in wireless networks [5–8].

1.1 Video Encryption in Wireless Networks

Contrasting to classical encryption, security may not be the most important aim

for an encryption system for images and videos. Depending on the type of application,

other properties, such as speed or bitstream compliance after encryption, might be

equally important as well.

A number of different encryption schemes for visual data types have been proposed

over the last years. The so called naive method is to take the multimedia bitstream

and encrypt this stream with the cryptographically strong ciphers such as AES [9] or

DES [10, 11]. Since runtime performance is often very critical in video encoding and

decoding, more efficient methods have been proposed. Such systems are denoted as

selective or soft encryption that usually trade off runtime performance for security.

Intuitively selective encryption (SE) seems to be a good idea in any case since it is

always desirable to reduce the computational demand involved in signal processing

applications. However the security of such schemes are always lower as compared to

full encryption. The only reason to accept this drawback is significant saving in terms

of processing time or power. Therefore the environment in which SE should be used



2

needs to be investigated thoroughly in order to decide whether its use is sensible or

not [12].

1.1.1 Background

Unlike text or image, video communication requires huge volumes of data being

transmitted in a timely manner, so highly efficient compression must be used. Exten-

sive research in both academia and industry has resulted in a large number of stan-

dards in the past decade, such as H.261 [13], H.263 [14], H.263+ [15], H.264 [16–18],

MPEG-1 [19], MPEG-2 [20], MPEG-4 [21–23], etc.

Recent technological developments have led to several mobile systems aimed at

personal communications services (PCS), supporting both speech and data transmis-

sion. Mobile users usually communicate over wireless links characterized by lower

bandwidths, higher transmission error rates, and more frequent disconnections in

comparison to wired networks. Since most of the video compression standards and

network protocols were designed for wired visual communications, they would not

be effective if straightforwardly applied to the wireless case. In order to accommo-

date an evergrowing number of mobile users, the recently published distributed video

coding containes several new functionalities for improved coding efficiency, increased

error resilience, which were needed for wireless communications in error-prone envi-

ronments [24].

1.1.2 Characteristics of Mobile Terminals and Wireless Channel

The prevalence of multimedia technology promotes digital images and videos to

play a significant role than the traditional text data. Many digital applications, such

as pay-TV, confidential video conferencing, medical and miliary imaging systems,

require a reliable security in storage and transmission of digital multimedia data in-

cluding images and videos. In recent years, many potable devices, such as mobile

phone and Personal Digital Assistant (PDA), provide additional functions of savings
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and exchanging multimedia messages. Such terminals increasingly include low to

moderate resolution color displays, cameras, and moderate native processing power.

However, battery size and battery life is always a concern for these mobile devices.

Wireless systems are limited by wireless bandwidth and mobile terminal resources.

Wireless bandwidth is scare because of its shared nature and the fundamental limi-

tations of wireless spectrum. Mobile terminal resources are often practically limited

by power constraints and by display, communication, and computational capabilities.

In order to make the most efficient use of wireless bandwidth and mobile resources, it

is desirable to send mobile terminals the lowest bandwidth video streams that match

their display and communication capabilities [25].

Delivery of real-time video typically has quality of service (QoS) requirements,

e.g., bandwidth, delay and error requirements. First, video transmission usually

has minimum bandwidth requirements to achieve acceptable presentation quality.

Second, real-time video has strict delay constraints. This is because real-time video

must be played out continuously. If the video packet does not arrive in a timely

manner, the playout process will pause, which is annoying to users. Third, video

applications typically impose upper limits on bit error rate (BER) since too many bit

errors would seriously degrade the video presentation quality. However, unreliability

and bandwidth fluctuations of wireless channels can cause severe degradation to video

quality. Furthermore, for video multicast, heterogeneity of receivers makes it difficult

to achieve efficiency and flexibility. We discuss these issues in detail as follows [26].

Unreliability: Compared with wired links, wireless channels are typically much

more noisy and have both small-scale (multipath) and large-scale (shadowing) fades

[27], making the BER very high. The resulting bit errors can have a devastating effect

on video presentation quality [28]. Therefore, it is crucial to develop robust transport

mechanisms for video over wireless channels.

Bandwidth Fluctuations: The bandwidth fluctuates for several reasons. First,

when a mobile terminal moves between different networks [e.g., from a wireless local

area network (LAN) to a wireless wide area network (WAN)], the available bandwidth
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may vary drastically (e.g., from a few megabits per second to a few kilobits per

second). Second, when a handoff happens, a base station may not have enough

unused radio resource to meet the demand of a newly joined mobile host. Third,

the throughput of a wireless channel may be reduced due to multipath fading, co-

channel interference, and noise disturbances. Last but not least, the capacity of a

wireless channel may fluctuate with the changing distance between the base station

and the mobile host. Consequently, bandwidth fluctuations pose a serious problem

for real-time video transmission over wireless networks.

1.1.3 Problems

To fulfill security and privacy needs in various applications, encryption of images

and videos is very important to prevent malicious attacks from unauthorized attack-

ers. The security of multimedia data is provided by encryption in common. That

is, the encryption process transforms a plaintext message into a ciphertext message,

which is a unintelligible message. The traditional way to secure multimedia appli-

cations is encrypt multimedia data using secret key cryptography algorithms such

as Data Encryption Standard (DES) [10,11] or International Data Encryption Algo-

rithm (IDEA) [29, 30] as shown in Figure 1.1. These algorithms require complicated

computations because these encryption schemes treat digital images and videos as bit

stream and encrypt them bit by bit.

1.1.4 Solutions for Security in Mobile Devices

Digital image/video processing techniques are used to enhance the quality of im-

age and to reduce the data needed to represent an image without visually affecting

the quality of image (compression). Cryptographic techniques are used to scramble

images so that an adversary could not obtain the original image without knowing the

secret key. Vast amount of data of these multimedia applications put great burden

on the encoding process. Encryption or decryption will aggravate this problem. How
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Recovered 
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Encryption Decryption

Encryption key Decryption key
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Fig. 1.1. Encryption and Decryption of a Cipher.

to encrypt and decrypt the vast amount of data efficiently is an important issue. Be-

cause of the high information rate of the digital multimedia data, the computational

overhead introduced by the encryption procedure and decryption procedure should

be as low as possible.

Selective encryption can be used to reduce the power consumed by the encryption

function for digital content when the content is protected by a digital rights manage-

ment systems. Selective encryption is a technique to save computational complexity

or enable interesting new system functionality by only encrypting a portion of a com-

pressed bitstream while still achieve security. For selective encryption to work, we

need to rely not only on the beneficial effects of redundancy reduction described by

Shannon [31], but also on a characteristics of many compression algorithms to con-

centrate important data about reconstruction in a relatively small fraction of the

compressed bitstream [32]. These important elements of compressed data become

candidates for selective encryption.

1.2 Multicast Security

Multicasting is becoming more important in the development of network appli-

cations for providing efficient delivery of data from a source to multiple recipients.
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As part of the new issues involved with multicast communications, multicast security

and scalability have received particular attention due to the various vulnerabilities

found in their application [33–39].

A lot of applications, such as video conferencing, video-on-demand, stock-quote

distribution, and software update, have been developed for streaming digital multi-

media contents to a set of clients. In such applications, the multicast protocol plays

an important role because it can efficiently deliver data from a source to multiple

receivers. It reduces the bandwidth of the wireless networks and the computational

overhead of mobile devices. This makes multicast an ideal technology for communi-

cation among a large group of users because wireless channels are very limited and

precious resources. An important issue is how to provide security to these applica-

tions. Security could involve a number of issues, like authentication of clients, secure

data transmission and copyright protection. For each of these security needs, a num-

ber of security protocols (especially for multicast) have been developed and a great

deal of research continues in this area. The problem then is how to flexibly inte-

grate security protocols into multimedia streaming applications even though these

applications are usually developed without security.

1.2.1 Basic Multicast Steps

The process of secure multicast is composed of two basic steps: key distribution

and transmission of encrypted data. Once a group key has been securely established

among the members of the multicast group, it can be used with any fast symmetric

encryption algorithm to encrypt the data to be transmitted. Therefore, the challenge

in developing secure multicast protocols is primarily in designing efficient schemes for

the key distribution. Let us indicate the conditions that require establishment of a

new group key during a secure multicast session:

• When the multicast group is formed - This is the first time that the group key

is established at the beginning of the session.



7

• When a member of the group leaves or is expelled - Rekeying is required to

prevent the member from using its key to decrypt future communication. This

is called Forward Rekeying.

• When a new member joins the group - Rekeying is required if the new member

is to be prevented from decrypting earlier communication (which it could have

stored). This is called Backward Rekeying.

• When a timeout occurs - Keys are usually associated with a timeout after which

they become potentially insecure. The length of this timeout depends on many

factors like key length, encryption algorithm used, wired or wireless network

etc. If such a timeout exists and occurs, rekeying is required. This is referred

to as Periodic Rekeying.

We thus see that a key distribution can take place quite often during a multicast

session. It is very important to optimize this process. Most of the secure multicast

protocols, therefore, differ from each other only in the key distribution scheme.

Many secure multicasting protocols have been proposed in the past few years.

Existing key distribution schemes can be classified into non-scalable and scalable

protocols. Some of this discussion is drawn from [40–42].

1.2.2 Key Management Role

Key management plays an important role enforcing access control on the group

key and consequently on the group communication. It supports the establishment

and maintenance of key relationships between valid groups according to a security

policy being enforced on the group. It encompasses techniques and procedures that

can carry out [40]:

• Providing member identification and authentication. Authentication is impor-

tant in order to prevent an intruder from impersonating a legitimate group
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member. In addition, it is important to prevent attackers from impersonat-

ing key managers. Thus, authentication mechanisms must be used to allow an

entity to verify whether another entity is really what it claims to be

• Access control. After a group has been identified, its join operation should

be validated. Access control is performed in order to validate group members

before giving them access to group communication, in particular the group key.

• Generation, distribution and installation of key material. It is necessary to

change the key at regular intervals to safeguard its secrecy. Additional care

must be taken when choosing a new key to guarantee key independence. Each

key must be completely independent from any previous used and future keys,

otherwise compromised keys may reveal other keys.

1.2.3 The Problem - Mobility

In wireless networks, secure multicast protocols are more difficult to implement

efficiently due to the dynamic nature of the multicast group and the scarcity of band-

width at the receiving and transmitting ends. Mobility is one of the most distinct

features to be considered in wireless networks. Moving users onto the tree causes

extra key management resources even though they are still in service. To take care

of frequent handoff between access networks, it is necessary to reduce the number of

rekeying messages and the size of the messages. The multicast protocol used in wired

networks does not perform well in wireless networks because multicast structures are

fragile as the mobile node moves and connectivity changes. When we choose a key

management scheme, the structure of the wireless network should be considered very

carefully. For example, the wireless cellular network has a unique hierarchy struc-

ture such that a key management scheme should be easy to deploy. Some papers

already address the access control schemes in wireless networks. In [43], they propose

the topology matching key management trees (TKMK) and test in respect to the

communication cost. By matching the key tree to the network topology, the commu-
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nication traffic is reduced by 33% ∼ 45% compared to the conventional key trees that

are independent of the network. In [44], they propose baseline, immediate, delayed

and periodic rekeying schemes and test them in the wireless Local Area Network

(LAN) network. To our best knowledge, this is the first paper that computes the

handoff impact of centralized key management scheme in the real wireless cellular

networks.

1.2.4 Solutions for Multicast Security

Multicast communication is becoming the basis for a growing number of appli-

cations. It is therefore critical to provide sound security mechanisms for multicast

communication in wireless networks. Yet, existing security protocols for multicast of-

fer only partial solutions. We first present a multicast scenario on the wireless cellular

systems and point out relevant security concerns.

Several protocols exist for the efficient key distribution during secure multicast.

The main aims of these protocols include network architecture independence, robust-

ness and scalability. In this dissertation, we design a key management tree such that

neighbors on the key tree are also physical neighbors on the cellular networks. By

tracking the user location, we localize the delivery of rekeying messages to the users

who need them. This lessens the amount of traffic in wireless and wired intervals of

network. The group key management scheme uses the pre-positioned secret sharing

scheme.

1.3 Contribution of this Dissertation

The primary objectives of this research are to obtain a deeper understanding of

video data security in wireless applications. The main contribution of this thesis, as

described in later chapters are:

• Fast and secure algorithm for DSC bitstreams
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Cryptographic techniques are used to scramble images so that an adversary

could not obtain the original image without knowing the secret key. Vast

amount of data of these multimedia applications put great burden on the en-

coding process. Encryption or decryption will aggravate this problem. How to

encrypt and decrypt the vast amount of data efficiently is an important issue.

Because of the high information rate of the digital multimedia data, the com-

putational overhead introduced by the encryption procedure and decryption

procedure should be as low as possible.

Our selective encryption algorithm reduce the power consumed by the encryp-

tion function for digital content when the content is protected by a digital

rights management systems. Also our encryption algorithm save computational

complexity or enable interesting new system functionality by only encrypting a

portion of a compressed bitstream while still achieve security.

A framework for implementing selective video encryption for a LDPC and Turbo

codes based distributed source coding method is proposed. Secrecy results

from a tradeoff between processing power and speed, but real-time processing is

achievable. We showed that the encryption of 50% or more bits reveals no useful

information in the reconstructed video. Hence the proposed method has some

advantages over conventional full data encryption with regard to complexity. We

are investigating how the compressed bit stream can be exploited by imposing

a syntax on the output of the DSC coder.

• New secure group key management scheme

We proposed a new efficient key distribution algorithm for the secure multicast.

The main aims of this protocol include network architecture independence, ro-

bustness and scalability. In this dissertation, a key management tree is designed

such that neighbors on the key tree are also physical neighbors on the cellular

networks. The group key management scheme uses the pre-positioned secret

sharing scheme. By localizing the user location, we lessens the amount of traffic
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in wireless and wired intervals of network. It is known that LKH approaches

the theoretical limit.

We find that each call undergoes an average of 3 ∼ 8 handoffs during a call

duration according to the user mobility model. We proposed a new handoff

scheme to minimize the key updating transactions. This new handoff scheme

reduces one of the two key update transactions in the handoff region - adding

a new channel when a call enters the handoff region. In the handoff area, only

a new traffic channel is added to minimize the interruption time of the data

transmission. With a the revised handoff scheme, the number of handoffs per

call is reduced by almost 20% compared to that of the soft handoff. Also a

simple CAC function is used to maintain key updating transactions to a level

defined by the system manager.

Our new algorithm has almost same computational complexity with LKH and

has some advantages for the frequent handoff.

1.4 Overview of the Dissertation

Chapter 2 is a background of distributed video coding. The background includes

an overview of the fundamentals of distributed source coding, duality between source

coding and channel coding with side information, and practical designs and applica-

tions of distributed video coding.

Chapter 3 provide a survey and classification of the conventional video encryp-

tion schemes and discuss the current issues. This overview include naive, pure per-

mutation, Zig-Zag permutation, video encryption algorithm (VEA), selective video

encryption algorithms, and JPEG-2000 security standard (JPSEC). Then we propose

our selective bitstream encryption method.

Chapter 4 show the use of selective encryption on a compressed bit stream that

has been encoded using distributed source coding. Low-density parity-check (LDPC)

and Turbo codes based distributed source coding are used to test the effectiveness of
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the selective encryption on a compressed bit stream. Experimental results show that

our method is robust against replacement attacks and direct recovery.

Chapter 5 a background of the group key management method for multicast pro-

tocols. This chapter include an overview of the previous work on the group key

management schemes.

Chapter 6 investigate mobility impact of a new group key management scheme.

We designed a group key management tree such that the neighbors on the key tree

are also physical neighbors on the cellular network. The group key management

scheme uses the pre-positioned secret sharing scheme. By tracking the user location,

we localized the delivery of rekeying messages to the nodes that need them. This

lessens the amount of traffic in the cellular network.

Conclusions are in Chapter 7 with future work.
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2. DISTRIBUTED SOURCE CODING

Distributed source coding (DSC) is a new paradigm for video compression, based

on Wyner-Ziv [45] and Slepian-Wolf [46] information theoretic results. DSC refers

to separate encoding of correlated sources with joint decoding. DSC exploits the

source statistics in the decoder and, hence, the encoder can be very simple, at the

expense of a more complex decoder. The traditional balance of complex encoder and

simple decoder is essentially reversed. Such algorithms hold great promise for new

generations of mobile video cameras [47].

Although the theoretical result given by the Slepian-Wolf theorem has been known

for more than 30 years, practical approaches to DSC did not appear until 1999. Since

then, DSC has become a very active area of research. This chapter reviews the recent

development of practical distributed source coding schemes.

2.1 Foundations of Distributed Source Coding

In this section, we will show the foundations of distributed coding and compression

techniques that exploit receiver side information.

2.1.1 Slepian-Wolf Theorem for Lossless Distributed Coding

The Slepian-Wolf theorem [46], which forms the basis of lossless distributed source

coding (DSC) problem, defines the achievable rate region when two physically sepa-

rated and statistically correlated sources are independently encoded and jointly de-

coded for a lossless channel. Distributed compression refers to the coding of two (or

more) dependent random sequences, but with the special twist that a separate en-

coder is used for each. Each encoder sends a separate bit stream to a single decoder
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which may operate jointly on all incoming bit streams and thus exploit the statistical

dependencies.

Fig. 2.1. Slepian-Wolf theorem.

Consider two statistically independent identically distributed (i.i.d.) finite-alphabet

random sequences X and Y (in Figure 2.1). With separate conventional entropy en-

coders and decoders, one can achieve RX≥ H(X), RY≥H(Y ), where H(X) and H(Y )

are the entropies of X and Y, respectively. However if two discrete signals, X and Y ,

are compressed using two independent encoders but are decoded by a joint decoder,

then Slepian-Wolf theorem on distributed source coding states that even if the en-

coders are independent, the achievable rate region for probability of decoding error

to approach zero is RX≥ H(X|Y ), RY≥H(Y |X), and Rx +Ry≥H(X, Y ).
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It has been shown that the Slepian-Wolf boundary is achievable both asymptot-

ically and with finite-length sequences [48, 49]. Specifically, the corner points of the

Slepian-Wolf boundary, where one source is losslessly available at the decoder (e.g. Y

compressed to H(Y ) via a conventional entropy-compression method) and the other

is maximally compressed utilizing the statistical correlation between the two sources

(X compressed to H(X|Y )), may be modeled as an equivalent channel coding prob-

lem with decoder side information (SI) where the equivalent transmission channel is

specified by the correlation of the sources. To get close to the theoretical limit, two

key issues need to be resolved: (i) finding a capacity-approaching channel code for the

equivalent transmission channel and (ii) bridging the practice and solution of channel

coding with that of source coding. Although closely related, the two issues reflect

different aspects of the DSC problem. While the former can take advantage of the

rich literature available on channel coding, the latter is much less studied. One of

the most successful approaches that bring the solution of channel coding to serve the

problem of source coding is the coset/syndrome/binning approach [46,48,49].

 

 
 
 

 

�������

�������

X

Y

������� YX ′′,

XR

YR

Statistically 
dependent 

)|(

)|(

),(

XYHR

YXHR

YXHRR

Y

X

YX

≥
≥

≥+

�	
��
����	� ��
��
�

)(| dRWZ
YX

)()( || dRdR YX
WZ

YX ≥

���������  !�"��#$%&'()*X

Y

+)&'()* X ′

Statistically 
dependent 

Fig. 2.2. Distributed Source Coding.
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Fig. 2.3. Wyner-Ziv coding with side information at the decoder.

2.1.2 Wyner-Ziv Theorem for Lossy Distributed Coding

The counterpart of this theorem for lossy source coding is Wyner and Ziv’s work

on source coding with side information [45]. The Wyner-Ziv Theorem deals with the

problem of source coding with side-information. The encoder needs to compress a

source X when the decoder has access to a source Y . X and Y are correlated sources

and Y is available only at the decoder. It is known from information theory that

for the case when the mean squared error is the distortion measure and X = Y + N

where N has a Gaussian distribution, the rate-distortion performance for coding X

is the same whether or not the encoder has access to Y . Let X and Y be statistically

dependent Gaussian random processes, and let Y be known as side information for
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encoding X. For the problem of source coding with side information, the encoder

needs to encode the source within a distortion constraint, while the decoder needs to

be able to decode the encoded codeword subject to the correlation noise N (between

the source and the side-information). While, the results proven by Wyner and Ziv

are non-constructive and asymptotic in nature, a number of constructive methods to

solve this problem have since been proposed [48–56] wherein the source codebook is

partitioned into cosets of a channel code that is matched to the correlation noise N .

Wyner and Ziv showed that the conditional Rate-Mean Squared Error Distortion

function for X is the same whether the side information Y is available only at the

decoder, or both at the encoder and the decoder. We refer to lossless distributed

source coding as Slepian-Wolf coding and lossy source coding with side information

at the decoder as Wyner-Ziv coding [49,50].

2.1.3 Duality Between Source Coding and Channel Coding with Side

Information

Information-theoretic duality between source coding with side information (SCSI)

at the decoder and channel coding with side information (CCSI) at the encoder is

discussed in [57]. The second scenario was first studied by Costa in the “dirty paper”

problem [58] and exploited again recently because of its expansive applications in

data hiding, watermarking and multi-antenna communications [59].

Figure 2.4(a) is identical to the scenario shown in Figure 2.2 with the switch off,

while here we apply the notations corresponding to [57]. The correspondence between

the variables in Figure 2.4 is listed in Table 2.1.

The duality can be summarized in the following aspects [57]:

• For SCSI, p(x|s) and p(s) are fixed, the goal is to minimize the convex rate-

distortion function:

R∗(d) = min
p(u|x),p(x̂|u,s)

[I(U ; X)− I(U ; S)] (2.1)

where I(·; ·) represents the mutual information.



18

Encoder

m
 Channel


p(Y|X,S)

Decoder


X
 Y
 m
ˆ


S


Encoder

X


Channel
 Decoder

X
ˆ


S


(b) CCSI


(a) SCSI


Fig. 2.4. The duality between source coding and channel coding with
side information (a) Source coding with side information at the de-
coder (SCSI); (b) Channel coding with side information (CCSI)

• For CCSI, p(x|x̂, s) and p(s) are fixed, the goal is to maximize the capacity

function of the concave system with a cost constraint W :

C∗(W ) = max
p(u|s),p(x|u,s)

[I(U ; Y )− I(U ; S)] (2.2)

• The mappings of the encoder of SCSI and the decoder of CCSI are in the

identical domain and range: X → {1, 2, · · · , 2RL}, where L denotes the block

length of the operations. Correspondingly, the mappings of the decoder of SCSI

and the encoder of CCSI are: {1, 2, · · · , 2RL} × SL → X̂ L.

• When the block length of the data sequences approximates infinity, the duals

are functionally identical, i.e., if we could find the solution of one problem, the

other is solved as well.
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Table 2.1
Correspondences of variables between SCSI and CCSI

SCSI CCSI

source input - X Y - channel output

side information - S S - side information

auxiliary variable - U U - auxiliary variable

source reconstruction - X̂ X - channel input
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2.2 Practical Designs and Applications of Distributed Video Coding

The basis for DSC were set some thirty years ago by the work from Slepian-Wolf

for the lossless case and Wyner-Ziv for the lossy case. Wyner-Ziv coding refers to

lossy source coding with side information at the decoder. Recently some practical

applications of Wyner-Ziv coding to video compression have been studied due to its

advantage of error robustness over standard video coding standards [60].

2.2.1 Slepian-Wolf Coding

While a unified theory of network information flow still remains elusive, recent

developments in DSC algorithms are truly causes for excitement. For example, prac-

tical approaches to DSC started appearing in the literature in 1999. In particular,

the first practical solution to the Slepian-Wolf problem for binary memoryless sources

using advanced channel codes such as low-density parity-check (LDPC) codes [61–65]

is proposed, which achieving performance results very close to the theoretical limit.

For the more general Wyner-Ziv coding problem, a Slepian-Wolf coded nested quanti-

zation paradigm that performs only 0.2 dB away from the Wyner-Ziv rate-distortion

function with trellis-coded quantization and ideal Slepian-Wolf coding is offered [66].

Thus we are approaching the theoretical performance limit of DSC and the stage

is set for practical applications of DSC to sensor networks and related areas (e.g.,

error-robust video coding).

2.2.2 Wyner-Ziv Coding

In the implementation of a practical Wyner-Ziv video coding scheme, different

coding strategies are proposed: Aaron’s “intraframe encoding+interframe decoding

system” [53,67–73], Puri and Ramchandran’s PRISM system [50,51], layered Wyner-

Ziv coding scheme by Xu and Xiong [74], and Sehgal’s statefree causal video encoding

system [75]. The performance of a Wyner-Ziv video codec is greatly dependent on the



21

Fig. 2.5. An Example of Wyner-Zip Coding.

quality of reconstructed side information, that is, an approximation of current frame.

Unlike conventional motion compensated video coding schemes, current frame is not

available at the decoder. One has to rely on previously decoded intra frames to either

interpolate or extrapolate the side information. Extrapolation from decoded frame

leads to a low quality of approximation, particularly when motion among interframes

is large. Most of the existing Wyner-Ziv schemes adopt a frame interpolation strategy,

i.e., intra frames called key frames are inserted periodically. Side information for a

frame can be formed by using two neighboring intra frames and motion compensated

interpolation algorithm. This is similar to the “B” frame used in MPEG and H.26x

video coding schemes. This method can be used for applications such as video down-

loading etc. However, it is not suitable for real-time, low delay applications because

an extra waiting time for the next intra frame increases the delay in the whole system.

For real-time application the coding structure of “I-P-P-P” has to be employed. To

adopt this coding structure in Wyner-Ziv video coding for real-time applications, we

can either have a joint decoder with motion compensation using the Wyner-Ziv bits,

or send additional helper information from the encoder [73]. The problem with such

helper information is that additional information (e.g., hash bits) consumes extra bits
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to transmit. In general, the Wyner-Ziv codec consists of an inner channel codec and

an outer quantization-reconstruction pair as shown in Figure 2.5.

2.2.3 Low-Complexity Distributed Source Encoding in Wireless Networks

Distributed Source Coding (DSC) allows the complexity of the encoders to be

reduced, so power or complexity limited devices like mobile phones or surveillance

cameras can transmit multimedia data such as video and streaming. The combination

of such a Simple-Encoder-Complex-Decoder system with existing Complex-Encoder-
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Simple-Decoder systems should finally allow mobile-to-mobile videoconferencing (by

using a transcoder located on the access network).

To achieve low-complexity encoding, an asymmetric video compression scheme is

proposed where individual frames are encoded independently (intraframe encoding)

but decoded conditionally (interframe decoding) [73]. Two results from information

theory suggest that an intraframe encoder - interframe decoder system can come close

to the efficiency of an interframe encoder-decoder system.
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Fig. 2.9. An Application of Distributed Video Coding.

A Wyner-Ziv video coder would have a great cost advantage, since it compresses

each video frame by itself, requiring only intraframe processing. The corresponding

decoder in the fixed part of the network would exploit the statistical dependence

between frames, by much more complex interframe processing. Beyond shifting the

expensive motion estimation and compensation from the encoder to the decoder, the

desired asymmetry is also consistent with the Slepian-Wolf and Wyner-Ziv coding al-

gorithms, which tend to have simple encoders, but much more demanding decoders.

Even if the receiver is another complexity-constrained device, as would be the case
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for video messaging or video telephony with mobile terminals at both ends, it is still

advantageous to employ Wyner-Ziv coding in conjunction with a transcoding archi-

tecture depicted in Figure 2.9. A mobile cameraphone captures and compresses the

video using Wyner-Ziv coding and transmits the data to the fixed part of the network.

There, the bitstream is decoded and re-encoded using conventional video standards,

such as MPEG. This architecture not only pushes the bulk of the computation into

the fixed part of the network, but also shares the transcoder among many users, thus

providing additional cost savings.
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3. VIDEO ENCRYPTION SCHEMES

In this chapter, we provide a survey and classification of the proposed video encryption

schemes and discuss the current issues. Then we present our selective encryption

scheme.

3.1 Näıve Algorithm

The most straight-forward method is to encrypt the entire Moving Picture Experts

Group (MPEG) [76] stream using standard encryption methods such as DES and

Advanced Encryption Standard (AES) [9, 77]. This is called the Näıve algorithm

approach [78]. Näıve algorithm treats the MPEG bit-stream as the traditional text

data and does not use any of the special structure.

This encrypts entire MPEG stream by secure encryption algorithm. The Näıve

algorithm is arguably the most secure MPEG encryption algorithm because there is

no effective algorithm to break DES, double DES or triple DES so far. However, It

is slow especially when we use double or triple DES to achieve the top security level.

The size of the encrypted stream does not change because most standard encryption

algorithms preserve the size.

3.2 Pure Permutation Algorithm

Based on the statistical results, the byte stream of MPEG video show a very low

frequency of diagrams (pair of bytes). Therefore, the usual cryptanalysis of using data

frequency, diagram frequency, etc. is useless or at least very hard. This motivates

the Pure Permutation Algorithm [79], which simply scrambles the byte stream by

permutation. The cardinality of the permutation key can be varied and depends
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on the security level and the application requirement. For example, we can use a

permutation of 64 numbers or we can use a long permutation list with 1/8 of an I

frame.

The pure permutation algorithm is vulnerable to the known-plaintext attack.

Once the permutation list is figured out by comparing the ciphertext with the known

original frame, all frame can be easily decrypted. In order to find out the permutation

list, known-plaintext data with multiple length of the permutation list are needed.

This is because some numbers may appear multiple times in the permutation list.

Suppose a block of 64 bytes data is (0, 0, 0, 14, ..., 5). After permutation, it changes

to (14, 0, 5, 0, ..., 0). Then there are three possible positions for 0’s. With two more

blocks (128 bytes) of known-plaintext data, it is quite easy to decide uniquely the

positions of these 0’s because we can anticipate different byte values at the same po-

sition based on the statistical analysis. The amount of needed known-plaintext data

also depends on the length of the permutation list. However, notice that the unicity

of MPEG data stream is about the same magnitude of one I frame, knowing one I

frame is enough to decrypt the permutation list based on Shannon’s Theorem.

3.3 Zig-Zag Permutation Algorithm

The basic idea of Zig-Zag Algorithm [80] is that, instead of mapping the 8x8 block

to a 1× 64 vector in “Zig-Zag” order, it uses a random permutation list (secret key)

to map the individual 8x8 block to a 1× 64 vector.

Following experiments are conducted by [80].

• DC coefficient is mapped to the first element in the 1x64 vector and the rest of

the elements are permuted. Obscured image.

• DC coefficient of every bock is set to zero or a fixed value between 0 and 255

and rest of the elements are permuted. Obscured image.
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Data Vector = Cat(1,2,3,4,5, ... , 63,64)

Fig. 3.1. Zig-Zag Algorithm of MPEG.

• DC coefficient is mapped to any other position other than the first position

in the 1 × 64 vector, and the rest of the elements are randomly permuted.

Incomprehensible image.

• AC63 coefficient is set to 0. Degradation is negligible.

• Split the DC coefficient into two parts, first part remain in the same position,

the second part is substituted for AC63 and randomly permute the list. Incom-

prehensible image.

Since mapping Zig-Zag order and mapping according to the random permutation

list have the same computational complexity, the encryption and decryption add

very little overhead to the video compression and decompression processes. However
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this method decrease the video compression rate because the random permutation

distort the probability distribution of Discrete Cosine Transform (DCT) coefficients

and make the Huffman table used less than optimal.

Also the basic Zig-Zag Permutation Algorithm is vulnerable to the ciphertext only

attack. The attack is based on the fact that none-zero AC coefficients are gathered

in the upper-left corner of the I block. Statistical analysis which count the number of

non-zero DC and AC coefficients from all blocks in an I frame was conducted by [79].

The results show that:

• DC coefficients always have the highest frequency of non-zero occurrence.

• The frequency of AC1 and AC2 are among the top 6.

• The frequency of AC3 to AC5 are among top 10.

The second problem is more serious. The Zig-Zag permutation algorithm can not

withstand the known-plaintext attack. Many video starts with standard header clips.

Thus an adversary can easily figure out the key by simply comparing the known

header clips with the encrypted header ones.

To solve this problem, author propose a method so-called binary coin flipping

sequence together with two different permutation lists. For each 8 × 8 block, a coin

is flipped. If it is a tail, the permutation list 1 (key1) is applied to the block; if it

is a head, the permutation list 2 (key2) is applied to the block. Key1 and Key2 are

the secret keys. This method is subject to known plain text attack. The idea is to

select the key that has the tendency to gather AC coefficients in the upper left corner.

However this scheme is also eligible for ciphertext only and known-plaintext attacks.

3.4 Video Encryption Algorithm

The Video Encryption Algorithm (VEA) developed by Qiao and Nahrstedt in [81]

also fully encode video stream. However, VEA depends upon statistical properties of

MPEG and uses a standard symmetric algorithm to reduce the amount of data that
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is actually encrypted. This can yield an almost 50% gain in performance over the

Näıve algorithm.

The chunk of I-frame, (a1, a2, a3, a4, · · · , a2n−1, a2n), is divided into two data seg-

ments of odd and even list: (a1, a3, a5, · · · , a2n−1) and (a2, a4, a6, · · · , a2n). The en-

cryption key consists of randomly generated 0 or 1 bit sequences with the equal

number of 0’s and 1’s. The substream are then xored to obtain the ciphertext

(c1, c2, c3, · · · , cn) which is concatenated to E (a2, a4, a6, · · · , a2n), where E denotes

an encryption function. If (a2, a4, a6, · · · , a2n) is not a repeated pattern, the secrecy

of this algorithm depends on the secrecy of the encryption function E because the

even lists (a2, a4, a6, · · · , a2n) can be considered an one-time pad. Thus we can say

that this scheme is immune to known-plaintext attack. Also the key will be changed

for each frame. The best way to perform ciphertext only attack is to use frequency

analysis. The attack is based on the finding a pair (a, b) such that a
⊕

b = c. From

the statistical analysis since the highest pair frequency is 104 the chance of guessing

these pairs is very remote and hence the ciphertext only attack is very difficult.

3.5 Selective Encryption Algorithm

Mobile multimedia applications, the focus of many forthcoming wireless services,

increasingly demand low-power techniques implementing content protection and cus-

tomer privacy. The encryption and decryption of video at rates of 30 − 60 Mbps is

not possible with the currently available encryption algorithms, which are originally

developed for text data. In anticipation of the great need for a security mechanism

for real-time video applications emerging with the implementation of high bandwidth

networks, a new security mechanism is proposed. They use the features of MPEG lay-

ered structures. These algorithms all fall into the category of Selective Algorithm [82].

In order to efficiently utilize available bandwidth and storage capacity, it is expected

that digitized video will be compressed using a standard compression algorithm.
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Fig. 3.2. Comparison of (a)the traditional approach to secure image
and video communication and (b) the selective approach.

Partial encryption of the MPEG video stream provides some level of security be-

cause it presents two challenges to the ambitious network intruder. When portions

of the MPEG stream are encrypted, the MPEG stream does not confirm to the stan-

dard MPEG stream layered structure, and consequently, it is impossible to identify

frames, group of frames, or the encrypted I frames. The network intruder must first

separate the encrypted portions of the stream, and then still faces the complexity of

the encryption algorithm.



32

3.5.1 AEGIS: I Frame only

AEGIS [78] exploits the great sensitivity of compressed video. The approach used

by Aegis is the encryption of I frames for all MPEG groups of frames in a MPEG

video stream. The choice of encrypting I frames is based on the great significance of

the intraframe in the decompression of a MPEG stream. B and P frames represent

only translations of the picture information found in adjacent I frames; therefore, the

encryption of I frames renders them useless. Further more, the intentional corruption

of the stream has a serious impact on the outputs of the inverse DCT function during

decoding. The recovery from such corruption is practically impossible. In addition

to the encryption of I frames, Aegis also encrypts the MPEG video sequence header.

The sequence header contains all of the decoding initialization parameters such as

the picture width, height, frame rate, bit rate and buffer size. The encryption of

the sequence header, also conceals the MPEG identity of the stream and makes the

MPEG video stream unrecognizable. In order to further conceal the MPEG identity

of the stream, the ISO end code (last 32 bits of MPEG) is also encrypted. Aegis uses

DES for the encryption process. See appendix for empirical results of Aegis security

scheme.

Agi and Gong [78] have shown that great portions of the video are visible partly

because of inter-frame correlation and mainly from unencrypted I blocks in the P and

B frames. Therefore, encrypting only I frames does not provide a satisfactory security

level. In order to provide better security level, in addition to encrypting I frames, all

I blocks in P and B frames must also be encrypted. Identifying the I-blocks will intro-

duce overhead. Encrypting only I frames can save 30 − 50 of encryption/decryption

time. Size does not increase. Agi and Gong have also suggested to increase the fre-

quency of I frames to enhance the security. It has the main drawback of increasing

the length of string and consequentially the encryption time.
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3.5.2 Sign-Bit of DCT Coefficients

Shi and Bharagava [83] uses a secret key to change the sign bits of the DCT coeffi-

cients of MPEG video data. The secret key (k1, k2, k3, · · · , k2m) is randomly generated

with length 2m, where the number of key and the length of key is not limited. If the

sign bits of DC and AC coefficients are represented by S,(s1, s2, s3, · · · , s2m), then

the encrypted data is Ek(Si) = bi

⊕
si of length 2m, where

⊕
is the binary xor

operation. The encryption operation randomly changes the sign bits of DCT coef-

ficients. The decryption function E−1
k is the same as the encryption function since

Ek(Ek) = S. For a key of length m an adversary needs to try 2m times in order to

find a key.

In this algorithm, several keys can be used to enhance the security. For example,

in the 2 keys scheme, one key is for Y blocks and the other for Cb and Cr blocks. In

the 3 keys scheme, one for I frames, one for B frames, and one for P frames.

3.5.3 Headers

Lookabaugh [84] proposed the selective encryption of MPEG-2 video, which used

in most contemporary digital television applications. They use the fact that the

typical high-performance MPEG-2 encoded bitstreams only use a small portion of

bits (around 1 percent) in important headers (video sequence, group of pictures,

picture, and slice). It can be simple to obscure such headers because of a usual

practice in encoding of aligning these headers and the multiplex (transport) level at

which encryption is performed.

However, fields in such headers can be quite vulnerable to attack, even if obscured

by selective encryption, for a variety of reasons: the fields are often static, they can be

guessed from external information that is probably available to an attacker, they can

be guessed from other information in the bitstream (e.g., picture type can be guessed

from picture size, an example of the cryptanalytic technique of traffic analysis), or

they can be ignored, albeit with nontrivial consequences for decoded image quality.
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They evaluated each of these fields, and proposed and tested attacks. For example,

they showed that a perceptual attack on the quantizer-scale-code syntactic element

is feasible albeit with nontrivial picture degradation: in typical sequences there is a

strongly peaked distribution for this code, and a perceptual attack would be to always

use an expected value for this code in place of the correct value. It is clearly that

the resulting reconstruction is distorted, but it is not obvious that it is sufficiently

distorted to cause a pirate to pay for a clean version if the distorted version is available

for free. A more encouraging example is the choice of the macroblock-type field that

signals to a decoder the type of prediction used for each macroblock (16-pixel vertical

by 16-pixel horizontal region) in a video frame. Although this field does not use a

very large fraction of the bitstream (on the order of a couple of percent typically), if

absent it is very difficult for a decoder to guess it and to decode remaining material

correctly (since the macroblock type uses a Huffman code and, if incorrectly decoded,

a decoder has a hard time resynchronizing) [32].

3.5.4 Byte-Encryption

Griwodz et al. [85,86] propose to randomly encrypt bytes in an MPEG stream for

free distribution, while the original bytes at the corresponding positions are trans-

ferred in encrypted form to legitimate users. This is actually equivalent to encrypting

byte at random positions. The authors find that encrypting 1% of the data is suffi-

cient to make a video undecodable or at least invisible. However, the cryptanalysis

given is entirely insufficient. Consider the worst case where only MPEG header data

is encrypted by chance using this approach. It is well known that header data may

be reconstructed easily provided the encoder in use is known. Additionally, no attack

scenario is considered but only the case of playing the protected video in a stan-

dard decoder is covered. In order to guarantee a certain level of security, a higher

amount of bytes need to be encrypted and care needs to be taken about which bytes

are encrypted. Wen at al. [87] describe a more general approach as part of the
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MPEG-4 IPMP standard, named Syntax Unware Runlength-based Selective Encryp-

tion (SURSLE). This algorithm encrypt X bits, the next Y bits are left in plain-text,

the next Z bits encrypted again, and so on. In addition to the above mentioned

security problems, both schemes partially destroy the MPEG bitstream syntax and

potentially emulate important MPEG markers causing a decoder to crash [12].

3.6 Comparisons of MPEG Video Encryption Algorithms

In this chapter, we described currently known encryption algorithms for MPEG

video streams and evaluated them with respect to three metrics: security level, en-

cryption speed, and encrypted MPEG stream size. As our summary Table 3.1 shows,

Näıve Algorithm and Video Encryption Algorithm (VEA) are the most secure algo-

rithms, where Zig-Zag Permutation Algorithm has serious security flaws and cannot

withhold the known plaintext attack nor the ciphertext only attack. With respect to

encryption speed, Pure Permutation Algorithm and Zig-Zag Permutation Algorithm

are very fast, and Näıve Algorithm is very slow due to applying DES on whole MPEG

stream. When comparing the algorithms in terms of size metric, VEA, Pure Permu-

tation Algorithm and Näıve Algorithm do not change their size, which is very much

desirable. On the other hand, Zig-Zag Permutation Algorithm significantly increase

the stream size which defeats the compression purpose of MPEG encoding. In sum-

mary, there are trade offs when applying different encryption algorithms to MPEG

encoded video and its choice depends on the applications. We believe that VEA

meets the requirements of most multimedia applications because it provides overall

high security, size preservation, and relatively fast encryption. Any other algorithms

suffers from either low security, or low speed, or stream size increases [79].
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Table 3.1
Comparisons of Video Encryption Algorithms

Algorithm Security Speed Size Encryption Ratio

Naive High Slow No change 100%

Selective Moderate Fast Increase 1% - 100%

Zig-zag Permutation Very low Very Fast Big increase 100%

VEA High Fast No change 50%

Pure permutation Low Super Fast No change 100%

3.7 Commercial Applications and Standards

3.7.1 JPEG-2000 Part 8 Security Standard (JPSEC)

JPEG-2000 (Joint Photographic Experts Group) is the latest standard for still

image coding [88–90]. JPEG2000 is designed to supplement and enhance the ex-

isting JPEG standard for still image coding. It provides advanced features such as

low bitrate compression, lossless and lossy coding, resolution and quality scalability,

progressive transmission, region-of-interest (ROI) coding, error-resilience, and spatial

random access in a unified framework [91–93].

The final JPEG2000 bitstream is organized as follows: A set of different main

headers (including a main header (SIZ), a coding style header (COD), a quantization

header (QCD), a comments header (COM), a start of a tile parts header (SOT)) is

followed by packets of data which are all preceded by a packet header. In each packet

appear the codewords of the code-blocks that belong to the same image resolution and

layer, the header identifies the data. Depending on the arrangement of the packets,

different progression orders may be specified [94].

The emerging JPEG-2000 Part 8 Security standard (JPSEC) is being defined to

provide security services for JPEG-2000 images. JPSEC is a standard also known as

ISO/IEC 15444-8. These include many aspects of security such as confidentiality [95],
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authentication [96], integrity, conditional access [97], and ownership protection. These

security services are achieved using techniques such as encryption, authentication, key

generation and management, scrambling, and watermarking.

A JPEG-2000 codestream can be encrypted in a number of ways. Each encryp-

tion method has different implications on the privacy and transcoding flexibility of

the protected codestream and on the complexity requirements of JPSEC creators,

streamers, transcoders, and consumers. These requirements are especially critical

for servers that adaptively stream and transcode large numbers of streams and thin

clients that have limited device capabilities.

JPSEC defines an open and flexible framework for secure imaging as illustrated

in Figure 3.4. A JPSEC protector application provides a number of security services

(e.g. confidentiality, integrity verification, and source authentication). In order to
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secure an image, it applies one or more JPSEC protection tools (e.g. encryption and

digital signature). The resulting JPSEC codestream is generated by inserting in the

stream the corresponding JPSEC syntax, signaling the JPSEC tools which have been

used and how they have been applied to the image.

Fig. 3.4. JPSEC framework.

The JPSEC tools fall into two categories. The first category encompasses well-

known cryptographic methods such as AES, DES, 3DES, RC4, RSA [98], MD5 [99,

100], and Secure Hash Algorithm (SHA-1) [101]. In this case, a number of templates

are defined in order to specify method specific parameters. The tools in this category

are therefore referred to as template protection tools. The syntax contains all the

required information relative to the protection tool and how it has been applied. It
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is therefore sufficient to enable a JPSEC application to unprotect the image data.

The second category consists of proprietary tools. These tools have to be registered

with the JPSEC Registration Authority (RA), they are then referred to as registration

authority protection tools. Upon registration, a tool is assigned a unique identification

number. In this case, the syntax contains the unique identification number along with

private parameters. A JPSEC application may have to query the JPSEC RA in order

to get a description of the tool and be able to unprotect the image data. With this

registration process, provision is made for future tools to be identified and registered.

A JPSEC secure transcoding system is shown in Figure 3.5. An original image

is encoded into a JPEG 2000 codestream. This is then locked with a key to form

the JPSEC codestream. The JPSEC codestream can be unlocked back to a JPEG

2000 codestream by authorized entities using the appropriate key. This JPEG 2000

codestream can be decoded to reconstruct the image. The JPSEC codestream can

also be securely transcended or scaled to a transcended JPSEC stream with a se-

cure transcoding operation that does not require the key. The resulting transcended

JPSEC codestream can be unlocked by authorized entities using the key to form a

transcended JPEG 2000 codestream, which can then be decoded to reconstruct the

image at a lower scale [102].

3.7.2 Intellectual Property Management and Protection (IPMP)

Intellectual property management and protection (IPMP) is a standard within

MPEG family which has been developed at first for MPEG-2 and MPEG-4. IPMP

tries to create a way of interoperability for the deployment of content and applications

and distinguish between 5 different communities: end-users or consumers, content

providers, device manufacturers, service providers, and content authors. IPMP tries

to meet the goals of all these groups by the creation of an extensive frame work. One

important part of this framework is the concept of the IPMP tools. They are modules

that perform one or more functions like authentication, decryption or watermarking
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Fig. 3.5. Secure transcoding system diagram.

on an IPMP terminal, such modules are identified by an ID. They can be embedded

in a bitstream, downloaded or acquired by other means [12]. The architecture and

content of MPEG-2 IPMP are shown in Figure 3.6.

The Intellectual Property Management and Protection (IPMP) identifies carriers

of creative works. The tool was developed as a complement of MPEG-4, the ISO

compression standard for digital audio-visual material. Involved experts, notably

those representing authors’ societies, felt that MPEG-4 needed extra rules designed to

protect intellectual property. To this end, IPMP was constructed as a supplementary

layer on the standard [23].

3.8 Selective Bitstream Encryption Method

Selective encryption is a technique for encrypting parts of a compressed stream to

minimize computational complexity [79]. Selective encryption is not a new idea. It
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Fig. 3.6. IPMP-MPEG2.
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has been proposed in several applications, especially in multimedia systems [32, 82].

Selective encryption can be used to reduce the power consumed by the encryption

function for digital content when the content is protected by a digital rights manage-

ment systems [8]. Since only parts of the bit stream are encrypted, selective encryp-

tion can also enable new system functionality such allowing previewing of content.

For selective encryption to work, we need to rely not only on the beneficial effects

of redundancy reduction described by Shannon [31], but also on a characteristics of

the compression algorithm to concentrate important data relative to the original sig-

nal in a relatively small fraction of the compressed bitstream [32]. These important

elements of the compressed data become candidates for selective encryption.

In our selective encryption, a bit stream is partially encrypted to minimize com-

putational complexity or provide new functionalities for uses of the encrypted bit

stream while at the same time providing “reasonable” security of the bit stream. One

goal might be to provide additional error resilience in the case of a wireless network

with packet losses and erasures.

The block diagram of our proposed selective encryption method for video com-

pressed, using the DSC method described in the next section, is shown in Figure 3.7.

The video sequence, X, is first compressed by the DSC encoder. The seed K’ is used

as the input to a pseudo-random generator (PRG), whose output is denoted by K. If

K is truly random, then the PRG forms a stream cipher.

The output bitstream of the DSC encoder consists of several types of data: the

video frames (pixels), the parity bits, intra frame, and feedback data. The encoded

bit stream, W , is partially encrypted by forming the bitwise binary sum Z = E[X] =

W ⊕ K of parts of the compressed bit stream. Then, Z is transmitted over the

channel. The adversary is assumed to be able to eavesdrop on the ciphertext Z. We

assume that the seed has been transmitted to the decoder through a secure channel.

By implementing an identical PRG, the decoder also has access to K. Our goal is to

decode X, using the fact that K is available at the decoder and the half frame of Y , of
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the correlated video sequence, is available as side information. Because Z = W ⊕K,

it follows that W = Z ⊕K.

Fig. 3.7. Diagram of the proposed selective encryption method.
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4. SELECTIVE ENCRYPTION OF THE DISTRIBUTED

VIDEO CODED BITSTREAMS

The focus of this chapter is to examine the use of selective encryption on a compressed

bit stream that has been encoded using distributed source coding. We studied how

selective encryption can achieve a high level of effectiveness. By this, we mean a

strategy in which even a small fraction of encrypted bits can cause a video sequence

to become useless if an attacker attempts to decode it without decrypting the secured

portions. In this study, we examined which types of bits are most effective for selective

encryption. Instead of encrypting the entire video sequence bit by bit, we encrypted

only these highly sensitive bits.

4.1 Distributed Video Coding Based on LDPC Codes

Low-density parity-check (LDPC) codes are a class of linear error-correcting codes

[103]. Linear codes use a generator matrix G to map messages s to transmitted blocks

x, also known as codewords. They have an equivalent description in terms of a related

parity-check matrix H with M rows and N columns. All codewords x, of length N,

satisfy Hx = 0. Each row of H represents a parity check on a subset of the bits in

x; all these parity checks must be satisfied for x to be a codeword.

As their name suggests, low-density parity-check codes are defined in terms of

parity-check matrices H that consist almost entirely of zeroes. Gallager [103] defined

(n, p, q) LDPC codes to have a blocklength n and a parity-check matrix with exactly

p ones per column and q ones per row, where p ≥ 3. If all the rows are linearly

independent then the rate of the code is (q − p)/q, otherwise the rate is (n − p
′
)/n

where p
′
is the dimension of the row space of H.
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We now define some basic notation we will use to describe low-density parity-check

(LDPC) codes. LDPC codes are well represented by bipartite graphs in which one set

of nodes, the variable nodes, corresponds to elements of a codeword (bits) and the

other set of nodes, the check nodes, corresponds to the set of parity-check constraints

which define the code. For a given length and a given degree distribution, we define

an ensemble of codes by choosing edges, i.e., the connections between variable and

check nodes, randomly. More precisely, we enumerate the edges emanating from the

variable nodes in some arbitrary order and proceed in the same way with the edges

emanating from the check nodes [104].

Definition 1 : LDPC codes [103] are best described by their parity-check matrix

H and the associated bipartite graph. The parity-check matrix H of a binary LDPC

has a small number of ones. The way of spreading ones in H is described by the degree

distribution polynomial λ(x) and ρ(x), which indicate the percentage of columns and

rows of H respectively, with different Hamming weights. When both λ(x) and ρ(x)

have only a single term, the LDPC code is regular, otherwise it is irregular [105].

Definition 2 : The bipartite of an LDPC code is an equivalent representation

of the parity-check matrix H. Each column is represented with a variable node and

each row with a check node. The graph has an edge between variable node j and

check-node i if H(i, j) = 1 [105,106].

In this paper, we used a distributed source coding method based on non-uniform

LDPC coding [65] at the symmetric rates (point C of Figure 2.1), i.e., both of the

encoders are compressed at the same rate. That is, Rx = Ry = H(X,Y )
2

= 1
2

+ H(p)
2

,

where H(p) = H(X|Y ) = −plog(p)−(1−p)log(1−p) and p is the crossover probability

of P [X 6= Y |X] = p. We shall refer to this as a symmetric LDPC code. Here X and

Y are assumed independent, identically distributed binary sequences of length k. X

and Y are statistically dependent to each other and the dependency can be described

by the conditional mass function P [X1|X2]. The correlation between X and Y can

be modeled as the input and output of a binary symmetric channel with crossover
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probability of P [X 6= Y |X] = p. We assume that the length of the LDPC code of

rate R is n.

4.1.1 LDPC Encoder

We use the DSC coder described in [65] and shown in Figure 4.1 for compressing

a video sequence. To use this method to encode video we will let X be one frame of

video and Y be the next frame of video in a sequence. We will transmit the upper

half of X and the lower half of Y along with parity bits associated with each frame.

We will use the lower half of Y to reconstruct the lower half of X using the parity bits

for both X and Y. We will then do a similar operation to reconstruct the upper half

of Y. Our goal is to investigate which parts of the bit stream of this encoder needs

to protected. Using a linear binary (n,k) block code, such as a LDPC code, there

are 2n−k distinct syndromes, each indexing a set of 2k binary words of length n. All

sets are disjoint and in each set the Hamming distance properties of the original code

are preserved, i.e., all codes have the same performance over the binary symmetric

correlation channel. For the encoder, a sequence of input n bits is mapped into its

corresponding syndrome (n− k) bits. Thus, the compression ratio achieved with this

scheme is n:(n-k) [107].

As shown in Figure 4.1, two half sets of each video frame are used to encode X

and Y, where X and Y represent even and odd number video frames respectively (the

two video frames are correlated). The even video frame X is used an the input to a

rate Rx systematic LDPC encoder. At the output of the encoder, the first half of the

input video frame, x1, and the corresponding parity check bits, p1 are transmitted.

This results in a source encoding rate of Rx1 = k/2+p1

k
bit per input bit. That is, the

rate of the systematic LDPC code is equal to Rx = k
n

= 1
Rx1+1/2

. A corresponding

operation is performed on the odd video frame Y similar to that of the even video

frame X. However, the second half of the video frame and the corresponding parity

bits are used for this case. Since the compression rate of both video frames are the
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same, the rate of the systematic LDPC codes are identical. Hence only a single LDPC

code is needed [65].

Symmetric 

LDPC Encoder

Symmetric 

LDPC Encoder

x1 x2 p1 y1 y2 p2

X Y

Information Selector

Correlated information

x1 p1 y2 p2

Transmission Cahnnel (error free)

Fig. 4.1. Symmetric LDPC Encoding.

4.1.2 LDPC Decoder

The decoder estimate the n-length video frame X from its (n-k)-long syndromes

and the side information, the half video frame of Y. The transmitted codewords are

decoded from the received data, the two half video frames and the parity bits, using

the likelihood of the possible codewords. The likelihood of the possible codewords

is the probability of receiving the data that was actually received if the codewords

is question were the one that was sent. For decoding purposes, the most important
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issue is the relative likelihood for a bit to be 1 versus 0. This is captured by the

likelihood ratio in favor of a 1, which is P (data|bit = 1)/P (data|bit = 0).

Definition 3 : For a Binary Symmetric Channel with error probability p, the

likelihood ratio in favor of 1 bit is as follows: (a) if the received data was +1: (1−p)/p.

(b) if the received data was −1: p/(1− p).

The decoder of X has the first half of X perfectly, x1, (here we assume that the

channel is error free). To construct the entire video frame for X, the decoder use the

lower half of Y and the parity bits of X, p1. The log likelihood ratios (LLRs) of all

bits should be known in order to use the message passing algorithm, which will be

described in the next section in detail. The LLRs of the parity bits and half video

frames that passed through the channel are infinity. The lower half of Y is assumed

to be the output of a binary symmetric channel (BSC) with cross over probability

of p whose input is X. The LLRs of this fraction of the video frames are equal to

ln(1−p
p

). Then, by knowing the LLRs for all the bits, the message passing algorithm

can decode the video frame X. The same process can be used to decode the video

frame Y [65].

4.1.3 Implementation of Selective Video Encryption

In this scheme, the candidates for encryption are the half video frames (pixels) and

the parity bits. Now we discuss the issue of the partial encryption for each candidate.

Parity Bits

Decoding can be done using only the parity check matrix defining the codewords,

without reference to the generator matrix defining the mapping from the source mes-

sages to the codewords. Hence the parity bits must be encrypted. Otherwise an

attacker can recover the original video frame directly. Below we describe how the

parity bits are used by the decoder.
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Fig. 4.2. Symmetric LDPC Decoding.

Assuming equal a priori probabilities for the codewords, the probability of cor-

rectly decoding an entire codeword is minimized by picking the codeword with the

highest likelihood. One might instead wish to decode each bit to the value that is

most probable. This minimizes the bit error rate, but is not in general guaranteed

to lead a decoding for each block to the most probable complete codeword; indeed,

the decoding may not be a codeword at all. Minimizing the bit error rate seems

nevertheless to be the most sensible objective, unless block boundaries have some sig-

nificance in a wider context. The begin, information about each bit of the codeword

derived from the received data for that bit alone is expressed as a probability ratio,
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the probability of the bit being 1 divided by the probability of the bit being 0. This

probability ratio is equal to the likelihood ratio for that bit, since 0 and 1 are assumed

to be equally likely a priori. As the decoding algorithm progresses, these probability

ratios will be modified to take account of information obtained from other bits, in

conjunction with the requirement that the parity checks be satisfied. To avoid double

counting of information, for every bit, the algorithm maintains a separate probability

ratio for each parity check that bit participates in, giving the probability for that bit

to be 1 versus 0 based only on information derived from other parity checks, along

with the data received for the bit.

As indicated above, the parity bits are used to decide what are the correct infor-

mation bits in the decoding process. This means that using encrypted parity bits for

source decoding would render the decoded video useless because the decoder would

generate the wrong codewords.

The Half Video Frames

The half video frames must be encrypted because they reveals parts of the original

video. We consider each 8 bit pixel of the frame in the form of 8 bitplanes. Our

approach is to encrypt a subset of the bitplanes, starting with the bitplane containing

the most significant bit (MSB) of the pixel and increasing to the least significant bit

(LSB) of the pixel. By doing this the encrypted pixels are less likely to show any of

the original gray scale information. The minimal percentage of pixels to be encrypted

is 12.5% when encrypting 1 bit. We increase the percentage of the pixels encrypted

in steps of 12.5%.

4.1.4 Simulation Results

Consider a single video frame (image) composed of M × N pixels (where M is

the width and N the height of the image) where each image is in the YUV color

space [108]. The YUV format is typically sub-sampled and for our work we will
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use the 4:1:1 format. We will also use Peak-Signal-to-Noise-Ratio (PSNR) for our

measure of image quality.

In our simulation, we used QCIF video sequences with 176×144 pixels as shown in

Figure 4.3. The video is compressed using the LDPC coder discussed in the previous

section. Our selective encryption algorithm encrypts the parity bits and a subset

of the bitplanes for each pixel, starting with the most significant bit (MSB). The

encrypted bitplanes are transmitted as plaintext.

Fig. 4.3. Original Video Sequence: YUV 4:1:1 sub-sampled with 176× 144 pixels.

Figure 4.4 shows a reconstructed video frame after encrypting only the parity

bits. We assumed that an attacker does not have access to the encryption key. Hence

the attacker can access the unencrypted half video frames and reconstruct the video

frames by combining the two half frames. The reconstructed video frames are very

similar to the original frame. We note that the encryption of only the parity bits

cannot guarantee the security of the video sequence.

Figure 4.5 shows four examples of reconstructed video frames after selectively

encrypting MSBs of the pixels along with the parity bits. We encrypted the first

MSB, the first two MSBs, the first four MSBs, and all 8 bits respectively.

In the case of encrypting the MSB and the parity bits, structural information is

still visible, but the encryption of two or more bits and the parity bits reveals no



52

(a) The upper half frame of X. (b) The lower half frame of Y.

(c) The reconstructed video

frame.

Fig. 4.4. Results when only the parity bits are encrypted.

useful information in the reconstructed frames. The PSNR decreases steadily from

18dB to 9dB as we encrypt more MSBs.

Figure 4.6 shows the case where the frame is reconstructed after the LSBs and

the parity bits are encrypted. It shows that the PSNR decreases steadily from 117dB

to 14dB for each additional bitplane encrypted and reaches 9dB when encrypting all

bitplanes after all in case when the LSB bitplane is encrypted first.

As a consequence, the most secure way to perform selective bitplane encryption

is to encrypt the MSB bitplane and subsequently additional bitplanes in order of

decreasing significance with respect to their position in the binary representation.

In these simulations, the rate of the systematic LDPC code is 1/2, k
n

= 1
2
. We

define the encryption ratio as the ratio of the number of encrypted bits ((i/8)×(2/n)+

(n−k)) to the number of data bits (2/n+(n−k)). The percentage of encrypted bits

are shown in Table 4.1.
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(a) 1MSB and parity bits are encrypted,

PSNR=18.18dB.

(b) 2MSBs and parity bits are encrypted,

PSNR=13.23dB.

(c) 4MSBs and parity bits are encrypted,

PSNR=10.82dB.

(d) 8MSBs and parity bits are encrypted,

PSNR=9.94dB

Fig. 4.5. Visual examples of the selective encryption when MSBs and
the parity bits are encrypted.

The experiments indicate that at least 63% of the bits need to be encrypted. This

is larger than has been reported for selective encryption methods for MPEG-2 [32]

where the syntax of the bit stream has been exploited. Our results are also due to

the relative simple scheme we used for distributed source coding.
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(a) 1LSB and parity bits are encrypted,

PSNR=107.71dB.

(b) 2LSBs and parity bits are encrypted,

PSNR=63.36dB.

(c) 4LSBs and parity bits are encrypted,

PSNR=42.25dB.

(d) 8LSBs and parity bits are encrypted,

PSNR=9.94dB

Fig. 4.6. Visual examples of the selective encryption when LSBs and
the parity bits are encrypted.

4.2 Distributed Video Coding Based on Turbo Codes

In this section, we describe a DSC using Turbo code that is called Network Driven

Motion Estimation (NDME) [52,53,59]. In standard Turbo code system [109], all sys-

tematic and parity bits are transmitted with equal power allocation. Turbo code is

proposed as a way of dramatically reducing the errors in a forward error correction

system. It can achieve near Shannon limit. This scheme combines the concepts of it-

erative decoding, soft-in/soft-out, recursive systematic convolutional (RSC) encoding
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Table 4.1
Encryption ratios.

Encryption methods Encryption ratio

parity bits only 50%

1 bit and parity bits 56%

2 bits and parity bits 63%

4 bits and parity bits 75%

8 bits and parity bits 100%

and interleaving. The Bahl-Jelineck algorithm, also known as the symbol-by-symbol

MAP algorithm (MAP algorithm for short), is optimal for estimating the states or

outputs of a Markov process observed in additive white Gaussian noise (AWGN).

Two MAP decoders were used within the Turbo code decoder to produce the original

results.

However, in NDME the motion estimation task is moved to the decoder. In

network driven motion estimation, the motion search is performed at the decoder

without accessing the current frame and the motion vectors are sent back to the

encoder through a feedback channel. For a given frame, the system adaptively makes

mode decisions from three modes: intra coding mode, conditional replenishment (CR)

mode, and forward motion compensation mode. Intra coding mode is used to code

the first frame of the sequence and to refresh the sequence. CR encodes the frame

by sending the difference frame between the previous frame and the current frame.

It is equivalent to forward motion compensation with no motion vectors sent back

through the feedback channel. CR is chosen when the variance of the difference

frame is comparably small. Through experiments, NDME [110] has shown to have

a good rate distortion performance that is slightly worse than conventional encoder-

based motion-compensated prediction (MCP) video coding, and much better than

the coding scheme with only the CR and the intra coding modes.
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4.2.1 Turbo Codec

The key idea behind our Wyner-Ziv approach with NDME is to inter-code those

frames that were intra-coded in the original Wyner-Ziv coding structure. Motion

vectors are estimated for these inter-coded frames at the decoder and sent back from

the decoder to the encoder using a feedback channel. Video coding efficiency can

thus be greatly improved while low complexity still remains at the encoder. Our

system combines a “typical” Wyner-Ziv [68] with NDME that was developed for

wireless systems [110]. The system diagram is shown in Figure 4.7. Three frame

types are used in the system: intra-coded frame (I frame), network-driven frame

(N frame) [110], and the Wyner-Ziv frame [68]. The Wyner-Ziv frames are coded

using a Wyner-Ziv codec whose side information at the decoder is provided from the

decoded I and N frames or a function of them. N frames are forward predictive frames

coded in a similar manner as P frames [111] except using motion vectors estimated

at the decoder. We may only encode the first frame as an I frame and alternatively

encode the remaining frames as N frames and Wyner-Ziv frames. I frames have been

intensively used by many Wyner-Ziv video coders, which consume considerable data

rate. Our scheme is able to replace all I frames except for the very first one with N

frames and hence a low complex but efficient video encoding approach is obtained.

The details of our approach are described in the following sections.

4.2.2 Wyner-Ziv Video Codec

For Wyner-Ziv frames at the encoder, this scheme is operated in the pixel domain.

The frames are encoded without the information of adjacent frames and decoded

using the side information obtained from its neighboring frames. We refer to such

a frame that is intra-coded and inter-decoded as a Wyner-Ziv frame. Every pixel is

uniformly quantized to 2M levels and represented by M bits. The resulting codewords

are encoded by a Slepian-Wolf coder which is implemented by a Turbo code. We

follow a previous method [71] to use rate compatible punctured Turbo codes (RCPT)
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Fig. 4.7. Network-driven Wyner-Ziv video coding using forward prediction.

[109,112]. Two parallel recursive systematic convolutional (RSC) encoders constitute

the Turbo encoder. The quantized symbols are directly sent to one RSC encoder and

sent to the other encoder after a random interleaver. A portion of the parity bits is

sent to the decoder through the channel, the systematic bits are completely discarded.

At the decoder, a Turbo decoder decodes the parity bits with side information. The

side information is an estimation of the current Wyner-Ziv frame obtained from the

previously decoded frames. There are many ways to generate the side information.

For example, motion information can be extracted from previously decoded frames

and an estimation is obtained as the motion compensated prediction. One easy way

is simply take the previous and the following decoded N frames as the reference

and then the average two reference frames is used as the initial estimation of the

current frame. This method is implemented in our experiments. To generate side

information in this way, we note that the sequence has to be decoded in a B-frame-like

manner, i.e., a Wyner-Ziv frame’s previous and successive neighboring frames have
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to be decoded prior to the decoding of the Wyner-Ziv frame. The Turbo decoder

uses this initial estimation and incoming parity bits to decode the current frame. If

the initial estimation is coincident with the parity bits, the Turbo decoder works in

the normal way. Otherwise, the decoder disregards the received parity bits and uses

the quantization bin which is nearest to the estimation. Under the worst conditions,

the maximum distortion is proportional to the coarseness of the quantizer. Thus, the

scheme prevents the decoder from having large errors.

The quality of the reference frames, or the initial estimation, is essential to im-

proving the Wyner-Ziv frame’s coding efficiency. A more accurate estimation requires

less parity bits for the decoding of the current Wyner-Ziv frame to obtain the same

quality. Many existing Wyner-Ziv video coders [71] code the reference frames in an

intra-coded mode, whose poor rate distortion performance also affects the decoding of

Wyner-Ziv frames. Under the same data rate constraint, the use of an I frame results

in low decoded quality, which will further degrade the accuracy of the estimation

(side information) for the decoding of the Wyner-Ziv frames. In our scheme, we use

N frames instead of I frames, which not only greatly improves the rate-distortion per-

formance of encoding the N frames themselves, but further provide references frames

with much higher quality for the efficient decoding of the Wyner-Ziv frames.

4.2.3 Feedback Channel Motion Estimation: N Frames

Network-driven frames using the motion vector derived from the decoder are en-

coded, which is adopted from Rabiner’s paper [110]. The difference relative to con-

ventional encoder-based video coding is that motion search is implemented in the

decoder. These frames are refereed as N frames.

As shown in figure 4.7, motion search is carried out between the previous two N

frames. For each macroblock in the current frame, its co-located macroblock in the

previous decoded N frame is used as a source and the second previous decoded N frame

as the reference. Forward motion search is used to obtain the motion vector for the
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co-located macroblock. This motion vector is regarded as a prediction of the motion

vector for the current macroblock and sent back to the encoder through the feedback

channel. In the encoder, the predicted motion vector is used, which is obtained from

the previous N frame, and the current frame is encoded in a conventional MCP-based

video coding manner.

4.2.4 Mode Selection

As discussed above, motion vectors of the N frames are derived at the decoder and

then sent back to the encoder. The motion vectors of the already decoded N frames

are used to interpolate/extrapolate the motion vectors for the current N frame. If

we have several candidate motion vectors derived for the current N frame, we can

then use mode selection to choose the best motion vectors at the encoder and further

improve coding efficiency. Note that this will incur additional coding complexity at

the encoder. However since we limit the number of available modes, generally 3 to 6,

the extra coding complexity is very marginal.

Mode I: forward motion vector

The basic method to estimate the motion vector for encoding the N frames is

shown in Figure 4.8 and referred to as Mode I. Reference A and reference B are

the previous two decoded N frames stored in the frame buffer at the decoder. Let

C denote the current N frame. The temporal distances between adjacent frames are

denoted as TDAB and TDBC respectively. To find the motion vector in the current

macroblock of the current frame, we use the motion information of the co-located

macroblock in the previous frame by assuming that a constant translational motion

velocity remains across frames. For each macroblock in current frame, we consider

the co-located macroblock in B and search the best match in A to obtain the forward

motion vector MVF . The motion vector of current macroblock in type I mode can be

obtained as:
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Fig. 4.8. Mode I: using forward motion vector.

MVI =
TDBC

TDAB

MVF (4.1)

Since TDAB = TDBC = 2 and hence MVI = MVF . This mode is similar to that

designed for encoding P frames [111] and we regard it as the basic mode.

Mode II: backward motion vector

The second mode is obtained based on the same assumption as Mode I but we

consider the co-located macroblock in A as the source. Figure 4.9 illustrates Mode

II using backward motion vectors of the co-located macroblock to extrapolate the
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motion vectors for the current macroblock. We search the best matched macroblock

in reference B. The motion vector obtained is referred to as a backward motion vector

MVB. Again assuming constant translational motion, the motion vector for current

macroblock is

MVII = −TDAC

TDAB

MVB (4.2)

In our case, TDAB = 2 and TDAC = 4, and hence MVII = −2MVB.
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Fig. 4.9. Mode II: using backward motion vector.
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Mode III: combination of Mode I and Mode II

In this mode, two motion vectors with different reference frames are first obtained

using Mode I and Mode II. We then derive a weighted combination the two motion

compensated frames using these two motion vectors and refer to it as Mode III.

Suppose the motion compensated prediction frame obtained in Mode I is denoted as

MCI and that obtained in Mode II is denoted as MCII . The motion compensated

frame in Mode III is then obtained as:

MCIII =
TDAC

TDAC + TDBC

MCI +
TDBC

TDAC + TDBC

MCII (4.3)

where TDAC and TDBC are the same as shown in Figure 4.8 and 4.9.

Mode Selection

We send the motion vectors obtained in Mode I and Mode II back to the encoder

and obtain three candidate references motion compensated frames: MCI , MCII , and

their weighted combination MCIII . We design the mode decision by choosing the

best mode that minimizes the mean square error of the predicted error frame (PEF):

Optimal Mode = arg min
k∈{I,II,III}

∑
(i,j)(x(i, j)− x̂(k)(i, j))2

N ×N
, (4.4)

where k denotes the index of the three modes, x(i, j) denotes the original pixel

value in the position (i, j), x̂(k)(i, j) denotes the reconstructed pixel value using mode

k, N represents the size of the macroblock, and the summation is over all the pixels

of the current macroblock. According to this measurement of fidelity, we attain the

optimal mode with highest peak signal-to-noise ratio (PSNR).
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4.2.5 Implementation of Selective Video Encryption

In this scheme, the candidates for encryption are the Wyner-Ziv frame (parity

bits) and the motion vectors (N frames). Now we discuss the issue of the partial

encryption for each candidate.

Parity Bits

In this scheme, a portion of the parity bits is sent to the decoder through the

channel and the systematic bits are completely discarded. At the decoder, a Turbo

decoder decodes the parity bits with side information. The side information is an

estimation of the current Wyner-Ziv frame obtained from the previously decoded

frames.

As indicated in the previous section, the parity bits are used to decide what

are the correct information bits in the decoding process. This means that using

encrypted parity bits for source decoding would render the decoded video useless

because the decoder would generate the wrong codewords. Hence the parity bits

must be encrypted. Otherwise an attacker can recover the original video frame.

N Frames

Compared to other Wyner-Ziv video coding methods, we replace the I-frames with

N frames. Thus, we still exploit the temporal correlation of the video sequence while

moving the motion estimation from the encoder to the decoder. In fact, we can regard

a N frame as a pseudo P frame, the difference from a conventional P frame is that

motion vectors are obtained without the use of a current frame.

Motion search is carried out between the previous two N frames as shown in

Figure 4.7. For each macroblock in the current frame, its co-located macroblock in the

previous decoded N frame is used as a source and the second previous decoded N frame

as the reference. Forward motion search is used to obtain the motion vector for the
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co-located macroblock. This motion vector is regarded as a prediction of the motion

vector for the current macroblock and sent back to the encoder through the feedback

channel. In the encoder, the predicted motion vector is used, which is obtained from

the previous N frame, and the current frame is encoded in a conventional MCP-based

video coding manner.

The motion vectors are used to decide what are the correct information bits in

the decoding process along with the parity bits. This means that using encrypted

N frames for source decoding would render the decoded video useless because the

decoder would generate the wrong codewords.

Motion vectors of the N frames are derived at the decoder and then sent back to

the encoder. The motion vectors of the already decoded N frames are used to inter-

polate/extrapolate the motion vectors for the current N frame. If several candidate

motion vectors had derived for the current N frame, mode selection is used to choose

the best motion vectors at the encoder and further improve coding efficiency.

The motion vectors are used to decide what are the correct information bits in

the decoding process along with the parity bits and N frames. Hence the feedback

data must be encrypted to so that an attacker can’t recover the original video frame.

4.2.6 Simulation Results

In our simulation, we used QCIF video sequences with 176× 144 pixels as shown

in Figure 4.10. The video is compressed using the Turbo coder and the intraframe of

H.264 discussed in the previous section. Our selective encryption algorithm encrypts

a subset of the bitplanes of the parity bits and motion vector, respectively. The

encrypted bitplanes are transmitted as plaintext. We assumed that an attacker does

not have access to the encryption key.

Two parallel recursive systematic convolutional (RSC) encoders constitute the

Turbo encoder. The quantized symbols are directly sent to one RSC encoder and

sent to the other encoder after a random interleaver. We send a portion of the parity



65

Fig. 4.10. Original Video Sequence: YUV 4:1:1 sub-sampled with 176× 144 pixels.

bits to the decoder through the channel, the systematic bits are completely discarded.

At the decoder, a Turbo decoder decodes the parity bits with side information. The

side information is an estimation of the current Wyner-Ziv frame obtained from the

previously decoded frames.

Parity Bits Encryption

Turbo decoder uses this initial estimation and incoming parity bits to decode the

current frame. If the initial estimation is coincident with the parity bits, the Turbo

decoder works in the normal way. Otherwise, the decoder disregards the received

parity bits and uses the quantization bin which is nearest to the estimation. Under

the worst conditions, the maximum distortion is proportional to the coarseness of the

quantizer. Thus, the scheme prevents the decoder from having large errors.

A rate compatible punctured turbo (RCPT) code is used and only a portion of

the parity bits are sent to the Turbo decoder. At the decoder, the Turbo decoder

reconstructed the frame with the side information derived from the N frames. If

the reconstructed frame does not satisfy the requirement of the quality, the decoder

requests more parity bits from the encoder. A conventional Wyner-Ziv video encoder

encodes many frames as INTRA frames to guarantee low complexity encoding and

accurate side information at the decoder. It does not make the best use of temporal
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correlation across the frames, which is a major factor in conventional MCP-based

video coding. We replace the I frames with N frames which can be regarded as pseudo

P frames. Motion estimation is performed on the previous reconstructed frames at

the decoder. The motion vectors for the current frame are predicted from the motion

vectors of the previous frames and sent back to the encoder.

Table 4.2
Parity Bits Encryption.

Encryption Ratio Total Bit Errors PSNR(dB)

0% 378 31.6

12.5% 952 29.8

25% 1176 29.6

50% 16655 12.5

100% 16655 12.5

The simulation results of the parity bits encryption are shown in Table 4.2 and

Figure 4.11. We also use Peak-Signal-to-Noise-Ratio (PSNR) for our measure of image

quality. We assume that there is no channel error while sending the parity bits. In

the case of encrypting the parity bits, the encryption of 50% or more bits reveals no

useful information in the reconstructed frames. The PSNR decreases steadily from

32dB to 13dB as we encrypt more bits.

Figure 4.11 shows a reconstructed video video after encrypting only a part of the

parity bits. When increasing the amount of encrypted packet data steadily, we finally

result in 50% percent of the packet data encrypted where neither useful visual nor

textual information in the image. In encrypting parity bitstream, the encrypted bit-

stream values are arithmetically decoded and the corresponding decoded bits depend

on earlier results and corrupt the subsequently required decoding states. Therefore,

the reconstruction video is a noise-like pattern.
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(a) 12.5% parity bits are encrypted. (b) 25% parity bits are encrypted.

(c) 50% parity bits are encrypted. (d) 100% parity bits are encrypted

Fig. 4.11. Visual examples of the selective encryption when the parity
bits are encrypted.

Motion Vector Encryption

We implemented the Huffman code and the Huffman-based symmetrical Reversible

Variable Length Code (RVLC) to reduce the bandwidth of the backward channel. The

Reversible Variable Length Code (RVLC) is utilized in the MPEG-4 error resilient

tools for the recovery of the residual coefficients [113].

In order to decode the motion data, the encoder needs to have the codeword

table. An entire sequence can use a static codeword table. However, experimental

results show that updating the codeword table every frame improves the adaptivity

and the coding efficiency. To reduce the data rate spent on the codeword table, we

exploit an alternative approach by sending the cost table. The approach is based
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Table 4.3
Motion Vector Encryption.

Encryption Ratio Total Bit Errors PSNR(dB)

0% 378 31.6

12.5% 887 30.5

25% 8515 11.4

50% 14351 9.12

100% 16477 3.68

on the assumption that both the encoder and the decoder are capable of building

identical binary trees for the codeword tables. To reduce the data rate further, we

non-uniformly quantize the costs of the motion vectors to the power of 2 and send

the logarithm of the costs.

In the case of encrypting the motion vector bits, the encryption of 25% or more

bits reveals no useful information in the reconstructed frames. The PSNR decreases

steadily from 32dB to 4dB as we encrypt more bits. Hence the motion vector is more

critical data than the parity bits. The reason is that the conventional video coder

is treated as the base layer and the bitstream from the Wyner-Ziv video coder is

considered as the enhancement layer. That is, we can recover the reliable video frame

in the decoder even though parity bits are not available with one reference frame.

The simulation results of the motion vector encryption are shown in Table 4.3 and

Figure 4.12. Figure 4.12 shows a reconstructed frame video after encrypting only a

portion of the intra frames.

4.3 Security Evaluation

The security of an entire image and video encryption approach has two aspects.

First, the security of the cipher in use itself. Second, the importance and suitability
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(a) 12.5% intra frames are encrypted. (b) 25% intra frames are encrypted.

(c) 50% intra frames are encrypted. (d) 100% intra frame are encrypted

Fig. 4.12. Visual examples of the selective encryption when the motion
vectors (N frames) are encrypted.

of the data subject to encryption. The security is rated as low, medium, and high.

It may have the additional property of being scalable if depending on the amount of

data encrypted. In accordance to the two aspects of security, two entirely different

types of attacks against image and video encryption are possible. On the other hand,

the cipher in use is the target of an attack. In this case, common cryptanalytic re-

sults about the security of the specific ciphers in general apply. On the other hand,

in the case of partial or selective encryption, it is possible to reconstruct the visual

content without taking care of the encrypted parts. Depending on the importance

of the encrypted data for visual perception, the result may range from entirely in-

comprehensible to just poor or reduced quality. In any case, when conducting the
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direct reconstruction, the high frequency noise originating from the encrypted por-

tions of the data is propagated into the reconstructed frame. In order to avoid this

phenomenon, error-concealment attacks [87], perceptual attack [84], or replacement

attacks [114, 115] have been proposed. These types of attacks either try to conceal

the quality reduction caused by encryption by treating unbreakable data as lost and

then trying to minimize the impact on quality as a result of loss (error-concealment

attack) or simply replace the encrypted parts of the data by either artificial data

mimicking simple non-structured content (replacement attack) or data minimizing

the perceptual impact of the incorrect data (perceptual attacks) [12].

4.3.1 Replacement attack

Decoding a partially encrypted image by treating the encrypted data as being

unencrypted leads to images severely degraded be noise type patterns. Using these

images to judge the security of the system leads to misinterpretations since a hostile

attacker can de much better. In particular, an attacker could simply ignore the

encrypted part, which can be easily identified by statistical means, or replace them

by typical non-noise data [12,87,116].

Figures 4.5, 4.6, 4.11, and 4.12 clearly show that there can be still information

left in the unencrypted parts of the data after selective encryption has been applied

because in case of direct reconstruction this is hidden by the high frequency noise

pattern. As a consequence, SE is evaluated after a replacement attack has been

mounted.

Figures 4.5 shows 4 examples of directly reconstructed images after selectively

encrypting 1, 2, 4, and 8 bitplanes. Whereas in case of encrypting the MSB only

structural information is still visible, encrypting two or more bitplanes leaves no

useful information in the reconstruction, at least when the parity bits are all encrypted

and directly reconstructing the video data. In the following we access the security

of selective bitplane encryption by considering two types of simple ciphertext only
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attacks. A defect of many investigations of visual data encryption is the lack of

qualifying the quality of the visual data that can be obtained by attacks against

encryption. The reason is the poor correlation of PSNR and other simple quality

measures and perceived quality especially for low-quality images. For the most simple

attack we may even relate the visual examples to meaningful numerical values [12].

Assuming the cipher in use is unbreakable. We conduct the first attack by directly

reconstructing the selectively encrypted video data. The encrypted parts introduce

noise-type distortions. Therefore, we replace the encrypted parts by artificial data

mimicking typical images. The encrypted bit-plane is replaced by a constant 0 bit-

plane and the resulting decrease in average luminance is compensated by adding 64 to

each pixel if only the MSB was encrypted, 96 if the MSB and next bitplane has been

encrypted, and so on. Subsequently, reconstruction is performed as usual, treating

the encrypted and replaced parts as being non-encrypted [12].

(a) 25% bits are encrypted and replacement

attacks are mounted, PSNR=11.23dB.

(b) 50% bits are encrypted and replacement

attacks are mounted, PSNR=10.12dB.

Fig. 4.13. Visual examples for the efficiency of the replacement attack.

Figures 4.13 shows two visual image reconstructions as obtained by the Replace-

ment attack (2 and 4 bitplanes are encrypted). Whereas a direct reconstruction of

an image with 2 bitplanes encrypted suggests this setting to be safe with 13.23dB
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quality as shown in Figures 4.5, the replacement attack reveals that structural infor-

mation is still present in the reconstructed image with 12.23dB. However, the visual

information become severely estranged. Clearly, not only the visual appearance but

also the numerical PSNR values have been significantly improved by the replacement

attack. In any case, even if a replacement attack is mounted, encrypting 50% bits

leads to perfectly satisfying results.

For the simple case of this encryption technique, we assume that the MBS biplane

to be encrypted first. The idea of the replacement attack is to reconstruct the MSB

data with the aid of the unencrypted remaining data. We exploit the well known

property that most regions of natural images are covered by areas with smoothly

changing gray values except edges. In areas of this type, the MSBs of all pixels tend

to automatically detect such areas we define 2× 2 pixels search window in which all

16 possible combinations of MSB configurations are tested. In this test, a certain

set of differences among the 4 pixel values is computed for each of the 16 MSB

configurations. The smallest difference is selected out of the set differences and the

corresponding configuration of the MSB bits in the search window is defined to be the

reconstruction. However the complexity of this attack increases significantly if more

bitplanes are encrypted and also the reliability of the result is drastically reduced.

Therefore it seems that a relatively high amount of data needs to be encrypted to

realize reasonable security [12].

4.3.2 Security of the encryption scheme

In [31], Shannon provided the first rigorous statistical treatment of secrecy. The

idea is that an eavesdropper will learn nothing at all about the plaintext if the en-

coded bitstream is statistically independent of the source messages. There are two

basic approaches to discussing the security of a cryptosystem: computational security

and unconditional security. The computational security concerns the computational

effort to break a cryptosystem. We might define a cryptosystem to be computation-
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ally secure if the best algorithm for breaking it requires at least N operations, where

N is some specified, very large number. The problem is that no known practical cryp-

tosystem can be proved to be secure under this definition. In practice, a cryptosystem

is called if the best known method of breaking the system requires an unreasonably

large amount of computing time. A cryptosystem is defined to be unconditionally

secure if it cannot be broken, even with infinite computational resources [117,118].

In our encryption scheme, a pseudo-random bit generator (PRBG) is used like

one-time pad. A one-time pad is a very simple yet completely unbreakable symmetric

cipher. Symmetric means it uses the same key for encryption as for decryption.

One-time pad achieves the perfect secrecy, where the plaintext and the key are both

bitstreams of a specific length, and the ciphertext is constructed by taking the bitwise

exclusive-or of the plaintext and the key. The practical difficulty of the one-time pad

is that the key, which must be randomly generated and communicated over a secure

and tamper-proof channel, must be as long as the plaintext in order to ensure perfect

secrecy. The seed functions as a key, and the PRBG can be thought as a keystream

generator for a stream cipher.

If the key is truly random, an xor-based one-time pad is perfectly secure against

ciphertext-only cryptanalysis. This means an attacker can’t compute the plaintext

from the ciphertext without knowledge of the key, even via a brute force search of

the space of all keys. Trying all possible keys doesn’t help you at all, because all

possible plaintexts are equally likely decryptions of the ciphertext. This result is true

regardless of how few bits the key has or how much you know about the structure of

the plaintext.
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5. SECURE GROUP KEY MANAGEMENT SCHEMES

This is the second part of thesis. Secure group key management schemes in wireless

networks are discussed from Chapter 5 to Chapter 6.

5.1 Previous Works: Secure Scalable Multicast of Multimedia Data

Multicast protocols require an access control mechanism such that only the autho-

rized members can access group communications. Access control is usually achieved

by encrypting the content with an encryption key. This key is known as the session

key (SK) that is shared by all valid group members. Access control typically employs

a tree of encryption keys to update and maintain the SK. Tree-based schemes [33,34]

have advantages that include computation, communication, and storage resources for

the user and the group manager. In such schemes, the group key should be changed

periodically or after a user leaves or joins the service to prevent the leaving/joining

user from accessing the future /prior communication. This is known as ”forward

message secrecy” and ”backward message secrecy.” Also key management schemes in

multicasting should be ”scalable.” By scalable we mean that the overhead involved

in key exchange, updates, data transmission, and encryption must not be dependent

on the size of the multicast group. Moreover, addition or removal of a host from

the group should not affect the other members. This is known as the ”1 affects n”

scalability rule [119].

5.1.1 Non-scalable (Unicast) Group Key Management Protocols

The simplest scheme is to encrypt data with different secret keys for each member

and distribute them via unicasting or multicasting [120]. A simple scheme for rekeying
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a group with n members has the key distribution center (KDC) assigning a secret key

to each member of the group. In order to distribute the group key, the KDC encrypts

it with each members’s secret key. This operation generates a message O(N) long

which is then transmitted to the whole group via multicast. On receiving the group

key from the appropriate segment of the message using its own secret key. Since

encryption overhead increases with the number of group members, this protocol isn’t

scalable.  
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Fig. 5.1. Non-scalable Group Key Management.

5.1.2 Scalable Group Key Management Protocols

We can classify the scalable protocols into three main classes: centralized group

key management protocols, decentralized architecture, and distributed key manage-

ment protocols [41].
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5.1.3 Centralized Group Key Management Protocols

A single entity is employed for controlling the whole group, hence a group key

management protocol seeks to minimize storage requirements, computational power

on both client and server sides, and bandwidth utilization. However, with only one

managing entity, the central server may be a single point of failure. The entire

group will be affected if there is a problem with the controller. The group privacy is

dependent on the successful functioning of the single group controller [40]; when the

controller is not working, the group becomes vulnerable because the keys, which are

the base for the group privacy, are not being generated/regenerated and distributed.

Furthermore, the group may become too large to be managed by a single group, thus

raising the issue of scalability.

Several contributions propose the use of a Logical Key Hierarchy (LKH) [34,

121]. In this approach, a KDC maintains a tree of keys. The nodes of the tree

hold key encryption keys (KEK). The leaves of the logical key tree correspond to

group members and each leaf holds a KEK associated with that one member. Each

member receives and maintains a copy of the KEK associated with its leaf and the

KEKs corresponding to each node in the path from its parent leaf to the root. The

key held by the root of the tree is the group key. For a balanced tree, each member

stores at most (log2N) + 1 keys, where (log2N) is the height of the tree and N is the

group size.

For example, as shown in Figure 5.2, suppose u9 is granted to join the upper key

graph in the figure. The joining point is k-node k78 in the key graph, and the key of

this k-node is changed to k78 in the new key graph below. Moreover, the group key

at the root is changed from k1−8 to k1−9. Users u1, · · · , u6 only need the new group

key k1−9, while users u7, u8, and u9 need new group key k1−9 as well as the new key

k789 to be shared by them.

After granting a leave request from user u, server s updates the key graph by

deleting the u-node for user u and the k-node for its individual key from the key
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Fig. 5.2. An Example of Logical Key Hierarchy.

graph. The parent of the k-node for its individual key is called the leaving point.

To prevent the leaving user from accessing future communications, all keys along the

path from the leaving point to the root node need to be changed. After generating

new keys for these k-nodes, server s needs to securely distribute them to the remaining

users. For example, as shown in Figure 5.2, suppose u9 is granted to leave the lower

key graph in the figure. The leaving point is the k-node for k789 in the key graph,

and the key of this k-node is changed to k78 in the new key graph above. Moreover,

the group key is also changed from k1−9 to k1−8. Users u1, · · · , u6 only need the new

group key k1−8, while users u7, u8, and u9 need new group key k1−8 as well as the new

key k78 to be shared by them.

The algorithm proposed by Waldvogel [122] is different for joining operations.

Instead of generating fresh keys and sending them to members already in the group,

all keys affected by the membership change are passed through a one-way function.

Every member that already knew the old key can calculate the new one. Hence, the

new keys do not need to be sent and every member can calculate them locally [40].
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The efficient large-group key (ELK) protocol is proposed by Perrig [123]. The ELK

protocol uses a hierarchical tree and is similar to one-way function tree (OFM) [124]

in the sense that a parent node key is generated from its children keys. ELK uses

pseudo-random functions (PRFs) to build and manipulate the keys in the hierarchical

tree. A PRF uses a key K on the input M of length m to generate output of length

n. Using the PRF on a key, it is possible to drive four different keys to be used in

the different contexts. ELK employs a timely rekey, which means that the key tree

completely updated in each time of interval. ELK also introduce the idea of hints. A

hint is a piece of information, which is smaller than a key update message, that can

be used to recover possible lost rekey message updates. It is provided to improve the

reliability of the rekey operation and it is conveyed in data messages [40].

5.1.4 Decentralized Group Key Management Protocols

In the decentralized subgroup approach [33, 44, 125], the large group is split into

small subgroups. Different controllers are used to manage each subgroup, minimizing

the problem of concentrating the work on a single place. In this approach, more

entities are allowed to fail before the whole group is affected [40].

Mittra proposes a decentralized group key management scheme, Iolus [33], which

is a framework with a hierarchy of agents that splits the large group into small sub-

groups. There are the group security controller which manages the top-level subgroup

and the group security intermediaries (GSIs), one per subgroup, which manage each

of the other subgroups. Generically they are called group security agents (GSAs). A

Group Security Agent (GSA) manages each subgroup. The GSAs are also grouped

in a top-level group that is managed by a Group Security Controller (GSC).

Iolus uses independent keys for each subgroup and the absence of a general group

key means membership changes in a subgroup are treated locally. It means that any

changes that affect a subgroup are not reflected in other subgroups. In addition, the
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Fig. 5.3. Example of a Secure Distribution Tree.

absence of a central controller contributes to the fault-tolerance of the system. If a

subgroup controller (namely GSA) fails, only its subgroup is affected.

Although Iolus is scalable, it has the drawback of affecting the data path. This

occurs in the sense that there is a need for translating the data that goes from one

subgroup, and thereby one key, to another. This becomes even more problematic

when it is taken into account that the GSA has to manage the subgroup and perform

the translations needed. The GSA may thus become a bottleneck.

More specifically, the GSAs form a hierarchy of subgroups as shown in Figure 5.3.

The GSC maintains control of the top-level subgroup at the root of the secure dis-

tribution tree. It is ultimately responsible for the security of the entire group. GSIs
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are special trusted servers that are authorized to act as proxies of the GSC or their

parent GSIs and control their local subgroup. The GSIs are grouped according to

levels within the secure distribution tree. GSIs at a given level join the subgroups

of the GSI at the next higher level or the subgroup of the GSC. They form a bridge

between subgroups by receiving data multicast in their parent or child subgroups and

re-multicasting to their child or parent subgroups respectively.

The dual encryption protocol (DEP) [41] also uses hierarchical subgrouping of

multicast members to address scalability. Each group is managed by a subgroup

manager (SGM) which assists in key distribution as well as group access control. It

distinguishes between participants and members of the multicast group. Members

of multicast group are leaf nodes and internal nodes (SGMs) in the key distribution

tree, that are entitled to the multicast data. On the other hand, participants of

the multicast group are SGMs that assist in enforcing the secure multicast protocol

without having any access to the multicast data. The dual encryption scheme enables

DEP to hide multicast data from the participants. It consists of two different keys

to encrypt sensitive data. The top level key encrypting keys are used to securely

propagate data encryption keys through the hierarchical subgroups. The other set

of keys are local subgroup keys that are used by SGMs to distribute the encrypted

data encryption keys to the corresponding subgroup members. Only the hosts with

both the corresponding key encryption key and the local subgroup key can decrypt

the data encryption keys.

Rafaeli proposed Hydra [125]. In Hydra, the large group is dived into smaller

subgroups, and a server called the Hydra Server (HS) controls each subgroup. Hydra is

a decentralized group key management scheme without a central subgroup controller.

If a membership change takes place at HSi, and a new key must be generated, it

can generate the new group key and send this key to the other HSj involved in

that session. The case when one or more HSs become unavailable will not cause a

problem for the remaining HSs. In order to have the group key distributed to all HSs

a synchronized group key distribution protocol (SGKDP) is employed. The SGKDP
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protocol ensures that only a single valid HS is generating the new group key at every

given time [40].

5.1.5 Distributed Group Key Management Protocols

In this scheme, there is no explicit KDC and the members themselves do the key

generation. All members can perform access control and the generation of the key

can be either contributory, meaning that all members contribute some information to

generate the group key, or done by one of the members.

The distributed key management approach is characterized by having no group

controller. The group key can be either generated in a contributory fashion, where all

members contribute their own share to computation of the group key, or generated by

one member. In the latter case, although it is fault-tolerant, it may not be safe to leave

any member to generate new keys since key generation requires secure mechanisms,

such as random number generators, that may not be available to all members. More-

over, in most contributory protocols (apart from tree-based approaches), processing

time and communication requirements increase linearly in term of the number of

members. Additionally, contributory protocols require each user to be aware of the

group membership list to make sure that the protocols are robust [40,126–131].

Diffie-Hellman (DH) group key exchange [132] is an extension for the DH key

agreement protocol that supports group operations. The DH protocol is used for two

parties to agree on a common key. In this protocol, instead of two entities, the group

may have n members. The group agrees on a pair of primes, p and α, and starts

calculating in a distributive fashion the intermediate values. The first member calcu-

lates the first value αx1 and passes it to the next member. Each subsequent member

receives the set of intermediary values and raises them using its own secret number

generating a new set. A set generated by the ith member will have i intermediate

values with i− 1 exponents and a cardinal value containing all exponents.
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Fig. 5.4. A Key Tree of TGDH.

Tree-based Group Diffie-Hellman (TGDH) is shown in Figure 5.4 [133–135]. The

root is located at level 0 and the lowest leaves are at level h. Since we use binary trees,

2 every node is either a leaf or a parent of two nodes. TGDH is an adaptation of key

tree in the context of fully distributed, contributory group key agreement. TGDH

computes a group key derived from the contribution of all group members using a

binary tree. The tree is organized in the following manner: each node < l, v > is asso-

ciated with a key K<l,v> and the corresponding blinded key BK<l,v> = αK<l,v>mod(p).

The key at the root node is the group key shared by all members, and a key at the leaf

node is the random session contribution by a group member. Each member knows
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all the keys on the path from its leaf node to the root as well as blinded keys on the

key tree.

Assuming a leaf node < l, v > hosts the member ui, the node < l, v > has u
′
is

session random key K<l,v>. Furthermore, the member ui at node < l, v > knows

every key along the path from< l, v > to < 0, 0 >, referred to as the key-path and

denoted KEY ∗
i . In Figure 5.4, if a member u2 owns the tree T2, then u2 knows

every key {K<3,1>, K<2,0>, K<1,0>, K<0,0>} in KEY ∗
i ={< 3, 1 >,< 2, 0 >,< 1, 0 >

,< 0, 0 >} and every blinded key BK∗
2={BK<0,0>, BK<1,0>, BK<1,1>, · · · , BK<3,7>}

on T2. Every key K<l,v> is computed recursively as follows:

K<l,v> = (BK<l+1,2v+1>)K<l+1,2v> mod (p)

= (BK<l+1,2v>)K<l+1,2v+1> mod (p)

= αK<l+1,2v>K<l+1,2v+1> mod (p)

(5.1)

In other words, computing a key at < l, v > requires the knowledge of the key of one

of the two child nodes and the blinded key of the other child node. K<0,0> at the root

node is the group secret shared by all members. We note that this value is never used

as a cryptographic key for the purposes of encryption, authentication or integrity.

Instead, such special purpose sub-keys are derived from the group secret, e.g., by

setting Kgroup = h(K<0,0>) where h is a cryptographically strong hash function. For

example, in Figure 5.4, u2 can compute K<2,0>, K<1,0> and K<0,0> using BK<3,0>,

BK<2,1>, K<1,1>, and BK<3,1> [136].

The basic idea here is that every member can compute a group key when all

blinded keys on the key tree are known. After any group membership event, every

member unambiguously adds or removes some nodes related with the event, and

invalidates all keys and blinded keys related with the affected nodes. A special group

member, the sponsor, then takes on a role to compute keys and blinded keys and to

broadcast the key tree to the group. If a sponsor could not compute the group key,

then the next sponsor will compute comes into play. Eventually, some sponsor will
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compute the group key and all blinded keys, and broadcast the entire key tree to

facilitate the computation of the group key by the other members of the group.

Burmester et. al. introduced the first n-party key agreement protocol (BD) based

on a tree [137]. They described protocols based on star, tree, broadcast and cyclic

topologies. McGrew et. al. [124] used a one-way function tree (OFT), which is a

binary tree, for the exchange of key information. Kim et. al. [136] investigated a

number of different tree structures for group key agreement which are efficient with

respect to a number of group operations such as member add, member delete, group

merge and group partition. Becker et. al. [134] demonstrated 2 protocols, namely

Hypercube and Octopus, which achieve the lower bounds on the round complexity

and the number of exchanged messages respectively. These key agreement schemes

are fully distributed and do not need any server or trusted third party (TTP).

5.2 Summary of Previous Works

We summarize and compare the properties of those protocols presented in Sec-

tion 2. Using logical key trees reduces the complexity of group rekeying operation

from O(N) to O(logN), where N is the group size. LKH [34] is a very efficient

and hence scalable protocol for group rekeying when compared to a unicast-based

näive approach. Let N be the group size, d be the degree of the key tree, then the

communication cost for rekeying is O(logdN), whereas the näive approach requires

a communication cost of O(N). For a large group with very dynamic memberships,

LKH may not perform well because it performs a group rekeying for every membership

change.

Iolus [33] deals with the scalability issue by partitioning the group members into

many subgroups, which are arranged in a hierarchy to create a single multicast group.

Scalability is achieved by making each subgroup relatively independent and thus

group membership changes can be confined to the respective subgroups. Another

essential element that helps Iolus to achieve its scalability is the subgroup agents,
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which assist in translating messages among subgroups using different subgroup keys.

While improving scalability, this approach introduces extra propagation delays and

requires full trust in each subgroup agent. In brief, having subgroup agents decrypt

and re-encrypt the data packets is a drawback, both from a performance point of

view and from a security point of view.

TGDH [136] do not have a leader during setup time and all members compute

the intermediary values independently. At the final round, all members compute

the same group key. Any member failure can be ignored, because it does not block

the other members. That is, it provide contributory group key agreement based on

different extensions of the two-party Diffie-Hellman key exchange. Moreover, they

all support dynamic membership operations. TGDH contributory key agreement

protocol is robust and efficient in the sense that it can deal with network partition

and that the number of rounds for rekeying is limited by O(logN) where N is the

number of members currently in the group. However, with this protocol during the

period of rekeying which occurs whenever member(s) join or leave the group, all

group members stop data communication and wait until the new group key is formed

in a distributed manner. In case a rekeying packet is delayed or lost, the intervals

(latency) and frequencies of interruptions may become annoying.
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6. MOBILITY IMPACT OF A GROUP KEY

MANAGEMENT SCHEME

In wireless networks, secure multicast protocols are more difficult to implement ef-

ficiently due to the user mobility. Mobility is one of the most distinct features to

be considered in wireless networks. Moving users onto the key tree causes extra key

management resources even though they are still in service, which is called handoff.

To deal with frequent handoff between base stations, it is necessary to reduce the

number of rekeying messages and the size of the messages.

6.1 Handoff Schemes

There are 2 types of handoff: a hard handoff and a soft handoff, as shown in

Figure 6.1. In the hard handoff, the connection to the current cell is broken, and the

connection to the new cell is made. This is known as a “break-before-make” handoff.

The soft handoff refers to the overlapping of Base Station (BS) coverage zones, so

that every cell phone is always well within range of at least one base station. In some

cases, mobile sets transmit signals to, and receive signals from, more than one BS at

a time. This is known as a “make-before-break” handoff.

We describe a soft handoff scheme based on the location of a user instead of the

use of the strength of a pilot signal from the user to the BS, as shown in Figure 6.2.

There are two important parameters, L ADD and L DROP . L ADD and L DROP

indicate the beginning of handoff and the termination of handoff based on the location

of the user. In general, the system administrator decides the values of two parameters.

In our simulation, 30% of soft handoff area is used. That is, the L ADD is the

boundary of overlapping area of two BSs and the L DROP is the middle of two BSs

as shown in Figure 3.2. In this example, a MS moves from A of BS1 to B of BS2.
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Fig. 6.1. Handoff Methods.

The Mobile Station (MS) requests a handoff to the neighboring BS when the location

of neighboring BS exceeds the handoff threshold L ADD. If the handoff request is

accepted in the neighboring BS, BS2, the MS maintains two traffic channels assigned

by the serving BS, BS1 and the neighboring BS. As the MS moves away from the

serving BS and approaches the neighboring BS, the location of MS falls below the

handoff drop threshold L DROP for the servicing BS. If the location of the MS

is close to the neighboring BS during the specific time interval, the traffic channel

assigned by the serving BS is released, and the handoff is terminated.



88

In the case of hard handoff, MS requests a handoff to the neighboring BS imme-

diately after exceeding the handoff threshold L DROP . The moving MS does not

maintain 2 traffic links in the handoff region.

The handoff-add threshold can be thought of as the “largest” distance between a

MS and a BS such that the MS can reliably transmit information through the given

BS. The handoff-drop threshold is the distance where the MS cannot communicate

with the servicing BS any more. In general, the system administrator determines

L ADD and L DROP to optimize wireless channel utilization. Each serving BS

broadcasts this information.

Fig. 6.2. An Example of L DROP and L ADD.

We propose a new handoff scheme to reduce the traffic of key updating during

a handoff call. In the revised handoff scheme, two links are maintained during the

handoff for the data transmission while the key update is only performed after com-

pleting the handoff. That is, the key updating does not occur when a call enters

the handoff region. The connection to the new BS is just established without a key

rekeying to prepare for the new connection. We can reduce the traffic of key update

in handoff region. This is a variation of the soft handoff scheme.
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Fig. 6.3. The Principle of Location Tracking.

6.2 Location Tracking

We explain briefly about measuring the location of user in Code Division Mul-

tiple Access (CDMA) cellular system [2, 138]. The most widely known position lo-

cation system is the Global Positioning System (GPS). The GPS is a satellite-based

pseudo-ranging position location system that provides geolocation of user’s with GPS

receivers. The GPS is a proven technology that has found widespread use in military

and navigation applications. It can reportedly provide position location accuracy’s of

less than 10 meters to military user’s and 100 meters to commercial user’s. A differ-

ential GPS (DGPS) has been developed that can improve the position location (PL)

accuracy of the commercial operation. Global Positioning System (GPS) [139, 140]

provides highly accurate positioning information. The idea behind GPS is that one’s

position (x,y,z) can be determined with the distance values from three different known
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positions by the triangulation method. The distance is measured in terms of delay,

where an accurate clock at the receiver measures the time delay between the signal

leaving the satellite and arriving at the receiver. Four simultaneous delay measure-

ments from four satellites are required to solve three unknowns and the user’s clock

offset as shown in Figure 6.3. Some proposals for positioning, using one or two satel-

lites, were presented in [141,142] based on recently proposed mobile satellite systems.

CDMA2000 [2] is synchronized with the Universal Coordinated Time (UCT). The

forward link transmission timing of all CDMA2000 base stations worldwide is syn-

chronized within a few microseconds. Base station synchronization can be achieved

through several techniques including self-synchronization, radio beep, or through

satellite-based systems such as GPS, Galileo, or GLONASS. Reverse link timing is

based on the received timing derived from the first multipath component used by the

terminal.

6.3 Pre-positioned Secret Sharing (PSS)

We propose to use secret sharing techniques for the construction of the key trees.

Secret sharing methods have been used for various security applications requiring

users to share keys. We use the Pre-positioned Secret Sharing (PSS) scheme described

in [143,144]. We already show in the previous work [145–147] that PSS based scheme

is comparable to the tree-based schemes [33, 34] in the respect of communications

cost, rekeying time cost, and memory cost in the wired network.

Shamir’s secret sharing scheme [148] is a threshold scheme based on polynomial

interpolation. It allows a dealer D to distribute a secret value s to n players, such that

at least t players are required to reconstruct the secret. The protocol is information

theoretically secure, i.e., any fewer than t players cannot gain any information about

the secret by themselves.

Let’s see how we can design an (n, t) secret sharing scheme. To make the presen-

tation easy to understand, let’s start with the design of an (n, 2) scheme.
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Let’s say we want to share a secret s among n parties. We use some basic geometry

(see Figure 6.4 below). Select the point (0, s) on the Y axis that corresponds to the

secret. Now, randomly draw a line that goes through this point. Pick n points on

that line: (x1, y1), (x2, y2), · · · , (xn, yn). Each point that is picked represents a share.

We claim that these n shares constitute an (n, 2) sharing of s. Now we need to show

that this scheme satisfies both the availability and confidentiality properties.

 

Fig. 6.4. (n,2) Secret Sharing Scheme.

To show availability, we need to prove that two parties can recover the secret.

Two parties have two shares; that is two points. Given these two points, how can

we recover the secret? Well, we know that two points determine a line, so we can

figure out the line that goes through both points. Once we know the line, we know

the intersection of the line with the y axis. Then, we get the secret. So, it only takes

us two points (shares) to make the secret available.

What about confidentiality? We need to show that one share does not disclose

any information about the secret. There are infinite possible lines that go through
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this point, and these lines intersect with the y-axis at different points, all of which

yield different “secrets”. In fact, given any possible secret, we can draw a line that

goes through the secret and the given share. This means that with one point, no

information about the secret is exposed.

Using the same idea, can we design an (n, 3) secret sharing scheme? Note that

the key point in the (n, 2) scheme is that a line is determined by two points, but not

by 1. Now we need a curve that is determined by three points, but not 2. This curve

happens to correspond to a quadratic function y = a2 ∗ x2 + a1 ∗ x + a0. Again, we

find the point on the y-axis that corresponds to the secret, then we randomly select a

curve corresponding to a quadratic function that goes through the point. Finally, we

select n points on that curve as n shares to n parties (see Figure 6.5 below). Using a

similar proof as in the (n, 2) case, we can show that this is actually an (n, 3) scheme

that satisfies both availability and confidentiality [149].

 

Fig. 6.5. (n,3) Secret Sharing Scheme.
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To generalize the scheme even further, we have a construction of an (n, t) secret

sharing scheme. Now we use the curve that corresponds to a (t−1) degree polynomial:

f(x) = a0 + a1x + · · ·+ at−1x
t−1 mod (q) (6.1)

We randomly select a curve corresponding to such a polynomial that goes through

the secret on the y-axis. And then we select n points on the curve. Using the same

arguments, we can show that this scheme satisfies both availability and confidentiality

properties.

To reconstruct the secret from each subset of t shares out of n shares, we use

interpolation property and Lagrange interpolation. Given distinct t pairs of (i, f(i)),

there is a unique polynomial f(x) of degree t − 1, passing through all the points.

This polynomial can be effectively computed from the pairs (i, f(i)). Without loss of

generality we will mark this subset:f(1), · · · , f(t). We use Lagrange interpolation to

find the unique polynomial f(x) such that degreef(x) < t and f(j) = sharej(s) for

j = 1, 2, · · · , t, where sharej(s) = (xi, f(xi)), i = 1, 2, · · · , n.

f(x) =
t∑

j=1

f(xj)× Lj(x), Lj(x) =
∏

i 6=j,1≤i≤t

(x− xi)

(xj − xi)
(6.2)

where, Lj(x) is the Lagrange polynomial which has value 1 at xi, and 0 at every

other xj. Then we can reconstruct the secret to be f(0).

PSS uses a polynomial of order (t − 1) to generate shares. The shares will be

used to generate the keys for the key tree. PSS is an interpolating scheme based on

polynomial interpolation like Shamir’s secret sharing scheme [148]. An (t− 1)-degree

polynomial over the finite field GF (q)

f(x) = a0 + a1x + · · ·+ at−1x
t−1 mod (q) (6.3)

is constructed such that the coefficient a0 is the secret and all other coefficients

are random elements in the field. Each of the n shares is a point (xi, yi) on the

curve defined by the polynomial, where xi is not equal to 0. Given any m shares,
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the polynomial is determined uniquely and hence the secret a0 can be computed.

However, given t − 1 or fewer shares, the secret can be any element in the field.

Therefore, PSS is a perfect secret sharing scheme. PSS uses a tree structure, which

is composed of user nodes, subgroup-manager nodes, and the group-manager node in

a bottom-up order. In the PSS, (t − 1) shares are assigned to each node while the

tth share is broadcasted as publication information. The (t − 1) shares of a node,

which are secret, are referred to as the pre-positioned shares, while the broadcast

share, is referred to as the activation share (AS). In PSS, the AS helps determine the

symmetric keys for each node. Once a node obtains the AS, the original polynomial

of order m can be reconstructed and hence the keys can be recovered, using the AS

along with the private (t− 1) shares owned by the node.

6.4 Group Key Management

We design a key management tree such that the key tree matches the network

topology. We localize the delivery of rekeying messages to small regions of network

by transmitting the key update messages only to the users who need them. This

lessens the amount of traffic in wireless and wired intervals.

We explain the group key management operations, join, leave and handoff, through

the example as shown in Figure 6.6 and Figure 6.7. For each join, leave, and handoff,

the shares will be changed to prevent the joining user from accessing past/future

communications. After each join or leave, a new secure group is formed. The key

server has to update the group’s key graph by replacing the keys of some existing k-

nodes, deleting some k-nodes and adding some k-nodes. Only one activating share is

multicast by the key server, and it is used together with the pre-positioned information

to generate three simultaneous keys.

In this example, 1 Group Manager (GM), 2 Subgroup Managers (SGM) and 6

users are considered. In Handoff operations, a 2 inter-BS handoff scheme is used for

simplicity even though there are many handoff schemes [138].
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Fig. 6.6. Hierarchical Tree for Join/Leave.

6.4.1 Joining a Group via BS1

For example, as shown in Figure 6.6, suppose user 6 wants to join the secure group.

To prevent the joining user from accessing past communications, all keys along the

path from the joining point to the root node need to be changed.

User 6 sends a join request message to the key server. After granting the new

user, the key server associates s6 with the new member and creates a new node and

a new set node. The key server attaches the set node to the existing joining point.

After changing s1−5 to s1−6 and s4−5 to s4−6, the key server constructs the following

two messages:

1. AS,{s1−6}k1−5, {s4−6}k4−5
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2. AS,{s1−6, s4−6}k1−6

where AS is the activating share, the fresh keys k1−5, k4−5 and k6 are obtained by

AS and the sets s1−5, s4−5, and s6, respectively. The key server multicast the first

message to the existing members, through 1 − 5, while it unicast the second to the

new member, 6. The members construct the new set of group keys, ´k1−6, when the

new AS is multicast with the encrypted content.

6.4.2 Leaving a Group via BS1

Now suppose user 6 wants to leave the secure group, as shown in Figure 6.6. To

keep the leaving user from accessing future communications, all keys along the path

from the leaving point to the root node need to be changed.

User 6 sends a leaving request message to the key server. After granting the

leaving user, the key server deletes the member node and the set node from the key

tree. The key server replaces s4−6 by s4−5 and s1−6 by s1−5. Then it constructs the

following messages and multicast to the remaining members:

1. {s1−5}k1−3, {s1−5}k4−5

2. {s4−5}k4, {s4−5}k5

3. AS

6.4.3 Handoff

As shown in Figure 6.7, user 4 is moving from BS2 to BS1 while the user is in

the group service. The serving subgroup manager, BS2, requests a new connection to

the neighboring BS, BS1, when the moving user exceeds the handoff add threshold,

L ADD. The key server associates s4 with the new member of BS1, and creates a

temporary node and a new set node. These sets are used within the handoff area.

The key server attaches the set node to the existing joining point. After changing

s1−3 to s1−4, it constructs the following two messages:
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1. AS, {s1−4}k1−3

2. AS, {s1−4}k1−6

The key server multicasts the first message to the existing member of BS1 while

it unicasts the second message to the handoff member. Thus the handoff user keeps

two links until it exceeds the handoff drop threshold, L DROP . Immediately after

the handoff user exceeds the L DROP , the key server performs the leave procedure

for BS2 and the add one for BS1.

The key server deletes the member node, here 4, and the set node from the key

tree. The key server replaces s4−6 by s5−6. Then it constructs the following messages

and multicasts to the remaining members:

1. {s1−6}k1−4, {s1−6}k4−5

2. {s4−5}k4, {s4−5}k5

3. AS

In the case of hard handoff, the leave and join operations are taken immediately

after the moving user exceeds the boundary of the serving BS. That is, we can consider

the hard handoff user as a leaving and a joining user to the group service. In this

case, the handoff user does not keep two links in the handoff region. This is the main

difference between the soft handoff and the hard handoff operations.

Neither handoff schemes are practical for cellular networks with frequent handoffs

because the extra communication cost is too high if the system does not limit the

number of group members. Thus the system manager uses a resource management

scheme, CAC function, in real system.

6.5 Simulations and Results

First, three measures are used to compare logical key hierarchical (LKH) based

schemes [34,121] and PSS: Storage cost, communication cost and computational cost

[5, 145].
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Fig. 6.7. Hierarchical Tree for Handoff.

6.5.1 Comparison of LKH and PSS schemes

The group key tree is assumed full and balanced. The height h of the tree is

the length of the longest directed path in the tree, and the degree d of the tree is

the maximum number of incoming edges of a node in the tree. The observations are

summarized in the following Tables.

The number of encryptions and decryptions required by join/leave operations are

the same in both schemes. In the PSS scheme, however, neither the server nor the

members need to store the node keys generated after each rekeying. They can be

deleted as soon as they are used in the decryption process. The sets (both the group

set and the auxiliary ones), however, need to be kept until they are replaced. There
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Table 6.1
Comparison of LKH and PSS schemes: Storage Cost

LKH PSS

# of keys held by server dn/(n− 1) -

# of keys held by each member h -

# of share sets held by server - dn/(n− 1)

# of share sets held by each member - h

is a 1-1 correspondence between the number of keys generated for each member and

the number of sets held by each member.

Table 6.2
Comparison of LKH and PSS schemes: Communication Cost

LKH PSS

Join O(logd(n)) O(logd(n)) and O(1)

Leave O(dlogd(n)) O(dlogd(n)) and O(1)

Periodic rekeying O(d) O(1)

The size of the messages sent for join/leave operations are the same in both

schemes. An additional communication cost in the PSS scheme for join/leave op-

erations is the delivery of the activating share. The two schemes have different re-

quirements in periodic rekeying. The communication cost for the PSS scheme is the

delivery of the activating share and the communication cost for the LKH scheme is

the delivery of d encrypted messages.

An additional computational cost in the PSS scheme for join/leave operations is

the processing needed for the construction of the polynomials. There is a 1-1 cor-

respondence between the number of polynomials constructed by the server and the
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Table 6.3
LKH Computation Cost

Server Requesting member Non-requesting member

Join 2(h− 1) h− 1 d/(d− 1)

Leave 0 d/(d− 1) d(h− 1)

Periodic d 1

Table 6.4
PSS Computation Cost

Server Requesting member Non-requesting member

Join 2(h− 1) h− 1 d/(d− 1)

Leave d(h− 1) 0 d/(d− 1)

Periodic 0 0

number of encryptions performed by the server. There is also a 1-1 correspondence

between the number of polynomials constructed by each member and the number of

decryptions performed by each member. The two schemes have different computa-

tional requirements to recover the group key in periodic rekeying. The PSS scheme

needs one polynomial construction for the server and one polynomial construction for

each member whereas the LKH scheme needs d encryptions for the server and one

decryption for each member.

6.5.2 Simulation Parameters

Now we test the group key management scheme based on the pre-positioned secret

sharing in the wireless cellular network. We employ a wireless cellular network that

consists of 16 concatenated cells with 1 Mobile switching eXchanger (MX). We use
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Table 6.5
Polynomial Construction Cost

Server Requesting member Non-requesting member

Join 2(h− 1) h− 1 d/(d− 1)

Leave d(h− 1) 0 d/(d− 1)

Periodic 1 1

4 mobility models: 0 ∼ 1 km/hr for walking, 2 ∼ 5 km/hr for running, 6 ∼ 25

km/hr for low speed vehicle, and 26 ∼ 100 km/hr for high speed vehicle. The Poisson

distribution with rate λ is used to model the number of calls occurring within a given

time interval where λ is the shape parameter which indicates the average number of

events in the given time interval. Exponential distribution with mean 1/µ is used

for the call duration. The close connection between the Poisson arrival process and

the exponential interarrival time can be exploited immediately in properties of the

exponential service time distribution. Table 6.6 shows the range of values and the

constants for the parameters.

We showed in [5, 6] that our scheme is comparable to the Logical Key Hierarchy

(LKH) schemes [33, 34] in the respect of communications cost, rekeying time cost,

and memory cost in the wired network. With a the revised handoff scheme and a call

admission control function, the number of handoff transactions per call was reduced

by almost 20% compared to that of the soft handoff. In this paper, we will add more

simulation results with respect to key update and handoff cost.

In a cellular system, a call originated in a cell gets a channel and holds it until

that call is completed in the cell or the MS moves out of the cell. The channel holding

time is either the call duration time or the time for which MS resides in the cell. This

is a function of parameters such as the cell radius R(km), the MS speed V(km/hr),

the direction of MS, etc.
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Table 6.6
Simulation Parameters

Parameter Value

# of MX 1

# of BS 16

# of MS Up to 100 per BS

Call generation Poisson with λ (calls/sec)

Call duration Exponential with 1/µ (1/sec)

User mobility 0-1 km/h (walking)

2-5 km/h (running)

6-25 km/h (low speed vehicle)

26-100 km/h (high speed vehicle)

Cell radius 1Km

Service Voice, Data, Video

L ADD 30% of BS coverage area

L DROP Boundary of BS

6.5.3 Key Update Costs in Wireless and Wireline Intervals

We set parameters to measure the number of transactions in wireless and wireline

intervals such that µ=1/60 (/sec), λ=100 (calls/sec), V=50 (km/h), R=2(km), and

simulation time= 5 minute. The cost represents the key updates transactions. That

is, a new call arrival and a call termination mean 1 key update respectively. The

wireless cost and the wireline cost of the location matching trees (our scheme) and

the Logical tree are shown for different quantities of participating BSs. We observed

that the location matching trees have both smaller wireless cost and smaller wireline

costs than the logical trees when the number of BSs is equal or greater than 2, and

the advantages of the matching trees are more significant when the system contains
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more BSs. In this system, the communication cost of the matching trees can save as

low as 20% of the communication cost of the independent trees as shown in Figure 6.8

and Figure 6.9.

Fig. 6.8. Key Update Costs in Wireline Intervals

6.5.4 Handoff Cost

We set parameters to measure the number of handoff attempts for each user

group such that µ=1/180 (/sec), λ=20 (calls/sec), R=2(km), and simulation time=

10 minutes. We observe that each user group undergoes 3 ∼ 8 handoffs during the

call duration. Moving users onto the key tree causes some extra key management
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Fig. 6.9. Key Update Costs in Wireless Intervals

resources even though they are still in service because of handoff. To take care of

frequent handoff between wireless access networks, we proposed a new revised handoff

schemes. This new handoff scheme can reduce some key update costs in wireless and

wireline intervals because it only updates the keys after completion handoff.

A call can have 3 key transactions during the call duration: call generation, hand-

offs, and call termination. A handoff call requires 2 key update transactions: (1)

adding a new channel when a call enters handoff region and (2) deleting a serving

channel after completing handoff.

Thus the number of key transactions during call duration, N , equals to
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Fig. 6.10. Handoff Attempts for Each User Type

N = 1× (callgeneration) + 1× (calltermination)

+ 2× (#ofHandoff)
(6.4)

We run our simulation 10 times and calculate the average handoff attempts per

user according to the mobility models. Each call has 3 ∼ 8 handoffs during the call

service time. We show the result in Figure 6.10.

In Figure 6.11 and Figure 6.12, we plot the number of handoff attempts as a

function of the number of new calls. The number of handoff attempts increases

linearly as the number of new calls increases. With the hard handoff schemes, the

number of handoffs per call is reduced by about 20% comparing to the results of

Figure 6.11. It’s very expected result because the hard handoff scheme requires less

key update transactions in handoff region.

Now we find that the handoff part can be the largest inefficiency in wireless cellular

networks. To reduce the number of handoffs, we can increase the radius of cell.

However, as the radius of cell increases, the system capacity decreases. That is, the

total number of users in a system will be decreased if the radius of cell is increased.

So we need an alternative method.
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Fig. 6.11. The Number of Handoff Attempts in Soft Handoff Case

Fig. 6.12. The Number of Handoff Attempts in Hard Handoff Case

We don’t take into account a call admission control (CAC) so far. That is, we

don’t restrict the number of users for each BS. The CAC function determines whether
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to accept a new call and a handoff call [150]. With the CAC and the revised handoff

schemes, the number of handoffs per call is reduced by almost 20% comparing to

the results of Figure 6.12 until the threshold of CAC, here 100 users per BS. After

the threshold, the handoff attempts stay to a certain level since the CAC limited the

number of new calls. In Figure 6.13, we plot the number of the handoff attempts as

a function of the number of new calls with a CAC and a revised handoff scheme. We

find that the number of handoff attempts don’t increase after 100 users. Because of

the CAC, only 100 users are accepted in each BS.

Fig. 6.13. The Number of Handoff Attempts vs. The Number of New
Calls with a CAC.
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7. CONCLUSIONS

In this dissertation, video encryption and multicast security problems in wireless

networks were examined.

7.1 Contributions of this Dissertation

• Selective video encryption for a LDPC and Turbo codes based dis-

tributed source coding method

A framework for implementing selective video encryption for a LDPC and Turbo

codes based distributed source coding method is proposed. Secrecy results

from a tradeoff between processing power and speed, but real-time processing is

achievable. We showed that the encryption of 50% or more bits reveals no useful

information in the reconstructed video. Hence the proposed method has some

advantages over conventional full data encryption with regard to complexity. We

are investigating how the compressed bit stream can be exploited by imposing

a syntax on the output of the DSC coder.

• Secure group key management algorithm

We designed a group key management tree such that the neighbors on the

key tree are also physical neighbors on the cellular network. The group key

management scheme uses the pre-positioned secret sharing scheme. By tracking

the user location, we localized the delivery of rekeying messages to the nodes

that need them. This lessens the amount of traffic in the cellular network. We

find that each call undergoes an average of 3 ∼ 8 handoffs during a call duration

according to the user mobility model. We proposed a new handoff scheme to

minimize the key updating transactions. This new handoff scheme reduces one
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of the two key update transactions in the handoff region - adding a new channel

when a call enters the handoff region. In the handoff area, only a new traffic

channel is added to minimize the interruption time of the data transmission.

With a the revised handoff scheme, the number of handoffs per call is reduced by

almost 20% compared to that of the soft handoff. Also a simple CAC function

is used to maintain key updating transactions to a level defined by the system

manager.

7.2 Future Work

• Selective video encryption for distributed source coding

It is a future work to propose a generalized scheme to selectively encrypt video

sequences, which can offer several advantages: flexibility, multiplicity, spatial

selectiveness and format compliance. Also the integration and interoperability

of different multimedia security techniques (e.g. encryption and robust water-

marking or encryption and fragile watermarking) is another interesting research

topic.

• Secure group key management algorithm

As the future work, it remains as an open problem to efficiently implement and

integrate the proposed protocols. The other problem is to support the additional

functions such as authentication in lower complexity of communication and

computation.
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