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ABSTRACT

Parra Pozo, Albert M.S.E.C.E., Purdue University, December 2011. An Integrated
Mobile System for Gang Graffiti Image Acquisition and Recognition. Major Profes-
sors: Edward J. Delp and Mireille Boutin.

In this thesis we describe a system that allows first responders to collect and browse
images of gang graffiti for the purpose of identifying and tracking gang activity. This
system is implemented both as an application for Android hand-held devices and as
a web-based interface.

Our system includes the acquisition of gang graffiti images and associated meta-
data. The data obtained from the device is transferred to a database. We also de-
veloped methods to provide basic color feature interpretation of gang graffiti images.
We describe a color recognition method for hand-held devices based on touchscreen
tracing and a color image segmentation method based on Gaussian thresholding. The
segmentation creates a probability map that can be used for shape recognition and
analysis. A user can browse the image database by graffiti color, location, date and
time, with the use of interactive map projections. Additionally, a user can manually

add information to the database, such as gang names, symbols, or general comments.



1. INTRODUCTION

Gangs are a serious threat to public safety throughout the United States. Gang
members are continuously migrating from urban cities to suburban areas. They are
responsible for an increasing percentage of crime and violence in many communi-
ties. According to the National Gang Threat Assessment, approximately one million
gang members belonging to more than 20,000 gangs were criminally active within the
United States as of September 2008 [1]. Criminal gangs commit as much as 80 percent
of the crime in many communities according to law enforcement officials throughout
the nation. Street, gang graffiti is their most common way to communicate messages,
including challenges, warnings and intimidation to rival gangs. It is, however, an ex-
cellent way to track gang affiliation and growth or to obtain membership information.

Law enforcement first responders have the potential for finding and documenting
graffiti evidence in real time. However, the number of actions that can be taken
while on the streets are limited. If there is an incident, or law enforcement needs
to compare information, they have to communicate with the corresponding police
department. For example, if a new graffiti is spotted by a first responder in an area,
the information that can be obtained in situ is very limited. In the best case scenario,
the first responder has expertise in gang graffiti interpretation and carries a camera.
The only actions he/she can take are reduced to taking a picture and writing down
some basic contextual information.

Our long term goal is to develop a system, based on a mobile device such as mobile
telephone, capable of using location-based-services, combined with image analysis, to
automatically populate a database of graffiti images with information that can be
used by law enforcement to identify, track, and mitigate gang activity. We call this
system Gang Graffiti Automatic Recognition and Interpretation or GARI. Our first

step towards this goal is a system that includes the ability to acquire images in the field



using the camera in a mobile telephone and a networked backend database system
that uses the metadata available at the time the image is acquired (geoposition,
date and time) along with some basic image analysis functions (e.g. color features).
The image and metadata is transmitted from the mobile telephone to a server and
compared against the database of graffiti images. The matched results are sent back
to the user who can then review the results and provide extra inputs to refine the
information concerning this graffiti image.

Apart from being able to send and retrieve multimedia data to the database, the
first responder can take advantage of location-based-services. The information in the
database of gang graffiti can be queried to extract information based on parameters
such as date and time of capture, upload or modification of the graffiti image, or radius
from a given location. The data includes not only the images, but information related
to it, such as date and time, geoposition, gang, gang member, colors, or symbols.

We have implemented these features both as an application for Android hand-
held devices and as a web-based interface for any device capable of connecting to
the Internet (e.g., desktop/laptop computer, iPhone, Blackberry). By providing first
responders with this capability, the process of identifying and tracking gang activity

can be more efficient.

1.1 Proposed System

Figure 1.1 illustrates a block diagram of our proposed system. It illustrates the
various services available, both on the device (no network connection required) and
on the server (network connection required). These services include capturing images
of gang graffiti, performing automatic analysis and labeling (such as geoposition,
date/time, and other EXIF (Exchangeable Image File Format) [2] data obtained
from the image), uploading images to the database of gang graffiti, and querying the

database to filter and browse its contents.



Figure 1.2 illustrates the modules of our system. Note that the image analysis
module is dashed because it is not a required step. There are two basic operation
modes: analysis of a new graffiti image and database browsing. The first mode in-
cludes capturing or browsing for an existing image on the hand-held device, extracting
metadata information and performing color recognition (see Section 2). The second
mode includes contacting the database of gang graffiti and obtaining information
about graffiti that match a specific query (see Section 3). The two operation modes
can be combined. A user can capture an image, perform color recognition, upload it
to the database, and browse different fields in an interactive map from the hand-held

device. Note that the web-based interface does not include color recognition.

Offline automatic

analysis and labeling - - ﬂ - =
- Geoposition 3 — - a - ﬁ

- Date and time
- Extracted Features Original Database

2
—_— _
s T N
Filtered results -
Info + thumbnails Filtered Database
Offline manual
filtering 6
.
Manual labeling
- Additional Features

Labeled image

Fig. 1.1.: Block Diagram of the GARI System.

Figure 1.3 illustrates in more detail the submodules of the image analysis module
in the Android application. For the web-based interface, only the metadata extraction
submodule is used. The metadata extraction submodule includes extracting EXIF

data from the image, such as geoposition and date and time, in order to identify the
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Smartphone
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i Image: el Server Database
. Analysis
Internet
Browser

Fig. 1.2.: Modular Components of the GARI System.

image and its location (see Section 3.2). The manual input submodule allows the
user to manually identify graffiti components and their properties, such as color and
orientation (see Section 3.3.2). The color recognition submodule allows the user to
detect the color of a graffiti component by tracing a path using their finger on the
device’s touchscreen (see Section 2.2.2). The color recognition is done entirely on the
device, extra data is obtained for image segmentation from the server, based on color
Gaussian thresholding (see Section 2.3).

All the data from the three submodules can be sent to the server along with the

graffiti image, and added to the database to be browsed or analyzed in the future.

Image Analysis

! Metadata
Extraction

Graffiti <—

[€rmmmmm oo > Server

Manual Color
: Input Recognition |

Fig. 1.3.: Block Diagram of the Graffiti Analysis Implemented in the Android Appli-
cation.



1.2 The Interpretation of Gang Graffiti

Gangs have used street graffiti to communicate with each other for a long time |[3,
4]. It is their most common way to communicate messages, including challenges,
warnings or intimidation to rival gangs. If graffiti are correctly interpreted, they are
a great source of information that can be used to track gang affiliation and growth,
or to obtain membership information.

It is worth noting the differences between “graffiti” terms that we use throughout

this thesis.

e Gang: We use the word gang to refer to a street gang, defined by [5] as a
“self-formed association of peers, united by mutual interests, with identifiable
leadership and internal organization, who act collectively or as individuals to
achieve specific purposes, including the conduct of illegal activity and control

of a particular territory, facility, or enterprise”.

e Gang member: To be distinguished from a tagger. Gang members paint
graffiti to mark territory, threaten other gangs or honor other gang members.
In contrast, taggers paint graffiti to defy authority, or to obtain recognition or

notoriety.

e Gang graffiti: To be distinguished from tagging. Gang graffiti are simple and

usually monochromatic. In contrast, tags are artistic and colorful.

e Component: Any of the separable elements in a graffiti, such as symbols,

acronyms, or numbers.

e Blob: Area of the graffiti containing only one component. Useful to identify

relative positions of components to each other in the same graffiti.

e Clique: Subset of a larger gang with their own name, which may have con-

nection to the gang’s neighborhood (e.g., street name, geographic location).



Cliques are local, while gangs extend nationally or internationally. Also known

as factions or crews.

e Turf: Slang for territory, or area of influence, specific in this thesis to gangs.
Term used when talking about a fight between gangs for territory or power, also
known as a turf war, usually with the objective to gain control over the drug

market in a specific area.

In the following subsections we describe how to interpret gang graffiti from its
contents, including colors, shapes and structure. We also describe how gangs and
gang members can be tracked from the graffiti contents and their location. Finally,
we illustrate some examples on how a first responder can perform the interpretation
and tracking easier and faster. Note we are not claiming in this thesis to be an expert
in the interpretation of gang graffiti. Our knowledge is limited. We are relying on

law enforcement experts for the GARI project. !

1.2.1 Some Examples of Interpretation

Gang graffiti can be considered a low-level language used by gangs to communicate
with each other. The alphabet of this “language” consists not only of letters (Aa-
Zz) and numbers (0-9) but also of symbols (e.g., stars, crowns, arrows) and colors.
The contents of gang graffiti are simple and straightforward. Gangs usually paint
handwritten graffiti using a single color (perhaps two at most). Gang graffiti do not
contain complete sentences, but words, short phrases, abbreviations and acronyms
(e.g., gang and gang member names, street names and numbers). As is the syntax in a
regular language, the relative position and alignment of each component is important
in the general structure of the graffiti. The syntax in gang graffiti is two-dimensional.

For example, the meaning of a symbol is different if it is painted at the top right of a

IThe images shown in this thesis were obtained in cooperation with the Indianapolis Metropolitan
Police Department (IMPD). We gratefully acknowledge their cooperation in GARI.



graffiti or if the symbol appears upright or upside down. Figures 1.4 and 1.5 illustrate

some examples of gang graffiti alphabet, syntax, and color.

(a) Shape (b) Numbers

(e) Letters (f) Position and Alignment

Fig. 1.4.: Examples of Graffiti Elements.



) Mexicanos Malditos Surefios 13

(b) 18th Street Gang (black) VS Surenos 13 (red)

Fig. 1.5.: Examples of Graffiti Color Recognition.

We will use Figure 1.4 as examples for interpreting gang graffiti. Figure 1.4a is
a black gang graffiti. This particular color does not eliminate any gang from being
the author of the painting. The 6-point star refers to the Folk Nation, one of the two
“nations” to which most gangs belong. Each point means: love, life, loyalty, wisdom,
knowledge, understanding. The numbers on both the left and the right of the star, 7
and 4, refer the 7th and 4th letters of the alphabet, G and D, respectively. That is,
the Gangster Disciples gang. The three-pointed pitchfork is another sign of the Folk
Nation. In this particular case, two upright three-pointed pitchforks make a total of
six points, making reference to the 6-pointed star. Moreover, the inscription below
the star makes reference to the clique with the street name, 2-8th st or 28th street,
and the nickname of the gang member who painted the graffiti, Ruthless.

Figure 1.4b is a black gang graffiti containing the name of a clique, as usual taking

its name is taken from the street where they operate. In this case, it refers to the 42nd



Street Gang from Indianapolis. The color itself does not indicate anything concerning
which gang this clique may belong to.

Figure 1.4c is a blue gang graffiti with a 6-point star similar to the one in Figure
1.4a. The blue color is used by the Gangster Disciples (and others). The numbers on
the sides of the star, along with the additional letters at its bottom make it clear that
this graffiti makes reference to the Gangster Disciples. The number 6 in the center
of the star is also an extra remainder of the Folk Nation.

Figure 1.4d is a red and black gang graffiti containing the name of a gang/clique in
red, Goon Squad (also spelled Goon Sqaud or Goun Sqoud). This gang/clique name
is very common, since it originally refers to a group of thugs or mercenaries associated
with violent acts. With the little information from this graffiti it is not possible to
determine which gang they belong to or if they are a gang themselves. However, the
use of the red color seems to be related to the People Nation, although there are
gangs from the Folk Nation that also use the same color. Below the gang name we
find the name of the neighborhood where the gang operates (i.e., Brightwood 2-5st or
Brightwood 25th Street, Indianapolis) in black. The two down arrows at each side
of the gang name express turf dominance. The inscription at the very bottom, also
in black, appears to be the nickname of the gang member who painted the graffiti,
TMOB, also known as “Brightwood 7 M.O.B. Bitch.” There is an additional down
arrow, again expressing turf dominance of this particular gang member.

Figure 1.4d is a simple black gang graffiti containing the acronym ESG, referring
to the East Street Gang in Indianapolis.

Figure 1.4f is a multicolor gang graffiti. It seems the blue graffiti was painted
over the black graffiti. The black graffiti is very similar to the one in Figure 1.4c,
belonging to the Gangster Disciples. The 28th Street clique name, along with the
nickname Ruthless, are also painted next to the 6-point star. The blue graffiti contains
the name of a different clique, the 25th Hillside, from Hillside Avenue in Indianapolis.
The inscription at the very bottom, in blue, could make reference to an insult to the

gang or gang member who painted the black graffiti originally, however the upside-
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down 5-point star indicates disrespect for the People Nation. Therefore, both the
black and the blue graffiti have been painted by gang members of Folk Nation’s
gangs, and the blue inscription to the left of the upside-down 5-point star is the
nickname of a gang member of the 25th Hillside clique, from the Folk Nation.

1.2.2 The Use of First Responder Input

Automatic image analysis of gang graffiti has some disadvantages. First, depend-
ing on the complexity of the analysis, the computational time can be inconvenient
especially if the first responder is in the field and would like to know something about
a graffiti image they are observing. For example, a first responder may want to de-
tect symbols in the graffiti and browse the graffiti in the database that matches the
symbols. This process may involve color and shape segmentation, shape analysis,
and finally database querying. Second, the results given by an automated process
may not be accurate enough. There are recognition tasks, such as the identification
of arbitrary objects, that humans can resolve without effort, but automatic methods
are not satisfactory [6]. Color recognition in a scene depends on well-defined illumi-
nation and background; shape recognition depends on the position and skewness of
the object relative to the camera.

One of the goals of this project is to aid first responders with the process of
identification and analysis of gang graffiti. Therefore, our proposed system includes
the feature of the user participating in the analysis by manually identifying graffiti
content. This allows us to exploit the expertise of the first responder and then use this
information in the future to help our methods “learn.” It is also a way of providing
“groundtruth” information for the automatic analysis.

Figure 1.6 illustrates an example of elements that could be manually filtered from
the graffiti. The analysis of the graffiti in each of the subfigures can be improved if
the first responder provides some or all the contents of the graffiti. The graffiti in

Figure 1.6a can be quickly analyzed if the first responder knows that painting makes
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reference to the 18th Street Gang. Second, the graffiti in Figure 1.6b contains the
nickname of the gang member who painted the graffiti, Ruthless. This can be easily
identified by just looking at the painting. Third, the graffiti in Figure 1.6¢ is a more
complicated case where the first responder can recognize a font type used by a specific
gang or gang member. Finally, the graffiti in Figure 1.6d, already analyzed in Section
1.2.1, contains down arrows, which can be recognized by the first responder. This
could then be entered in our database system to improve the types of analysis that

can be provided.

(a) Known Gang (b) Clear Tokens

(c) Special Font Type (d) Known Symbols

Fig. 1.6.: Examples of Manual Recognition of Graffiti Elements.

Figure 1.7 illustrates an example of graffiti content filtering. The first responder
has taken an image of a gang graffiti containing a crown. The user selects the region
where the symbol is painted and tags it as having a crown. The system can then
obtain a detailed interpretation through simple questions. First, knowing the symbol
contains a crown, the first responder is asked what option is more similar to what is
seen (Figure 1.7b). Note that the options include three, five and six point crowns.
In this case it is a five-point crown. Second, the first responder is asked about the

alignment of the crown (Figure 1.7¢). The options in this case are three: upright,
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crossed upside-down, and upside-down. In this case it is an upside-down crown.
Third, the first responder is asked about the color of the crown (Figure 1.7d). In this
case it is a blue crown. Lastly, the first responder is asked for additional content that
has not been noted along the questions. In this case there are the letters L and K
inside the crown. The manual recognition process is complete, and given the answers
to the questions a detailed interpretation can be made. First, five-point crowns make
reference to the People Nation. However, no conclusions can be drawn from this
fact, since given the color, position and alignment of the symbol the meaning can
be completely different. Second, upside-down symbols indicate disrespect for the
targeted gang by its rivals. It is then a threat to a gang from the People Nation.
Third, the L and K letters make reference to the Latin Kings gang. Therefore, this
graffiti has been painted by a gang member from any of the Latin Kings rival gangs.
The most common Latin King rival gangs are the Spanish Cobras, Maniac Latin
Disciples, and any of the Disciples cliques and the gangs from the Folk Nation [7].
However, given that the disrespect is shown through the five-pointed crown, it is more
likely to be a graffiti painted by a gang from the Folk Nation. Lastly, the color of the
graffiti indicates that the gang member who painted the graffiti is likely to pertain
to either the Maniac Latin Disciples or the Gangster Disciples. More details with
respect to the other elements of the graffiti (e.g., gang member nickname, gang or
clique name, other symbols) are required in order to obtain a more detailed analysis.

Note that a unique result may not be obtainable, because the interpretation de-
pends not only on the symbol itself, but the combination of the contents in the graffiti
along with the location and date. The results obtained from the manual recognition
are accurate enough so the first responder can browse the matching graffiti and make

informed decisions.
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a) Original image

) Browse by crown type

) Browse by position and alignment

) Browse by crown color

Fig. 1.7.: Example of manual recognition when a crown has been found in a graffiti.
The filtering suggests the meaning of this particular element is “a threat against Latin
Kings.”

1.3 Review of Current Methods

There are several methods that have been developed to identify gang graffiti using
feature matching as well as tracking gang graffiti using large databases. This section
overviews two of the current methods describing their advantages and disadvantages.

We also compare both methods with GARI.

1.3.1 Graffiti-ID

Graffiti-ID is an ongoing project (since 2009) at Michigan State University [8].

The project is focused on matching and retrieval of graffiti images. There is non-
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published work which extends the project to gang and moniker identification [9]. The
goal of Graffiti-ID is to identify gang/moniker names related to a graffiti image, based
on visual and content similarities of graffiti images in a database. Figure 1.8 shows a
block diagram of the system. There are two modules, one for populating the database
(offline) and another for querying and obtaining results from the database (online).
The offline module includes two processes. First, automatic feature extraction using
the Scale Invariant Feature Transform (SIFT) [10]. Second, manual annotation of
graffiti images by letters and numbers. This is done on images taken from an external
gallery of images with the information stored in a database. The online modules
includes manual annotation of input images to filter the database and SIFT feature

extraction to obtain keypoint matching.

Text Annotation
Gallery SIFT Database

‘ Filtered Results ‘

Input Text Annotation

Image SIFT C)

—

Matching
Images

Fig. 1.8.: Block Diagram of the Graffiti-ID System.

The image database used is based on the Tracking Automated and Graffiti Re-
porting System (TAGRS) from the Orange County Sheriff Department in California.
The database consists of 64,000 graffiti images the main sources of the images are
the Orange County Transportation Authority and crime reports. A subset of 9,367
images were used for evaluation. Each of these images contains up to four information

parameters: moniker, gang, date and time, and address.
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The Graffiti-ID system was tested using graffiti images from the original database
subset. The retrieval accuracy was evaluated using Cumulative Match Scores [11].
The graffiti images were used as query for the manual annotation matching step, which
returns candidate images from the database that match the text description (presence
of letters and numbers). SIFT features from the input image and compared against
SIFT features from each of the candidate images. The candidates that best match
the SIFT features of the query, given the Cumulative Match Scores, are returned to
the user. Table 1.1 shows performance results of the output of the second step. The
rank-£ accuracy refers to the percentage of queries for which the correctly matched

images are found within the k£ candidate images.

Table 1.1: Accuracy and execution time for various numbers of candidate images from
the manual annotation matching step.

Candidate Images 300 500 1,000 | 9,367
Rank-30 accuracy 63.8 % | 65.4 % | 66.5 % | 64.3 %
Retrieval Time (seconds/query) | 12.4s | 20.1s | 39.8s | 415.7 s

1.3.2 Graffiti Tracker

Graffiti Tracker is a web-based system that began in 2002 [12]. It was designed
to help first responders identify, track, prosecute and seek restitution from graffiti
vandals. It is primarily used by law enforcement and public works agencies. The
database contains more than 2 million manually analyzed graffiti images from 75
cities in two countries and nine states, mainly from the state of California.

The web-based services include graffiti analysis, interactive map browsing, graffiti
storing and organization, and graffiti report. Graffiti Tracker provides clients with
GPS-enabled digital cameras to generate reports of graffiti activity. The images
can then be uploaded through the web interface to the database, they are manually

analyzed by trained analysts within 24 hours of submission.
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The GPS coordinates of each image are used to build an interactive map where
the user can view activity from individual vandals or monikers to specific crews or
gangs. Gang trends or migration can be identified if the volume of graffiti for the same
gang or vandal is large. A part from the interactive map, the user can browse the
stored graffiti by moniker, gang, type of incident, graffiti surface, or removal method.
The information can be used to generate reports based on gang or moniker activity,
such as total square feet of damage, locations of the incidents, or frequency of graffiti

vandalism over a specific period of time.

1.3.3 Comparison to GARI

Although our proposed system, GARI, shares some goals with both of the above
systems, our methodology is different. Table 1.2 summarizes a comparison between
the features of Graffiti-ID, Graffiti Tracker and GARI.

Both Graffiti-ID and GARI have goals of identifying gangs and gang members
based on the graffiti content. Graffiti-ID uses SIFT features between an input image
and images from the database. GARI currently uses color recognition techniques,
along with metadata information from an image to query the database. Future goals
of GARI include the use of SIFT features to detect if an image of a same graffiti was
already acquired at a specific location, and also the use of shape techniques to detect
graffiti components.

Both Graffiti Tracker and GARI keep track of gang activity based on GPS tags
from the images and the graffiti content. However, Graffiti Tracker graffiti analysis
is done manually, while GARI’s goal is to do most of the analysis automatically.

Graffiti-ID does not exploit the first responders action in the field, such as capture
and upload images to a server or browse the database from a mobile device; the
analyzed images are on the server. Graffiti Tracker allows users to acquire images
only with GPS-enabled cameras they provide and the images have to be transferred

to a computer and sent to the server. GARI allows the users to take images with any
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camera. The GPS coordinates are automatically extracted from the EXIF data of
the image or inserted manually when uploaded to the server (i.e., by GPS coordinates
or by address - reverse geocoding). Moreover, GARI has a mobile application that
allows the user to take an image with a smartphone and send it to the server in situ.
GARI also allows the first responder to browse the database of graffiti. GARI allows
the user to upload images to the server through a web-based interface from any device
capable of connecting to the Internet.

In Graffiti Tracker, image analysis is performed manually by trained analysts with
the results obtained within 24 hours of submission. The goal of GARI is to perform
the analysis in the field, automatically and in real-time, either on the device or on the
server. Graffiti-ID uses SIFT features to match images on the server automatically,
but the analysis of the content of the graffiti is done manually, by labeling the image.
Moreover, it just allows labels to be numbers (0-9) or letters (a-z), not symbols or
other features such as color.

Graffiti-ID does not provide any type of gang activity tracking, while both Graffiti
Tracker and GARI provide interactive maps that allows first responders to browse the
database and keep track of specific gangs or individuals. The advantage of GARI is
that it also provides additional methods for tracking gang activity, including browsing
the database by radius from specific locations, or by graffiti color/s. One advantage
of Graffiti Tracker is that its database is currently dramatically larger than the GARI
database. Therefore, the results retrieved from the Graffiti Tracker database can
indicate more accurate gang activity.

In summary, our system combines features from both Graffiti-ID and Graffiti
Tracker, and adds more services and functionality. The advantages our system has
over Graffiti-ID and Graffiti Tracker are the following. We provide a mobile applica-
tion that lets first responders act in the field, where the graffiti is located, and upload
and browse the database of graffiti in situ. The image acquisition in our system is

device independent; any image from any type of camera can be uploaded using ei-
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ther of our supported platforms: an Android-based mobile telephone or through our

web-based interface.

Table 1.2: Comparison of features between Graffiti-ID, Graffiti Tracker, and GARI.

Feature Graffiti-ID Graffiti Tracker GARI
Used in field NO YES YES
Graffiti location | Orange County (CA) | 9 states (mainly CA) Indiana
Images in database 64,000 over 2 million 1,418
Analysis (time) - Within 24h minutes (goal)
Analysis (method) Automatic Trained analysts Automatic
Analysis (offline) Manual labeling NO Automatic (goal)
Analysis (online) Automatic (SIFT) Manual Automatic (goal)
Web version NO YES YES
Mobile version NO NO YES
Device NO GPS camera Camera/Smartphone
Interactive Map NO YES YES

1.4 Contributions of This Thesis

In this thesis an integrated mobile system for gang graffiti image acquisition and
recognition is described. Our proposed methods include color recognition based on
touchscreen tracing and color image segmentation based on Gaussian thresholding.
We have also investigated the design and deployment of an integrated image-based
database system.

The main contributions in the area of image analysis are as follows:

e We describe a color recognition method based on touchscreen tracing.

e We present a color image segmentation method based on Gaussian thresholding.

The main contributions in the design and deployment of the integrated image-

based database system are as follows:
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e We developed an integrated image-based database system where data from users

and images is connected to gang graffiti information for analysis and tracking.

e We created a web-based interface for first responders and researchers, to upload
images and browse gang related information by location, date and time, using
interactive maps for better visualization. It is accessible from any device capable

of connecting to the Internet, including iPhone and Blackberry.

e We created an Android application for first responders on the field, to upload
images to the server, browse gang related information by location using inter-

active maps, and perform color recognition.

1.4.1 Publications Resulting From This Work

Conference Papers

1. Albert Parra, Mireille Boutin, Edward J. Delp, “Location-Aware Gang Graf-
fiti Acquisition and Browsing on a Mobile Device,” accepted for presentation at
the Multimedia on Mobile Devices Conference, IS&IT/SPIE Electronic Imaging,
San Francisco, CA, January 2012.



20

2. COLOR RECOGNITION AND IMAGE
SEGMENTATION

One of the goals of our system is to identify the color of graffiti components from an
image captured by a first responder. For this purpose, we can exploit some restric-
tions based on general features of gang graffiti. First, gang graffiti content is mostly
monochromatic. That is, the graffiti are painted a single color using spray paint, but
depending on the distance and the spray pressure one can obtain different tints, tones,
and shades of the same color. Second, gang graffiti are always hand-written. Since
each graffiti can be written by a different gang member, this excludes the possibility
of deciphering writing patterns or styles in most cases. This fact eliminates the use
of Optical Character Recognition methods to analyze graffiti contents. Third, gang
graffiti are almost always painted on non uniform surfaces with different textures, such
as walls, garage doors, or trees. This makes the segmentation of the graffiti contents
more challenging. Given these conditions, we decided to acquire gang graffiti images
in a systematic way with the cooperation of the Indianapolis Metropolitan Police
Department (IMPD). This allows us to work with images so that we can calibrate
them with known dimensions in the future.

In our system we developed a method for identifying the color of a graffiti compo-
nent. We call this approach color recognition based on touchscreen tracing. It runs
on a hand-held device without the need of an network connection. We also propose
a method for segmenting an image based on the recognized color. We call this color
image segmentation based on Gaussian thresholding and for our system it runs on
our server. We should note that, due to time constraints, the work reported in this
thesis does not use calibrated color images for the color image analysis. We recognize

that this does limit the usefulness of our results. We are in the process of further
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investigation of the use of calibrated color information for the methods we discuss in

this chapter.

2.1 Acquisition of Test Images

We need test graffiti images for color and resolution calibration. The image acqui-
sition protocol we followed to properly acquire graffiti images is described in Appendix
A. In this protocol we mention the use of a fiducial mark. This mark consists of two
elements. The first, shown in Figure 2.1, is a 24x20 inch color checkerboard used to
estimate the dimensions and the area of the graffiti and to calibrate the color of the
image. The second, shown in Figure 2.2, is a 11x8.5 inch U.S. Air Force (USAF)
1951 Resolving Power Test Target defined by Military Standard 150-A [13]. Tt is
used to estimate the resolving power of the camera used to capture the images. Note
that for each graffiti we captured multiple images, using three different cameras and
alternating the use of tripods, the color checkerboard and the USAF resolution chart.
The methods described in this thesis, including the experimental results, are based
on images captured with a tripod and without the use of the color checkerboard or
the USAF resolution chart.

We have acquired a large set of these test graffiti images for further work. As
we have indicated above we have not used any of the color or resolution calibration

information in the studies described in this thesis.



Fig. 2.1.: Scaled Color Checkerboard Fiducial Mark.
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Fig. 2.2.: Scaled USAF 1951 Resolving Power Test Target.
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2.2 Color Recognition Based on Touchscreen Tracing

We propose a color recognition method based on user interaction through the
Android application of our system. In this method the user traces a color region on

the touchscreen display of a graffiti image and then we recognize the color. For this

method we use an RGB to Y’CH color space conversion.

22
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2.2.1 Overview of Methods for Color Recognition

Since the first capacitive touchscreen was introduced in 1965 [14] (more detailed
description in 1967 [15]) multiple applications have been developed for the use of
this device. Some examples include interactive surfaces such as sensitive walls [16],
cooperative sharing and exchange of media [17], and frechand manipulation [18].

Most modern mobile devices use touchscreens with tactile feedback to interact
with the user. This is used to control the device behavior with gestures [19]. The most
common application is the virtual keyboard, which is known to be able to improve the
performance of text entry with respect to physical keyboards [20]. However, tactile
feedback can also be used to detect a path drawn with the finger on the screen in
order to perform image analysis. This technique has been previously used to aid the
acquisition of morphometric data from pulmonary tissues [21].

Color recognition techniques are sometimes implemented by using thresholds based
on perceptual attributes of specific color spaces. The perceptual thresholds (also
known as discrimination thresholds) have been widely studied for human observers [22,
23]. However, some methods do not set the thresholds based on human perceptibility,
but based on the application scenario. For example, some skin detection methods use
an adaptive skin color filter to detect color regions, by setting thresholds in both RGB
and HSV color spaces [24-26].

2.2.2 Color Recognition Using Touchscreen Tracing

Figure 2.3 shows an overview of our color recognition method. Again note that
this technique is performed on the hand-held device. First, the user captures an imsge
or browses the internal gallery for an image on the device, and draws a path with
their finger on the touchscreen. The path is drawn along a component of the graffiti
image assumed to have uniform color. Second, the RGB color components of each
pixel on the path are converted to a new luma/chroma/hue color space that we call

the Y’CH color space. The Y’CH color space is used to intuitively represent color
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changes in luma or hue in order to obtain the median and the variance of the color
along the touch path. Note that we use luma (Y’) as opposed to luminance (Y) [27].
Third, we compute three medians on the pixel array that forms the path, namely the
luma median (Y), the chroma median (C') and the hue median (H).

We then define three disjoint regions in our Y’CH color space (numbered 3a, 3b
and 3c in Figure 2.3), delimited by manually set thresholds based on luma (Ty,,
Ty,) and chroma (7). Depending on which region the medians are located, we do
color recognition based on luma (3a) or hue (3b), or no color recognition at all (3c).

Finally, we compute a variance around the median based on luma (02 ) or hue (0% ), if

o),
we have decided to perform color recognition based on luma or chroma, respectively.
This variance is to be used as an input of the color image segmentation based on

Gaussian thresholding (Section 2.3).
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Fig. 2.3.: Color Recognition Using Touch Screen Tracing.
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RGB to Y’CH Color Space Conversion

An image captured using our Android application is saved as 32-bit RGB JPEG
file, where each pixel is a packed 32-bit integer containing the alpha, R, G and B
color components from most to least significant bits respectively. Note that a JPEG
image does not have an alpha channel and it is automatically set to zero by the
Android bitmap Application Programming Interface (API). From these packed RGB
bits we create a three-dimensional array to store the R, G and B components in their
unpacked bit representations.

The RGB color space is psychologically non-intuitive because humans have prob-
lems with the visualization of a color defined in RGB [28]. The attributes of hue and
saturation are the most natural way for humans to perceive colors [29]. The sepa-
ration of the luma component from the chrominance information is advantageous in
image processing. Therefore, we chose to transform the pixels in the image from the
RGB color space to our new HSL-based color space, which we call the Y'’CH color
space, where we carefully define the three dimensions as luma, chroma and hue. We
choose chroma over saturation because it better represents human perception of the
variation in color purity with respect to luma. In the literature, saturation is defined
as relative chroma [30,31], and the difference must be taken into consideration. For
example, the HSL color space is symmetrical with respect to luma, taking the shape
of a cylinder. When using chroma the cylinder gets narrower as we move from the
center of the neutral axis, forming a shape similar to a bicone [30]. Note that Figures
2.3 and 2.14 illustrate the Y’CH color space solid representation as a bicone for sim-
plicity. However, its true shape is shown in Figure 2.6, where not all the primaries lie
in the same plane.

We can convert from RGB to our Y’CH in many ways. In this section we describe
two approaches. The first one uses just arithmetic operations, while the second also

uses trigonometric operations. We conclude in Section 4 that the first approach is
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asymptotically faster and hence it is the method that we implemented in our Android
application described in Section 3.3.

Our first approach for transforming from RGB to Y’CH, which we call the arith-
metic approach, is illustrated in Figure 2.4. First, we interpret the RGB cube as being
tilted so that the black and white vertices are positioned at the top and the bottom
of the neutral axis (vertical axis), respectively. Second, we project the tilted cube
onto a plane perpendicular to the neutral axis, thus forming a hexagon. The chroma
(C) and hue (H) components in our model are defined with respect to this hexagonal
projection (Figure 2.5). Chroma is the distance from the origin of the hexagon to its
edge. We can define it as the difference between the largest and the smallest values
of an RGB triplet [32] as shown in Equation 2.1. Hue is the angle that represents
the angular distance from the red edge of the projection (i.e., set to zero radians)
to a particular RGB projection [33,34], as shown in Equation 2.2. Note that this
theoretical hue, which we define as H’, is undefined for projections onto the neutral
axis (i.e., C'=0). Also note that these definitions of chroma and hue correspond to

a geometric warping of the hexagon into a circumference.

RGB

Fig. 2.4.: Steps For Transforming from RGB to Y'CH Using The Arithmetic Ap-
proach.

H' is then converted to degrees, which we define as H, by multiplying by 60. This

multiplication accounts for %, which can be interpreted as the hexagonal analogue

of the unit circumference conversion from radians to degrees. That is, since 27 is

360
2

the perimeter of the unit circumference, we define the conversion as rad = x deg.

360

Since 6 is the perimeter of the unit hexagon, we can define rad = == x deg = 60 x deg.
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Fig. 2.5.: Warping of the Hexagon Projection Into A Circumference in Our Y’CH
Color Space.

Note that we define H = 0 when C' = 0 in order to deal with the undefined hue angle
for vector of magnitude zero.

Finally, our luma (Y”) is the weighted average of gamma-corrected RGB color
components. We define it using the Rec. 601 NTSC primaries [35], as shown in

Equation 2.3.

C =maz(R,G, B) — min(R,G, B)

=M —m. (2.1)
G-B if M=R
B—R :
BE 42 if M=G

H =S ¢ (2.2)

BG4  ifM=B
undefined if C=0

Y = 0.299R + 0.587G + 0.114B. (2.3)
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Using these equations, our Y’CH color space is defined in 0 < H < 360 (or
0 < H < 27 in radians), 0 < C < 1 and 0 < Y < 1. The resulting representa-
tion is illustrated in step 3 of Figure 2.4, where each colored dot represents a fully
chromatic primary. Given our definitions of luma, chroma and hue, the color space
representation does not have a symmetric shape. Figure 2.6 illustrates a 3D view of
the Y’CH solid. Figures 2.7 to 2.9 illustrate different cross-sections of constant hue,
where the far left and far right corners represent fully chromatic colors. Note that
the primaries do not lie in a common luma plane. Also note in Figure 2.8 the effect
of setting H = 0 where C' = 0, instead of being undefined. The neutral axis (C' = 0)
does not contain luma values, since the cross-section is not located at H = 0. Figure
2.7, however, since it is located at H = 0, we do not see any discontinuity.

Figure 2.10 illustrates the bottom view of our Y'CH color space representation,

where the hue of different primaries can be identified.

Fig. 2.6.: 3D view of Our Y'CH Color Space (Using the Arithmetic Approach).

Our second approach for transforming from RGB to Y’CH, which we call the
trigonometric approach, consists of defining the Y'CH color space using cylindrical
coordinates, thus skipping the hexagon warping. First, we convert from RGB to Y'IQ
using a linear transformation of the RGB cube [36], as shown in Equation 2.4. With
this conversion we directly obtain the Y’CH luma, which is defined again using the

Rec. 601 NTSC primaries. Then, we can derive the hue and the chroma from a
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Fig. 2.7.: Cross-Section of Constant Hue H = 0 rad in Our Y'CH Color Space.
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Fig. 2.8.: Cross-Section of Constant Hue H = % rad in Our Y’CH Color Space.

cylindrical transformation of I and Q [32] as shown in Equation 2.6. Note that the

function atan? in Equation 2.6 is the two-argument arctangent, defined in Equation

2.7.

Y 0.299 0.587 0.114 R
I|=10595716 —0.274453 —0.321263| |G| . (2.4)
Q 0.211456 —0.522591 0.311135 | |B
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Fig. 2.10.: Bottom View of Our Y’CH Color Space (Using the Arithmetic Approach).

H = atan2(Q, 1) (2.5)

C=VI+Q, (2.6)
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arctan(%) I>0
T+ arctan(%) Q>0 1<0
atan?(I.Q) = -7+ arctan(%) Q<0,1<0 @7
5 Q>0 1I=0
-5 Q<0,1=0
\ undefined Q=0 1=0

Figure 2.11 illustrates the bottom view of our Y’CH color space representation

where the hue of different primaries can be identified. Note the hexagon shape.
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Fig. 2.11.: Bottom View of Our Y'CH Color Space (Using the Trigonometric Ap-
proach).

Note that a HSL-based color space, such as Y’CH, has the disadvantage that it
does not account for the complexity of the human color perception. However, since

we are doing color recognition this is not a problem for us.
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Color Median and Variance

Once we have the pixels of the traced path in the Y’CH color space, we want to
find which color it represents, and what is the color variance in the Y’CH color space
along the path. Note that color is subject to human perception, but in this section
it refers to either luma or hue. We can assume that the path has been traced along
a surface with approximately uniform color, although we can have some outliers.
This will produce a path that has pixels where the color is not from the graffiti
component, but from the background. Since the luma or hue of these outliers can
be radically different from the rest of the pixels, we find the color median is a better
representation than the color mean for this purpose. We compute the median using
a selection algorithm known as Randomized-Select [37], which executes in linear time
(i.e., with respect to the length of the input pixel array).

We want to distinguish between different colors, including red, blue, black, gold,
green, purple and white. The number of colors are empirically chosen based on the
contents of 360 graffiti images in our database of gang graffiti. For black and white
we focus on the median of the luma component, since they have low chroma and do
not have a particular hue.

For red, blue, gold, green and purple, we manually analyzed the hue component
of the graffiti in the Y’CH color space from a set of 100 images from our gang graffiti
database using the arithmetic approach for the color space conversion. Some of the
test images are shown in Figures 2.15 through 2.23. Table 2.1 summarizes the average
hues for each color and Figure 2.12 shows the location of these averages on the bottom
view of our Y’CH Color Space using the trigonometric approach.

We formed thresholds for luma and chroma to accurately detect the color in the
traced path. The thresholds are empirically chosen based on the results of luma and
chroma from the test set described above. First, the chroma threshold, defined as T
in Figure 2.3, is set to 0.05. This threshold accounts for the lowest chroma median

among all the traced graffiti components considered to be red, blue, gold, green or



33

Table 2.1: Hue Averages for 100 Test Images (each with graffiti components of dif-
ferent colors).

Color | Average Hue

Red 6.10 rad
Blue 4.00 rad
Green 2.20 rad
Gold 0.69 rad

Purple 5.15 rad

g0

60

H, gold

H 120
green

150 4

180

H red

300

270 Hpurple

Fig. 2.12.: Locations of the Average Hue on a bottom view of our Y’CH Color Space
(using the trigonometric approach).

purple. Second, two luma thresholds are set to 0.12 and 0.85, which we call the black
threshold, defined as Ty, in Figure 2.3, and the white threshold, defined as Ty, in
Figure 2.3, respectively. These thresholds are for the lowest and highest luma medians
among all the traced graffiti components considered to be black or white.

Once we have the pixels of the traced path in the Y’CH color space we use the
thresholds. We first compute three medians of the path, based on (1) luma (Y),
(2) chroma (C) and (3) hue (H). Depending on the region of the Y’CH color space

where the medians are located, we do color recognition of the traced path based on

the luma or hue medians. Equation 2.8 defines the different regions, illustrated in
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Figure 2.13, and the medians associated with the regions. Note that X represents a

generic median.

undefined C<Teand Ty, <Y < Ty
X = }7 Y/ < Ty or Y/ > Ty, (28)

=

else,

(a) Undefined median (b) Luma median (V) (¢) Hue median (H)

Fig. 2.13.: Y’CH Color Space Regions Defined by Equation 2.8.

Once we have the median, either based on luma or hue, we need to decide which
color is associated with it. If the median is based on luma, the color detected is either

black or white:

i black X < T
color(X) = . v (2.9)
white X > Tyy.
If the median is based on hue, we compute the distance between the median and

the hues from Table 2.1. We then choose the color associated with the minimum

distance. That is, if we define a vector containing the hue averages

Hy = {Hred7 Hblue7 ngeen; Hgolda Hpurple}y (210)
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the detected color is the minimum distance, H;, defined as shown in Equation
2.11, where 0 is the angular distance between the hue median and an element from

the hue average vector.

color(X) = Hy = miin(G(H, Hy,)) (2.11)

Finally, we compute the variance, ‘7§27 around the median, X. This variance is
used as an input to the color image segmentation method described next where we

use a Gaussian threshold to construct a probability map.

2.3 Color Image Segmentation Based on Gaussian Thresholding

We propose a color image segmentation method based on the results of the color
recognition method described in Section 2.2.2. For segmentation we use a Gaussian
threshold near a specific luma or hue value in the Y’CH color space, in order to
produce a segmented image where each pixel is given a weight depending on its

distance from the median.

2.3.1 Overview of Methods For Color Image Segmentation

Since the advent of color imaging most of the image segmentation techniques were
proposed for gray-level images [38—41], due to the fact that working with the color
components substantially increases the computational complexity of the method [42].
More precisely, for each pixel in a 24-bit quantized image we have 224 = 16, 777,216
distinct colors. There has been a remarkable growth of color image segmentation
approaches [43—45]. Tmage color segmentation techniques can be divided into three

categories [45].

e Physics based techniques: uses models of physical interaction between the ob-

jects to be segmented and their behavior under different lightning conditions.
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These models include the dichromatic reflection model [46] and the unichro-
matic reflection model [47] for single illumination sources, and a more general

model of image formation [48] for multiple illuminations.

Feature-space based techniques: uses feature spaces where the spatial relation-
ship between colors is ignored. These techniques are of three types. (1) Clus-
tering of regions given patterns with specific properties, including methods such
as k-means clustering [49] or Iterative Self-Organizing Data Analysis Technique
(ISODATA) [50]. These methods are based on classification of color patterns.
(2) Adaptive k-means clustering, including methods based on mazimum a pos-
teriori (MAP) estimation [51] or split-and-merge strategies [52]. These methods
are based on the combination of k-means clustering, but some adaptive spatial
constrains are used. (3) Histogram thresholding, including methods based on
RGB thresholding [53], hue information [54], specific skin color domains [55],
or entropy thresholding [56]. These methods are based on the identification of
objects in the image by analyzing the maximums and minimums of the color

histograms using different color spaces and perceptual attributes.

Image-domain based techniques: uses both feature-space homogeneity and spa-
tial compactness. That is, feature spaces where the spatial relationship between
colors is exploited. These techniques can be subcategorized into four groups.
(1) Split-and-merge, including methods such as region smoothing by Markov
Random Fields (MRF) [57) or Gaussian Markov Random Fields (GMRF) [58];
classification by k-means [59]; or splitting by either watershed transform [60]
or quad-tree image representation for segmentation of skin cancers [61], among
others. These methods are based on an initial segmentation followed by one
or more merging phases in order to connect common structures. (2) Region
growing, including methods such as RGB color distribution growing [62], HSV
morphological open-close growing [63], or color quantization growing [64]. These

methods are based on gradually accumulating pixels from the image satisfying
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specific criteria forming segmented regions. (3) Neural-network based classi-
fication, including methods such as minimization of Hopfield networks [65], or
background extraction using two three-layered neural network [66]. These meth-
ods are based on classification of neural networks, that is, interconnected groups
of artificial neurons, each of one performs simple operations. (4) Edge based
techniques, including methods such as combination of HSI gradients [67], active
contours [68], or the Mumford-Shah variation model [69]. These methods are

based on region edge detection using color gradient functions.

Our approach falls under the second category, feature-space based techniques.
However, it differs from the methods mentioned above. Although there are some
techniques in the literature that also work with only hue or luma information, either
circular histogram thresholding [54] or one-dimensional histogram thresholding [70],
we do not obtain the descriptors of the probability distribution from the color his-
togram of the image. Instead, the median and the variance obtained during the color
recognition process are used for segmentation. Our segmentation approach does not
produce binarized images, but gradient images weighed by a Gaussian distribution
around the median, thus creating a probability map for a specific luma or hue. These
types of probability maps are used for increased accuracy and robustness in some

clustering techniques [71,72].

2.3.2 Color Segmentation Using Gaussian Thresholding

Figure 2.14 shows an overview of our color segmentation method divided in 5
steps. Note that we currently use this method on the server in our system and do not
use it on the hand-held device. We assume that, given a graffiti image, we have the
median, X, and the variance, 0?(, of a traced path obtained from the color recognition
process we described in Section 2.2.2 (step la). We then transform the entire RGB

image to the new Y’CH color space (step 2). We segment the image using Gaussian
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thresholding (steps 3 to 5). This method is based on the luma or hue depending on

our manually set thresholds.

Input Image

1b

Color Recognition

Output Image

4b

e
1

C>Te, Ty, <Y < Ty,

Fig. 2.14.: Diagram of Color Image Segmentation Using Gaussian Thresholding.

The image segmentation process (steps 3 to 5) is as follows. We assume we have
already done color recognition on a graffiti component of the input image, so we have
the median, X and the variance, a?(, where X corresponds to hue or luma, depending
on the results of Equation 2.8 in Section 2.2.2. We scan the Y’CH input image and
set to zero all pixels that fall outside the thresholds given in Equation 2.12, where the
output X;(i, j) refers to either the luma (step 4a) or the hue (step 4b) component of
an image pixel at a particular location, X (i, 5), and Y (¢, j) and C(i, j) correspond to
its luma and chroma components, respectively. Note that the thresholds 7¢, Ty, and

Ty, are the same as the ones used for color recognition in Section 2.2.2. For the rest of
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the pixels we use a weight based on a normal distribution, as shown in Equation 2.14,
establishing a confidence interval of 20 3. That is, all pixels outside of two standard
deviations from the median X are set to zero, and the pixels inside the confidence

interval are given a weighted value (step 5).

0 C(i,5) <Tc and Ty, < Y (1,7) < Ty,
X (i, §) = (4,7) c Yb (4,7) Y (2.12)
X(i,7)  else

(X () =X)?

L 2% X, (i, )] < 20¢
X,(i,j) = { Vo } [Xild, 3)] < 20 (2.13)

else

=)

Overall, the steps 3 to 5 in Figure 2.14 can be summarized as

0 C(i,7) <Te and Ty, < Y (1,7) < Ty
o _(Xu,j);fo?
Xo(i,7) = Loe x X (i,7)| < 20% (2.14)
X
0 else

If we use this criteria for all the pixels in the image, we obtain a grayscale image
as output, with pixel values in the range [0, 255]. Any pixel value greater than zero is
part of the detected region, and the higher its value is, the closer it is to the median
from the color recognition process. That is, the closer X (i, 7) is to X, the more similar
it is to the graffiti component previously traced. Figure 2.15 shows an example where
the color recognition process is performed by tracing a path along the red letters “G”
and “o” in the graffiti component “Goon Sqaud” (Figure 2.15a), with thresholds 7y,,
Ty, and T as defined in Section 2.2.2. The output parameters, based on hue, are

H =0.49 and 01251 = 0.05. Then, in the image segmentation process we use Equations

2.12 and 2.12 on every pixel in the image, resulting in a grayscale image (Figure
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2.15b). Figure 2.16 shows the effect of the Gaussian thresholding process on the
letters “Go”. Note that it does not produce a binary image, and that the pixel values
decrease during the transition from segmented component to background. Figures
2.17 to 2.23 illustrate different input images and their outputs. If we normalize the
pixel values to the range [0, 1] this method produces a probability map, where higher
values are represented by higher intensity values. This map can be useful for shape

analysis in the future (see Section 5.3).



(b) Segmented Image

Fig. 2.15.: Gaussian Thresholding on Red Text, with H = 0.49 and O’% = 0.05.
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(a) Uploaded Image (b) Segmented Image

Fig. 2.16.: Gaussian thresholding on Red Text, with H = 0.49 and 01251 = 0.05.
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(b) Segmented Image
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Fig. 2.17.: Gaussian thresholding on White Text, with ¥ = 0.83 and 0127 = 0.003.



(b) Segmented Image
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Fig. 2.18.: Gaussian thresholding on Black Text, with Y = 0.13 and a}% = 0.001.
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(a) Uploaded Image

(b) Segmented Image

0.034.

2 —
H

4.01 and o

Fig. 2.19.: Gaussian thresholding on Blue Text, with H



(b) Segmented Image

Fig. 2.20.: Gaussian thresholding on Blue Text, with H = 4.02 and ag = 0.020.
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(b) Segmented Image

Fig. 2.21.: Gaussian thresholding on Blue Text, with H = 3.92 and ag = 0.049.
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(b) Segmented Image
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Fig. 2.22.: Gaussian thresholding on Black Text, with Y = 0.17 and 0127 = 0.008.
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(a) Uploaded Image

(b) Segmented Image

Fig. 2.23.: Gaussian thresholding on Black Text, with Y = 0.19 and a}% = 0.002.
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3. SYSTEM IMPLEMENTATION

3.1 System Overview

We implemented a prototype of the GARI system as an application for Android
devices and as a web-based interface accessible from any web browser. Figure 3.1

illustrates the GARI system, which is divided in two groups:

1. Client-side: Perform operations on the Android device and communicate with

the database of gang graffiti through either the WiFi or 3G networks.

2. Server-side: Perform operations on the database of gang graffiti and commu-

nicate with the client.

The client-side includes the device and methods available to the users, either to
operate without the use of a network connection (offline services) or to make queries
to the database (online services). The offline services are only available from Android
devices (Section 3.3). The online services are available from both Android devices
or any web browser (e.g., Internet Explorer, Mozilla Firefox, Google Chrome). This
includes desktop and laptop computers as well as iPhone and Blackberry smartphones
(Section 3.4). However, note that the iPhone currently blocks file uploads from its
default web browser (Safari) at this time and hence provides limited functionality. The
server-side includes all operations performed on the server including image analysis
and queries to the database from both the Android application and the web-based
interface. The database comprises gang graffiti images and metadata information
for each entry, such as EXIF data, image geolocation and the results of the image

analysis on each image whether it was performed on the server or client.
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Fig. 3.1.: Overview of the GARI System - Client-Side Components (green) and Server-

Side Components (blue).

3.2 Database of Gang Graffiti

In this section we describe how the image database is organized. We will first

describe the database schema and then show by an example how the information

GARI acquires is added to the database. The database of gang graffiti was deployed

for three reasons:

1. To collect and organize graffiti images acquired by first responders. This in-

cludes the images, metadata, and any interpretation or other information pro-

vided by the first responder.

2. To store the results of the image analysis.
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3. To manage first responders’ credentials, allowing them to access the services

available through the Android application and the web based interface.

Our database is implemented in PostgreSQL [73] on a Linux server. It consists of
eight tables structured as shown in Figure 3.2. Note that the schema does not show
all the fields in all the tables but just the relevant fields to indicate the association
between the tables. Also the various IDs mentioned below (e.g. image ID) will be

discussed in more detail after the tables are described in the following list.

1. images: Stores EXIF data from the images along with image location and
general image information and the results from the image analysis. The fields

related to this table are shown in Tables B.1, B.2, B.3 and B.4 in Appendix B.

2. imageColors: Stores all color IDs related to each image ID. This table is

especially useful when more than one color is found in the same graffiti image.
3. colors: Stores the association between color IDs and color names.

4. imageBlobs: Stores the number of blobs in each graffiti, the ID of each compo-
nent for each blob, and the color ID of each component. This also stores special
attributes of components. These attributes may include a specific component
being crossed-out, upside-down, etc. Table B.6 in Appendix B describes the
fields of this table.

5. blobComponents: Stores the association between component IDs and com-
ponent names, as well as the type ID for each component. Each component
belongs to any of the following types: symbol, character, number, acronym,

nickname, string.
6. componentTypes: Stores the association between type IDs and type names.

7. gangComponents: Stores the association between gang IDs and gang names,

as well as the component ID (or multiple component IDs) associated with each



93

gang. This table is especially useful when more that one component is associated

with the same gang name.

8. users: Stores users’ credentials to access to the system services as well as infor-
mation concerning administrative privileges, email addresses, and registration

and login status. Table B.5 in Appendix B describes the fields of this table.

images imageColors colors

colorID | colorName

r 3

userlD | imagelD » imagelD | colorlD

uscers

Y

userlD | userName | pwd

componentTypes ! imageBlobs |
typelD | typeName imagelD | blobID | compID | colorlD
L I
| blobComponents gangComponent
compID | typelD | compName ganglD complD gaisfngame
|

Fig. 3.2.: Database Schema Showing the Associations Between the Tables in the
Database.

3.2.1 Adding Images to the Database

The following example illustrates the process of adding a graffiti image to the
database. The image analysis is assumed to have been completed. Figure 3.3 shows
the example image that has been manually labeled to facilitate the explanation. Each
labeled circle represents a blob and each blob contains a distinguishable component
of the graffiti. The blob labeling of the image corresponds with the field blobID from
table imageBlobs in the database.
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First, we fill table imageColors with the colors found in the graffiti. This is, black,

green, and blue. Second, we analyze the blobs separately:

1. Color: black. Component: X3.

2. Color: green. Component: SPV.

3. Color: blue. Component: X3.

4. Color: blue. Component: LK. Crossed-out in green.

5. Color: blue. Component: ES. Crossed-out in green.

Note that the meaning of the acronyms and the type of the components is not
addressed here. This information is assumed to already exist in the database.

Once the image analysis is complete the image, along with the blob information, is
added to the database. Figure 3.4 shows the database fields filled with the information
obtained from the graffiti in Figure 3.3. First, the user ID of the first responder who
captured the image and the image ID are added to the images table. The image
ID is a unique identifier of the graffiti image and it is automatically updated every
time an image is uploaded to the server. Although it is not shown in Figure 3.4,
some additional image information (i.e., EXIF data, GPS coordinates) is extracted
from the uploaded image and added to the images table. Second, the color IDs
for the three colors found in the graffiti, which are obtained by checking the color
description field, (labeled colorName in Figure 3.4), are added to the imageColors
table, and linked to the graffiti ID. At the same time, the five blobs are added to the
imageBlobs table. Each blob has a corresponding component ID, which is obtained
by checking the component description field, (labeled compName in Figure 3.4), of
the blobComponents table. Each component has a color associated with it and can
activate one or many attributes in the same table (see Table B.6 for all the attributes).
In this example, blobs one to three do not have any additional attribute. Blobs four

and five have activated the crossed-out attribute.
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Note that this process is totally objective. That is, the information uploaded
to the database does not require any interpretation from the first responder. With
all the objective information available in the tables and the associations between the
data one can produce an informed graffiti interpretation. For example, we have added
components with IDs 27 (SPV') and 29 (LK). These IDs are associated with specific
gang names in the gangComponents table. The same reasoning could be used if the
graffiti did not contain any specific content with just the graffiti color being identified.
Additional tables can relate gang IDs with color IDs effectively providing the results

of gangs matching the specific color or colors.

Fig. 3.3.: Example of Graffiti (manually labeled).
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images imageColors colors
useriD | imagelD imagelD | colorlD [* colorID | colorName
000101 3588 3588 2 2 blue
3588 3 3 black
4 users 3588 5 5 green
userlD userName
000101 | Albert Parra | imageBlobs
imagelD | blobID | complID | colorlD | crossed-out
componentTypes 3538 1 14 3 0
fypelD | typeDesc 3588 2 27 5 0
4 acronym 3588 3 14 2 0
L 3588 4 29 2 1
! blobComponents 3588 5 73 9 1
complD | typelD | compName I
14 4 <3 gangComponents
27 4 SPV ganglD complD gangName
29 4 LK 3 29 Latin Kings
23 4 ES 15 27 Sur Por Vida

Fig. 3.4.: Database Fields with Information from the Graffiti in Figure 3.3.
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3.3 Android Implementation

We implemented the GARI system on an Android device as summarized in Figure
3.5. In this section we describe how the Android application works and describe its

user interface.

3.3.1 Overview

A user takes an image of the gang graffiti using the embedded camera on the device
via the Graphical User Interface (GUI). The EXIF data of the image, including GPS
location and date and time of capture, is automatically added to the image header.
The user can then choose to upload the image to the server to be included in the
database of gang graffiti or do color recognition. The first option, uploading to the
server, allows the user to send the image and the EXIF data to the server creating
a new entry in the database. The second option, color recognition, allows the user
to trace a path in the current image using the device’s touchscreen. The color in the
path is then automatically detected (Section 2.2.2) and the result is shown to the
user. The database of gang graffiti can then be queried to retrieve graffiti images of
the same color.

Another option is to browse the database of gang graffiti given various parameters
such as the distance from current location or date and time. The thumbnail images
that match the query are downloaded from the server and shown to the user on the
mobile telephone. The user can then browse the results to obtain more information
about the specific graffiti. Note that in order to browse the database of gang graffiti
a network connection is required.

We implemented the system on a HTC Desire mobile telephone running version
2.2 of the Android operating system. Tables 3.1 and 3.2 show the specifications of
the Android OS and the HTC Desire, respectively.
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Fig. 3.5.: Overview of the GARI System.

Table 3.1: Main Features of the Android 2.2 Froyo OS.

Feature Description
Linux kernel 2.6.32, with support for RAM > 256MB
SDIO scheduling
Performance and speed | Dalvik JIT compiler
Browser V8 JavaScript engine
~20FPS
Portrait and landscape orientation

Kernel

C API .
amera Camera settings (focal length, exposure, zoom level,
view angle, and others)
Other Application installation on external storage

3.3.2 User Interface

Our Android application does not require the use of a network connection. How-
ever it is mandatory if the user wants to browse the graffiti database or upload images
to the graffiti database. A user must be assigned a User ID (equivalent to a First

Responder ID) and a unique password in order to use GARI.



Table 3.2: Main Features of the HT'C Desire Mobile Telephone.

Feature

Description

Operating system

Android 2.2 Froyo

CPU

1 GHz Qualcomm QSD8&8250 Snapdragon

GPU

Adreno 200 (AMD Z430)

Battery life

Up to 6 hours of talk time
Up to 340 hours of standby time

Memory

576 MB RAM
512 MB flash storage (150 MB user accessible)
32 GB removable storage (microSDHC)

Data inputs

Dual-touch screen
Ambient light sensors
A-GPS

Digital compass

3.7-inch 480x800 WVGA AMOLED

Display Capacitive touchscreen
5 Megapixels (2592 x 1944 pixels)
Camera Autofocus
LED flash
Geotagging
Connectivity Wi-Fi 802.11b/g, 3G
Other Flash 11.0 enabled
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In this section we make the distinction between hardware and software keys in

the application to describe some of the actions. Figure 3.6 illustrates this difference.

Basically, hardware keys belong to the device, while software keys are created by the

application.

Figure 3.7 illustrates the main screen of the Android application. The user can

interact with the device and the database of gang graffiti using the following options.

Some are only available when the user has captured or browsed an image.

e Capture Image
e Browse Image
e Browse Database

e Settings
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e Send to Server
e Trace Color

e Manual Input

Browse Image
Software Keys

About

Hardware Keys

Fig. 3.6.: Difference Between Hardware and Software Keys on the HTC Desire Mobile
Telephone.

2 .l 16:00

% .l = Q 16:03

Capture Image

Browse Image Browse Database Capture Image Browse Image

About Settings Browse Database About Settings

(a) Main Screen (por-  (b) Main Screen (landscape)
trait)

Fig. 3.7.: Main Screen of the GARI Application (most of the layouts support both
orientations).
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Capture Image

The menu option “Capture Image” starts the image capture. The user can then
take an image of the graffiti as shown in Figure 3.8. Once the image is acquired, the
user can choose either to retake the image or to tap “Done” to continue with the

process.

Fig. 3.8.: Image Capture.

The application then checks for the device location automatically in order to
add the GPS coordinates to the image. Depending on the location system used
(Network(GSM/WiF1i) or GPS), it can take up to 30 seconds to acquire the location.

The user is notified during the process as shown in Figure 3.9.

O @ .l =@ 18:02

Fig. 3.9.: Progress Dialog - Location Retrieval.

If location services are not enabled on the device, the user is notified and taken
to the location settings (Figure 3.10) where the location system can be enabled.

If, despite having the location systems enabled, the location system times out, a
dialog will notify the user that the location cannot be determined. It also recommends

the user to manually save the location information. Figure 3.11 shows the dialog.
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ALTOE 2 .1=0 2007 2 =19 20:07
Location
My Location

Use wireless networks
nd/o

No NETWORK/GPS enabled.
Please check location settings
and try again.

(a) (b)
Fig. 3.10.: Dialog Indicating Locations Services are Not Enabled.

APTOE 2.a=0 2010

@ Warning

No NETWORK/GPS network

found. Check coordinates
manually!

Fig. 3.11.: Dialog Box Notifying the User that No Location Can Be Found.

When the location has been acquired (automatically or manually), the user is
given the option to crop the image (Figure 3.12). The image can be cropped by
scaling the orange rectangle as shown in Figure 3.13a. When the desired graffiti
contents are contained in the cropped area, the image can be cropped by tapping

“Save.” The user will be returned to the main screen and the image will be set as

background (Figure 3.13b).
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Crop image?
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Fig. 3.12.: Crop dialog.

%2l = 0 18:04

e 2] N

N

(a) Crop Activity (b) Cropped image

Fig. 3.13.: Image Cropping.

Browse Image

If an image has been acquired without using the GARI application, or if it has
been taken with the the GARI application but not analyzed or sent to the server, the
user has the option “Browse Image.” When tapped, a directory browsing window is
opened and the user can search and select the desired image. Figure 3.19 shows an

example of browsing.

Browse Database

The menu option “Browse Database” allows the user to browse the graffiti database
by radius or distance from their current location. The system finds in the database
the images in a chosen radius from the current location. Figure 3.15 shows the dialog
where the user can select a radius between 1 mile and 20 miles. If the option “All”

is selected the application use all the images in the database.
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Fig. 3.15.: Browse by Radius.

If a specific radius is chosen, the application has to first acquire the user’s current
location. Then, the application contacts the graffiti server and checks how many
graffiti thumbnail images have to be downloaded (Figure 3.16a). If the user accepts
the information that matches the query is retrieved (Figure 3.16b). Figure 3.17 shows
an example of the results, where each line contains a thumbnail image of a graffiti
and basic information about it, including the date and time the image was acquired,
and its GPS latitude and longitude.

To obtain more information about a particular graffiti, the user can tap either
the thumbnail or the text field, and the application will contact the server, retrieving

a larger image and the information available. Figure 3.18 shows an example of the
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Fig. 3.16.: Screen notifying the user that graffiti are to be downloaded from the server
(3.16a) and that the thumbnail images are being retrieved (3.16b).

Fig. 3.17.: Results After Querying the Graffiti Database.

extended results. Currently, the text field includes the information shown in Tables
B.1 to B.4 in Appendix B.

The menu hardware key has the option “Show in map”. This allows the user to

see the location of multiple (Figure 3.19a) or a single (Figure 3.19b) graffiti on a map.

Send to Server

Once the user captures an image using the “Capture Image” menu option or

browses an image from the device using the “Browse Image” menu option, the menu
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Fig. 3.19.: Graffiti Locations Displayed On A Map (black star in white circle is the
current location).

option “Send to Server” is enabled in the main screen. This option allows the user to
send the current image to the graffiti server. The application will contact the server
and check if the image has been previously uploaded. If not, the image is sent to the
server. Figure 3.20 shows both cases. Note that the image name includes the user ID
and the date and time the image is uploaded. If the image is successfully added to
the graffiti database the application will indicate this to the user. The information

that can be displayed in the text field is shown in Tables B.1 to B.4.
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Fig. 3.20.: Result of Uploading an Image to the Server. The image can be upload
successfully (3.20a), or already uploaded to database (3.20b).

Trace Color

The menu option “Trace Color” allows the user to execute the application for
detecting the graffiti color. This option is only enabled once an image has been
captured or browsed. First the user has to select a region of the image containing the

graffiti color as shown in Figure 3.21.

Fig. 3.21.: Selecting the Region For Color Analysis.

When the desired area is selected and “Save” is tapped, the user can create a path
on the image using their finger as shown in Figure 3.22. There is no need to trace
the entire area with the same color. A significant sample is enough to determine the

color. Figure 3.22a shows an example. Figure 3.22b shows the available options color
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tracing. Since multiple paths can be defined, the “Undo” option removes the last
path created. the “Clear” option clears all the paths created. The “Analyze” option

extracts the current path and analyzes the color.

2 .l = 20:47 2 il = Q 20:47

Analyze Undo Clear

(a) Finger tracing. (b) Trace color options.

Fig. 3.22.: Tracing a Path On The Image.

Figure 3.23a shows the result of the color tracing. The application returns from
the database the gangs that match the detected color. There is also the option
“Browse database by color,” which queries the database and finds the graffiti images

that match the traced color. Figure 3.23b shows an example.

Browse database by color

(a)

Fig. 3.23.: Gangs Related to the Traced Color (3.23a) and the Graffiti Images in the
Database that Match the Traced Color (3.23b).
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Manual Input

The user can analyze the graffiti using the option “Manual Input.” This options
allows a user to annotate the image manually and then store the information in the
database. Figure 3.24 shows a graffiti image taken by a first responder. This menu
option allows the user to select a symbol and its color. Figure 3.25 illustrates the
manual input steps that identify the black 6-point star in Figure 3.24. This process
can be repeated for any symbol, number, or color in the graffiti. The information is

saved and later sent to the database.

2 .l = 19:56

APSHE@ = .a=0 195
Gariv1.9
Select symbol Select symbol color

Black

Blue
5-Point Star

(® Manual Filtering
6-Point Star Gold
Graffiti content 'Black 6-Point
Star' added successfully

Green

Purple

(a)

Fig. 3.25.: Manual Annotation Steps For Identifying the Black 6-Point Star in Figure
3.24.
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3.3.3 Security

Our Android application is used by first responders from multiple agencies. There-
fore, it is mandatory to ensure that only authorized users can access and use the
application. The connections to the server must be secure and all the information
transmitted to and from the server must be encrypted (using the SSL/TLS protocol).
The user credentials are sent every time the application contacts the server to make
sure the connection is made by an authorized user. An additional level of security

includes the creation of two types of users:

e Regular users: Can switch between users, change their password, delete spe-

cific images only taken by themselves, and send crashlogs.

e Administrative users: Can modify the server domain name/IP address,
change user IDs, change passwords, delete specific images from any user, delete

all images of any specific user, and send crashlogs.

When launching the GARI application a dialog box automatically prompts the
user for login credentials (Figure 3.26). The user is required to input a user ID and

a password.

APSH@ 72 .a=0 1549

Fig. 3.26.: User ID Prompt.

The first time a user logs in the credentials are checked with the server and once

they are validated they are stored in the device in an encrypted file. This allows
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the user to use the application without needing a network connection. Note that
passwords are never stored as plaintext, neither on the device or the server. They are
hashed using an MD5 cryptographic hash function [74]

All authorized users can access the “Settings” option from the main screen of
the application. Figure 3.27 shows the various options. Note that no one can delete
images from the server. At this time no one can edit the attributes of images retrieved

from the server.

e Server domain/IP: Specifies the domain name or IP address of the server.
The server is contacted to send images, browse the contents of the database, as
well as to log in and change the login password. This option is only available

for administrative users.
e Switch user: Allows a different user to log in and use the application.

e Change password: Allows the password of the current user to be changed.
The new password is hashed and stored back in a system encrypted file for future
logins. Note that this requires the application to contact the server requiring a

network connection.

e Delete specific images: Allows specific images acquired by the user to be

deleted. Administrative users can see and delete other users’ images.

e Delete user’s images: Allows all images taken by the user to be deleted.

Administrative users can delete images from other users.

e Delete all images: Deletes all images. This option is only available for ad-

ministrative users.

e Send crashlog: Allows the user to send crash feedback to the server when the

application crashes. This helps us analyze and keep track of application errors.
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Fig. 3.27.: The Settings Screen.

3.4 Web Interface
3.4.1 System Overview

We also implemented our system as a web interface that gives a user access to the
graffiti in the database and provides the ability to upload, modify and browse most
database contents as summarized in Figure 3.28. The user logs in into the “Archive”
using authorized credentials. Note that the credentials are the same for both the
Android application and the web services. The user can then either browse the
database of gang graffiti or upload an image. If the choice is to browse the database,
the user can check the graffiti images and their attributes or filter the database using
parameters such as radius from a specific location or address, capture data, upload
data, or modified date. The results are shown as a list of thumbnail images with
basic information that identifies the graffiti image. The user can then browse specific
images and place them on a map, so to visually track gang activity. If the choice is to
upload an image, the user can select a graffiti image from their local system (i.e., any
device with a web browser). Some attributes can be adjusted through guided steps
before adding the information to the database, such as location, gang information, or
additional comments.

The web interface is available from any device with a web browser. This includes

all desktop and laptop machines and all mobile telephones capable of browsing the
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Fig. 3.28.: Overview of the Web Interface of the GARI System.

web (e.g., iPhone, Blackberry, Android devices). In some cases, the current location
of the user is required in order to retrieve results from the database of gang graffiti
such as when using the “radius” function to display graffiti on a map. Geolocation
was introduced with HTML5 and it is widely implemented by many modern browsers.
However, only the latest browsers support this service. Table 3.3 lists the browsers

and their support level for Geolocation.

Table 3.3: Web Browsers Supporting HTML5 Geolocation Service.

Browser Version
Firefox 3.5+
Internet Explorer 9+
Google Chrome 5+
Safari 5+
iPhone Safari +3.0 OS
Android Through Gears API
Opera 10.6+
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3.4.2 User Interface

As of November 2011 the GARI website is located at https://redpill.ecn.purdue.edu/~gari.
The main page contains information about the GARI project, its principal investiga-
tors, and the graduate students involved. Figure 3.29 shows a snapshot.

Through the “Archive” link on the left sidebar the user can browse the entire
database of gang graffiti. Figure 3.30 shows the available options once the user has
logged in using authorized credentials. This include “Browse database” and “Upload

image.”

Browse database

The “Browse database” page (Figure 3.31) allows the user to either browse the

entire graffiti database or to do a specific search given parameters. This include:

e Search by radius: Retrieves from the database all the graffiti in a specific
radius from a location from the list. The locations in the list include the user’s
current location, the Video and Image Processing Laboratory (VIPER) at Pur-
due University, and the Indianapolis Metropolitan Police Department (IMPD).
The “Current location” option requires the user to share their current location

as shown in Figure 3.32.

e Search by Date: Retrieves the graffiti images captured, uploaded or modified

in a specific period of time.

e Search by address: Retrieves the graffiti in a specific radius, from a specified

address. Gives more flexibility than the “Search by radius” option.

The results are formatted as shown in Figure 3.33. At first, only a small-scale im-
age and basic information is displayed. Depending on the search different parameters

are shown including:
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e Date/Time captured (uploaded, modified): date and time the image was taken,

uploaded or modified, depending on the search.

e Address: address where the image was acquired. A map showing the graffiti

location is opened when clicked.
e More information: link to show additional information concerning the graffiti.
e Image ID: image identifier in the database.

e Distance: distance from the user’s current location to the graffiti. Only available

when searching by radius or address.

Each graffiti or group of graffiti can be placed on an interactive map to visually
track the results of a search. Figure 3.34 shows an example of the interactive map
when a single graffiti is displayed. The graffiti is placed on a map, a balloon pops
out, showing a thumbnail image and some information about the graffiti, including
the date and time it was acquired and its location in GPS coordinates. Figures 3.35
and 3.36 show an example of the interactive map when multiple graffiti are displayed.
Each marker represents the location of a graffiti from the search results. From this
map the user can click on any of the markers to see a thumbnail of the graffiti image,
its location in GPS coordinates, and a link to obtain more information about the
graffiti. Figure 3.37 shows an example.

When “More information” is clicked, either from the list of results or from the
interactive map, the user can see the information available in the database for the
specific graffiti. Figure 3.38 shows an example. Currently, the extended information

shown includes the fields in Tables B.1 to B.4.
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e Q,‘) Gang Graffiti Recognition and Analysis Using a Mobile Telephone
A
Q Gangs are a serious threat to public safety throughout the United States. Gang members are
,3 P— m continuously migrating from urban cities to suburban areas. They are responsible for an increasing
Q- t" ﬂf percentage of crime and violence in many communities.
~
f)‘) According to the National Gang Threat Assessment, approximately 1 million gang members belonging to
more than 20,000 gangs were criminally active within all 50 states and the District of Columbia as of
September 2008. Criminal gangs commit as much as 80 percent of the crime in many communities
VIPE R according to law enforcement officials throughout the nation.
Vides ang Tmage Frocessing Labaratery Street gang graffiti is their most common way to communicate messages, including challenges, warnings
VAchNE or intimidation to rival gangs. It is, however, an excellent way to track gang affiliation and growth, or

even sometimes to obtain membership information.

The goal of this project is to use the knowledge gained from our work in mobile devices and applications
and leverage it towards the development of a mobile-based system capable of image analysis. This
system will provide an accurate and useful output to a user based on a database of gang graffiti images.

Main
Archive

The image analysis includes obtaining the metadata (geoposition, date and time) and extracting
relevant features (e.qg., color, shape) from the gang graffiti image. The information is sent to a server and
compared against the graffiti image database. The matched results are sent back to the device where the
user can then review the results and provide extra inputs to refine information. Once the graffiti is
completely decoded and interpreted, it is labeled and added to the database.

This project is funded by the Department of Homeland Security’s Visual Analytics for Command, Control
and Interoperatibility Environments Center of Excellence (VACCINE) at Purdue University.

Offline automatic
analysis and labeling S A .
- Geoposition - ‘ H ! u
- Date and time 3
1 ‘ - Extracted Features Original Database
Original image 2 l
—.
| . S
s — =
Filtered results
Info + thumbnails == Filtered Database
Offline manual Server
filtering 6
7
Manual labeling
- Additional Featurcs Addition to Database
Labeled image

System Overview

Principal Investigators

Edward J. Delp, The Charles William Harrison Distinguished Professor of Electrical and Computer
Engineering and Professor of Biomedical Engineering, Purdue University

Mireille Boutin, Assistant Professor of Electrical and Computer Engineering, Purdue University

Graduate Students

Albert Parra Pozo, Graduate Student, School of Electrical and Computer Engineering, Purdue University

Fig. 3.29.: Main Page of the Web Interface of GARI.
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Fig. 3.30.: “Archive” Section of the Web Interface of GARI.
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Fig. 3.31.: “Browse Database” Section of the Web Interface of GARI.
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Fig. 3.32.: The Current Location of the User is only Acquired Upon Request.
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Fig. 3.33.: Results of Browsing The Database.

Web Images Videos Maps MNews Shopping Gmal more -

Google maps

38.938716,-77.043686 (Date and time: 2011-01-28 09:13:13)

~  Search Maps

Get Directions My Maps

' Search nearby Savetomap morev

78

Albert Parra ~ %

(& Print| [ Send == Link

Date and time: 2011-01-28 09:13:13 7' =
38.038716,-77.043686 &

|
)

Fort Ren
Pk &

8 |Forest Hills
[}

$ FaRuglon
5 Playground
&

Satellite

Traffic

o} North g
Cleveland Park H Street view
o Aemars St — £
ospsione
7 G Directions Search nearby Save to map morev Fort Totten
+ | Teriey.cucle L] =
Van Mess Howard University 4
H @ Schoolof Law Solders Home
nw Peychiatic A
Insttite of
tathedral T Washington Jordan = restwood
Heignts Embassy, Tiden Sty 5 i o
& &
A ‘ & o
E3 u
McLean s S ¥ j’y ‘g‘} of
Gardens Cloveland % oes v
Park. ) Piney B el of
_h 3 fu} 2 = Parkiew E
%, z * - A Recreaton! | @ Naton
& T Macomb S o= 2 e || s 5 s
@ -l Soag, 2 z | strongheld
%& )3 8 z Park View L
) % ‘%, MtPleasant| - Coumbia = “ﬂd
5 Wastington g - Helat PlazalF: g
National i F 2 Wiashington 4
% Cathiecral 2 Woadley Smithgonian & ul %= Hocpieal Corrr ] | H Ve otas Atars,
z Park| =% Natonal e ) : Medical Center
= 1\ Zo0iotial Rark | o [N ational Memoial .~ Colmbia RN Z -
East Timor % N Baptit Church M| arvard SUNW !
Embassy Washhgon ' ot S g
i Marioti by @ P Hi Market 5 ey
Waraman Park / ol ] ayaroun
Bl l_'_l%= Glover Park o Colvert St 2=
SOl + Omnl Shoreham, el ©2011 Google - MapYata ©2011 Google - Tei1 of Use [Report a problem | .

Fig. 3.34.: Example of the Interactive Map When a Single Graffiti is Displayed.



79

Browse Database

Open in a new wmdow

Bay~ v g -
Satellite i [
e Olﬁivaﬁ il

%92100°

:Montréal

(]
[
S s

VIPER

Video and Tmage: Processing Labarotory - o
“favenport Auro

plds;‘a fEven i N
Sl I \ : .
VACCI N E AR i : Pennsylvania
: 7 iincis | In oy =1 penn Hils
¥& i It
. i e

Main = . |ndlﬂ.n$pqllsi' g,
Archive fi b Belevile Eouisﬁlle ,C'"c'""’“ A
Browse database o Lexlngtun cnanomswuea
Upload image Kentur.‘.ky {B.“unu,go \o"rglma

T f 3 g Knux_;lII‘é_ [+] ¥

G e Tennessee . ° g North

o

i ° Carolina
as @ Memphis_ umsuile . o AshelieL

N
Fine Blull.

] ¥
il ang G(eenulle Rock Hill

1 L BII‘I"HII"I ham\
roifdtasissip, nélmm g

& Jack!
T

Fig. 3.35.: Example of the Interactive Map When Multiple Graffiti are Displayed.

Rockf6rd — cystai Lake |
~ \

[Wep | _Saeiie

Allegheny.
Natonal Foret 1

o Sproul

ot 1
eIy Raguays S

N g State Forest.
*

: .
Kendallville ?
‘ | Mitlapssor Wilkss Barrs

Aubion Dotancd
[

F. “awaren ! JFostora = SR Tt : Nant A
X . Fﬁtﬂmﬁf q : ke = - : B0 O el gknwan,alnn% e
' Kokomo M3 ° - \ Penn Hill / ""’q . =% VBE"“‘E"“«W
2 s : enn Hils  ians, LW 3% Allentown.

© Huntingdon

v

Beleontail . ¥ " y o brg;\u nMM:nmewHa v A\fﬂﬂnﬁ‘
indiana AMuncie | Piot Biétnel Park cleesport Jonnstown

| E’ - Whegiing. Sorma
Noositle L s . '.._—..,.,

Richmond Ui
" Brownsburgo: Daylan Columbus

Plainfield P & o Lancaster
= | Beavercreek

IHamitton
| Masen

o ) 1 2 oi n
Cincinnati - Parkersburg Clarksburg
Westén

’/Te(rre Haute Fi d
70} 5 Bloomingion Calirus

R0 o

y Bucknannon
« Ravenswood c
D) A o i

- - ront,
- o - Elkins,
Qiney Bedtor ; ’{/t — Portsmoutn P, T o
& "wwashmgwn L oYy e Ripley y
Vincennes @ > % e West SR -
MiCarmel ) Ashlend °F Menengahela  Hamisonburg

Fafela e | 9 _grstApans " Virginia yNational Farest =

. rinceton — Huntingtor i Ty i 7
<. 7 e Hintington K arston o 8 g Bridgewater

@ 2 Huntifgeurg -~ LouisVi

ol £ Jefiersgtown:” Shelbyile = f 0 R A
catmi oBobmile h -
f & Pt W Tf;\cw Fértnox “Lawrseebur Winchester.
e Verton 1y, Evansille
g Shavme: )JHmamn o N 20109 Poyraagges | 4 - RO
. Nationsl Fordst Owansboro Wl e &
. Corilc P\N%»IHIQ =
@ . ALk 7
) L2%] OMadisanile Ke““‘ﬁky wﬁ)
I/ Metropolis) - Drmucelnn snmmet Londen o lelsr\ds 1 o n i meﬂs%um
lef|—l_|— LY N comn Al - Blacksh s 7
100 km ', “topllnsville chr 2 1 5 Marion s

Fig. 3.36.: If “Open in a new window” is Clicked, the Interactive Map Expands to
Full Screen.



80

= Wz
= s [Map | Satclite | Terrain ]
¢ ' - :
| H E21sat
L :
gy Indianapals
e gy Motor Speedway,
. i
EagleCresk . fuiian st “Reta Mozel =
2 Sanders Park z
g i L i g
2 T "=| Lat, Lon: 39.743258, -86.143846 E 1o st Emnst 2 S s
W10t 8t o,
§ (7 indiana el A erace z Z
= 2 Fairfax| - “"‘VE(JS'W Furdue o = " Tuxedo Park 3
z < Nuniversity at 28 2
3 3 ichigan St vndwanaualws 3= EMENGENS 1o pan S
E =
: | 3 = & New York st 2 nton
?  ChuckKeen = =iy ate Park
Softval Complex| £ Hmhnme 2
4 \_ -
w Wﬁ E'
She\lnn b 3
—_——— More information I
— o Heignts Engiish Ave
T
atk a i 4 k“
v 7 e
H
| et odus 3
3 A = e Morris St Park z b
- e \ & 2
= L
) e H
L‘ %%h z !
| s ",
5] = e Glenroy
e £ Raymond st Village

G

o Lk N

- .S
/ | Columbia. N L3
| AN g I :
Wiy e iewm ‘ ‘ e b 2 2
> oo £
PRR Y = o Grove \ i i
T S S ST s

$iap data ©20T1 Goodle - Terms of Use

Fig. 3.37.: Example of a Popped Out Balloon in the Interactive Map when a Marker
is Clicked.



Browse Database

S g
% lU 0

VIPER

Widea o Tmnge Precessing Laboratery

VACCINE

Main
Archive BASIC INFORMATION
Browse database
Upload image Image ID: 1193
User settings Date and Time taken: 2011-01-28 09:13:13
Logout Date and Time uploaded: 2011-05-16 22:09:00
GM Stata Colors Uploaded by: Albert Parra
Last modification: 2011-09-20 22:57:14
Last modified by: Albert Parra
Address: 93-101 Independence Dr, Hyannis Port, MA 2601, USA
GPS latitude: 41.676181
GPS longitude: -70.300226
Real GPS coordinates? FALSE

GRAFFITI INFORMATION

Gang name (IA*): 18th Street
Gang name (GT*): 18th Street
Gang ID (IA): 23
Gang ID (GT): 23

Gang member (IA):

Gang member (GT): Leonardo Bergara
Gang member ID (IA):

Gang member ID {GT): 111256

IMAGE PROPERTIES

File Size (bytes): 582530
Helght (px): 1552
Width (px): 2592

DEVICE PROPERTIES

Camera make: HTC

Camera model: HTC Desire

Focal length (mm): 4.31

X resolution (px): 180

Y resolution (px): 180

YCbCrPositioning: 1

F number: 5

Compressed bits per pixel: 5

Exposure time (s): 0.00625

Exposure blas (apex): 4]

Aperture (apex): 4.59375

Metering mode: 5

Flash: 24

Interoperability offset: 3334

Sensing method: 2

Custom rendered: 0

White balance: 0

Digital zoom ratio: 1

Exposure mode: 1]
ADDITIONALL INFORMATION

Platform:

Comments: A member of the rival gang has been targeted for assassination

*IA: Image Analysis, GT: Ground Truth

Fig. 3.38.: Extended Information for a Specific Search in the Database.
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Upload Image

The “Upload image” page lets the user upload an image from the machine that is
accessing the website. First, the user chooses the file to upload, which is previewed
before actually adding any entries to the database of gang graffiti. Figure 3.39 shows

an example.

yﬂe QQ' Upload Image

< Filename: IMG_0103.JPG
,3%-1 - 0 -
W QT
&
f)‘)'

VIPER

Video and Trnge Proczssing Labarerony

Main

Archive

Browse database
Upload image

User settings

Logout First responder ID: [000101
GM State Colors
Date and Time: |2011:01:28 10:57:05 =]

Not the right image? Choose another one:

File: | Choose File | No file chosen

Main | About | Publications | News

Fig. 3.39.: Preview of an Image Before Uploading It to the Graffiti Database.

Once the image is uploaded, its EXIF data are automatically extracted, and a
new entry is created in the database. If the device used to acquire the image did not
have a GPS receiver, the location can be manually assigned in the next step shown
in Figure 3.40. The user can input an address, which is geocoded and shown on an
interactive map. More accurate GPS coordinates can be obtained by directly clicking
on the interactive map. Besides the GPS coordinates other information is required
in order to uniquely identify the image uploaded. This include the first responder
name and first responder ID. Given that the user has accessed the database of gang
graffiti using authorized credentials, the first responder ID is automatically obtained.

The first responder name is associated to this ID in the users table in the database
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(Table B.5 in Appendix B). Finally, the user can input additional information to help
analyze the graffiti. This include fields for gang name, gang member, and additional
comments. The gang name can be completed using a drop-down list of known-
gangs, or entering it manually. The gang member is currently entered manually.
The additional comments include any kind of information that does not fit in any of
the previously described fields, such as symbols or colors found, graffiti meaning, or
relative location of the graffiti with respect to the surrounding streets.

Clicking on “Submit Image” completes the editing step and shows the user the
final output. This output is the same as when the user uses the “More Information”

option when browsing the database.

3.4.3 Security

Access and navigation to the web interface are established and managed using
encrypted Secure Sockets Layer (SSL) sessions. SSL encrypts information both during
the transmission. The user must log in using authorized credentials before entering the
archive. Figure 3.41 shows the login page. Once successfully logged in an SSL session
is created and maintained for the current user. The user account can be managed by
clicking on the “User Settings” link on the left sidebar. Note that currently the only

option available is password change.
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4. EXPERIMENTAL RESULTS

In this chapter, we investigate the execution time and memory size of our database
of gang graffiti images as well as some of our processes on the hand-held device.
We tested the execution time of color recognition based on the touchscreen tracing
method on the HTC Desire Mobile Telephone with the Android 2.0 OS as described
in the previous chapter. Since the other color analysis method we discussed in this
thesis, color image segmentation based on Gaussian thresholding, runs on the server
and does not perform complex-computing tasks, we did not consider running tests
based on its execution time. Similarly, the battery life of the hand-held device is
not yet considered an issue but may pose problems in the future if we add more
processing functions to the Android application. Note that we have not performed
any battery consumption tests, since we do not currently perform computationally

intense operations on the HTC Desire.

4.1 Execution Time

We investigated the the execution time of several processes both on the hand-
held device and on the server. First, we tested the transformation between color
spaces using various approaches on the hand-held device. Second, we tested the
query performance of our database on the server, by computing the time it takes to
upload an image to the database of gang graffiti and receiving the results back to the

hand-held device, after doing all the necessary operations on the server.
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4.1.1 RGB to Y’CH Conversion

In Section 2.2.2 we described two approaches to transform the RGB color space
to our Y’CH color space. The first, which we called arithmetic approach in Chapter
2, converts RGB to Y’CH by only doing arithmetic operations, while the second,
which we called trigonometric approach in Chapter 2, converts to YIQ color space
as an intermediate step, doing arithmetic and trigonometric operations. As a re-
minder, Equation 4.1 shows the mathematical definition of the arithmetic approach
and Equation 4.2 shows the mathematical definition of the trigonometric approach.
Note that Equation 4.2 does not define the transformation RGB to YIQ, since it is
a linear transformation, it will not have an influence on the execution time of the

overall transformation RGB to Y’CH.

Y =0.299R + 0.587G + 0.114B
C = maz(R,G, B) — min(R,G, B)

=M-—-n

(

60(¢=2) if M=R
60(Z=E +2)  if M=G
60(2€ +4)  if M=B
undefined if C=0

(4.1)
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Y =0.299R + 0.587G + 0.114B

C=\VP+@
(

arctan(%) I>0
T+ arctan(%) Q>0 1<0
o) + arctan(%) Q<0,1<0 (4.2)
5 Q>0 1=0
-5 Q<0,1=0
undefined Q=0 1=0

\

Given that trigonometric operations are computationally more complex than arith-
metic operations [75], we could assume that the arithmetic approach is always com-
putationally faster than the trigonometric approach. However, we conducted tests to
verify this. Table 4.1 and Figure 4.1 show the results of both transformations using
various number of data points on the HTC Desire. Note that each data point corre-
sponds to a pixel operation. Also note that the functions used to compute the time
differential both on the hand-held device are accurate to the nearest millisecond. One
can see how the execution time of the trigonometric approach grows exponentially
faster than the arithmetic approach when the number of data points is greater than
approximately one million. For example, for a five megapixel image (i.e., five million
data points) the difference between the arithmetic approach and the trigonometric
approach can be linearly interpolated to 3.36 seconds. Since the RGB to Y’CH con-
version is done not only along a traced path during the color recognition process, but
also on entire images during the image segmentation process, it is worth considering
the arithmetic approach as a lightweight and fast approach if we plan on doing color

image segmentation on the device in the future.
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Table 4.1: Execution Time of the Arithmetic and the Trigonometric Approaches For

Color Conversion.

Execution Time
Data Points | Arithmetic | Trigonometric
100 0s 0s
1,000 0.002 s 0.004 s
10,000 0.010 s 0.010 s
100,000 0.02 s 0.10 s
1 million 0.20 s 0.96 s
10 million 1.91 s 9.39 s
100 million 18.37 s 91.85 s
1 billion 183 s 922 s
1000
. 900
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Fig. 4.1.: Execution Time with Respect to the Number of Data Points for the Arith-
metic and the Trigonometric Approaches For Color Conversion.

4.1.2 Database Query Performance

We tested the elapsed time between sending an image from the hand-held device,

using the Android application, and receiving the results of the upload. On the client

side, the process includes sending and receiving the image to the server via HT'TPS

and returning the graffiti image thumbnail and text retrieved to the user. On the
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server side, the process includes creating a session for the user, checking image exis-
tence in the database, copying the image to a specific directory, creating the thumbnail
image and reduced size copies of the image, extracting up to 24 EXIF data points
from the image, creating a new entry in the PosgtreSQL table and adding information
in as many as 30 fields, and sending back a string with the results of the upload. Table
4.2 shows the details of ten graffiti image uploads using the same network conditions
(WiFi). As one can see most of the elapsed time is due to the HTTPS connection
since the user interface operations on the hand-held device (for the specific action of

uploading an image to the server) do not slow down the process.

Table 4.2: Elapsed Time On the Hand-Held Device and the Server When Uploading
an Image.

Image Size | Server Time | Total Time
146.7 KB 0.66 s 2.24 s
157.9 KB 0.65 s 2.33 s
179.8 KB 0.65 s 2.66 s
203.3 KB 0.66 s 2.42 s
207.9 KB 0.64 s 2.44 s
227.8 KB 0.65 s 2.34 s
609.9 KB 1.05 s 3.64 s
639.8 KB 1.47 s 4.71 s
653.6 KB 1.06 s 4.00 s
760.4 KB 1.07 s 4.31s

4.2 Memory Size

We computed the memory size of the images in the gang graffiti database as well

as the memory size of the Android application.



91
4.2.1 Database of Gang Graffiti

We cooperated with the Indianapolis Metropolitan Police Department to acquire
graffiti images. This allows us to be able to accurately calibrate and analyze the
images. Currently we have 657 images from the city of Indianapolis. These include
images acquired with and without using a tripod and with and without fiducial mark-
ers (see Section 2.1). We used three digital cameras for this purpose: a 10Mpx Canon
Powershot S95, a 4Mpx Panasonic Lumix DMC-FZ4, and a 5Mpx HTC Desire (An-
droid mobile telephone). From these images, 151 images are currently contained in
the database of gang graffiti. The rest are for research purposes. As of November
2011, a total of 38 users have entered 153 graffiti images to our system, resulting in
a total of 304 graffiti images that can be browsed from both the Android application
and the web interface. The 304 images are stored in the server and all have a thumb-
nail and a reduced size version. This makes a total of 912 images adding up to 358
MB of data.

Taking into account the 506 images not in the database (containing fiducial marks

- for research purposes) we have a total of 1,418 images adding up to 613 MB of data.

4.2.2 Android Application

The Android application on the hand-held device consists of an Android applica-
tion package file (APK) of 1.8 MB. This includes the compiled code and the multi-
media used when the user is not connected to a network. When contacting to the
server the contents of the database can be browsed. If the users chooses to retrieve
thumbnail images of all the 304 browsable images in the database, 2.75 MB are added
to the application, making a total of 4.55 MB.
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5. CONCLUSIONS AND FUTURE WORK
5.1 Contributions

In this thesis an integrated mobile system for gang graffiti image acquisition and
recognition is described. Our methods include color recognition based on touchscreen
tracing and color image segmentation based on Gaussian thresholding. We have
also investigated the design and deployment of an integrated image-based database

system. The main contributions in the area of image analysis are as follows:

e We described a color recognition method based on touchscreen tracing. This
method includes a color space transformation from RGB to Y'CH which we

believe is more intuitive and perceptually relevant.

e We presented a color image segmentation method based on Gaussian thresh-

olding.

The main contributions in the design and deployment of the integrated image-

based database system are as follows:

e We developed an integrated image-based database system where data from users

and images are connected to gang graffiti information for analysis and tracking.

e We created a web-based interface for first responders and researchers, to upload
images and browse gang related information by location, date and time, using
interactive maps for better visualization. It is accessible from any device capable

of connecting to the Internet, including iPhone and Blackberry.

e We created an Android application for first responders in the field, to upload im-
ages to the server, browse gang related information by location using interactive

maps, and perform color recognition.
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5.2 Project Status

As of November 2011 we have developed an Android application and a web-based
interface for the GARI system. The Android application includes color analysis, im-
ages acquisition and upload, manual graffiti filtering, and database browsing through
lists and interactive maps. The web-based interface includes the same capabilities ex-
cept for the color analysis, and can be accessed from any device capable of connecting
to the Internet (e.g., iPhone, Blackberry, laptop/desktop). Our current color analysis
system includes two methods. First, color recognition based on touchscreen tracing,
which is performed on the Android device. Second, color image segmentation based
on Gaussian thresholding, which is performed on the server.

In our tests, the computational time for the RGB-Y’CH color space transforma-
tion for the color recognition on a hand-held device yields exponentially lower com-
putational time using the arithmetic approach than using the cylindrical coordinates
transformation approach. This result is significant when the number of data points
to be analyzed is larger than the number of pixels in a 1Mpx image. Our tests on
database query performance suggest that the bottleneck for the upload and retrieval
process is the network connection. This is due to the fact that an entire image is sent
to the server using HT'TPS which highly depends on the network speed.

Our database of gang graffiti images contains 304 browsable images with associ-
ated thumbnails and reduced size versions. These 912 images are 358 MB of data.
We have also acquired a total of 657 images for research purposes. The Android ap-
plication has a memory size of 1.8 MB on the hand-held device. If all 304 thumbnail
images from the database are downloaded for browsing, the application would take

4.55 MB of data.

5.3 Future Work

Our long term goal is to develop a system based on a mobile device such as a mobile

telephone, capable of using location-based services, combined with image analysis, to
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automatically populate a database of graffiti images with information that can be
used by law enforcement to identify, track, and mitigate gang activity. This can be
done by implementing image analysis methods to segment the graffiti image in order
to detect shapes, such as symbols and numbers, and orientation with respect to each
other. These results can be associated to identify gangs, gang members, and track
gang activity.

Our short term goal is to use our current color image segmentation method to
create a probability map of the image to be used for shape detection. Our color
recognition could be improved by building a more specific Y’CH color space, that is,
to give specific angular weight to colors related to gangs and gang members.

Other future work includes enlarging the number of fields and relationships in
the database so as to link gangs to their respective colors, acronyms, gang members,
locations, or activity over time. The same can be done with graffiti components,
in order to automatically interpret their position and alignment and the relationship
between different components in the same or other graffiti. We also need to investigate

the use of color calibration information for any type of future color analysis we do.
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A. IMAGE ACQUISITION PROTOCOL

This is the protocol we used for acquiring test images for the GARI database. The

images are used for testing various functions of the GAR system.

e Persons involved

— 2 GARI staff members

— 1 or more persons from Police Department
e Equipment/Materials needed

— Pens or pencils

2 Digital Camera (1MPx and above)

— 2 Tripods

— 2 Mobile Telephone with Android OS
* Built-in camera (1IMPx and above)
* GPS receiver
x optional: Data plan

— 1 GPS receiver

— Gratffiti Information Forms

— Fiducial Markers

— Image Checklist

— 1 Purdue University owned laptop

— 1 External hard drive

1) Preliminaries (Internet connection required)

a) Check time setting on the two Android mobile telephones, the two digital
cameras, and the GPS receiver using the Purdue University owned laptop,

and ensure they are in sync with the GARI server.



b)

h)
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Make sure the two Android mobile telephones, the two digital cameras, and

the GPS receiver batteries are fully charged.
Verify all equipment/materials above are available.

Make sure the settings of the two digital cameras are set to default by finding

the appropriate menu option.

Turn flash feature off on the two Android mobile telephones built-in cameras

and the two digital cameras.

Make sure zoom and macro features are not enabled on the two Android

mobile telephones built-in cameras and the two digital cameras.

Assign each person an ID number, and record it on the Graffiti Information

Form.

Record person’s name and affiliation on the Graffiti Information Form.

2) Set up environment

a)

Stand up in front of the graffiti, far enough so that the cameras can cap-
ture all the content, preferably perpendicular to the surface containing the
graffiti. Some angle margin is permitted (6 spherical degrees), as shown in
Figure A.1 and Figure A.1. This angle show be small enough so that the
graffiti contents can be identified properly.

Make sure weather condition does not prevent seeing the graffiti.

Place the fiducial marker in a spot that would be 20 inches away and parallel
to the surface containing the graffiti, as shown in Figure A.1 and Figure A.2.
It should not block the graffiti contents.

Make sure there are not any objects between the camera and the graffiti
that obstruct partially or totally the view of the graffiti.

Record Date (MM/DD/YYYY), Time (HH:MM:SS) and GPS coordinates

(latitude, longitude and altitude, with six digit precision) on the Graffiti

Information Form. Obtain the information from the GPS receiver.
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f) Record neighborhood description on the Graffiti Information Form. Specify

street name(s) and landmarks in the area near the graffiti.

g) Proceed to take image. For each graffiti, take six images, using

Android mobile telephone 1
Android mobile telephone 1
Android mobile telephone 2
Digital camera 1 with tripod
Digital camera 1 without tripod
Digital camera 2 with tripod

Digital camera 2 without tripod

h) For each graffiti, record the device(s) used on the Graffiti Information Form.

3) Taking an image of a graffiti

3.1) Taking image of a graffiti using an Android mobile telephone

a)

Launch GARI application on the Android mobile telephone and assign
an Image Taker ID, corresponding to the one assigned in step 1. Pre-
liminaries.

Select the “Capture Image” option from the GARI application main
menu. The camera activity is then initialized.

Prepare for taking the image (position of the camera as desired, within
the recommended distance and angle from the graffiti). Make sure all
the contents of the graffiti and the entire fiducial marker can be seen on
the device screen.

Take an image of the graffiti, trying to maintain the device’s position,
as much as possible.

If the image does not meet the requirements noted in the Image Check-

list, the image should be retaken.
If location available through WiFi/GSM/GPS the GPS coordinates will

be automatically stored in the image. If no location method available,
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will receive a message: “No NETWORK/GPS found. Check coordinates
manually!”. Ignore it, since the GPS coordinates have already been

recorded on the Graffiti Information Form.
g) Crop the image if desired.

h) Select the “Send to Server” option from the GARI application main
menu. If no Internet connection available, will receive a message: “No
internet connection available”. It means the image has not been up-
loaded to the server. However, the image is still in the Android mobile
telephone SD card, and it can be copied to a computer at the end of
the session (Section 5.a of the protocol), and uploaded in the future.
If the image has not been uploaded to the server, check the box “Not
Successfully Uploaded” on the Graffiti Information Form.

3.2) Taking image of a graffiti using a digital camera

a) If a tripod is used, attached it to the digital camera, and adjust it so
the digital camera is at the same position as if it is held without using
the tripod.

b) Prepare for taking the image (position of the camera as desired, within
the recommended distance and angle from the graffiti). Make sure all
the contents of the graffiti and the entire fiducial marker can be seen on

the device screen.
¢) Take an image of the graffiti, trying to maintain the device’s position,
as much as possible.

4) Completing the Graffiti Information Form

a) Fill the “Ground-truth graffiti information” section on the Graffiti Infor-
mation Form with ground-truth information associated with the graffiti, if

known. It includes:

e Graffiti color(s): color or colors of the graffiti contents.
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e Gang Name(s): name of the gang or gangs that participated on the
drawing of the graffiti.

e Gang Member(s): name of the gang member or gang members that

participated on the drawing of the graffiti.

e Target Gang Name(s): name of the gang or gangs that are targeted in
the graffiti.

e Target Gang Member(s): name of the gang member or gang members

that are targeted in the graffiti.

e Symbol(s): description of the symbol(s) in the graffiti, including color,
position in the graffiti (e.g. next to the gang name), orientation (e.g.
upside down fork), and possible meaning.

e Other content(s): description of other relevant contents of the graffiti
(e.g. crossed letters, nicknames), including color, position in the graffiti
(e.g. crossed C on the right of BERO), and possible meaning.

e Comments: additional information of the graffiti that does not fit in the

previous subsections of the “Ground-truth graffiti information” section.

Fill the “General Comments” section on the Graffiti Information Form with

additional comments that do not fit in all the previous sections.

5) End of the session procedures

a)

Copy all the images taken with the Android mobile telephones (stored in
the GARI folder) and with the two digital cameras to a Purdue University

owned laptop and to an external hard drive.
Take cards out of the digital cameras and reformat them.

Ensure the Purdue University owned laptop and the two digital cameras are

synced.
Recharge laptop and camera batteries.

Store fiducial markers and other materials in a safe place for later use.
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Fig. A.1.: Top view of the setup environment.
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Fig. A.2.: Side view of the setup environment.
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Graffiti Information Form

First Responder information

Name: ID: Affiliation:

Basic image information

Date: / Time:
GPS Coordinates
Latitude: Longitude:

Neighborhood Description:

Device(s) used

] Android Mobile Telephone [_] Camera with tripod

Altitude:

[] camera without tripod

Ground-truth graffiti information
Color(s):

Gang Name(s):

Gang Member(s):

Target Gang Name(s):

Target Gang Member(s):

Symbol(s):

Other Content(s):

Comments:

General Comments:

Fig. A.3.: Graffiti Information Form.
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B. DATABASE TABLES

This Appendix describes the database tables in more detail.

Table B.1: EXIF data fields in table images of the gang

graffiti database.

EXITF field Description
filesize Size of the image (bytes)
filedatetime Date and time of capture
resolutionheight Height of image (px)
resolutionwidth Width of image (px)
focallength Focal Length of camera’s optical system
isoequiv [SO equivalent value used
cameramake Camera make
cameramodel Camera model
gpsaltitude GPS altitude
gpslongitude GPS longitude
gpslatitude GPS latitude
xresolution DPI in the width direction
yresolution DPI in the height direction
ycherpositioning Position of the YCbCr components
fnumber F number
compressedbitsperpixel Compressed bits per pixel
exposuretime Exposure time (seconds)
exposurebias Exposure bias (APEX)
aperture Lens aperture (APEX)
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meteringmode

Metering mode

flash

Status of flash when the image was shot

interoperabilityoffset

Interoperability offset

sensingmethod Sensing method

customrendered Use of special processing on image data
whitebalance White balance

digitalzoomratio Digital zoom ratio
exposuremode Exposure mode

Table B.2: Image

location fields in table images of the

gang graffiti database.

Field

Description

country | C

ountry (given GPS coordinates)

state

State (given GPS coordinates)

county | County (given GPS coordinates)

city

City (given GPS coordinates)

zip ZIP code (given GPS coordinates)

address | Address (given GPS coordinates)

Table B.3: Graffiti analysis fields in table images of the

gang graffiti database.

Field Description
gangnameia Gang name from IA !
gangnamegt Gang name from GT 2

gangidia Gang ID from TA

TA: Tmage Analysis
2GT: Ground Truth
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gangidgt Gang ID from GT
gangmembernameia | Gang member name from TA
gangmembernamegt | Gang member name from GT
gangmemberidia Gang member ID from TA
gangmemberidgt Gang member ID from GT

Table B.4: Image information fields in table images of

the gang graffiti database.

Field Description
imageid Image ID
path Path to the image file
firstrespondername First responder name
firstresponderid First responder ID
comment Comments about graffiti
webupload File uploaded from desktop version (boolean)
realcoords Image has real GPS coordinates (boolean)
filedatetimeupload | Date and time the file was uploaded to the database
lastmodified Date and time a fields was last modified
lastmodifiedname First responder that last modified a field

Table B.5: User information fields in table users of the

gang graffiti database.

Field Description
id User ID
password MD5 hash of user’s password
name User’s name
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admin User is administration (boolean)
first First login (boolean)
gmail Gmail address
email Alternative email address
affiliation User affiliation
android | Has Android application (boolean)
comments Comments about user

Table B.6: Image blobs information fields in table imageBlobs of the gang graffiti
database.

Field Description
imageid Image 1D
blobid Blob ID for a particular image ID
componentid Component ID for a particular blob ID
colorid Color ID for a particular component 1D
crossedout | Boolean to determine if the component is crossed-out
upsidedown | Boolean to determine if the component is upside-out




