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Roadmap

• Dependability across the stack
– Definition
– Trends
– Conceptualization

• AI in Reliability
– Foe 
– Friend
– Our Work

• AI in Security
– Foe 
– Friend
– Our Work

• Takeaways and the Road Forward
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Key Takeaways and Future Directions

AI should become a friend for reliability and security, if
● Understand it well enough to identify weak spots and attack 

surfaces
● Design it to aid human cognition for experts
● Built a fail-safe mentality into models and their execution

Therefore, we should roll up our sleeves for

Researchers
• Robust model development
• Robust execution environs
• Protect fidelity of training 

and production data

Practitioners
• Argue for ROI of reliable 

and secure AI
• Be adventurous to roll out 

our tools in sandboxes
• Share pain points
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