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§ DRAM	errors	are	a	common	source	of	failures

§ Exascale	machines	estimated	to	have	hundreds	of	petabytes	of	
memory

§ Previous	studies	focus	on	within	node/rack		analysis	of	DRAM	errors

§ We	need	more	studies	on	spatial	characteristics
— Physical	layout	of	the	clusters

§ Useful	for	temperature	management,	job	scheduling,	failure	prediction

Understanding	the	Characteristics	of	DRAM	Errors	in	HPC	
Clusters	is	Important	to	Address	Resilience	Challenges
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Is	there	Any	Spatial	Correlation	Between	Erroneous	
Nodes	in	a	Cluster?

Nodes Rack (#1) Nodes Rack (#20)

Node with errors 
(Erroneous node)
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A Mathematical	Foundation	to	Model	Spatial	
Correlations	Would	be	Useful

d1

d2

Physical distance

Erroneous 
node

What is the probability that, given that a node x had errors, a 
node y at a distance d1, will have errors in the future? 

P(node y will have errors | node x had errors) = ?

x

y

z
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§ Cab	Cluster	at	LLNL

§ 1,296	compute	nodes,	connected	by	IB	network

§ Period	of	time:	14	months	(May/13	−	Jul/14)

§ Node	configurations:
— Each	node	has	two	Intel	8-Core	Xeon	E5-2670	processors
— TLCC	operating	system	(derivative	of	RHEL)

§ Memory:
— x4	DDR3	1600MHz	memory	running	in	S4ECD4ED
— S4ECD4ED:		similar	to	Chipkill with	x4	DRAM
Ref:	https://www.kernel.org/doc/Documentation/ABI/testing/sysfs-devices-edac

DRAM	Error	Data	Gathering	in	the	LLNL	Cab	System
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§ We	use	EDAC	(Error	Detection	and	Correction)
— Module	in	Linux	for	handling	hardware-related	errors
— Ref:	https://01.org/linuxgraphics/gfx-docs/drm/driver-api/edac.html

§ EDAC	counters	are	stored	at	/proc	and	are	
available	to	user-level	programs

§ 256-node	jobs	are	submitted	to	collect	EDAC	
information
— 2	jobs	submitted	per	day

§ Job	scheduler	doesn’t	give	node	preferences

User-level	Jobs	to	Gather	ECC	Errors	Data

User-level program

OS EDAC module

DRAM
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§ Correctable	Error	(CE):	caused	by	transient,	hard,	or	intermittent	faults,	
which	can	be	corrected	using	techniques	like	ECC.

§ Epoch: defines	a	period	of	time	in	which	errors	are	analyzed	(one	month)

§ Erroneous	Node: a	node	on	which	at	least	one	correctable	error	was	
observed	during	the	epoch	being	considered

Terminology	of	the	Study

time

Epoch 1 Epoch 2 Epoch 3

Not an erroneous node
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Physical	Layout	of	the	Cluster

Black color is empty 
space in the cluster

A colored square 
represents a node

A rack of 
nodes

The cluster is 
composed of two 
rows of racks

Racks row 1

Racks row 2

Aisle that 
separates the 

two rows



LLNL-PRES-733641
9

Examples	of	Error	Herding	(or	Grouping)

Error herd
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Is	the	Grouping	Occurring	by	Chance	(Randomly)?

t1 t2 t3 t4 t5

Case 1

Case 2

Both cases can occur by chance
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§ Null	hypothesis:		erroneous	nodes	are	due	to	random	
occurrence	(è there	is	no	actual	spatial	groups	in	the	data)

§ Alternative	hypothesis:		the	opposite	of	null	hypothesis

We	Perform	Statistical	Analysis	to	Understand	if	
Grouping	Occurs	by	Chance

Question:
How do get samples of randomly distributed erroneous nodes?

We generate samples of erroneous nodes 
randomly using the same error rate of the 

gathered data
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1. Define	a	neighborhood	of	M	× N	sq.	units
— 1	unit	=	0.2	feet	(minimum	distance	between	two	nodes	in	

physical	layout);
— We	use	M	=	4,	N	=	2

2. Determine	the	number	of	erroneous_nodes in	the	
neighborhood	for	each	node	

3. Generate	a	frequency	distribution	of	num_of_nodes versus	
erroneous_neighbors

4. Generate	a	random	sampling	of	erroneous_nodes for	the	
epoch	using	the	same	error	rate	of	the	epoch

5. Perform	a	chi-squared	test	to	test	the	null	hypothesis
— Significance	level	of	5%

Methodology	to	Test	the	Null	Hypothesis
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§ Only	7	epochs	had	enough	data	samples	for	testing
— 30	samples	minimum

§ In	5	out	of	7	epochs,	the	p-value	was	less	than	0.05

§ We	reject	the	null	hypothesis	in	these	5	cases	

Results	of	the	Hypothesis	Testing

In most of the cases, the spatial grouping of erroneous-
nodes is not due to random occurrence and rather it 

is an effect of other physical or operating factors 

Conclusion
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Distribution	of	Number	of	Neighboring	Erroneous	Nodes	
for	the	Nodes	in	Two	Epochs

Understanding the Spatial Characteristics of DRAM Errors in HPC Clusters FTXS’17, June 26, 2017, Washington , DC, USA
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Figure 3: Distribution of number of neighboring erroneous nodes for the nodes in Cab for selected epochs. The expected
distribution is generated after generating erroneous nodes randomly across the physical layout (total nodes in Cab are 1296).

distances smaller than 1 feet. This is also intuitive as a random
sampling would create samples that are relatively close but not
very close to each other.

Like the last experiment, chi-squared tests were performed for
each of the above epochs and the null hypothesis was rejected with
a p-value of < 0.05 for all epochs. This shows that the distance
between erroneous_nodes in an epoch is not very high and it is
not by chance in majority of the cases.

4.3 Classifying Data Samples Experiment
Being able to predict future erroneous nodes would be of great value
for job allocation, job migration, and overall system management2.
In this experiment, we are interested in building a classi�cation
model that can predict if a node will be erroneous at a given times-
tamp t , given the history of the state of its neighborhood, for time
[t � 1, t � 2, . . . , t � n].

4.3.1 Dataset. We consider data samples that have at least one
new error reported for the given node from the last count of errors.
For example, if a node had 35 errors till time t , and at t + 1 a sample
reports the node has 35 errors (the same number), this sample is
labeled as not erroneous. In contrast, if the node has 55, the sample
is labeled as erroneous since 20 new errors were reported.

Not surprisingly, only 640 of such data samples are marked as
reporting new errors. Note that the features we use in the model
(described below) depend only on the history and not on the current
sample so we could e�ectively predict the state of a node at any
time given its recorded history.

2Prediction of UEs has more impact than prediction of CEs; however, the techniques
presented here using CEs can also be applied to UEs.

4.3.2 Features. From our observations in previous sections, we
de�ne six features which would help us build a robust prediction
model: (1) Prev_error_count (number of samples in which a new
error was reported for this node in the past history); (2) Neighbor_-
error_count (number of neighbors that had at least one error in
the past history); (3) Total_error_count (total number of times a
new error was reported for this node since start of data collection);
(4) Max_error_value (maximum number of errors accumulated
for this node in the past history); (5) Prev_error_value (number
of new errors reported in the last sample); (6) Week_of_year (the
week number of the year corresponding to the current timestamp).

4.3.3 Results. Because our data is highly imbalanced, we trained
our model using ensemble learning techniques (Random Forest and
Adaboost algorithm). We selected the top k features using ANOVA
and performed a 3-fold cross-validation.

To measure the quality of the predictor, we used the F1-Score,
a metric that weights together classi�cation precision and recall;
F1-Score reaches its best value at 1 and worst at 0. Our model
achieved a F1-Score of 0.63 for the minority class (samples which
report error; see Figure 5). For the majority class, the F1-Score is
always very close to one, hence discussion omitted for brevity. The
most important feature was Prev_error_count which is intuitive
since nodes which had errors in the past would be more likely have
errors in the current time [5, 7]. These results are encouraging and
show that the spatial location of erroneous nodes can be predicted
with a moderate degree of recall and precision, which may help in
building proactive resilience techniques.

Understanding the Spatial Characteristics of DRAM Errors in HPC Clusters FTXS’17, June 26, 2017, Washington , DC, USA
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Figure 3: Distribution of number of neighboring erroneous nodes for the nodes in Cab for selected epochs. The expected
distribution is generated after generating erroneous nodes randomly across the physical layout (total nodes in Cab are 1296).

distances smaller than 1 feet. This is also intuitive as a random
sampling would create samples that are relatively close but not
very close to each other.

Like the last experiment, chi-squared tests were performed for
each of the above epochs and the null hypothesis was rejected with
a p-value of < 0.05 for all epochs. This shows that the distance
between erroneous_nodes in an epoch is not very high and it is
not by chance in majority of the cases.

4.3 Classifying Data Samples Experiment
Being able to predict future erroneous nodes would be of great value
for job allocation, job migration, and overall system management2.
In this experiment, we are interested in building a classi�cation
model that can predict if a node will be erroneous at a given times-
tamp t , given the history of the state of its neighborhood, for time
[t � 1, t � 2, . . . , t � n].

4.3.1 Dataset. We consider data samples that have at least one
new error reported for the given node from the last count of errors.
For example, if a node had 35 errors till time t , and at t + 1 a sample
reports the node has 35 errors (the same number), this sample is
labeled as not erroneous. In contrast, if the node has 55, the sample
is labeled as erroneous since 20 new errors were reported.

Not surprisingly, only 640 of such data samples are marked as
reporting new errors. Note that the features we use in the model
(described below) depend only on the history and not on the current
sample so we could e�ectively predict the state of a node at any
time given its recorded history.

2Prediction of UEs has more impact than prediction of CEs; however, the techniques
presented here using CEs can also be applied to UEs.

4.3.2 Features. From our observations in previous sections, we
de�ne six features which would help us build a robust prediction
model: (1) Prev_error_count (number of samples in which a new
error was reported for this node in the past history); (2) Neighbor_-
error_count (number of neighbors that had at least one error in
the past history); (3) Total_error_count (total number of times a
new error was reported for this node since start of data collection);
(4) Max_error_value (maximum number of errors accumulated
for this node in the past history); (5) Prev_error_value (number
of new errors reported in the last sample); (6) Week_of_year (the
week number of the year corresponding to the current timestamp).

4.3.3 Results. Because our data is highly imbalanced, we trained
our model using ensemble learning techniques (Random Forest and
Adaboost algorithm). We selected the top k features using ANOVA
and performed a 3-fold cross-validation.

To measure the quality of the predictor, we used the F1-Score,
a metric that weights together classi�cation precision and recall;
F1-Score reaches its best value at 1 and worst at 0. Our model
achieved a F1-Score of 0.63 for the minority class (samples which
report error; see Figure 5). For the majority class, the F1-Score is
always very close to one, hence discussion omitted for brevity. The
most important feature was Prev_error_count which is intuitive
since nodes which had errors in the past would be more likely have
errors in the current time [5, 7]. These results are encouraging and
show that the spatial location of erroneous nodes can be predicted
with a moderate degree of recall and precision, which may help in
building proactive resilience techniques.

Expected data points: obtained from random sampling

Significant 
differences is 
evidence that null 
hypothesis can be 
rejected
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CDF	Plots	for	Fraction	of	Nodes	Having	an	Erroneous	
Neighbor	Within	a	Given	Distance

FTXS’17, June 26, 2017, Washington , DC, USA Ayush Patwari, Ignacio Laguna, Martin Schulz, and Saurabh Bagchi

Figure 4: CDF plots for fraction of nodes having a erroneous_neighbor within a given distance. The bold line represent the
observed data for particular epochs whereas the dotted lines represent the randomly sampled data for the same epoch.

Figure 5: Precision-Recall curve for the 3 folds of cross-
validation for the classi�cation task. The values shown are
only for the error class (minority). For themajority class pre-
cision and recall are always very close to 1.

5 RELATEDWORK
DRAM errors at large scale in HPC and data center clusters have
been studied previously from various perspectives. Schroeder et
al. [7] present a study of DRAM errors from samples of Google’s
servers. Detailed studies of the characteristics of DRAM errors in
HPC clusters have been presented in [3, 6, 9, 10]. The study pre-
sented in [8] shows that counting errors instead of faults can have
a high impact when measuring system reliability. Characteristics of
DRAM locations with respect to bottom, middle and top positions
in a rack are shown in [10]. Spatial correlations of other system
failures are presented in [5].

6 SUMMARY AND FUTUREWORK
In this experience paper, we show insights into the spatial corre-
lation of DRAM errors in HPC clusters at a �ne granularity and
show that this phenomenon is not due to random occurrence. In
particular, we show that nodes that experience a high degree of

correctable errors can be spatially correlated in certain racks of the
cluster. This can help to provide information of possible factors
that could cause this spatial grouping, such as non-uniform tem-
peratures inside the cluster room, or non-uniform workloads. We
also show that, using machine learning, erroneous nodes can be
predicted with moderate recall and precision, which can help in
proactive resilience techniques. As future work, we will correlate
spatial groups and epochs with temperature data, workload data,
and to perform the same spatial analysis on other clusters.
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§ Being	able	to	predict	future	erroneous	nodes	would	be	of	great	value
— Job	allocation,	job	migration,	and	overall	system	management	

§ Classification	model	that	can	predict	if	a	node	will	be	erroneous	at	a	
given	timestamp	t
— Given	the	history	of	the	state	of	its	neighborhood,	for	time	[t −1,t −2,...,t −n]

§ We	use	6	numeric	features

Prediction	of	Erroneous	Nodes	Using	Machine	Learning

Classifier
Node

Node history

New epoch

Node will be erroneous

Will not
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§ 3	folds	of	cross-validation	for	the	classification	task

§ The	values	shown	are	only	for	the	error	class	(minority)

§ For	the	majority	class	precision	and	recall	are	always	very	close	to	1

Precision	vs.	Recall	Curve	for	the	Classifier

FTXS’17, June 26, 2017, Washington , DC, USA Ayush Patwari, Ignacio Laguna, Martin Schulz, and Saurabh Bagchi

Figure 4: CDF plots for fraction of nodes having a erroneous_neighbor within a given distance. The bold line represent the
observed data for particular epochs whereas the dotted lines represent the randomly sampled data for the same epoch.
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5 RELATEDWORK
DRAM errors at large scale in HPC and data center clusters have
been studied previously from various perspectives. Schroeder et
al. [7] present a study of DRAM errors from samples of Google’s
servers. Detailed studies of the characteristics of DRAM errors in
HPC clusters have been presented in [3, 6, 9, 10]. The study pre-
sented in [8] shows that counting errors instead of faults can have
a high impact when measuring system reliability. Characteristics of
DRAM locations with respect to bottom, middle and top positions
in a rack are shown in [10]. Spatial correlations of other system
failures are presented in [5].

6 SUMMARY AND FUTUREWORK
In this experience paper, we show insights into the spatial corre-
lation of DRAM errors in HPC clusters at a �ne granularity and
show that this phenomenon is not due to random occurrence. In
particular, we show that nodes that experience a high degree of

correctable errors can be spatially correlated in certain racks of the
cluster. This can help to provide information of possible factors
that could cause this spatial grouping, such as non-uniform tem-
peratures inside the cluster room, or non-uniform workloads. We
also show that, using machine learning, erroneous nodes can be
predicted with moderate recall and precision, which can help in
proactive resilience techniques. As future work, we will correlate
spatial groups and epochs with temperature data, workload data,
and to perform the same spatial analysis on other clusters.
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In	Summary

1 We	show	insights	into	the	spatial	correlation	of	DRAM	errors	in	an	HPC	cluster	
and	show	that	this	phenomenon	is	not	due	to	random	occurrence

2 We	show	that	nodes	that	experience	a	high	degree	of	correctable	errors	
can	be	spatially	correlated in	certain	racks	of	the	cluster

3 Future	work: correlate	spatial	groups	and	epochs	with	other	cluster	data			
temperature?		workload?

Questions?




