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Debugging large-scale parallel programs is hard 

Applications run with millions of threads. 
Inspecting the state of a massive number of threads 
and processes overwhelms developers. 
 
Serial debugging techniques don’t work. 
They do no capture communication dependencies 
between multiple processes. 
 
Some bugs only manifest at large scale. 
 
Most debugging techniques are manual. 
 

Need to design more automatic and scalable debugging tools 
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An error in a process propagates quickly to all 
processes 

//"computation"code"
for"(...)"
"""MPI_Send()+
"""//"computation"code"
for"(...)"
"""MPI_Recv()+
"""//"computation"code"
MPI_Reduce()+
//"computation"code"
MPI_Barrier()+

Error propagation 
example 

MPI is widely used in large-scale 
HPC applications. 
Processes communicate among them to 
compute the solution of a problem. 

 
MPI processes are tightly coupled. 
A process needs to receive data from 
another process to make progress. 

Error here 

Some 
processes 
wait here 

All other 
processes wait 

here 

Hangs and slow execution are common bug manifestations 
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Finding the least-progressed (LP) task often 
helps to identify the root cause of bugs 

//"computation"code"
for"(...)"
"""MPI_Send()+
"""//"computation"code"
for"(...)"
"""MPI_Recv()+
"""//"computation"code"
MPI_Reduce()+
//"computation"code"
MPI_Barrier()+

Error here in task 4 

Some 
processes 
wait here 

All other 
processes wait 

here 

! Static analysis technique 
! Temporal ordering of tasks 
! Identifies loop order variables (LOV) 
! But, not all LOV can be identified 

STAT 
! Probabilistic technique 
! Captures control-flow via Markov model 
! But, cannot infer progress dependencies 
within loops 

Tools to Analyze the Progress of Tasks 
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PRODOMETER:  tool for accurate progress 
dependence analysis 

Loop-aware progress-dependence analysis 
To determine least-progressed (LP) task in MPI programs 
 
Same dynamic technique as AutomaDeD 
- Each task is represented via a Markov model 
- Progress dependencies are determined probabilistically 
 
Improved accuracy when a failure occurs within 
a loop 
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Talk overview 

Progress-
dependence 

Analysis 
Loop-aware 

Analysis 
Evaluation 

✚ Background"
✚ Control-flow history 
✚ Progress dep. graph 

✚ Model annotations 
✚ Loop analysis 
✚ Characteristic edge 

✚ HPC benchmarks 
✚ Fault injection 
✚ Case study 

1 2 3 
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Each MPI Task is Modeled as a Markov Model 

foo() { 
   MPI_gather( ) 
   // Computation code 
   for (…) { 
      // Computation code 
      MPI_Send( ) 
      // Computation code 
      MPI_Recv( ) 
      // Computation code 
   } 

Sample code 

MPI_Gather 

Comp. Code 1  

MPI_Send 

Comp. Code 2 Comp. Code 3 

MPI_Recv 

1.0 

1.0 

1.0 

1.0 

1.0 

0.6 

0.3 

0.75 
Markov Model 

MPI calls wrappers: 
-  Gather call stack 
-  Create states in the model 

Nodes represent execution state before and after MPI calls 
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The Progress Dependence Graph (PDG) 

Task A 

Task B Task C 

Task D 

Dependence 
Dependence 

Dependence 

Introduced in AUTOMADED (PACT’12) 
 
The PDG facilitates finding the origin 
of performance bugs. 
It shows dependencies between tasks to make 
progress on the code. 

 
The LP task can be identified visually 
at the top of the graph. 
 

Least-progressed 
task 
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How to identify progress dependence dynamically? 

Point-to-Point Operations 
//"computation"code..."
"
MPI_Recv(…,"task"Y,"…)"
"
//"..."

! If X calls MPI_Recv, X 
depends on task Y 
 
! Dependence can be 
obtained from call parameters 

Collective Operations 
//"computation"code"..."
"
MPI_Reduce(…)"
"
//"..."

! Multiple implementations  
(e.g., binomial trees) 
 
! A task can reach 
MPI_Reduce and continue 
 
! A task could block waiting for 
another task (less progressed) 
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Progress dependencies are identified probabilistically 

1!

2!

3!

4!

5! 7!

6!

8!

9!

10!

Sample Markov Model 

1.0 
0.3 0.7 

1.0 

1.0 
1.0 

1.0 

1.0 

0.9 1.0 

0.1 

1.0 
… 

… 

Probability(3 -> 5) = 1.0 
Probability(5 -> 3) = 0 
 
Task C is likely waiting for task B 
(A task in 3 always reaches 5) 
 
C has progressed further than B 

Progress dependence between 
tasks B and C? 

Task C 

Task D 

Task A 

Task B 

Task E 
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Progress dependencies cannot be identified within 
loops 

Dependence between tasks C and E? 

Probability(7 → 5) = 1.0 
Probability(5 → 7) = 0.9 
 
What task has made more progress?? 

1!

2!

3!

4!

5! 7!

6!

8!

9!

10!

Sample Markov Model 

1.0 
0.3 0.7 

1.0 

1.0 
1.0 

1.0 

1.0 

0.9 1.0 

0.1 

1.0 
… 

… 

Task C 

Task D 

Task A 

Task B 

Task E 

We need more accurate progress-dependence analysis 
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Talk overview 

Progress-
dependence 

Analysis 
Loop-aware 

Analysis 
Evaluation 

✚ Background"
✚ Control-flow history 
✚ Progress dep. graph 

✚ Model annotations 
✚ Loop analysis 
✚ Characteristic edge 

✚ HPC benchmarks 
✚ Fault injection 
✚ Case study 

1 2 3 
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Markov models are annotated to include transition 
counts  

A 

B 

C 

Markov 
model 

P=0.5 

Transition 
probability 

C = 321 
Transition 

count 

Old Markov model only had 
transition probability. 

New models include loop 
edge transition counts. 

1 

A 

B 

C 

Task 1 
A 

B D 

Task 2 

A 

B 

C 

Tasks 1-2 

D 

Markov models from all tasks are merged. 
New edges may be crated. 

2 

Task 1 
Task 2 

Task 3 
Task N … 

We use a binomial-tree reduction for 
scalable model merging. 

Complexity:  O(log #models) 
 

PDG analysis is done in a single 
task. 

3 
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Estimating loop iterations in the Markov model 

A 

B 

D 

C 

E 
F 

Task x 

100 

101 

300 

209 
209 

100 

100 

 
Transition counts may belong to multiple nested loops. 
Counts are the sum of several loops. 
 
How do we distinguish the number of iterations per loop? 

Transitions 
count 
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Loop characteristic edge to identify loop iterations 

A 

B 

D 

C 

E 
F 

Task x 

100 

101 

300 

209 
209 

100 

100 

 
How do we identify the number of iterations per 
loop? 
 
Characteristic edge: 
The edge that is not part of any other loop. 
 
We use the backedge as the characteristic edge 
for a loop. 
 

Transitions 
count 

1. A loop makes a transition on the backedge when it completes an iteration 
2. Backedge is not shared with any other loop 
3. Loops are reducible (e.g., code does not use “goto” statements) 

Backedge 

Assumptions 
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Lexicographic comparison of nested loops 

A 

B 

D 

C 

E 

Task X Inner loop iterations = 200 
Outer loop iterations = 100 

F 
Task Y Inner loop iterations = 50 

Outer loop iterations = 60 

Lexicographical order:  in the order from outer to inner loop 
 
Task X has made more progress on the inner loop than task Y. 
But Task Y has made more progress on the outer loop. 
Task Y has made more progress. 
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Workflow of the tool 

MPI 
Application 

+ 
PRODOMETER 

library 

PDG 
Task A 

Task B Task C 

Task D 

wait wait 

wait 

User visualizes PDG 
and least-

progressed task(s) " Online Markov model creation 
" Each task creates a model 

Monitoring Failure 
detection 

Markov 
model 

merging 

Loop-aware 
progress-

dependence 
analysis 

" Hang detection occurs 
" All processes trigger the 

diagnosis analysis 

" Markov models are 
combined in a single model 

" The rest of the analysis is 
done in one task 

" If tasks are within loops, use loop-
aware analysis: 
(1) Identify loops 
(2) Identify characteristic edges 
(3) Measure progress dependence 
based on loop iterations 
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Talk overview 

Progress-
dependence 

Analysis 
Loop-aware 

Analysis 
Evaluation 

✚ Background"
✚ Control-flow history 
✚ Progress dep. graph 

✚ Model annotations 
✚ Loop analysis 
✚ Characteristic edge 

✚ HPC benchmarks 
✚ Fault injection 
✚ Case study 

1 2 3 
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Fault injection in six HPC benchmarks 

HPC benchmarks:  AMG, LAMMPS, IRS, LULESH, BT, SP   
 
We inject a hang in a: 
!  Random MPI process 
!  Random function call 
 
We only inject inside loops. 
HPC applications spend most of its time (>90%) inside loops. 
 
Experimental runs use 128, 256, and 512 MPI processes. 
 



20 Lawrence Livermore National Laboratory 

Metrics to compare the performance of the tools 

Accuracy:   
The fraction of cases that a tool correctly identifies 
the Least-Progressed (LP) tasks 

 
Precision: 
The fraction of the identified LP tasks that are 
actually where the fault was injected 

Evaluated tools 
(A) PRODOMETER 
(B) AUTOMADED 

(c) STAT 

EXAMPLES 

Task 1 

Task 2 

Task 3 

Task 4 

Hang 
LP tasks given by the tool 

Is the tool accurate? 

Precision 

Case 1 Case 2 

(2) (2, 3) 

100% 50% 

Yes Yes 
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PRODOMETER is more accurate and precise than 
AUTOMADED 

Accuracy 
PRODOMETER (PR), AUTOMADED (AU) 

Precision 

Accuracy in PRODOMETER is on average 93%, versus 64% in AUTOMADED  

Comparison to STAT 
•  We applied STAT to cases where PRODOMETER succeeded 

•  STAT depends on identifying LOV (loop order variables) 
•  STAT failed to identify LOVs in several cases (33%) 

•  STAT takes a few minutes (while PRODOMETER takes seconds) 

Precision is always higher in PRODOMETER than in AUTOMADED  
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PRODOMETER scales to thousands of MPI processes 

It takes only a few seconds for PRODOMETER to perform the analysis with thousands of tasks 

Application slowdown is between 1.3 and 2.4 
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Application 1: AMG Application 2: LULESH 
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Case study on a real-world MPI bug 

In � t e s tGa therSend- �MPI �Al lga the r

�4071� tasks: � [0-4. . . ]

In � t e s tGa therSend- �MPI �Wai ta l l

�8 � tasks: � [183. . . ]

I n � t e s t G a t h e r S e n d - � M P I � G e t � c o u n t

�13� tasks: � [5. . . ]

Af te r � tes tGatherSend- �MPI �Wai ta l l

�4 � tasks: � [303. . . ]

Figure 8. PRODOMETER on Dislocation Dynamics Reproducer

Figure 7 summarizes the scalability results. Aggregation time
denotes the time it takes for PRODOMETER to aggregate Markov
models gathered from all tasks using a binomial tree-based reduc-
tion technique. Analysis time denotes the time taken to identify rel-
ative progress, to build a progress dependence graph and to identify
LP task(s). Aggregation time increases with scale for both bench-
mark programs, and the trend is logarithmic with the R2 value of
a logarithmic fit (with alog2x + b) is 0.98 for AMG and 0.96 for
LULESH. As for Analysis time, that of AMG increases with scale
while LULESH stays almost constant. In the case of LULESH,
the complexity of the application does not change with scale and
thus the number of states remains constant, while in the case of
AMG the algorithmic complexity grows with scale (e.g., the num-
ber of levels in the multi-grid method increases with scale) and
thus PRODOMETER must handle larger numbers of states at larger
scales. Nevertheless, the worse-case overall time is less than 16 sec-
onds, which is quite tolerable as an automated tool for debugging.

5.4 Case Study: Using PRODOMETER on a Real MPI Bug

A dislocation simulation code recently encountered intermittent
hangs during production runs on our IBM BG/Q machine soon after
our computing facility had rolled out a new driver, which included
a new version of the MPI library. The cause of the problem was
unknown. We observed this issue more frequently at larger scales.
For instance, it almost always showed up for runs with 32,768
tasks. The scientist who was developing this code reported the
issue to a system analyst. He then extracted its control flow and
communication patterns, and put together a highly deterministic
reproducer at a reduced scale.

To help diagnose this issue further, we applied PRODOMETER to
this reproducer. Figure 8 shows the global state PRODOMETER cap-
tured when the reproducer code was hung at 4,096 MPI tasks. The
tool immediately helped us understand the global hang state with-
out overwhelming us, as it expresses the state in a form of progress-
equivalence classes (i.e., nodes). While this program was run at
4,096 tasks, our tool showed the state with only four progress-
equivalence classes with dependencies (i.e., edges) among them.

Clearly, this diagnosis shows the reason for the global hang:
the majority of the tasks (4,071 tasks) were not making progress
because of their dependencies on a small number of tasks (25
tasks). Further, PRODOMETER identified the group that are still in
an MPI communication routine called MPI Get count as the least-
progressed group. With this information, it was likely that the root
cause of this hang would be in the vicinity of the code that these
less-progressed groups were executing.

Given that this reproducer was not hung under the older MPI
drivers, and that it was written simply and in a way to avoid elusive
non-deterministic concurrency or memory bugs, we immediately
suspected a bug in the underlying communication layer itself.

Indeed, using the same reproducer, the IBM software team
quickly discovered a software bug in the communication layer of
their new driver whereby a new collective communication opti-
mization was too aggressive and was causing other concurrent com-
munications to starve. As shown in Figure 8, large numbers of
tasks reached and started MPI Allgather first, and this large-scale
collective communication significantly starved the communication
subsystem of those tasks that were still performing logically ear-
lier point-to-point communications. In fact, the reproducer actually
injects a random delay prior to certain point-to-point calls into a
small number of tasks to induce this condition more frequently.

Manual analysis would have been far more confusing, since
MPI Allgather appears earlier in the source listing. While it is
obvious that this collective call is included in the main time-step
loop in the reproducer code, it is far less obvious in the real case
with the full dislocation dynamics code where this collective call is
buried in a function being called by an upper-routine loop.

6. Related work

Debugging and root cause analysis Debugging is one of the most
crucial and time consuming processes in software development cy-
cle. Traditional breakpoint based debugging with GDB or “print
debugging” is particularly not suitable for large scale parallel appli-
cations. Parallel debuggers such as Totalview [6] and DDT [1] con-
trol multiple processes and aggregate distributed states. However,
identifying the faulty process or finding the matching code location
still requires interactive manual effort. Recent research on semi-
automated statistical debugging has produced tools for sequential
codes [13, 19, 25, 35] that, in the presence of sufficient historical
data, can diagnose the root cause of a bug. Other techniques include
use of boolean SAT and MAX-SAT [27, 34] for detecting program
errors. Even though these techniques are quite promising, it is dif-
ficult to immediately apply those to debug parallel applications
at large scale. Some formal verification based tools [33] and as-
sertion based techniques [20] can overcome scalability challenges
and adapt to parallel applications. However, these tools are mainly
suited for debugging accuracy problems and are complementary to
our approach. Laguna et al. [28] and Mirgorodskiy et al. [30] both
monitor applications timing behavior and identify processes that
exhibit unusual behaviors. DMTracker [22] uses statistical tech-
nique to find bugs in MPI applications by identifying anomalous
data movements. There are other techniques [21, 24] that target
general MPI coding errors and deadlock detection. These tools are
also complimentary to our approach and can be used to detect a
problem and trigger PRODOMETER for further analysis. The clos-
est prior work that follows a similar aspect of relative progress as
PRODOMETER are AUTOMADED [29] and the temporal ordering
extension of STAT [9]. While AUTOMADED suffers from signif-
icant drawback of not being able to handle the common case —
analysis in the presence of loops, STAT’s static analysis based al-
gorithm suffers from extensive static analysis times while building
def-use chain and fails in the absence of loop-order-variables. Our
loop-aware dynamic technique addresses both of these issues.

Loop analysis Loop analysis is an established field in compiler
technology. There are many well accepted algorithms for identify-
ing natural loops in the program and used in compilers for loop-
unrolling [17], tiling [8], resolving dependency between different
variables [16]. These techniques are mainly based on static analysis
of the program and the goal is to improve parallelism and cache be-
havior. Other studies [31] use loop characterization at the hardware

Bug manifested on new MPI version. 
Hangs manifested at 32,768 MPI tasks. 
We use a reproducer at 4,096 with PRODOMETER 
in the same machine. 
 

PDG shows around 15 tasks blocked 
in an MPI gather operation. 
 

The results suggested that the bug 
was located in the communication 
layer (MPI) 
Later developers confirmed that the bug originated 
in the MPI library (in all-gather collective). 

Progress-dependence graph (PDG) 
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Our tool can diagnose failures in large-scale 
HPC applications with high accuracy. 

 

Our loop-aware technique is more accurate 
than state-of-the-art techniques. 

 

On average PRODOMETER achieved over 93% 
accuracy and 98% precision.  

 

The case study shows it diagnose an unknown 
non-deterministic bug, reproducible only at 
large scale. 

 

Conclusions 
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Code has been released at github 

https://github.com/scalability-llnl/ 


