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Problem Statement

* A smart grid is a type of the electrical grid in which
electricity delivery systems are equipped with computer-
based remote control and automation

— The smart grid can revolutionize the way that energy is generated and
consumed: demand prediction; load balancing by time-of-use pricing

* A key component of the smart grid is the use of the smart
meters, which measure energy usage at a fine granularity.

— e.g., once in a few minutes

* However, by gathering hundreds of data points even in a day
via the smart meter, the utility companies and third parties
may learn a lot about our daily lives,

— e.g., when we wake up, when we go out for work, and when we come
back after work.
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Threat Model

* The collection, retention, and use of detailed usage data put individual privacy at
risk.

* Fact: we do need to report our energy usage profile to the utility company for
billing purpose.

e An important privacy threat.

— The metering data may be unwittingly disclosed from the utility company to
third-party vendors.

% Would you sign up for a discount with your power company in %
% exchange for surrendering control of your thermostat? What if %
| it means that, one day, your auto insurance company will know |
iﬂmmmumng@awWeMMwonwa%aﬂsm2J5mmmmﬂ

| after the bars close? (MSNBC Red Tape Chronicles 2009) |

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

* Privacy concern has led to lawsuits filed to stop installation of smart meters
(GigaOM, Apr. 1, 2010; NapervilleSun, Dec. 30, 2011).
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Contribution

« We propose a privacy-protection mechanism, called
PRIVATUS, that uses a rechargeable battery.

— In PRIVATUS, the meter reading reported to the utility is
probabilistically independent of the actual usage at any given
time instant.

— PRIVATUS also considerably reduces the correlation between
the meter readings and the actual usage pattern over time
windows.

— Further, using stochastic dynamic programming, PRIVATUS
charges/discharges the battery in the optimal way to maximize
savings in the energy cost, given prior knowledge of time
periods for the various price zones.
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System Model (1/2)

Meter reading is measured once every
measurement interval (e.g., 15 minutes).

*  X(n): the amount of energy consumed by home
appliances for the n-th measurement interval.

* Y(n): the amount of energy that we draw from the
power grid and charge the battery for the n-th
measurement interval.

*  X(n) and Y(n) are both represented as one of the
M different symbols.

— The i-th symbol is defined as (i-1)u, where u is the unit
amount of energy.

—
2 2 — e.g., when M=4, X(n) and Y(n) is 0,u,2u, or 3u.
Yoo = o =  Electricity price per unit amount of energy varies
o -Du (M ~bu from time to time: there exist two price zones
within a day

— Low-price zone: has a low rate R; ($/u)
¢ The measurement intervals fromn=1ton=ng

low-price zo | high-price z — High-price zone: has a high rate R;; ($/u)
ne one * The measurement intervals from n=n;+1 to n =ny

— e.g., Tucson electric power: residential time-of-use
pricing plan
*  Off-peak rate $0.04/kWh and on-peak rate $0.15/kWh
— Can be extended to multiple price zones.

charging controller
(PRIVATUS: our solution soﬁware

smart metel I’
\4 rechargeable
power grid battery
X ()
appliances

X (n): use process
Y (n): draw process

unit amout of energy =u

battery = buffer of size K

intervals lton, (n +1) to ny

price rate R; Ry
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System Model (2/2)

Denote by B(n) the energy level remaining in the battery at the end of the n-th
measurement interval.
— Assume for simplicity that there is no energy loss when charging and discharging the battery.

B(n) = B(0) i D(m) B(0): the initial energy level of the battery
= +
n me— 1 | D(m) = Y (m) — X(m)

m=1

0< B(n) < Ku

The probability distributions of X(n) and Y (n)
Px(n) = [px(0;n),px (1;n),....px (M — 1;n)] — px (isn) = P(X(n) = iu)

Py(n) = [py (0m), py (), py (M — ;7)) e— Y (B = P() =)

We assume that Py(n) is known to the user (i.e., the home owner).
We also assume that X(n) is independent, but does not need to be identically distributed
across the measurement interval index n.

— This means that for instance, X(5) is independent of X(11), and Py(5) can be different from Py(11).

If the family leaves home for work/school at 8 a.m., then clearly the usage before 8 a.m. and after 8
a.m. will be different
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Mapping between X(n) and Y(n) (1/2)
We make Y(n) be independent of X(n).

— This implies that observing Y (n) gives no meaningful information about X(n).
— This is achieved when we map X(n) to Y (n) in such a way that

py (i;n) = P(Y (n) =iu) = P(Y(n) = iu|X (n) = ju)

Practically, we achieve this by probabilistically choosing the value of Y(n)
according to Py (n), which is decided before the n-th measurement interval
starts, without considering what the value of X(n) will be.

However, selecting Y(n) randomly without being aware of X(n) may cause
energy shortage or overflow in the battery.

— When B(n-1) = 0 (i.e., there is no energy remaining in the battery before the n-th
measurement interval starts), if Y (n) is chosen to be zero, we cannot feed any non-zero
value of X(n). This means that sometimes we cannot use the appliances when we want!
Similarly, when B(n-1) = Ku (i.e., the battery is full), a non-zero value of Y(n) does not
make sense if X(n) = 0, since we cannot draw the energy from the power grid unless we
throw it away.

B(n-1)=0 (empty) B(n-1)=Ku (full)
Y (n)=0, X(n)=3u Y (n)=3u, X(n)=0
B(n)=B(n-1)+Y(n)-X(n)=-3u - shortage B(n)=Ku+3u = overflow
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Mapping between X(n) and Y(n) (2/2)

*  We put a restriction on Py(n) in the corner cases, i.e., when the energy left in the
battery is smaller than (M-1)u (near-empty) or larger than (K-(M-1))u (near-
full).

B(n—1)=juforj < (M —-1) —> py(iin) =0fori < (M —-1)—j

Bn—1)=(K —jluforj<(M—-1) —> py(i;n) =0fori > j

* An example of the probabilistic symbol mapping between X(n) and Y(n) in the
corner cases when K=20 and M=4. The symbol '*' in Py(n) represents the
element that can be non-zero.

‘0 @0 ®0
F,(m)=10,0,0.%] B,(m)=[0,0.%,*] B (m)=[0.%%.%]

(a) B(n—1)=0 (b) B(n—1)=u (¢) B(n—1)=2u

u @ ® 5

P, (m)=[*,0,0,0] P (m)=[*.*,0,0]

(d) B(n—1)=20u  (e) B(n—1)=19%  (f) B(n—1) = 18u
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Strategy to Achieve the Maximum Cost Saving

* How can we achieve cost saving by
exploiting the time-of-use pricing policy in
smart grid?

— The only way to achieve the cost saving is to
charge the battery in the low-price zone and
use the stored energy in the high-price zone.

» If we charge iu amount of energy in the
low-price zone and use it in the high price
zone, we can save (R -R; )i dollars.

The maximum possible cost saving per

low-price zone high-price zone

e / day is (R;, -R, )K dollars, which is
R, dollar per u R, dollar per u obtained
(u: the unit amount of energy) — when we charge the battery from empty to

full in the low-price zone and
— discharge the battery to zero by feeding X(n)
in the high-price zone.
We implement this by changing P, (n) for
every n.

charge iu in the low-price zone
“pay R, i .
use the stored iu in the high-price zone
—pay 0, instead of paying R,i
2>save (R-Rp)i
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Basic Approach (1/2)

» Define the distribution vector space [0.00,1]
M-1 [0,0,0.5,0.5]
P = {[po,pl, e ,p(M_])] : Z pi=10<p; < 1} [0.1,0.2,0.3,04]
=0

» We limit the value of p; to be a multiple of a constant ¢
(0<c<1), in order to make P be a finite set.

* Py(n) is assigned one element in P in the n-th
measurement interval.
— Recall that we force some elements of Py (n) to be zero,
depending on the battery state.
* Therefore, the possible choice set in the n-th
measurement interval is dependent on B(n-1) and we
denote it by Py, ).
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Basic Approach (2/2)

* Now, what would be the best choice for Py(n) in Py, |,
for each n to maximize the cost saving?

 This question is answered by solving the following

stochastic optimal control problems:
j 6 %,
8
®0¢\%

ny +1

In the low-price zone

max B (B(n)|B(0), Py (1), Py (2),..., Py(nL))
A

In the high-price zone low-price zone high-price zone

min E(B(nu)|B(ni), Py(ng +1),Py(ng +2),..., Py (ng))
P)'(H)G'Péz(nq)
np<ning
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Dynamic Programming (1/3)

* Consider a simple example in the low-price zone, where
n; = 3.

E(B(3)|B(0), Py (1), Py (2), Py (3)) B(n) = +Z D(m)

3

=B)+E (Z D(n)|B(0), Py (1), Py (2), Py(3))

E ZD(VI)\B(O)J’Y(I),PY(Z),PY(3)j

*Note that the calculations can be done
recursively: Stage 2 calculations are based
) on stage 3, stage 1 only on stage 2.
E(DO)[BO).R D) +E(D@+E(DBBA.EG)BO-ED)  « Thus, maximizing this can be performed
=E(DO+E(DQ+E(DG)|BR).E(3)BO.AO)BO.E®) by maximizing the stage 3, stage 2, and
k ) J stage 1 in this order.
stage 3 .

L stage 2 J e In this manner, we first compute the

stage 1 optimal value of. Py(3) given B(2), tho.en we
compute the optimal value of P(2) given

_H--- B(1) until we reach and compute the

=E(D@)[B(0).A,(D)+E(DQ)|BA). B, (2))+ E(D(3)|B(2). B, (3)

) Pt B optimal value of Py(1).
2u I F @
' Optimal Py(3) given B(2)=2u T Slide 13/29 PURDUE
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Dynamic Programming (2/3)

* In general, this backward (time-wise) directional computation
procedure can be described by the following recursive equation,
called the Bellman equation:

J(nL + I,B(RL)) =0,

J(n,B(n—-1)) = Py(n)nel%),i(n,l) E(D(n)+ J(n+1,B(n))|B(n — 1), Py (n))

» Solving the Bellman equation in the backward direction (from
n=n; to n=1) results in the optimal decision for P,(n) when the
value of B(n-1) is given, in the sense that P, (n) will maximize

E(B(ny)).
*Here, p; (1) denotes the
E(D(n)+ J(n+1,B(n))|B(n —1), Py(n)) probability of the transition from

= Y mea@G I DO =iio B =G,
M1 <(M-1), resulting from D(n) = ju.
0<i+j<K *Simply speaking, p; .;(n) is a
function of Py(n) and Py(n).
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Dynamic Programming (3/3)

* In summary, what we have done is to calculate a decision
table.

» Each entry in the decision table maps the given values of
n and B(n-1) to the optimal vector Py(n) at the state
(n,B(n-1)).

» Note that the decision table can be pre-calculated before
the run-time.

* During the run-time, we just look up the decision table
for a given state, i.e., (n,B(n-1)), and probabilistically
choose the value of Y(n) via the distribution specified by
the decision table entry.
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Simulation Results for the Basic Approach

There exist similar patterns between the sequences of X(n) and Y (n)

Iow-prm high-price zone-
TN B
=
use process [T \ IARPZ8S N AR L]
X LW N Wi W W | WA
0 1 20 30 40 50‘ 60 70 Q 80 90
2, AV RN VLAY Y.
draw process ¢ R RO IR LN TNV T A N !
>, A AW S A T RV VAL VYA )
200 10\ 20 30 A 50 6 70 80 y
7 —
15 Ww (\ The valu¢ of X(n):highly likely re-appearg as
actual - fm”d \ %X& the valile of Y (n+1) when the battery is at the cdrner cases.
=10 £33
battery state & ) / w7 w\ ]
- owa[ %‘\ MW
g 0 10 20 30 40 50 60 70 80 90
dist. g Tt S0V SN i N Y SO e A0 8 T S
£ AT A AT WA T
vector g LR TRLW L S R T ¥ B W LA W LW R
o 0 10 20 30 20 50 0 70 80 20

measurement interval (n)
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Issues with the Basic Approach

» First, we charg(?/dlscharge the battery too fast. o B (BB, A0, @) P ()
— In the low-price zone, once at the full state, the b e
battery stays close to the near-full states, since

there 1s no benefit to bring the energy level down B(n-1)=20u (full)

to a lower one according to our optimization Y(n)=0 (must), X(n)=3u (random)
objective. B(n)=17u

— The near-constant energy level of the battery Y(n+1)=3u (highly likely), X(n+1)=u (random)
implies that whatever the value of X(n) is, the
draw process Y(n) should somehow compensate
for it.

of )X(n), we see this compensation effect in Y(n
+1).
¢ Second, we have too much freedom when .
. probability
ChOOSIHg Py(n)- of choosing 3u
— Asaresult, the draw process can take a specific
symbol with a very high probability to compensate How likely?
the use process. S>Py(n)=1[0,0,0, 1]
— In other words, due to the high degree of freedom >with 100% probability
to choose Py(n), Y(n) is chosen to be very similar
to X(n-1) in the corner cases.

— Since the value of Y(n) is chosen before the value /

—>deterministic!
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Advanced Approach: PRIVATUS (1/3)

*  How to control the speed of charging/discharging?
— We modify our optimization objective in such a way that we incur some
penalty, whenever the battery state B(n) falls into the penalty areas.
— Most of the corner cases are covered by the penalty areas.
» The optimal decision for Py(n) would be changed to the one that still charges or
discharges the battery according to the trend as before, but does not hit the
penalty areas in the middle of the zones.

n, +1 n, —n, ‘ nLJ;n0+2 Ny — 1,
path 1 (desired)
——— path 2 (non-desirable)
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Advanced Approach: PRIVATUS (2/3)

* Maximize the effective battery state B.(n) in the optimization objective function,
instead of the actual battery state B(n).
— B.(n) is designed to increase as the actual battery state B(n) increases in the
low-price zone.
— However, every time B(n) goes into a penalty area, B (n) is deducted by
some penalty amount.

500 =50+ > 0m) B, (n) = B,(0)+ ND,(m) with B,(0) = aB(0)
1 L

Ifms<n, orm>n, —n;: D,(m)=aD(m) D(m) =Y(m)-X(m)

(i.e., in near-beginning or near-end of the low-price zone)

Ifm>n, andmsn, —n,: D,(m)=aD(m)- /3’([B(m) -1,T +[7, - B(m)]*)

+
a, /3 : integers; determine how sensitive to the penalty [)C] : x if x>0; otherwise 0

T, =K—-(M-1) (toohigh)
TL =M -1 (too low)

: thresholds of the corner cases
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Advanced Approach: PRIVATUS (3/3)

* How to limit the freedom of choosing P (n)?

— Force the different elements of Py(n) in Py, ;) to be more or less equal, thus
eliminating the possibility that Y(n) is chosen deterministically (or with a
high probability).

gip Y) * T, is a threshold at B(n-1) = ku.
' ) * V, is the distribution vector of Y(n) for
Pku = {'U eP: ”'U - ‘/'k “ < Tk} which the possible values of Y(n) at
B(n-1) = ku are selected equi-probably.
e.g., non-corner case B(n-1)=5u 2>V, =[0.25,0.25,0.25,0.25]; corner case B(n-1)=u >V, =[0.5,0.5,0, 0]

— Put arestriction on Py(n) in non-corner cases (i.e., battery neither empty nor
full) such that it does not differ significantly from Py (n -1).

”R(n) — P Y(n — 1)” < T'p : distance threshold

¢ In the extreme case, Py(n-1) = Py(n) implying that Y(n) is independent
of X(n-1).
* In order to quickly get out of the corner cases, we enforce this restriction

to be applied only when the actual battery state stays in non-corner cases
for two consecutive measurement intervals.
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Dynamic Programming in PRIVATUS

* In the low-price zone

J(ng +1,B(ng)) =0,

J(n,B(n—1)) = Py(n;g%‘;ni”E (D(n) + J(n+1,B(n))|B(n—1), Py (n))

J(S(np+1)) =0,

J(S(n)) = o ;E%X E(Dc(n)+ J(S(n+1))|S(n))
" B(n—1)

S(n) = [n,B(n — 1), B.(n — 1), Py(n — 1)] : state vector of
four different dimensions

’Pg(n—l) - PB(n—l) N {’U eP: ||‘U - Py('n. — 1)“ < TD}

\ if T, < B(n—2) < Ty and T, < B(n—1) < Ty
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Simulation Results for PRIVATUS

low-price zone high-price zone
3 I TN NI N7
useprocess@fl[\f\f\ AR AN Y T AN VoS
X W T IW WY Wi VW W JTavA
30 10 20 30 40 50 60 70 80 0
ENIRYVARYN Y LA g T TR A
draw process @f y ool BN U VR T S -\“ﬂf” \ ooty A AT
>0 L il A EhYEIVE S I VAV A
200 10 20 0 40 50 60 70 80 0
et Iy
15
actual E j,f““‘%ﬂ b e A
T 10
battery state & fw"’{ W A Wg{
B AV 2]
i N
:)u? 00 10 20 30 40 50 60 70 80 0
dist. '8 200
vector = 1 A EWY "R w g T " y
5 omd“(
Q.> 0 10 20 30 40 5(_] 60 70 80 0
measurement interval (n)
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Evaluations

Two aspects
— How much privacy information is revealed

— How much electricity cost is saved
The metric of information leakage from the use process to the draw process

L?n,m) = I(X(n.‘m,); Y(L;,m))/H(X(n,m))

X(,,_m)=[X(n—m+1),X(n—m),...,X(n)]

)_/(“;'Lm)=[Y(n—m+1+s),Y(n—m+s)....,Y(n+s)]
Ys

(n,m))

H(X) = — Zi P(X = Z) l()g P(X = 1) I(X(n‘m,); }7(571‘771)) = H(X(n.m,))_H(X(n,m))|

Sok)=F (— XI: rRyD(m) — XH: Ry D(m)

\ a measure of uncertainty \ a measure of the uncertainty reduction

The metric for the cost saving for a day
)

m=1 the original cost for what the user
actually consumes

= E(Z"L rRyX(m) + zzl“:"L_H Ry X(m)
the money that a user pays to the

m=1

S rRuY -y A RyY (!
> rRyY (m) Zm=111_+l #Y(m)) € uility company

m=

m=nr+1

PURDUE

Slide 23/29 —
UNIVERSITY

General Performance Trend

the end of the low-price zone

I : 0.1

HE : : —s=0

~ HE : _ £ -ees=1

zos 7 i : 005 i s=2

°5 HE H T A ° s=10
e ; i )
[ i
0 20 40 60

0 20 40 60 80
measurement interval (n)

(a) Basic approach.

Information leakage when K = 20u and m = 1.
Y(i]_m)=[Y(n—m+1+s).Y(n—m.+s),...,Y(n+s)]

measurement interval (n)
(b) PRIVATUS (o = 2; 8 = 1).

X (n,m)y=[X(n=m+1),X (n—m),....X (n)]
Information leakage is the highest when s = 1, i.e., X(n-1) and Y(n) has the highest dependency in

our solution approaches.
- This is due to our solution’s inherent nature that Y (n) is chosen to change the current battery

state resulting mainly from X(n-1).
The worst-case information leakage in the advanced approach occurs around the price zone

boundaries.
- This is because around the price zone boundaries, there is no penalty defined and thus the battery

state has a relatively higher chance to remain constant, which again makes it more likely that Y

(n) tries to compensate for X(n-1).

PURDUE
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Effects of sequence length and capacity

....... emmmmmem=] poe
T —m=2
g |—— m=3—
B e --me=dfe---
% 20 40 60 80 = % 20 40 60 80 0 20 40 60 80
measurement interval (n) measurement interval (n) measurement interval (n)

(a) Information leakage ac-  (b) Uncertainty of X(,, ,») (c) Information leakage ac-
cording tom (s = 1; K = (K =20). cording to K.
20).

Adversary has no advantage in observing a longer sequence in the draw process.

— x-bit uncertainty can be understood in such a way that approximately the use process sequence has 2*
possible realizations with an equal probability 1/2*.

As m increases, there is a minor increment in percentagewise uncertainty reduction, while the
uncertainty of the use process sequence increases significantly.

— m=3: use-process uncertainty = 5.3 bits; reduction 11% at worst; 25-31-01D=26_3 possible sequences
— m=4: use-process uncertainty = 7 bits; reduction 17% at worst; 270-017=56.1 possible sequences
When the battery capacity is too small, information leakage may be significant.

— Once the battery capacity is above a threshold, further increasing the battery capacity leads to little
benefit in terms of further reducing the information leakage.
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Comparison (1/3)

Kalogridis’ scheme (published in Smart Grid Comm. 2010)

performs a simple low-pass filtering over the use process in a
best-effort manner, using a battery.

— Without considering the energy cost factor.

Thus, it reduces the high frequency variations in the resulting
draw process.

— Still allows the low-pass component of load profile to be revealed.

NI
e LTI
% sz UA Tej“ m(ao
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Comparison (2/3)

2 X e o
%% a0 60 8 % 20 40 60 8 e ] %% 4 0 8
measurement interval (n) measurement interval (n) measurement interval (n) measurement interval (n)
(a) X(n) w/o a (b) Information (¢) X(n) w/ a (d) Information
significant  low- leakage for (a). significant  low-  leakage for (c).
pass component. pass component.

» Kalogridis’ scheme is ‘conv’ in the figure.

* If there is no significant low-pass component in X(n),
Privatus performs slightly better than Kalogridis’ to keep the
privacy information, except at the price zone boundaries.

 Ifthere is a significant low-pass component in X(n), Privatus
will provide much better privacy protection than Kalogridis’.
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Comparison (3/3)

30
gc -=max zr | = max
oS5 o o &% o
s S 10
8 T o 8 = o
0 05 1 0 05 1 0 05 1
ratio r=RL/F!H ratio r=R|_/FlH ratio r=R /R
(a) K = 10u (b) K = 20u (¢c) K = 30u
(2.15kWh). (4.3kWh). (6.43kWh).

 The unit energy u=0.2143kWh and R;; = $0.033/u = $0.155/
kWh.

» The average daily usage is 30kWh (U.S. residential
customer).

A typical home can achieve about $16 saving for a month
with a 6.43kWh battery, based on the following tariff
example: R; = $0.04/kWh and R;;= $0.15/kWh
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Conclusion

* In order to resolve the privacy issue in smart grid, we
proposed PRIVATUS.

« PRIVATUS uses a rechargeable battery to make the
meter reading reported to the utilities look different from
the actual usage.

* PRIVATUS is also geared to the future of time-of-use
pricing of electricity and it ensures that the battery is
charged to achieve the maximal savings in the energy
cost.
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Thank you!
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Appendix
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Effects of the Estimation Error for P,(n)
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(a) Information leakage when m = 2,

and s = 1.

Our estimation: Py(n) = [0.5, 0.2, 0.2, 0.1] in the low-price zone and Py (n) =[0.1, 0.3, 0.4, 0.2] in the high-

price zone

However, X(n) is generated by different distributions Py (n) = [0.1, 0.2, 0.3, 0.4] (‘casel"), Py (n) = [0.25,

0.25, 0.25, 0.25] ("case2"), and Py(n) = [0.4, 0.3, 0.2, 0:1] ("case3").
Although there exists an estimation error in Py(n), it does not affect the information leakage much.

The estimation error influences the cost saving more significantly: the magnitude of the saving goes down

with the estimation error.
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(b) Cost saving when u =

0.2143kWh, and Ry = $0.03/u.
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Effects of Different Values of a and 8
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(a) The number of times hitting the (b) Information leakage according to

penalty areas in a day according to @« and 3.

and 3.
When the ratio of o to  goes down, the frequency to hit the
penalty areas also decreases.
We see a negative effect in terms of information leakage, when the
ratio of o to B is too low.

— In that case, the actual battery state wants to stay in the middle of the two
penalty area thresholds T, and T, to avoid getting a penalty score.

— This makes the compensation effect larger.
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