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Motivation

e Placement and choice of detectors are more an art
than a science, relying on expert knowledge

* Impact of choice Is significant on the accuracy and
precision of overall detection function

* More (detectors) Is not always better
— Economic cost

— Administration cost
— Performance cost
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Contribution

 Method to evaluate the effect

of detector configuration on system security

e Provide a greedy algorithm for determining detector
settings In a distributed system
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Overall Framework

Individual
Available quality of
detectors detectors

Bayesian Evaluate quality
Inference
network alaorithm of complete
algorithm J detector system

Attack graph
algorithm

« Create a Bayesian L
network from attack graph, v
adding detectors and CPTs

* Run inference algorithm to compute possible combination of
detectors, given an ultimate goal (from attacker perspective)

 Controller to adjust detector setting when network changes
(not currently implemented)

:@-L_ Slide 4/1" PURDUE

UNIVERSITY




Sample Netwo
and Corresponding Baye
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Probability Values on a Bayesian Network
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Exp. 1. Impact of Distance between
Detectors and Attack Steps

e Objective: quantify gain In
placing detector close to
service where attack might
occur

e Results show that a
detector can affect nodes
Inside a “radius” of up to
three edges 0 2 4 6 8

Distance(d,,, X))

d,, = detector
X; = attack step
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Exp. 2b: Impact of Imperfect

Knowledge
« Objective: mimic different '
levels of expertise of 0.8l
- . 2
system administrator & e
o 0.6}
— Expert, intermediate, naive =
(@]
 As variance increases, .
= —a— =
performance suffers = 02| e |
— BN shows inherent —©— var=0.2

o

resilience 0 02 04 06 08 1

) False Positive Rate
— Depends on location of
attack steps and detectors
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Algorithm
e Input:
— Bayesian network BN = (V, CPT(V))
— Set of detectors D = (d;,V(d;),CPTLIILD
— Cost
e Qutput:
— Set of selected detectors and corresponding locations

» Greedy approach to select those detectors that provide greatest
coverage (benefit) given a threshold (cost)

M
System-Benefit = Z[Beneﬁtfl_ (TN)+Precision(f,d,a) + Beneﬁtfl_( TP)sRecall(f,d,a)]
i=1

Precision = TP/ (TP+FP) Recall = TP/ (TP+FN)

Algorithm is not guaranteed to provide optimal solution since
the exact problem is NP-hard
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Exp. 3: Impact on Choice
and Placement of Detectors

1

e Objective: determine
Impact of selecting 08
detectors and
corresponding locations

e Performance of detector
pair (selected from ool 1/ /
algorithm) i1s compared i) ()

against randomly selected ~ © o2 o4 o0s 08 1
. False Positive Rate
palrs

—&—(dg0,X49),(d20:X46)

S (dy3,X42),(d7.Xg) |

True Positive Rate

E Selection made by our algorithm
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Conclusions and Future Work

e Provide scientific basis for the choice and location
of Iintrusion detectors

e Use of Bayesian networks allows to model relationships
between attack steps and detectors In a distributed system

o Experiments validate that greedy choice of detectors
gives good results when considering multiple detectors

e Future work:

— Is the solution scalable to larger attack graphs and more
detectors?

— Is this the best polynomial time algorithm?
— How can the algorithm be made incremental?
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Sample Network

and Corresponding Bayesian Network

@ Detector
@ Attack step
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