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Announcement of Graduate Research Assistantship Positions on a 5-Year 
Assured Autonomy Project 

Topic: Secure Distributed Protocols for Autonomous Systems
 

Saurabh Bagchi 
School of Electrical and Computer Engineering 
Department of Computer Science (By Courtesy) 

Purdue University 

 
Posted: July 7, 2021 

We are looking for Graduate Research Assistants on a 5-year project from the Army Research 
Lab (ARL) on secure distributed protocols for autonomous systems. The project involves a total of 

5 faculty members, spread across Purdue and Princeton. The project is open to a PhD student in 

ECE or CS, in the 1st or 2nd year of his/her study. We may also hire an exceptional Masters (thesis) 

student in ECE or CS in the student’s 1st semester. The positions will be filled on a rolling basis.  

Characteristics of applicants: Some expertise in distributed system security, fundamental machine 

learning building blocks. Good system building skills and experience with any ML framework 

(PyTorch, MXNet, TensorFlow, etc.). 

Project team: The project PI is Prof. Saurabh Bagchi and co-PIs are Profs. David Inouye, Mung 

Chiang, Somali Chaterji, and Prateek Mittal (Princeton). When fully staffed, the project team will have 

5 Graduate Researchers and 1 Research Scientist along with several undergraduate research 

assistants to work closely with the graduate researchers.   

Citizenship requirement: None 

Overview Presentation 
SCRAMBLE: Secure, Real-Time Decision-Making for the Autonomous Battlefield. Northrop 

Grumman AI Summit, October 7, 2020.  

Problem Statement 

Many emerging applications in civilian and military settings will involve autonomous operations 

among multiple cyber and physical assets, together with interactions with humans. Such 
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autonomous operation will rely on a pipeline of machine learning (ML) algorithms executing in real-

time on a distributed set of heterogeneous platforms, both stationary and maneuverable. 

 

The algorithms will have to deal with both adversarial control and data planes. The former means 

that some of the nodes on which the algorithms will execute cannot be trusted and have been 

compromised for leaking information or violating the integrity of the results. An adversarial data plane 

means that the algorithms will have to operate with uncertain, incomplete, and potentially, maliciously 

manipulated data sources. This project will design secure algorithms that can provide probabilistic 

guarantees on security and latency, under powerful, rigorously quantified adversary models, moving 

away from the trend of one-off security solutions for specific attack vectors. The project will provide 

a robust, scalable, and usable software suite that can execute on our cutting-edge embedded AI 

testbed with static nodes and aerial drones. 

Application procedure 

Send an email note to Prof. Bagchi and CC to Mary Ann Satterfield (msaterfi@purdue.edu) with 

your CV (in pdf) and answers to the following specific questions in the body of the email. Qualified 

candidates will be invited for interviews.  

1. When did you start your Masters/PhD? 

2. What are your grades in courses at Purdue? 

3. What was your rank in your undergraduate department (e.g., 3rd among 50 students in Computer 

Science)? 

4. What are your grades in programming courses in your undergraduate? 

5. Is there a Purdue person (professor, supervisor, etc.) who can speak about your qualifications? 

Robust algorithms under 
adversarial settings and 

uncertainty quantification

Interpretable Operation

Secure, real-time, 
distributed execution

Method for end-to-end security of autonomy pipelines 
against a clearly quantified set of possible attacks

Evaluation on large-scale distributed testbed of embedded, 
edge, and server-class devices, with user studies


