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Network Connection Visualization Tools –

 

High Level: A single-page snapshot of an 
interactive secure shell connection.  The similarity of shape between curves is indicative 
of interactivity.

Benefits:

 

Attacks on computers 
are a severe security concern 
for citizens, businesses, and the 
government. Some emanate 
from machines running 
automated programs and others 
from human hackers. We are 
developing novel techniques to 
analyze traffic flows on 
computer networks to 
distinguish normal user activity 
from attacks to prevent humans 
and machines from gaining 
illegal entries. 

Network Security
Flow Monitoring and Forensics
In a joint project with the Stanford RVAC, we are analyzing Internet traffic, looking 
for attacks on the network in the form of intrusions: illegal logins either from human 
hackers typing keystrokes or machines using automated programs. Both keystrokes and 
other human activity and machines display distinct characteristics, allowing us to 
model patterns of attacks. 

For example, we are developing a statistical learning algorithm that decides whether 
connections initiated by other computers into an enterprise’s network  show features 
indicating human driven or machine driven network activity. Our classification 
accuracy is extremely high and can be employed by network security analysts to detect 
intrusions as part of a computer defense system. Previous efforts to differentiate human 
and machine generated traffic have relied on connection-level summary statistics, 
achieving mediocre results. Our novel packet-level approach has achieved 99%

 

 
prediction accuracy in preliminary testing.
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Technology Delivery
Our work emanates from the collection and analysis of 
packet traces, timestamps and headers, from Internet links.  
Even though analysis is on historical data, technology 
transfer begins here because tools developed in the analysis 
can move into the field.

We have two data collection operations. At Stanford we use 
an Argus system on a router that sees about  one million 
flows/hour. At Purdue we have a DAG Card that collects 
network and transport headers on the one gigabit link

 

 
connecting the West Lafayette campus to the Internet. To the 
flow databases, we  join network metadata about the IPs, e.g. 
ASN and geolocation.  We will also consider the use of data 
available in the DHS PREDICT repository or SiLK

 

flows 
from US-CERT, if available. 

Our testing occurs in live, real-time university environments.  
These are excellent test beds because intrusions are 
commonplace due to less firewalling than other enterprise 
networks.  Working in a live environment also means that 
success will bring with it a first technology delivery.  Testing

 

has begun on the Purdue campus.  Then we will move to the 
Stanford campus on a lightly loaded link, and then finally to 
high throughput links at both universities.

Impact and Evaluation
The successful development of a rules based algorithm for 
keystroke detection will enable the creation of a suite of 
network security tools. The detection algorithm will result in 
the implementation of a port scanning tool that will indicate 
the presence of interactive traffic, i.e. keystrokes, for the 
purpose of detecting intrusion.  Ultimately, the detection

 

 
algorithm will aid security analysts by providing event based 
alarms and new visualization tools highlighting relationships 
between network connections with human activity.

Our current prototype is now being tested by monitoring all 
network traffic between the Statistics department at Purdue 
and the larger Internet as a whole.  The  implementation 
allows traffic over all ports to be monitored thereby allowing 
surreptitious human access using non-standard ports to be 
identified.  This implementation will also provide a real 
world testing environment that will help to identify subsets 
of predictors that may be useful for developing additional 
intrusion alarms and visualization tools.

For more information, contact:

 

Dr. William S. Cleveland, wsc@stat.purdue.edu
http://www.purvac.org

Low Level Visualization Tool: A single page of a packet-level plot designed to highlight the 
distinctive characteristics of keystroke packet sequences in network traffic. 
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