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Disparate data sources representing varying levels of information are ubiquitous.  
Unfortunately, access to many data sources are restricted due to

 

privacy concerns; 
however, such sensitive data often concerns items that are of key interest for analysis 
in matters of homeland security. Health records, federal agency reports, etc. contain 
information needed for actionable decision making in many areas.

 

For example,  
healthcare data is a valuable information source in monitoring disease outbreaks and 
potential chemical and biological events. However as important as it is, healthcare data 
is most often privacy sensitive and protected by government regulations such as 
HIPAA. HIPAA explicitly states that any individually identifiable healthcare data 
needs to be “de-identified”

 

before publication. However de-identification is not an easy 
task and removing just unique identifiers (such as SSN, name,…)  is not enough for de-

 

identification. Quasi-identifiers (such as age, sex, address, …) in datasets may be 
enough to identify an individual and are also a threat to privacy. Unfortunately most 
valuable information in healthcare data can be treated as quasi identifiers.

As such, the de-identification of data is a key problem in homeland security.  
Furthermore, performing analysis with de-identified data is of equal importance as de-

 

identified data may be the only type of data a source is willing

 

to share.  Currently we 
are evaluating and comparing various privacy protection methodologies and their 
impact on analytical methods. We plan to analyze the performance

 

of de-identified 
data relative to original data to see when privacy and utility co-exist. 

Benefit:

 

We are evaluating and 
comparing  privacy 
preservation methods with 
respect to how they impact 
analysis effectiveness on real 
world data. Outcomes will give 
new directions for preserving 
the privacy of information, 
while still enabling actionable 
decision making in homeland 
security applications.
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De-identification makes multiple points indistinguishable by grouping them.  Utility 
generally correlates with the size of the groups, thus different

 

methods may provide 
varying utilization.
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