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A CyberPHA Is

A safety‐oriented methodology to 
conduct a security risk assessment 
for an ICS / SIS

 Systematic, consequence‐driven 
approach 

 Aligned with ISA/IEC 62443‐3‐2  and 
ISA TR84.00.09 standards

 Leverages established process safety 
information and techniques (e.g. 
PHA/HAZOP/LOPA)

 Integrates multiple engineering 
disciplines

 Delivers a risk‐ranked mitigation plan
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A CyberPHA Is

 Not a way to assign blame
 Not a solo activity
 Not an Audit
 Not a replacement for Process 

Safety PHAs
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It’s not just about IT anymore - Operations is a target

“By raw numbers … Financial services gets more press, 
but industrial networks get more attacks.”  

‐ CISCO
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NIST 
Cybersecurity
FrameworkIT Cybersecurity Standards:

ISO/IEC 27000
NIST 800 Series
CIS Controls
PCI DSS

Process Safety and Functional 
Safety Standards:
OSHA 29CFR1910.119

EPA 40CFR68
IEC 61508

ISA 84 / IEC 61511

OT Cybersecurity Standards:
ISA/IEC 62443
NERC CIP
API 1164

NIST 800‐82

Bridging Documents:
ISA TR 84.00.09
IEC TR 63069

NAMUR NA 163

IEC 61511 added 
two clauses in 
2016 edition 
regarding security 
of SIS

Process Safety & Cybersecurity Standards
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61511‐1 2nd Edition, FDIS
 8.2.4: A security risk assessment shall be 

carried out to identify the security 
vulnerabilities of the SIS

 11.2.12: The design of the SIS shall be such that 
it provides the necessary resilience against the 
identified security risks

NOTE: Guidance related to SIS security is provided in
ISA TR84.00.09 and ISA/IEC 62443‐3‐2. 

Functional Safety Standards
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Cyber Risk Assessment Challenges

Modern control systems and safety systems are complex 
It very common for them to be integrated
A single threat or vulnerability could disable multiple layers of 
protection
Identifying the cyber threats and vulnerabilities that can lead to high 
risk consequences can be challenging
Process safety studies (e.g. PHAs, HAZOPs, LOPAs) typically do not 
take into account cybersecurity initiating events or effectiveness of 
cybersecurity safeguards
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The CyberPHA Process

Document 
System

• Arch Diagram
• Inventory
• Dataflows

Vulnerability 
Assessment

• Networks
• Endpoints
• Physical 
• Policies / Procedures
• Vulnerability register

Partition   
System

• Process Areas / Cells
• Zones & Conduits
• Catalog vulnerabilities 
by zone

Risk Assessment 
Workshop

• ID consequences (from 
PHA, etc.)

• ID threat scenarios (kill 
chain)

• Document safeguards / 
countermeasures

• Determine risk (risk 
matrix)

Mitigation 
Planning

• Develop mitigations 
(technical, procedural or 
mechanical)

• Risk Ranked and 
Prioritized

Cyber 
Consequence 
Assessment 

i.e. PHA/LOPA Review
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CyberPHA Benefits

 Provides management with risk‐ranked mitigation plan 
 Encourages collaboration, practical solutions and buy‐in
 Satisfies new IEC 61511 SIS security requirements
 Uncovers “hidden” risks
 Establishes a baseline to measure progress and justify decisions
 Raises cybersecurity awareness
 Successfully applied to hundreds of ICS since 2013
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Example “As-Found” Logical Network Diagram
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Example “As-Found” Physical Network Diagram
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The CyberPHA Process

Document 
System
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• Dataflows
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• Endpoints
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• Gap Assessment 
Scorecard

Partition   
System

• Process Areas / Cells
• Zones & Conduits
• Catalog vulnerabilities 
by zone

Risk Assessment 
Workshop

• ID consequences (from 
PHA, etc.)

• ID threat scenarios (kill 
chain)

• Document safeguards / 
countermeasures

• Determine risk (risk 
matrix)

Mitigation 
Planning

• Develop mitigations 
(technical, procedural or 
mechanical)

• Risk Ranked and 
Prioritized

Cyber 
Consequence 
Assessment 

i.e. PHA/LOPA Review
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Peer Group Rankings
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Example Zones/Conduits
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Cyber Consequence Assessment 
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The CyberPHA Team

• Cybersecurity/Networking SME
• Process Safety/Controls SME
• Automation/Controls (Site)
• IT Applications (Site)

• Networking (Site)
• Information Security (Site)
• Process Safety (Site)
• Experienced Operator(Site)

Collaborative Workshop Team 
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CyberPHA Workshop Tools

Cyber PHA

Vulnerability Register

Cyber Consequence Assessment (from PHA/HAZOP) 

SME (IT, OT, Operations, HSE) Input

Threat Intelligence

Cyber PHA Worksheet Risk Register

Risk Profile
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Risk and Security Risk

Risk ‐ “(exposure to) the possibility of loss, injury, or other adverse or unwelcome circumstance; a chance or 
situation involving such a possibility” – Oxford English Dictionary, 3rd ed. 

“[Security] Risk is a function of the likelihood of a given threat‐source exercising a particular potential 
vulnerability, and the resulting impact of that adverse event on the organization.” – NIST SP800‐30

Risk = Impact x Likelihood

Security Risk = Impact x (Threats x Vulnerabilities)

= X X
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Cybersecurity Likelihood

Likelihood

Threat Vulnerability

System 
VulnerabilitiesAccess VectorTarget 

Attractiveness
Attack 

Complexity

The value of a facility 
or industry as a 
target to an 
adversary

What type of access 
is required to attack 
the system. e.g. 
local, adjacent 
network, remote.

How easy or difficult 
it is to exploit the 
discovered 
vulnerabilities

The number, types, 
and severity of 
vulnerabilities 
present in a system
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Risk Register:
Threats

Consequences
Likelihoods

Assessment:
HSE Risks

Revenue Risks
Other Risks

Data:
All the Findings
‘As‐found’ Info
Best Practices

Summarize results 
Executive‐level report
Detailed full report

CyberPHA Reporting
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Cybersecurity Bowties
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IC Technical Project Manager
Jacob.Morella@aesolns.com

For More Information
www.aesolns.com
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HatMan (aka Triton/TriSIS) Malware

 Sophisticated malware targeting Triconex SIS
 Detected in Nov 2017 in the Middle East
 First reported cyber attack on a safety instrumented 

system (SIS)
 Two‐stage attack

• Compromise TriStation engineering workstation
• Place a Remote Access Trojan (RAT) on the SIS controller

 Discovered due to bug in the malware that caused 
the SIS to trip (failsafe)

HatMan MALWARE

Just because a SIS is SIL rated does not mean it is 
immune to cyber threats

Triton.exe

RAT injected
In Firmware
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REFINERY #3

RiskCompliance

High Risk Zones:
• DMZ36
• PCN

Mod Risk Zones:
• AMS
• Domain 

Services

Critical Findings
 Automatic file replication between 

business and PC through mapped 
drives

 Domain admin accts with elevated 
privileges on Honeywell servers

 AMS system enables remote 
modification of field devices from L3
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Summary of Compliance and Risk Assessments

0

4

7

REF#1
High Mod Low

1.

0 1

7

REF#2
High Mod Low

1.

2
2

19

REF#3
High Mod Low

1.

4
1

29

REF#4
High Mod Low

1.

01

14

REF#5
High Mod Low

1.

0
7

14

REF#6
High Mod Low

1.

1

5

12

REF#7
High Mod Low

1.

60% 66% 66% 68% 71%
85%

63%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

REF#1 REF#2 REF#3 REF#4 REF#5 REF#6 REF#7

COMPLIANCE GAP SCORES

Refinery Compliance Score Average

RISK PROFILES


