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Memory Leak

Memory leak: allocated memory is no longer accessible.

int * ip = malloc(16 * sizeof(int));

/* should free(ip) before malloc again */

ip = malloc(20 * sizeof(int));

/* The first array is no longer accessible.

The memory is leaked. */
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ip ……

ip ……



Why is Memory Leak a Problem?

• A program can allocate a finite amount of memory.

• If memory is leaked, eventually malloc reaches the limit 

and returns NULL.

• Memory leak is a “silent program killer.” The program 

can run for hours, days, weeks without any problem.

• As more and more memory is leaked, the program 

becomes slower (due to swapping in virtual memory).

• When malloc finally fails, the program usually crashes.

• Fortunately, tools can be used to detect memory leak.
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Example
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allocate memory
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Valgrind --leak-check

leak 4 × 8 × 2 = 64 bytes

command to check memory leak

valgrind --leak-check=yes



valgrind.org
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