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TO:  The Faculty of the College of Engineering  
 

FROM:  Elmore Family School of Electrical and Computer Engineering  
 

RE:  New Graduate Course, ECE 60852 Holistic Software Security 
 

The faculty of the School of Electrical and Computer Engineering has approved the following new course. This 
action is now submitted to the Engineering Faculty with a recommendation for approval. 
 

ECE 60852  Holistic Software Security 
Sem. 1, Lecture 3, Cr. 3.  
Prerequisite:  graduate student standing 

 
Description:   
The goal of the course is to bootstrap students into software security research. The course provides a complete 
overview of different aspects of software security and standard techniques used to solve various software 
security problems. We discuss generic techniques such as data flow analysis/type inference/dynamic analysis 
that are also needed to perform research in other areas such as software engineering and program analysis. The 
course is composed of four components: (i) Vulnerability Finding, (ii) Automated Patching, (iii) Patch 
Propagation, and (iv) Vulnerability Prevention. For every component, we will start with the basics and cover 
state-of-the-art techniques. We will also be reading research papers and try to analyze the pros and cons 
critically. 
 

Reason:  
This course provides the necessary background, i.e., theory, technique, and tools, to conduct research in various 
aspects of software security. This background is also useful for other streams of research in computer 
engineering, such as compilers, software engineering, and operating systems. 

The course also helps in critical reasoning of program analysis techniques, such as proving soundness and 
verifying guarantees. 

 
Course History:  Fall 2021 – 8, Fall 2022 – 9, Fall 2023 – 7, Fall 2024 – 7   
 

 
______________________________ 

Mithuna Thottethodi,  
Associate Head for Teaching and Learning 
Elmore Family School of Electrical and Computer Engineering 
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