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Resiliency and Efficiency of 
Complex Enterprise Systems



Prevent disruptions from becoming outages
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Performance guarantees are a promise to customers
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Uptime Latency Data Loss



Performance guarantees are a promise to customers
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Uptime

Availability Downtime/Year
99% ~ 3.5 days

99.9% ~ 8 Hours

99.99% ~ 52 minutes

99.999% ~ 5 minutes



Microservices

Ø Distributed System Architecture

Ø Complex dependencies among components

Ø Scalable and flexible development

Ø Managed by individual self-contained teams

Ø Large-scale and complex architecture

9Image Source: https://codeit.us/blog/monolithic-vs-microservices-architecture

https://codeit.us/blog/monolithic-vs-microservices-architecture


Microservice Health Diagnosis
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Ø Vulnerability is common in microservices

Ø Goal: Lower time to detection – Mean Time to Detection (MTTD)

Ø Goal: Lower time to resolution

Ø Diagnosis - Structural understanding of the system

Ø Resolution – How to bring the system back-up



Can outages be forecasted?

SUDDEN OUTAGES – NO OUTAGES THAT ARE NOT 
CAPTURED IN DATA – NOT LIKELY

“SLOWLY” EVOLVING ISSUES – 
MAY BE



Root Cause 
Event

Observable 
Impact

Outage



ESEC/FSE ’23, December 3–9, 2023, San Francisco, CA, USA



Existing Work

§ Anomaly Detection

§ Supervised and Un-supervised

§ Disk failure prediction

§ Outage Forecasting

§ Unsupervised – very few outages

§ Extreme event prediction

§ Extreme Value Loss - "Modeling extreme events in time series prediction," Ding et al, KDD 2019

§ Outages are not well-defined

§ Thresholds might not be known



Solution

§ Outage – A Quality-of-service metric (QoS) crossing user-defined threshold

§ QoS Metrics: E.g. Latency, Errors, Utilization, Queue Length

§ Outage Forecasting 

§ P(QoSt > Threshold | Infot-1)

§ Model the forecast distribution of each QoS metric as Mixture of Normals

§ Use Mixture of Density Network (MDN) Loss

§ Extreme event regularizer from Ding et al, KDD 2019





Results

Synthetic Data Actual Deployment
• 2 months & 3 outages



CausIL: Causal Graph for Instance Level 
Microservice Data

1Adobe Research India, 2Adobe India, 3The University of Texas at Austin

Proceedings of The Web Conference 2023 (WWW’23)

Sarthak Chakraborty1, Shaddy Garg2, Shubham Agarwal1, Ayush Chauhan3, Shiv Saini1

Paper Link Code Link



Microservice Deployment

Multiple instances/pods of the same microservice are spawned

Unique instances are numerous, transient and ever-changing

Auto-scaler & Load-balancer

For service S in Adobe, 1117 unique instances spawned over 3 
months (avg. life: ~6 hours)
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Service Call Graph
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Preliminary Approaches

Aggregate the metrics
Ø For each metric, aggregate the metric values across all instances for each time-step; 

use the aggregated value for causal structure estimation (fGES)

Aggregating dilutes the effect 
from certain instances

Avg-fGES

Changes the relationship among metrics; 
non-linearity not preserved



Dependencies in Microservice
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CausIL, a causal graph estimation methodology that considers metric 
variations within instances of a service:

Can effectively model microservice deployment scenario

Implicitly models a load-balancer and an auto-scaler

Uses generic domain knowledge to improve efficiency

Scalable even on addition of a new microservice



Causal Assumptions
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Workload

CPU Utilization

Memory Utilization

Latency

Error

5 golden signals (domain expertise) Intra-Instance Inter-Service



Why new technique is needed?
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Ground Truth Aggregating Metric 
Values

Proposed Approach



CausIL : Proposed Approach
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Design Motivation
Pod

Pod

Pod

Pod

Pod

Pod

Node

Node

Node

Node

Node

Different instances of a service are independent 
and identical to each other conditioned on the 

load received at the service



CausIL : Proposed Approach
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t=1

t=2

t=3

Instance 1 Instance 2 Instance 3

Metrics of all 
Instances of S

Metrics of all 
Instances of Sc

Relevant metrics that can form a causal structure
q Golden Metrics of all instances of S
q Workload for all instances of caller
q Latency and Error for all instances of callee microservices



CausIL : Proposed Approach
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t=1

t=2

t=3

Instance 1 Instance 2 Instance 3

t=1

t=2

t=3

Instance 1 Instance 2 Instance 3

Metrics of all 
Instances of S

Metrics of all 
Instances of Sc

Aggregated 
Metrics of all 

Instances of Sc

Proxy column

Proxy Node



CausIL : Proposed Approach

29

t=1

t=2

t=3

Instance 1 Instance 2 Instance 3

t=1

t=2

t=3

Instance 1 Instance 2 Instance 3
Instance 1

Instance 1

Instance 1

Instance 2

Instance 2

Instance 3

t=1

t=2

t=3

Metrics of all 
Instances of S

Metrics of all 
Instances of Sc

Aggregated Metrics 
of all Instances of Sc

Data flattened over 
all instances

q Instances are identical 
and independent



CausIL : Proposed Approach
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t=1

t=2

t=3

Instance 1 Instance 2 Instance 3

t=1

t=2

t=3

Instance 1 Instance 2 Instance 3
Instance 1

Instance 1

Instance 1

Instance 2

Instance 2

Instance 3

t=1

t=2

t=3

Metrics of all 
Instances of S

Metrics of all 
Instances of Sc

Aggregated Metrics 
of all Instances of Sc

Data flattened over 
all instances

Causal Structure 
Estimation Algorithm



CausIL : Proposed Approach
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BIC-based score function

q Estimate a function f between the parent and the child metrics
q Choose the relationship that has minimum BIC; Form the edge

Causal structure estimation (fGES) of one service at a time and then merge



Domain Knowledge
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Ø Captures metric semantics and generic microservice architecture knowledge
 

Ø Create a prohibited edge list; edges that are not possible in a microservice architecture
 

Ø  Reduces time complexity of causal estimation

Intra-Service

1. No other metric within the same service 
affects workload

2. Latency does not affect resource utilization

Inter-Service

1. No edges across services not connected through 
call graph

2. Prohibit all edges between connected services 
except (a) workload in the direction of call graph, 
(b) latency and error in the opposite direction



Implementation Details
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Synthetic & 
Semi-Synthetic

10/20/40 services

Datasets

Avg-fGES & CausIL

Polynomial regression for f 
with varying degree

Graph Comparison Metrics

SHD, Precisions & Recall

Baselines Metrics



Evaluation Results
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Impact of Domain Knowledge
More than 3.5x improvement in 
SHD of estimated causal graph 

with domain knowledge

70x improvement in 
computation time

Redundant edges are not considered for comparison 
while estimating causal graph



Evaluation Results
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Baseline Comparison

CausIL performs better than 
Avg-fGES and FCI on all the 

datasets

Polynomial Estimation Function
performs better since generated 

data is polynomial



Evaluation Results
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Real Data
Ø Data collected for a span of 2 months with 5 min granularity
Ø Ground Truth Causal Graph based on the causal assumptions



Conclusion 

● Causal Structure Estimation for microservices when multiple instances of a microservice 
are deployed
o Instances are dynamic and transient in nature

● Domain Knowledge improves the performance as well as computation complexity
○ Domain Knowledge generic to any microservice architecture
○ Written as general rules

● Estimates causal relationship one service at a time
○ Scales linearly on adding a new service
○ Each service takes 12-13s with standard deviation of 1.09s on average

37



38

ASE ’23, September 11–15, 2023, Luxembourg
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Metric Alerts

• Real-time

• Difficult to interpret

Incident Reports

• Stale, but

• Semantically rich
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% Gain over two baselines



Questions?
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Research Areas

● ML Training and Inference Optimization

● Query, Compute, Storage Optimization

● Approximate Computing

● Causal Inference

● Active Learning
43

• ML for System Reliability and Efficiency

• User Modelling for Marketing Decisions

• Multi-modal Content Generation

• Document Understanding

● Anomaly Detection

● Forecasting

● Segmentation

● Data Summarization

● NL2SQL

ML System & User Modeling



Selected Papers: Causal Understanding of Complex Systems
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Root Cause Analysis of Failures in Microservices 
through Causal Discovery. NeurIPS 2022

CausIL: Causal Graph for Instance Level 
Microservice Data. WWW 2023: 2905-2915

https://dblp.org/db/conf/nips/neurips2022.html
https://dblp.org/db/conf/www/www2023.html


Selected Papers: Outage Prediction and Diagnosis
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ESRO: Experience Assisted System Reliability 
against Outages. ASE 2023

Outage-Watch: Early prediction of outages 
using extreme event regularizer. ESEC/FSE 2023



Selected Papers: Approximations and ML in Big-Data Processing

46

Reinforced Approximate Exploratory Data 
Analysis. AAAI 2023: 7660-7669

Conditional Generative Model Based Predicate-
Aware Query Approximation. AAAI 2022: 8259-8266

https://ojs.aaai.org/index.php/AAAI/article/view/25929
https://ojs.aaai.org/index.php/AAAI/article/view/20800


Selected Papers: Storage Cost Optimization
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Towards Optimizing Storage Costs 
on the Cloud. ICDE 2023



Selected Papers: Federated Learning
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Flash: Concept Drift Adaptation in 
Federated Learning. ICML 2023



The Role of Unattributed Behavior Logs 
in Predictive User Segmentation, CIKM 2023

Selected Papers: User Modeling
Joint Optimization of User Segmentation and Channel Delivery
under Budget Constraint

Delivery Optimized Discovery in Behavioral User 
Segmentation under Budget Constraint, CIKM 2023



Multimodal Content 
Generation
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Constrained Image Generation

Multi-concept 
Generation [1]

Iterative 
Generation

1. Aishwarya Agarwal, Srikrishna Karanam, Joseph KJ, Apoorv Saxena, Koustava Goswami, and Balaji Vasan Srinivasan, A-STAR: Test-time 
Attention Segregation anad Retention for Text-to-image Synthesis, ICCV 2023



Cinemagraph Generation

Fluid Animation [1]
Clothing Animation [2]

1. Aniruddha Mahapatra and Kuldeep Kulkarni. "Controllable animation of fluid elements in still images." CVPR 2022.
2. Hugo Bertiche, Niloy J. Mitra, Kuldeep Kulkarni, Chun-Hao Paul Huang, Tuanfeng Y. Wang, Meysam Madadi, Sergio Escalera and Duygu Ceylan, 

"Blowing in the Wind: CycleNet for Human Cinemagraphs from Still Images", CVPR 2023



Multimodal Representation & Grounding

Multimodal 
Representation [1,2]

Multimodal 
Grounding [3]

1. Aishwarya Agarwal, Srikrishna Karanam, and Balaji Vasan Srinivasan, Learning with Difference Attention for Visually Grounded Self-supervised 
Representations, arXiv 2023, under review



Natural Language Processing
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LLMs for Document Understanding & Consumption

1. Inderjeet Nair, Aparna Garimella, Balaji Vasan Srinivasan, Natwar Modani, Niyati Chhaya, Srikrishna Karanam, Sumit Shekhar; A Neural CRF-
based Hierarchical Approach for Linear Text Segmentation; EACL 2023

2. Maheshwari, Himanshu, Nethraa Sivakumar, Shelly Jain, Tanvi Karandikar, Vinay Aggarwal, Navita Goyal, and Sumit Shekhar. "DYNAMICTOC: 
Persona-based Table of Contents for Consumption of Long Documents." NAACL 2022.

Document Segmentation 
[1]

Document Navigation [2]



Document Transformations

Cross Modal 
Transformation 
[WACV 2023]


