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Abstract the mail server design by following “optimizing the common
case” system design principle.

The email volume per mailbox has largely remained low To make the case for optimizing mail servers tospam-
and unchanged in the past several decades, and hence m&Wware we present a case study of three components of a
server performance has largely remained a secondary issuénodern mail server, postfix, for which the high percentage
The steep rise in the amount of unsolicited emails, i.e. span®f mail spam has changed the “common case” workload.
in the past decade, however, has permanently disrupted thithe three instances of workload shift includes increasing
tranquility of largely steady email volume and turned mail amount of bounced spam mails (mails destined to non-
server performance into an increasingly important issue. €Xisting mailboxes), large amount of spam mails destined

In this paper, we point out that modern mail servers weret0 multiple mailboxes which is the outcome of a simple
not originally designed with email spam in mind, and astechnique that spammers use to conserve their resouraks, an
such, as the “common case” workload for mail servers haslarge amount of spam originating from botnets which reduce
shifted from legitimate emails to spam emails, we argue it ighe spam per origin host to evade spam origin detection. The
time to revisit mail server architecture design in follogin three components of modern mail servers that are affected
the system design principle of optimizing the common cas®y these new workloads (and hence can exploit them in
In particular, we show how to optimize the performance ofimproving their design) include the concurrency architeet
three major Components of modern mail servers, the Con\NhiCh controls how to handle many concurrent connections
currency architecture, the disk 1/0, and DNSBL lookups, byffom mail clients, the file system for mailboxes which
exploiting the new “common case” workload. An evaluationaffects the efficiency in writing the high volume of mails
of our prototype implementation of the enhanced postfif0 individual mailboxes, and the DNSBL lookup operations
architecture shows that the optimizations significanttjuee ~ Which are widely employed in today’s mail servers to query
the CPU, disk, and network resource consumptions, an@lacklist databases for spam origin detection.
improves the throughput of the mail server by 18% under a We discuss how the shift in common-case workload ex-

university departmental mail server workload and by 40%Poses inefficiencies in the current design of the components
under a spam sinkhole workload. being studied and present an optimized design that exploits

the new common-case workload for each of the components.
First, our new concurrency architecture improves the perfo
mance of mail servers by early differential treatment of a
class of mail spam from the rest of the mails. In particular,
Recently there has been a steep rise in the amount & server's resource is committed to an incoming email
unsolicited emails, i.e. spam [7]. Such emails overwhelnmonly after confirming the legitimacy (w.r.t to bounce/non-
users’ mailboxes, consume server resources and cause dssunce nature) of the email. Second, we propose a new
lays in mail delivery. A number of techniques have beenfile system that targets applications (e.g. mail servera) th
developed to stop or mitigate spam. Such techniques includeave explicit knowledge of the sharing of parts of different
content-based filtering [5], IP-based blacklisting [212],  files and the sharing granularity (e.g. a mail), and levesage
quota enforcement [32], and relationship inference betweesuch knowledge to provide efficient sharing of different
senders and receivers [6]. Such techniques focus on regluciriiles, analogous to how System V shared memory allows
the impact of spam on the end-user, as opposed to thgvo processes to share parts of their address spaces. This
mail servers. With the increasing trend witnessed in thespecialized file system can be used to avoid duplicate disk
amount of spam, it is evident that the need to design “smartl/Os for spam sent to multiple mailboxes. Third, we propose
mail servers that can optimize their resource utilizationa new scheme for DNSBL servers in replying to blacklist
by expending minimal resources on rogue emails becomegueries that works well under the new trend of spammers
inevitable. using botnets for sending spam to improve the effectiveness
In this paper, we argue that as the volume of mail spanof DNS caching.
increases at an unprecedented pace, mail spam are well onWe have implemented the set of optimizations by modi-
their way to constitute the new “common case” workload forfying the postfix [17] server and evaluated the performance
mail servers, and hence there is a pressing need to revisinprovement using a spam trace collected over a two-month

1. Introduction
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Figure 2. Postfix Architecture. processes communicate using UNIX domain sockets. An

inetd-like resident process, called “master”, runs thetfpos
period at a spam sinkhole and a one-month email trace ci¢"Ver It creates processes on demand to accept conrgection

a large EECS university department. Our evaluation showérom chents., receive malls frgm the network, send mails,
that the set of optimizations significantly reduce the Cpy Process dehyery, manage various queues, and so on.

disk, and network resource consumptions, and improve the AN incoming mail passes through several processes and
throughput of the mail server by up to 40%. As the amountSeveral queues before being finally delivered to a mailbox

of spam continues to increase [7], we expect the performanc®’ relayed back to another mail server in the Internet.
improvement of our optimizations will become even larger. Figure 2 shows a stripped down version of the path followed
by an incoming mail. Upon receiving a new connection

request, the master process forks a new process, “smtpd”,
to handle the connection. This smtpd process performs
] ) ) ) . all the SMTP transactions with the client starting from
In this section, we briefly review the architectures of SOMe;ccepting the connection till shutting it down. This praces
popular email servers or mail transfer agents (MTAS). Fig-cgn pe configured to query the DNS for blacklist check.
ure 1 shows a distribution of mail servers currently useq [25 gmipd also queries the local access database to find if the
in the Internet (measured in January 2007). Sendmail yecinients of the mails exist or not. The master process
written in the early 1980's, is still widely used today. The foks up to a pre-configured maximal number (by default
sendmail program is a monolithic piece of code providing;ng) of smtpd processes to handle incoming connections.
all functionalities of the mail server. These functionat |; 5 smtpd process is idle for a pre-configured period of
are evoked by calling the sendmail program using differentime or has served a pre-configured number of requests, it
parameters. Sendmail creates a new heavy-weight proceggminates itself after sending a notifying message to the
for each new mail delivered and thus incurs considerablgnaster. The reuse of smtpd processes to handle connections
overhead. Over the years, sendmail has accrued a long list @5y es on process forking overhead. We skip the details of

security vulnerabilities. The fact that sendmail must rithw ¢, remaining processes of postfix due to page limitation.
root privileges also makes it a prime target for attacks [9].

Several architectures have been proposed to counter tf}f .
security loop holes and performance flaws in sendmail?®- Experiment Methodology
such as gmail and postfix [18]. Since postfix has been
shown to outperform gmail [12], we choose postfix as the We now describe the testbed, the software, and the work-
representative MTA in our study. load used in the experiments described in this paper.

2. Background: Mail Server Architecture

The Postfix architecture. The postfix mail server is imple- Testbed and workload. Table 1 lists the configurations of
mented using a dozen semi-resident, mutually-cooperatinthe measurement system, i.e., the server and client, used
processes, each of which performs specific tasks. Theg@roughout the paper.



A mail server’'s performance depends on the characteristo commonly used user names (mailboxes) with the hope of
tics of mail workload, such as the mail size, the number ofhitting valid ones. When the mail client tries to deliver a
recipients each mail is destined to, and whether the mail is anail to an invalid user on the mail server, the mail server
bounce, i.e., destined to a non-existing mailbox. In order t generates a “550 User unknown” response. For this reason,
evaluate the performance of various aspects of a mail servave call such maildouncesIn addition to trying out their
for today’s “common case”, we collected real traces fromluck, spammers also exploit this feedback mechanism of
mail servers to tune the input workload. mail servers to learn the legitimate mail addresses at a

The “Univ” trace is a real trace of mails collected at a uni- domain, turning random guessing into a form of mail address
versity department mail server serving over 400 mailboxesarvesting .
during the month of November 2007. The trace contains a Figure 3 shows the fraction of bounces to the total
mix of spam and legitimate mails, and is representative ohumber of mails delivered during the measurement period.
a typical university department mail workload. We observe that about 20% to 25% of the mails reaching

Since the Univ trace contains no information about unfin-the ECN mail server at Purdue are bounced, i.e., there are
ished SMTP connections, to measure the extent of bouncetb real users associated with the “rcpt to” field of the mail.
mails and unfinished SMTP connections (see Section 4.With increasing amount of resources, spammers are likely to
for detail), we collected bounce statistics at the mail eerv send more and more mails to randomly guessed mailboxes,
maintained by the Engineering Computer Network (ECN)turning such bounce mails into the “common case” among
at Purdue over a period of about one year starting fromall the mails received. In fact, Figure 3 shows a slight
December 15, 2006. The ECN mail server hosts abouincrease in the percentage of bounces within a year's time
20,000 mail users. frame.

To study the impact of different characteristics of spams  Another type of SMTP sessions observed today are the
such as the bounce ratio and the number of destinatioBnes that do not last till completion. In such SMTP transac-
mailboxes per SMTP session on mail server performanceions, a client connects to an SMTP server, may send a few
we derived a synthetic trace from the Univ trace whichSMTP handshake messages and then quits the connection.
follows the mail sizes in the Univ trace while varying other These connections do not deliver any mails to any user.
parameters such as the bounce ratios or the number @figure 3 shows such incomplete connections account for
destination mailboxes per SMTP session. 5% to 15% of the connections received by the ECN mail

To measure the IP-level characteristics of spammers angerver during the same time frame. For simplicity, from
the distribution of the number of recipients their mails arenow onwards, we refer to both bounce and unfinished SMTP

destined to, we also collected a spam trace from a spamtansactions as bounce connections unless otherwisel state

sinkhole in the months of May and June 2007. I . . .
Implications. The server architectures used in popular mail

Tuning postfix. Postfix uses a default of 100 “smtpd” seryers delegate a new process for each SMTP connection
processes to handle incoming SMTP connections. On & giveaceived. Such a concurrency architecture can waste signifi

server hardware, the performance of postfix depends 0gant server resources in case of bounces. According to the
this configurable parameter. A low value for this param-gcN data, bounces and rogue connections currently stands

eter can result in low CPU utilization while a very high pewween 25 and 45%, which motivates the need to revisit
value can result in performance degradation due to highne mail server concurrency architecture.

context switching overhead. We experimentally searched fo

the optimal process limit value on our server using client . -
program 1 driving the Univ trace, and found the throughput4'2' Multiple Recipients
of postfix peaks at about 180 mails/sec with the process limit Since setting up a new connection to a mail server is

configured at 500. costly, spammers frequently make use of the multi-recipien
feature of SMTP by making one connection to a malil
4. The New Common Case: Spam server and addressing a spam mail to several recipients.

) . ) ) Figure 4 shows the distribution of the number of recipients

In this Sect|0n, we make the observation that the rise an er connection for the spam in the two-month spam trace
prevalence of mail spam in the last decade has permanent{gection 3). We observe the number of “rcpt to” fields in a
changed the “common case” workload of mail serverssingle spam mail is commonly between 5-15. In contrast,
and discuss the performance implications of this workloadthe average number of RCPTs in the good mail in our Univ

change to the three components of a popular mail servegace is only 1.02, consistent with Clayton’s study [3].

architecture. L . . -
Implications. While the use of the multiple-recipient feature

4.1. Bounces and Unfinished SMTP Transactions of SMTP for legitimate mails have largely constituted the

One_ of the heavily used spamming teChmque_S is random 1. The original intent of the bounce mechanism is to help #weer to
guessing (RG) [19], where spammers send mails addresseetect mistakes with mail addresses, e.g., froi-typing.
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Figure 3. Daily bounce ratio and ratio ~ Figure 4. CDF of the number of recipi- Figure 5. CDF of time to query various
of unfinished SMTP transactions on the  ents per mail in the sinkhole trace. DNSBL servers for over 19,000 spam
ECN mail server during year 2007. IPs.

rare case in the past, the wide-spread use of this featurto find the delay overhead incurred, we compiled a list of
by spammers along with the increasing volume of spam irover 19,492 IP addresses that spammed our sinkhole, then
the Internet justify the need for mail servers to optimizeperformed DNSBL queries for these IPs. Figure 5 shows the
the duplicated disk 1/0s. While disk space is not a majordistribution of the time taken to query six DNSBLs for the
issue with falling disk prices, duplicated disk writes can blacklisting status of these IPs. We observe between 16%—
consume significant server resources, reducing the maB0% of 19,000 queries sent to the six DNSBLs took more

server throughput. than 100 msec.
DNS caching has helped to reduce the cost of querying
4.3. DNSBL Lookups against the DNSBL servers in the early days of mail spam

One of the most effective and widely used techniques inWhen most of the spam were sent out by a f?W mdmdgal
nd hosts. However, in recent years there is a growing

the ongoing battle against spam is DNS-based blacklisting: d that | | ber of isod
The DNS-based blacklists maintain the IP addresses of hosts 0 &t SPAMMETS EMpIoy & farge number of compromise
achines, known as bots, to carry out mail spamming on

that are known to be spam origins/relays. Upon receiving an

new connection, a mail server queries DNSBserver(s) their. behalf [27]. Each maghine in the botnet seno_ls out
about the blacklist status of the client IP, in the form of arelanvely few spam to a particular mail server (domain) to

DNS query. The IP of the client is reversed and appended tgvoid detection. This transition from high—volume spamsner
the blacklist server’'s name to query. For example, if a tlien to low-volume spammers renders DNS caching of per-IP

with IP x.y.z.w contacts a mail server, the server issues gased DNSBL lookups much less effective.

DNS query for w.z.y.x.blacklistserver. This query is ratite i .

to the blacklist server (a DNS server). If the IP is blackiist - H_yb”d Concurrency Architecture for Pro-

the response to this DNS query will be of the form 127.0.0.xce€ssing Bounces

where x suggests the form of spamming activity done by the

corresponding IP; otherwise, the DNS query will return with  In this and the next two sections, we present optimizations

empty answer field. to the three components of mail servers that target the
As the amount of spam continues to increase, DNSBLthree new “common case” workloads discussed in Section 4.

querying will constitute a growing portion of DNS lookups. Together, these optimizations constitute a first step tdwar

For example, Jung and Sit [10] accounted 14% of all DNS‘spam-aware” mail server architecture design.

lookup at CSAIL, MIT to be DNSBL queries in 2004

compared to only 0.4% in 2000. 5.1. Design

Implications. Querying DNSBL servers consumes resources To optimize the processing of the increasing amount
of both the mail server and the DNS servers. Due to heavy)f bounce Connectionsy Wwe propose a new concurrency
load from DNSBL queries, several ISPs decided to blockyrchitecture, called “fork-after-trust”, shown in FigufeThe
out DNS requests for major DNSBL lists. For example, inpasic idea is to reduce the overhead of processing bounces by
April 2004, AT&T'’s business department blocked queries todelayingdelegating such a connection to an smtpd process.
several major spam-blocking DNSBL lists because of thea|| new and unconfirmed (yet) connections are kept by the
“extra” load on its DNS servers [26]. master process (master) in a list of sockétsAny event

DNSBL queries also take Significant time to get reSO'Vedhappening to the sockets if is processed by an event
which adds to the delay in completing an SMTP sessionjgop using “select/poll”. The event-based architectunesisd

. until the validity of the “rcpt to” address is determined,

2. Experience from our spam testbed and [22] suggests thatsed after which the socket is delegated to a separate process
blacklisting works well if many blacklists are queried siftameously for
the same IP. which will finish the SMTP transaction. Thus, the overhead



master process

Connection
Request

is forked. This smtpd process inherits the master process’
listening socket and calls accept() to create the connectio
The SMTP dialog is then carried out between the client and
the smtpd process.
e Figure 7 shows the operations of the new hybrid con-
R T . currency architecture. Upon arrival of a connection retjues
the neV\)// master processpperforms accept and continﬁes the
SMTP transaction using the event loop until receiving “rcpt
Figure 6. Process-per-connection architecture. to” fields. If no valid recipient address is received, the
connection is terminated and all associated data is fréed. |
: even a single recipient address is confirmed to be valid, the
H CREtRes" |Haccep}{ HELOHMA | {RCPT|{ FWM master process delegates the connection to one of the smtpd
processes. As in the original postfix, the new postfix is also
1 . pre-configured with a maximal number of smtpd processes
gy to be forked. For each forked smtpd process, the master
“{DATA| creates a UNIX domain socket connection between itself and
the smtpd. Upon creation, the smtpd process immediately
starts listening on this connection (using event notifaali
for SMTP connections delegated from the master process.
The information collected for an SMTP connection prior
of process creation and context switching for processingdo its delegation of work to an smtpd process comprises

master process

Figure 7. “Fork-after-trust” postfix architecture.

bounces is avoided. the sender IP address, the sender’s mail address and the
recipient’s mail address. Aside from this data, the conpact
5.2. Security Consideration socket with the client also needs to be transferred from the

Wi that i ing f b adnaster process to the smtpd process. Upon receiving this
€ argue ha 'r,', moving rom“ a pure process-base ata, the smtpd continues the mail transaction with theatlie
architecture to the “fork-after-trust” architecture, wave

compromised minimally on the security of the mail server till completion and returns to its state of listening on the
promi nl Y urity ' " UNIX domain connection with the master process.

In our hybrid architecture, only part of each SMTP There is an overhead involved for an smtpd to notify the

ELansacu?ln, |.e.§|ll re::t:a 'V.m.?. aI Val'td fr;f)t té)M-:-Sphr?deélr;] K master process every time it is idle and ready to process the
€ e“ven_ oop.” |nce“ N |n|”|a part orthe Si 1anasnake, ot connection. To avoid this, the master process exploits
e.g. “mail from” and “rcpt to”, are handled with a fixed-size

e buffer. th ] i th : d vector sends to queue multiple tasks (connections) deldgat
receive butter, the event Ioop In the master process does %S an smtpd process. Specifically, since the vector send take
introduce new buffer overflow opportunities.

; R X . as a parameter the size of the payload, even if multiple tasks
After a valid recipient is confirmed, the processing of the P pay P

. . “consecutively are sent into the UNIX domain connection to
data part of the mail and the subsequent file I/O of the malg y

; _ to 7 recipients, we estimate on average the socket between
handshaking steps of the transaction. Furthermore, afte[he master and an smtpd can hold up to 28 tasks. To balance

receiving the dat?‘ part .Of the mall, many body tests ar%he load on the multiple smtpd processes, the master process
performed by various third-party spam filter modules Suchuses nonblocking writes to these sockets in a round-robin

as keyword matching, image spam testing, which are W'de|¥ashion. In case the mail server reaches its capacity limit,

employed by mail servers nowadays. In our hybrid arCh'_'the master process cannot dispatch more connections to the

tecture, such add-on functionalities to mail servers remai smtpd processes. Hence the finite-sized socket bufferbdor t

handled b.y separa}te Processes, qnd hgnce continue to eniQ¥yets also act as a natural throttle for the master process
the security benefit from process isolation.

5.4. Evaluation

We implemented the new architecture by modifying post-
We implement the “fork-after-trust” model by directly fix version 2.4.1 and evaluated the goodput improvement
modifying the master and smtpd processes in the postfiof the new version on our testbed. Since the modified
mail server. Figure 6 depicts the operations of the currenpostfix is expected to outperform the original postfix which
postfix mail server. Briefly, the master process uses eventachieves the maximal throughput when using 500 processes,
to receive notification of an incoming connection requestwe configured the modified postfix to use up to a maximum
Upon the arrival of a connection request, an smtpd processf 700 sockets. Client program 1 was used to drive the

5.3. Implementation
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[ the functionality can be trivially generalized to the clads
g 150 — applications.
& 1o \ 6.1. Design
§ . \ MFS is designed for use by applications that have explicit
© Vanilla —— knowledge of sharing among files as well as the sharing
o L fvond e y granularity. For example, in the case of mail server ap-
0 0.2 0.4 0.6 0.8 1

plications (mail server/POP/IMAP servers), all the wiggin
reading, and deletion are done in units of mails. Other types
Figure 8. Performance of the current mail server architecture  of accesses to a mailbox file are generally not performed.
(postfix) and our model. Consequently, the natural sharing granularity is a mail, fo
example, when a mail is destined to multiple recipientssThi
server for 5 minutes using the synthetic trace with varyingin turn implies MFS is record-oriented, where a record is
bounce ratios. We measured goodput as the number of gogmply a mail in the case of mail servers, as opposed to
mails per second received by postfix. Figure 8 compares theyte-oriented.
goodput of the new postfix architecture (“Hybrid”) to that of ~ To manipulate files at the record-granularity, we need
the vanilla postfix (“Vanilla”) as the ratio of the bounces in an addressing scheme to uniquely identify each individual
the mix of mails sent is increased. We observe the goodpugcord. In the case of mail server applications, every mail
of postfix steadily declines as the percentage of bouncesmaihas its unique ID labeled by the MTA, e.g. postfiwhen
is increased. In contrast, the goodput of new postfix stay§ was received [11], which can conveniently serve as the
almost constant until the bounce ratio reaches 0.9, inidigat unique index key for that mail.
that minimal amount of resources were spent on handling For simplicity and ease of deployment, in this paper, we
bounced mails. Since smtpd processes are recycled in boftesign MFS to be a simple application-level extension to any
versions, the efficiency of the hybrid architecture comesconventional byte-oriented file system, as shown in Figure 9
from avoiding context switches in processing bounces; thé\ file in MFS is made up of two conventional files. The
total number of context switches is reduced by close to @rimary “key” file contains a list of (key, offset, reference

Bounce ratio

factor of two. count) tuples, where the keys uniquely identify the records
that constitute the content of the file, and the offset fotheac
6 Single-copy File System for Mailboxes key stores the offset of the record actually stored in the

companion shadow “data” file. Only records that are unique
to this MFS file are stored in the companion “data” file. The

In Section 4.2, we discussed that the wide-spread USFecords that are shared among this and other MFS files are

of the multi-recipient feature by spammers for resource . . . . ; N
L . . . tored in one (or multiple if necessary) “shared” MFS file.
efficiency reasons together with the increasing volume of.. o
. o= L9 .~ Since a shared record cannot be deleted until it is deleted
spam in the Internet justify the need for optimizing dupli- ) . :
cated disk I/Os. While numerous single-cooy file svstems 0;rom all MFS files that share it, a 4-byte reference count is
) 9 Py Y aintained for each shared record in the shared MFS file.

storages systems have been previously proposed [.20]’. [1 ;" To support permissions of files belong to different users,
[28], [1], these systems do not leverage the applications], " . ; : X

L . . . the “shared” MFS file will be implemented in the kernel,
explicit knowledge of potential duplicated disk I/Os. As a .

. . . i.e., hidden from the users. The only way to access them is
result, they often avoid duplicates at the disk block lefa, through the system call APIs exported by MFS,

Ezﬁ[gﬁféggréi\ézgzlTgot]he[zug?]d%r:ymeg rfztrcr);agisst?/srtsm tgi be Figure 9 shows how a mail server makes use of MFS as
' ' P POSTPTIOTEES! 44}y, First, all the mailboxes of a mail server are MFS

to eliminate _dupllcated _flle_zs on .dISk [1]. In this section, we files. We denote the key file and the data file for a mailbox
propose a simple specialized file system that leverages the

applications’ explicit knowledge of sharing parts of diat, ~ 2>@ibox_key andmailbox_data. The mailboz_key file
X ) . L - contains the mail-ids of all the mails in the mailbox, and
typically large, files (e.g. mailboxes containing all mail

provides efficient sharing of the common parts of diﬁeremthemaz‘lbox_dam file contains the individual mails destined
files to avoid duplicated disk I/Os in writing them. only to that mailbox, i.e., single-recipient mails. A spci

In princile. the specialized file svstern can be used tmailbox is used by the mail server to store mails destined
o] timliaze dliosk,I/Os f(F)Jr the class of z\ lications that havgto multiple recipients. We denote its key file and data file
P PP as shmailbox_key and shmailbox_data. When a mail is

epr|.C|t knowledge of sharing c_>f different files and the destined to a single recipientailbox1, the mail is appended
sharing granularity, such as mail servers, syslogs, etc. FOF0 mailbox]_data and the tuple of (mail-id, offset, 1) is

ease of illustration we use mail server as a concrete example
to illustrate the _dES|gn and the API of the file system, 3. We do not trust mail id as sent by client and rely on mail ideyated
and name the file system MFS for short. The APl andby mail server.
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shmailbox_key on Ext3 Filesystem, with in- on Reiser Filesystem, with
creasing # of recipients. increasing # of recipients.
shmailbox data ) ) )
length andrai | _i d parameters based on the mail read.

The API may need to be called multiple times to read a
mail if the provided buffer is smaller than the mail.
Due to page limitation, we skip the details of the above

appended tonailboxl_key. When a mail is destined to mul- - ap|s and of the remaining APIgail_delete()and mail_close()
tiple recipients, the mail is appended ¢bmailboxr_data,

and the correct (mail-id, offset, nuraf_recipients) tuple is
appended toshmailbox_key, and a tuple (mail-id, offset,
-1) is inserted into all the relevantailboz_key files. We implemented MFS as a user-space library that exports
the API discussed above. We created a new version of
postfix that has a modified local process module that uses
the MFS API. The new postfix is then linked with the MFS
We now describe the set of APIs exported by MFS to theibrary. The modified postfix continues to use regular files
applications: for temporary files, such as those in the incoming queue,
e mail _file »nfd = mail_open(char +filenanme, char which are never shared.
~mode) opens a mailbox file with the specified filename We measure the impact of the number of recipients (“rcpt
and the mode to be opened, and sets the seek pointer t0”) in a mail transaction on the performance improvement
point to the first mail in the file. The call returns a pointer of the modified postfix as follows. We first performed
to the mai | _fil e structure. In our implementation, the controlled experiments by running Client Program 1 with a
mai | _file structure that implements the file descriptor modified synthetic trace, and compared (1) modified postfix
in MFS is no different from an inode in UFS. If the file (MFS in figure 10) with (2) vanilla postfix which uses one
does not exist, the propenailbox_key andmailbor_data  mailbox file per user (Postfix), (3) a version of postfix that
files are created. uses individual files for storing individual emails (maildi
eint err = mail_seek(mail_file »nfd, int offset, and (4) an optimized version of (3) that avoids storing
int whence) performs seek in the specified file and operatesduplicate copies of the same mail by storing one copy of
at the granularity of a mail instead of a byte, since all readthe mail in a file and hardlinking additional copies (hard-
write, and delete operations to a mail file are assumed tdink). The modified input trace has a zero bounce ratio, and
be in units of mailswhence specifies the starting location contains repeated sequences of mails destined to 15 distinc

Figure 9. File structure in MFS.

6.3. Evaluation

6.2. API and Implementation

from where to apply offset. mailboxes, i.e., each sequence of 15 mails share the same
eint err = mail_nwite(mail _file x+nfd, int size, and the sequence of sizes are taken from the Univ trace.
nnfd, char *buf, char *mil_id, int buf_len, int Figure 10 plots the mail throughput, i.e., how many mails
msg_i d_I en) writes a mail to thennt d mailboxes specified are written to the mailboxes per second, for the four postfix
by themfd file descriptor array. Theai | _i d is passed versions as the number of recipients per connection isdarie
as a parameter by the mail server application. The file=or example, using 5 “rcpt to” fields per connection, a client
system skips the steps of writing data to the needs to use 3 separate connections to send each sequence
shmailbox_data file if it finds that mail-id already exists to the server. The base filesystem in this case is Ext3 Journal
in the shmailbox_key file. File System. We make the following observations. First,
eint err = mail _read(mail _file »nfd, char *buf, as the number of recipients per connection is increased
char *mail _id, int «buf _len, int *mail _id_|en) from 1 to 15, the mail throughput of the vanilla postfix is

reads the next mail in the user mailbox pointed by the seekncreased by a factor of 7.2. This is because while using
pointer. On return, the interface fills in the input buffer, the multiple-recipient feature to send a mail to multiple



mailboxes reduces the network processing per mailbox byf spam originating from about 19,000 IP addresses which
a factor of 15, the mail is still written to the mailbox fall into 8,832 unique /24 prefixes. Figure 12 plots CDF of
15 times, one for each destination mailbox. Second, théhe number of blacklisted IPs belonging to these prefixes.
MFS further improves the mail throughput by 39% (for We observe 40% of the prefixes contained more than 10 IPs
15 recipients per connection case) compared to the vanillalacklisted in cbl.abuseat.org [2], and about 102 of th2de /
postfix. This improvement comes from reduced disk I/Osprefixes (about 3%) contained more than 100 IPs blacklisted
to the file mailboxes. Third, both maildir version and its in CBL. This suggests that there exists significant spatial
optimized version (hard-link) perform much worse when locality among the blacklisted IP addresses.
compared to one-file-per-mailbox postfix and MFS, as thespam origins exhibit temporal locality. Ultimately the
number of recipients increases. [16] has shown that foggfectiveness of caching is determined by the amount of
workloads consisting of multiple file creations of smallesiz temporal locality in the sequence of queries. Using the two-
E?<t3-JournaI Filesystem performs poorly while the Reisery,onth spam trace collected by our sinkhole, we measured
Filesystem performs the best. _ o the inter-arrival time of spam originated from the same /24
We also compared all four versions of postfix with the |p yrefix versus that originated from the same IP. The results

Reiser Filesystem as the base file system. Figure 11 shovgjgited in Figure 13, show that the inter-arrival time inntesr
that, although the maildir format still performs the woiit$, ¢ |p prefix origins is shorter than in terms of individual

optimized version, hard-link, improves significantly. How b /igins, suggesting significant temporal locality in /24

ever, MFS still outperforms all other versions, hardlink, prefixes among the spammers.

vanilla postfix, and maildir, by about 29.5%, 31% and 212%,  gpatial and Temporal localities of botnet activities have

respectively, for the 15 recipient case. _ been exploited previously by researchers for their detec-
F|naII_y, we evaluated mail throughput of the two versions;; [8] and prediction of future target networks [4]. In

of postfix under the two-month spam trace collected by oUkyig haper, we use these properties to design efficient mail

sinkhole. The average number of recipients per connectioQaner and DNSBL architectures. Our proposed new DNSBL

in this trace is about 7. Our measurement shows that theysiem exploits the above spatial and temporal locality in
MFS throughput outperforms the vanilla postfix by 20% in spam originating IPs by aggregating the reputation of the

terms of mail throughput. neighboring IPs in the same IP prefix. For each DNSBL
. . . query, the DNSBL replies with blacklisting information for
6.4. Security Consideration the queried IP as well as for its neighboring IPs in the same

A potential attack on MFS is the random guessing attack/25 prefix.
typically used in content addressable systems (for exam- To implement the new DNSBL scheme under unmodified
ple, [28]), where a malicious user may attempt to write junkDNS, we make the DNSBL server return a bitmap of black-
with guessed mail-ids to its own mailbox, in hope of hitting list status of the neighboring IPs for each DNSBL query. We
an existing mail in the shared mailbox file and then accessingbserve that a DNS query for an IPv4 address returns 32 bits
the mail. However, in MFS, all mail-ids are assumed toinformation, whereas a similar query about an IPv6 address
be unique as they are generated by the same mail servegsults in 128 bits information. Hence an IPv6 address can
and hence writing a mail with a mail-id colliding with an correspond to a bitmap of 128 IPs, and we construct our
existing mail-id will be identified by the maihwrite APl  new DNSBL over the IPv6 address space (and hence call it

as an attack. DNSBLv6). For an incoming mail from an IP(v4) address
x.y.z.w, a mail server queries the DNSBLv6 by issuing
7. Prefix-based DNSBL Lookups a DNS query for domain name 0.z.y.x.blacklistserver if

the number w is less than 128 and 1.z.y.x.blacklistserver

In this section, we present an optimization technique tootherwise. Effectively each query returns the bitmap of IPs
improve the effectiveness of DNS caching whose effectivebelonging to the same /25 prefix of the IP being queried. The
ness is critical to DNS blacklist lookups, in the presence ofmail server can then simply look up the bit corresponding

the new trend of spamming using botnets. to the IP being queried, and cache the bitmap for resolving
subsequent queries for any IP in the same /25 prefix.

7.1. Design Note that in our scheme the bitmap uniquely identifies
each blacklisted IP address; it does not punish any IP not

Our optimization is based on the following observations:

Spam origins exhibit spatial locality. While the spam

origins in a botnet appear to have distinct IP addresses, th; 2 Evaluation

compromised machines, i.e. bots, tend to be concentrated

in blocks of /24 IP prefixes. To validate this, we measured To assess the performance impact of prefix-based DNSBL
the spatial locality of the IPs in our spam trace. The two-lookups, we evaluated the performance of postfix using
month spam trace collected at our spam sinkhole consistgrefix-based and IP-based DNSBL lookups, by driving the

blacklisted.
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client with our two-month spam trace. Since DNSBLv6 hence such mails lead to less gain from MFS compared to
is not implemented, we emulated DNS caching and conspam. Additionally, legitimate mails are shown to origmat
sequently the DNSBL query time for each mail receivedfrom long lasting static IPs [30], and therefore prefix-lwhse
by the mail server. We used a 24-hour expiration time forDNSBL lookup does not provide as much gain over IP-based
the DNSBL query replies since in practice these lists ardookup for such mails. Looking forward, we anticipate the
updated rather infrequently. Since the potential perferoea percentage of spam (e.g. at an organization) to continyousl|
difference between the two versions comes only from thdncrease and hence the performance gain achieved by our
different DNSBL lookup delays incurred to the SMTP optimizations to rise.
transaction processing, we used Client program 2 (open-
system) [24] to drive.the postfix server and configured theg_ Related Work
process limit of postfix to 1000.

Figure 14 shows that when the client-offered connection
rate is low, the throughput of postfix under the two lookupMail and Web Server Architecture. Section 2 already
schemes are largely the same. However, the performandéiscussed the architectures of popular mail servers. Por-
gap starts to appear at 150 connections/sec and widens ggpine [23] is a scalable mail server that provides highly
the connection rate is further increased. In particulastipo ~ available email service using a large cluster of commodity
with prefix-based DNSBL lookups achieves 10.8% higherPC’s. Our work optimizes individual mail servers for the
mail throughput at 200 connections/sec. new common case workload, i.e. spam, and hence is com-

Figure 15 shows the CDF of the DNSBL lookup times plementary to Porcupine. The authors of [29], [30] propose
under prefix- and IP-based queries for the spam arriving a0 improve the performance of a mail server under load
the sinkhole. Out of the 101,692 client connections from ouy probabilistically delaying/denying mail service toesits
spam trace, prefix-based DNSBL lookups achieve a cache hftith spamming behavior in the past. Our solution does not
ratio of 83.9%, compared to 73.8% under IP-based DNSBLdelay/deny mail service to any client, which may send both
lookups. The 10.1% increase in cache hit ratio reduce$ad and good mail [30]; it gains performance by optimizing
the number of DNSBL lookups and contributes to 10.8%the mail server to handle the common case workload more
improvement of postfix’s throughput. Figure 15 shows thatefficiently.
using prefix-based queries would reduce the number of DNS Despite the evolution of web server concurrency architec-

queries issued from 26.22% to 16.11%, i.e., by about 399dure [14], [33], [31], [15], mail servers have largely staye
with the process-per-connection architecture. The prymar

reason is security and reliability required in handling imai
Mail server performance has been a secondary issue due to
the steady low-volume of mails in the past.

8. Combined Performance Improvement

Finally, we modified postfix to incorporate all three
optimizations and measured their performance. Under &ingle-copy file and storage systemseveral single-copy
workload that combines our two-month spam trace with thefile and storage systems have been proposed that share the
bounce ratio witnessed in the ECN mail server, the modifiedsame objectives with MFS, to avoid duplicated disk I/Os and
postfix achieved 40% higher mail throughput than the vanillasave on disk space. The Single Instance Storage (SIS) [1]
postfix and also cuts down DNSBL queries by 39%. Undercomponent in Windows 2000 removes duplicated files. Since
the Univ trace, we observed a gain of 18% in mail serverSIS detects duplicates at the file level, it will not benefit
throughput and a 20% reduction in DNSBL queries usingmail server applications as different mailbox files only
the prefix-based DNSBL. These numbers are lower tharshare parts of their content. Several Content Addressable
those from using the spam trace and can be explained bgystems (CAS)-based network file systems have also been
the 33% of legitimate mails. On average, a legitimate SMTFproposed [20], [13], [28] to avoid transmitting duplicatata
session contains fewer recipients as compared to a spam, ander the network.



A common theme of the above systems is that they do[8]
not leverage the application’s knowledge of duplicateds)/O
and attempt to uncover the similarity of different files via [9]
compute-intensive content-hashing. Effectively, thegdé&
off CPU processing for reduced disk operations. In contrast[10]
MFS targets applications such as mail servers that have
explicit knowledge of potential duplicated disk I/Os and [11]
leverages such information to avoid duplicated 1/0s via &4,
set of simple APIs. Such explicit knowledge also allows for
much simpler implementation than previous single-copy file[13]
systems. [14]

10. Conclusion
(15]

In this paper, we pointed out that modern mail servers
were not originally designed with email spam in mind, and[¢]
the mail spam are increasingly becoming the new “common
case” workload. Using a modern mail server, postfix, we[17]
presented a case study of how the performance of its thr i
major functional components, the concurrency architegtur
the disk 1/0, and DNSBL lookups, can be optimized by ex-
ploiting the new “common case” workload. We implemented
the optimizations in a modified postfix and our evaluation[20
shows that these optimizations significantly reduce the CPU,
disk, and network resource consumptions, and improve the
throughput of the mail server. The proposed optimizationg22]
are general and applicable to other popular mail serveits suc
as gmail. [23]

The battle against mail spamming is ongoing, with both
spammers and spam filter providers developing increasingly
sophisticated solutions, which, along with the increasing?24]
sheer volume of spam, will put increasing pressure or[25]
mail server performance. In our future work, we plan to
explore other aspects of mail servers that are affected dy th
changing workload and develop optimization techniques tha
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